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dmin

deg ()
U(R) = R*

Number of elements inG.
Natural numbers.
Integers numbers.

Reel numbers.
Rational numbers.

Isomorphism.
Integers modulo p.

Finite field with ¢ elements and F¢* = F, — {0}
Characteristic of I .
Quotientring.

The set of polynomials with coefficients in F.
Hamming weight.

Hamming distance.

Minimum distance.

Degree of polynomial.

The group of unity of a ring R.

The ideal genereated by an element a € R.



The degree of the extension K/F.
The binamail coefficients.
The Galois group of L overF.
The Frobenius automorphism.
The Legendre’s symbol.

The n-dimensional vector space over Fj,.
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Introduction

A field with ¢ € N elements is called a finite field of order ¢q. The theory of
finite fields is an interesting branch of modern algebra in itself and in other
areas. The concept of a finite field first accured by Galois in 1830.

Uses and applications of finite fields are many : in mathematics and other areas
such that communieation theory , computer science, statistics... etc.

In this work we present the basic properties of finite fields : thier order, char-
acteristic, constructions, uniqueness and give some of their applications in Number
Theory, (Quadratic residue) and in Coding Theory (Error-Block Codes over finite
fields).

This work is divided into three chapters as follow :

Chapter one discuses the fondamental algebraic structures needed to under-
stand and construct finite fileds: groups, ring, polynomial ring, quotient ring over
an ideal, Euclidean division in a ring.

This chapter is necessary to understand the following chapter.

Chapter two is devoted to the construction and the study of properties of
finite fields : their existence, uniqueness and constructions, also it studied their prop-
erties with respect to the characteristic (the newton’s binomial law)... .

This chapter is the core of this work.

Chapter three is an introduction to some applications of finite fields in differ-

ent areas : Number Theory, Coding Theory : Using finite fields in quadratic residue,
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error-black codes over finite fields ... etc .



Chapter 1

Introduction to algebraic

structures

In this chapter, we recall important results about rings, and we study some

fundamental properties of polynomail rings, fields, extensions of fields...

1.1 Groups

Definition 1.1.1 (group) A group (G, *) is a nonempty set G with binary

Y

operation denoted by ” *7,

x:G@xGE—=3d

(z,y) = zxy
with the folowing properties:

1. 7 %7 is associative :
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(xxy)kz=1a%*(yx*2) forall z,y,z € G

2. There exsits an identity element e € G for x :

Txe=exr == forallx € G

3. For each x € G there is an inverse y € G :

TxYy=y*xxr=¢€ forallz,ye G

R

A group (G, %) is said to be ablian if the group operation”

is commutative, i.e, for all x,y € G : (xxy =y * x).

Example 1.1.1 The following are examples of abelian groups :

e (Z,+)(R,+)(C,+) are all abelian groups under addition.

o (Qf, x)(R*, x)(C*, x) are all abelian groups under multiplication.

Definition 1.1.2 (group of unity) Let (R,+,.) be a ring with unity. we say that

(U,.) is called the group of unity for R.

Example 1.1.2

o U(Z)={1,-1}.

e U(Q) =0 =Q—{0}.

o U(Z/52) = {1,2,3,4}.
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Theorem 1.1.1 For alln in N,

Z; ={ke€w:k<n and ged(k,n) =1}

Definition 1.1.3 (order of a group) A group is called finite (resp. infinite) if it
contains finitely (resp. infinitely) many elements. The number of elements in a finite

group is called its order . We shall write |G| for the order of the Finite group G .

Proposition 1.1.1 If G is a finite group and a € G , then al®l = ¢ .

1.1.1 Subgroup

Definition 1.1.4 (Subgroup) Let (G,*) be a group . a nonemply subset H of
group G is called subgroup of G if H is itself a group with respect to the operation
on G .

The following theorem gives a characterization for subgroup :

Theorem 1.1.2 Let (G,x*) be a group , and H a nonemply subset of G , then H is

subgroup of G if and only if :

1. ife € H andy € H thenxxy € H ;

2. ifvr€ H ,thena ' € H .

Example 1.1.3 (Z,+) is a subgroup of (R,+) .
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1.1.2 Cyclic group

Definition 1.1.5 (Cyclic group) Let (G,:) be a group, then G is called cyclic,
if there exists an element g € G , such that G = (g) = {g" :n € Z} , g is called

a generator of the group G .
Example 1.1.4 The group (Z,+) is an infinite cyclic group with generator 1 or —1.

Theorem 1.1.3 (Fundamental Theorem on Finite Abelian Groups)

FEvery finite abelian group is isomorphic to the direct product of groups of the type

Zy. (p prime) .

By rearranging the direct factors properly this principal theorem can be written

in a different form .

Definition 1.1.6 Let G be a finite abelian group # e . Then there are natural

numbers s , dy,ds, ...,ds with dy = 1 and d; | diy1 for 1 <i < s such that

GgZdl XZd2 X ... Xst

These numbers are uniquely determined by G and are called the elementary divisors
of G .
1.2 Rings

Definition 1.2.1 (ring) A ring (R,+,.) is a set R definided with binary

operations ” +7 and”.” with the folowing properties:

1. (R,+) is an abelian group.

10
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2. 7.7 4s associative :

(x.y).z =2.(y.2) forall x,y,z € R

” .

3. 7.7 is distributive with respect ” +

r(y+2z2)=zy+uz2z

(x4+y)z=xz2+y.z forall z,y,z € R

e R is a ring with unity or identity , if there is an element 1 € R such that

l.x = x.1 for each element x € R .

e A ring R is called a commutative ring , if the law ”.” is commutative , i.e ,

Ty =y.x forall x,y € R

o A commutative ring R with identity is called an integral domaan if , for every

x,y € R such that x.y =0 , eitherx =0 ory=20.

e A division ring is a ring R , with an identity , in which every nonzero element

in R is a unit, that is, for each x € R with x # 0 , there exists a unique element

x v such that x.x ' =axtox=1.

o A commutative division ring is called a field .

Example 1.2.1

e Foralln € N* | (M,(R),+, x) is a ring with unity not commutative .

o (2Z,+, x) is a ring without unity but commutative .

11
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e Foralln € N* | (Z/nZ,+, x) is a commutative with unity .
o (Z/pZ,+, x) is a field with p number prime .

e the set of polynomail R [z] in the idntetermainte x with coeffcients from R is

a commutative ring with identity .

1.2.1 Subrings

Definition 1.2.2 (subring) Let (R,+,.) be a ring. a nonempty subset S of R is
colled a subring of R , and write S < R ,if S itself a ring with respect to the operations

on R .

Next,we provide an equivalent definition of the subring.

Theorem 1.2.1 A subset S of the ring R is a subring of R if and only if these

conditions are satisfied :
i. S is nonempty ;
ii. (S,+) is a subgroup de R , i.e ,Ya,b€ S;a—be S ;

iii. for all x,y € S, the product x.y belngs to S .

Example 1.2.2

*Z<Q,Q<R,2Z<Z,Z|Vd| <Q|Vd|.
e if Ris aring, {0} and R are subring for R (trivial subring) .

o (z+1)={(z+1)f(x)| f € Flz]} is subring for F'[z] , when F is commuative
field .

12
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1.2.2 Ideals

Definition 1.2.3 (ideal) A subset I of a commutative ring R is said to be an ideal

in R if it satisfies :

1. Ifa,be I ,thenatbel .

2. Ifacel andr € R, thenra el .

Example 1.2.3
e if Ris aring, {0} are ideals (trivial) .
e R=Z,I=nZ={nz|z2€Z}.

e Let F' be a commutative field , x undetermined over F' and g € F [x]

(9 (x)) = gF [7]

={g-h|he Flz]}

is an ideal for F|x] .

Quation rings

Definition 1.2.4 (quation ring) Let I be an ideal of a ring R .
For a € R, define the subset a + 1 tobea+1={a+i|iecl}.
(a+1)=(b+1)if and only if (a—b) € I .
0+71=0

13
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a~b<=a+I=b+1<=(a—b)el
~ 1is equivalence relation on R ,also @ = [a] = a+ |

R/ ~=R/I={a+1|ac€ R}

On the set R/I we define two internals lows :

1. addition ,i.e ,

@+ D)+ (b+1)=(a+b)+I

2. multiplication ,i.e ,

(@+1).(b+1) = (ab) + I

R/I is called the quotient ring of R with respect to the ideal I or ring

of residue classes modulo I .

Remark 1.2.1

a. 1+1 is the multiplicative identity of R/I and 0+ I is the additive identity of R/I.

b. If R is a commutative ring with unity then R/I is also a commutative ring with

unity .

Proposition 1.2.1 The set (Z/nZ,+,.) is always a commutative ring . It is a field
if and only if n is prime .
Principal ideals

Definition 1.2.5 (Principal ideal) An ideal (I,+,-) of the ring (R, +,") generated

by a single element a € R is called a principal ideal , and is denoted by (a) such that

I={(a)={ar:r e R}

14
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Example 1.2.4 The principal ideal of the ring (Z,+, X) generated by n is :

I =(n)=nZ for somen € N .

Prime ideal

Definition 1.2.6 ( Prime ideal) Let R be a integral domain and let P be an ideal
of R . Then P 1is said to be a prime ideal of R if Va,b € R, ab € P soa € P or
be P.

Example 1.2.5 Let R = (Z,+, X) and p be a prim number , then (p) = pZ is prime

1deal .

Theorem 1.2.2 Let [ be an ideal over a commuative ring with dentity et I # R,

then I is prime < R/I is integral domain .

Proof.
(=)

Let I be a prime ideal on a ring R , let (a+I),(b+ 1) € R/I .

(a+1),(b+1)=0+]<=ab+1=0+1
<~ abel
< a€lorbel

e a+I=Torb+1=1

that s to say R/I ntegral domain .

(=)

Let R/I integral domain, and let a,b € I

15
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abel = ab+1=1
=0+1
=(a+1)b+1)
—a+I=Torb+1=1
—ac€lorbel

= [ is prime .

maximal ideal

Definition 1.2.7 (maximal ideal) The ideal I of the ring R is called

maximal if : [ # R andif [ Cj= (I =7 orj=R).

Example 1.2.6 Let p be a prime , the ideal (p) = pZ is mazximal of Z .

Theorem 1.2.3 [ is maximal ideal of R if and only if R/I is a field .

Proof.

—

Let I is a maximal ideal and let .J is an ideal of R/I , then J = J/I and J are ideals
of R

and I C J , this implies that J = for J =R . So J=1/I ={0}or J=R/I .
Hence, R/I is a field .

16
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—
Let R/I is a field and let J is an ideal on R and I C J , this implies that J = .J/I
is an ideal on R/I . So, R/I is a field . Therefore, J = J/I = {0} or J = J/I = R/I.
Thus, J=1or J= R . Hence, [ is a maximal ideal .

]
Example 1.2.7 [ = nZ is maximal on Z <= Z/nZ is a field <= n is prime .

In the following theorem, we provide the relationship between

the maximal ideal and the prime ideal on the same ring.
Theorem 1.2.4 A maximal ideal I on a ring R is a prime ideal on this ring .

Proof.
I is a maximal ideal<= R/I is a field = R/ is an integral domain <= [ is aprime

ideal . m

1.2.3 Polynomial rings

Let R be a commutative ring with identity . Any expression of the form

flx) = Z&ixi = ap + @17 + apx® + ... + apz”
i=0

where a; € R and an a,, # 0 , is called a polynomial over R with indetermi-
nate = . The elements ag, aq, ..., a, are called the coeffcients of f .

Definition 1.2.8 (degree of polynomail) Let f € R[z] .
Iff 40, f=ao+axt + ..+ a,a™ , a, # 0 the natural "n” is the degree of f and

we rite deg (f) =n .

17
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Proposition 1.2.2 Let R be a ring , x indetermined on R and f,g € R [x]

1. deg (f + g) < max(deg (f),deg(g)) with equality if deg (f) # deg(g) .

2. if R is an integral domain , then deg (f.g) = deg (f) + deg(g) .

Definition 1.2.9 (euclidean division) Let F be a field , © indetermined on F and
f,g € F[z] with g # 0 , then there is (q,r5) € (R [z])? unique such that f = qg+r
and deg (1) < deg (g) .

1.2.4 Ring homomorphism

Definition 1.2.10 (Ring homomorphism) Let (R, +rg,.r) and (S, +s,.s) be rings

A set map ¢ : R — S is a (ring) homomorphism if

1. ¢(a+rb) = ¢(a) +s ¢(b) for alla,be R,
2. ¢(a.grb) = ¢(a).sd(b) for all a,b € R,

3. ¢(1r) = 1g where 1x and 1g are the respective identities .

e A ring isomorphism is a bijective ring morphism . If there is an isomor-
phism between the rings R and S , we say R and S are isomorphic rings

and write R= S .

e An isomorphism ¢ : R — R is called an automorphism of R.

Example 1.2.8 Let R =7 and I = nZ for somen = 1 . We have that the quotient

ring R =1 = Z/nZ is isomorphic to Z, (as a ring) .

18
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1.3 Fields

Definition 1.3.1 (field) A field (F,+, X) is a set F with binary operations addition

”

7 +7 and multiplication” x 7, for which the following axioms are satisfied :

1. (F,+) is an abelin group (whose identity is 0) under the operation” +" .

2. The set F* = F—{0} = {a € F' | a # 0}forms an abelian group (whose identity
isl).

3. Distributive law holds : (a+b) x c=(a x ¢)+ (b X ¢), for all a,b,c € F.

Example 1.3.1 The rings (Q, +, X) (R, +, xX) and (C, 4+, X) are commutatives fields

1.3.1 Swubfields

Definition 1.3.2 (subfiled) A subfield S of a field F' is a subset of F' which is itself

a field with the same operations as F' .

Example 1.3.2

o (Q,+,") is a subfield of the field R .

o (R, +,:) is a subfield of the field C .

1.3.2 Irreducible polynomials

Definition 1.3.3 (irreducible polynomail) A non constant polynomail p(zx) in
F'[x] is said to be irreducible over F if whenever p(x) = a(x)b(z) with a(x) ,

b(xz) € F[z] then one of a(x) , b(z) has degree O (i.e,is castant ).

19
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Example 1.3.3 The polynomail 2% + 1 is irreducible over the real field R not over

the complez field C, for there 2> +1 = (x + 1)(z — i) where > = —1 .

Definition 1.3.4 An element b € F is called a oot (or a zero) of the polynomial

feFlalif f(b) =0
Example 1.3.4 The elements 2,3 € Q are roots of x> — 5z + 6 € Q[x] .

Theorem 1.3.1 The element b € F' is a multiple root of f € F[z| if and only if it

s a root of both f andf .

Proposition 1.3.1 A polynomial f , irreducible over the field F' , has a root in F
if and only ifdeg f =1 .

Proposition 1.3.2 The ideal I = (p(z)) over F [z] is a mazximal ideal if and only

if p(x) is irrducible over F .

1.3.3 Field extention

If F' and k are fields and F' C K , we say that K is an extension of F', and we write

K<F,or K/F.

Definition 1.3.5 Let (F,+, X) be a field . A nonemply subset K of F' which is
a field with respect to the operations in F is called a subfield of F' .In this context ,
F is called an extension field of K .

A field containing no proper subfields is called a prime field .
Example 1.3.5

e The rational-number field is a proper subfield of the real-number field , and the

real-number field is a proper subfield of the complex-number field .

20
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o The rational-number field is a prime field .

e The real- and complex-number fields are extension fields of the rational-number

field .

Definition 1.3.6 (the degree of extension) Let K be a field and F' an extension
of K . The degree of F' over K denoted by [F : K] is the dimension of F' as a vector

space over F' .
Example 1.3.6

o The complex numbers C are two-dimensional over the real numbers R, because

a basis is {1,i} . Hence [C:R] =2 .

o Let p(x) be a polynomial of degree n irreducible over the field F, so that the

quotient ring

K=F[z]/(p(z)) = {ao+ iz + ... + ay_12" " | a; € F}

is a field. Then K is an extension field of F' .

Theorem 1.3.2 (The degree is multiplicative) Let L be a finite extension of K

and K a finite extension of F'. Then L is a finite extension of F and
[L:F|=[L:K|K:F]

Definition 1.3.7 (minimal polynomial) Let E/F be a field extension , an ele-
ment a of E . The minimal polynomial of is the monic polynomial of least degree

among all polynomials in Fx] having o as a root.

Example 1.3.7 22 + 1 is the minimal polynomial of i over R and [C: R] =2 .

21
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Proposition 1.3.3 Let K be a field extension of F and o € K . Then

F(a) ={f(a)/g(a) , where f(x),g(x) € Flz] and g(a) # 0}

is the quotient field of Fa].

Definition 1.3.8 (simple extension) Let K be a field extension of F . The field
K is said to be a stmple extension of F iff there exists an element o in K such that
K = F(a) . The element o € K is said to be a primitive element of the extension

and F(«) is said to be generated by F' and o .

Definition 1.3.9 Let K be a field extension of the field F' . Then an element o of
K is said to be algebraic over F iff a is a root of some non-null polynomial f(x) in

Example 1.3.8 Both /2 and 1 are algebraic over Q since they are zeros of the

polynomials x*> — 2 and x> + 1 , respectively .

Definition 1.3.10 Let K be a field extension of the field F' . Then K is said to be

an algebraic extension over F iff every element of K is algebraic over F' .

Theorem 1.3.3 Let K be an extension of F', and let o € K be algebraic over F' .
Then:

i. F(a) = Fla] = Flx]/(f) , where f is a uniquely determined , monic ,irreducible

polynomial in Fx] with zero in K .

22
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ii. If f in (i) is of degree n then , 1,a,...,a" ! is a basis of F(a) over . We have

[F(a) : F] =n and each element of F(a) can be uniquely expressed as
ap+aa+ ...+ ap_1a" tai € F.

Remark 1.3.1 Fvery finite extension field E of a field I’ is an algebraic extension.

1.3.4 Characteristic of a fields

Definition 1.3.11 (Characteristic of a field) Let (F,+, x) be a field. The small-

est natural number n = 0 such that

nxl=1+1+14+.1=0
—_——

n-times

is called the characteristic of F, denoted by char(F) = n . if no such n ezists , we

say char(F) =0 .

Theorem 1.3.4 The characteristic of a field is either O or a prime number p

Proof. The former possibility can certainly occur : @Q, R and C are all fields of
characteristic 0 Let K be a field and suppose that char F' = n # 0, where n is not
prime .

Then n =rs, where 1 <r <n,1 <s <n,and the minimal property of n implies

that r1p #£ 0F , slp # Or . On the other hand , we deduce that

(Tlp)<81F> == (TS)lF = an == OF

23
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and this is impossible, since I’ , being a field, has no zero divisors.

Theorem 1.3.5 Let k be a field . Then k contains a prime subfield P(k) contained
in every subfield .
i. if char(k) =0 , then Q is the prime subfield of K .

ii. if char(k) =p , then Z, = Z/pZ is the prime subfield of K .

K, C .. CKyC K, C K
prime subfield of k subfield field

Theorem 1.3.6 (Freshman’s Dream) Let F' be a field of characteristic p . Then,

forall x,y in F ,

(@ +y) = 2"+ 9

Proof. By the binomial theorem, valid in any commutative ring with unity , we

have that

(x+yP =) Cla" "y (1.1)

r=0

For r =1,..,p — 1, the binomial coefficient

plp—1).(p—r+1)
r!

cr =

24
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is an integer, and so r! divides p(p — 1)...(p — 7+ 1) .
Since p is prime and r < p , no factor of r! can be divisible by p . Hence r! divides
(p—1)...(p—r+1), and so C? is an integer divisible by p . Hence, forr =1,...,p—1

)

CPx""y" =0

and so, in ([1.1]), only the first and last terms survive .

]
Example 1.3.9

e the characteristic of the ring Zgof integers mod [6] is char(Z¢) = 6 , car Since

6(1x) = Ok, and since no positive integer smaller than 6 has this property .

e the multiplication table for Z-, and list the inverses of all the non-zero elements

, Leaving out 0, we have the table :

128 4 56
111 23 4 5 6
202 4 61 3 5
308 6 9 5 1 4
J14 1 5 2 6 3
505 8 1 6 4 2
616 5 4 8 2 1

the inverses s :

25
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1'=1 27'=4 3'=5 41=2 51=3 6!'=6.

e we prove by induction on n, that the binomual theorem ,

(a+b)" =Y Cramyr

r=0

s valid in a commutative ring R with unity .

This is certainly true for n = 1, since

(a+b)' = (a+b)=C%+Clb

Let n > 1, and suppose inductively that the theorem is true for n. To show

that it is true for n + 1 we require the Pascal identity

crtyCr=0Cry, n>r>1

whose proof is straightforward. For the induction step, during which we use

only operations that are valid in a commutative ring , we have that

(a+b)"™ = (a+b)(a+b)" = (a+D) (ZH:C’;a"_TbT>

r=0

=(a+b)(a"+..+C7 T + CLa" TV 4 L+ )
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Forr =1,2,...,n, the term in a™tV=70" is

b.Cy a4 0. Cha T

and so the coefficient is

C;_l + O; = O£+1

The coefficients of a™ ™' and b"*Lare both 1 , and so we conclude that

n+1

(I + b n+l Z +1CL n+1)—rbr

Hence, by induction, the result is true for all n > 1.

e In a field of finite characteristic p , for (r —y)P = 2P — y? we have that

p
—y) =) Cp(=1)yn"y = nP + (=1)"y"
n=0

If p is odd, the result is immediate. If p = 2 it seems that (x —y)? = 2% + y* ,
but a = —a for every a in a field of characteristic 2 , and so the result is still

true.

1.3.5 Splitting field

Definition 1.3.12 (Splitting field) Let f € F'[x], not necessarilyan irreducible

polynomial . A splitting field for f over F is an extension field K/F such that

1. f splits completely in K , say I(z) = (x — aq)...(x — o) with ai in K
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2. K is generated by the roots: K = F(ay, ..., ap)

Example 1.3.10 Q (v2,V3) = Q (£v2,£V3) is a splitting field of (z* — 2) (2* — 3)

over Q .

Theorem 1.3.7 (Existence and uniqueness of splitting field) If K is a field
and f any polynomial of positive degree in K|x] , then there exists a splitting field
of f over K . Any two splitting fields of f over K are isomorphic under an isomor-

phism which keeps the elements of K fized and maps roots of f into each other .

1.4 Vector spaces

Definition 1.4.1 A vector space or a linear space over a field F'is an additive abelian
group 'V together with an external law of composition (called scalar multiplication).
p: FxV — V | the image of (u,v) under is denoted by v , satisfying the

following conditions :

1. v =v , where 1 is the multiplicative identity in F;
2. (af)v = a(fv) ;
3. (a+p)v=av+pv;

4. a(u+v) =au+av,Vo, [ € F and u,v € V.

The elements of V' are called vectors and the elements of the field F are called

scalars .

Example 1.4.1 The n-tuples of real numbers , denoted by R™ , form a vector space

over R. Given vectors u = (uy, ..., uy)
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and v = (vl,...,on) in R™ and o in R , we can define vector addition by

U+ v = (U, ..., Up) + (V1, o0, Vp) = (U + V1, ooy Uy, + V)

and scalar multiplication by

au = aug, ..., u,) = (Quy, ..., auy,).
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Chapter 2

The structure of a finite field

r I \his chapter is of central importance since it contains various fundamental
properties and rusalte and a description of methods for constructing with

some examples specific to this study .

2.1 Finite field

Definition 2.1.1 (Finite field) A finite field is a field with a finite number of

elements. this number is called the order of the field .
Example 2.1.1 (Z/pZ,+, X) is a finite field when p is a prime number .

Notation 2.1.1 We note that when p is a prime the field F, is the same as
(isomorphic to) the ring Z, of integers modulo p . The ring Z, is also denoted by
Z/pZ .

Example 2.1.2

o Tubles 1 and 2 show module-2 addition and multiplication respectively for F, ,

here p equals 2 :
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chapter 2 . Finite field

+10 1 0 1
0 1 0(0 O
111 0 110 1

+(0 1 2 0 1 2
0/0 1 2 00 0 O
111 2 0 110 1 2
212 0 1 210 2 1

Definition 2.1.2 ( Galois Field) The Galois Field GF(q) is the finite field with q

elements .

Example 2.1.3 The field GF(11) is the finite field of order 11.

2.2 Order of finite fields

Theorem 2.2.1 Let F' be a finite field of characteristic p . There exists an integer

n > 1 so that |F| = p" .

Proof. Consider F' as vector space over F, . Let [F' = F,] =dimF, = n and let

{71, .-, 7n} be a baisis .

Then every element a € F can be represented via a linear combination of
the basis elements with coefficients in F), so there exist ¢,...,c, € F, satisfying
a=cv + ... +cVn -

Each ¢; can have p different values , since we consider linear combinations over

a basis, all these p, elements in F' are distinct . Again by the property of a basis
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each element of F' can be represented as linear combination this way . Thus |F'| = p”

2.3 Exitence and uniqueness of finite fields

Lemma 2.3.1 If F is a finite field with q elements and K is a subfield of F, then

the polynomial x4 — x in K [z] factors in F [x] as

xq—x:H(x—a)

aeF

and F' is a splitting field of x4 — x over K [z] .

Proof. The polynomial x¢ — = of degree ¢ has at most ¢q roots in F' .
bay we know ¢ such roots namely , all the elements of F'. Thus the given polynomial

splits in F' in the indicated manner , and it cannot split in any smaller field . =

We are now able to prove the main characterization theorem for finite fields,

the leading idea being contained in lemma (2.3.1

Theorem 2.3.1 (Existence and uniqueness of finite field) For every prime p
and every positive integer n there exists a finite field with p" elements . Any finite

field with g = p™ elements is isomorphic to the splitting field of x4 — x over F, .

Proof. (Existence) For ¢ = p" consider 29 — x in F), [x] , and let F' be its splitting

field over Fj, . This polynomial has ¢ distinct roots in [ since its derivative is
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qz?™' — 1= —11in F,[z] and so can have no common root with z¢ — x .
Let S = {a€ F:a?—a=0} Then S is a subfield of F' since: S contains0 and 1,
a,b € S implies by lemma (Freshman’s Dream) that (a — )7 = a?—0? = a — b and so
a—be S, forabe S andb+#0wehave (ab™')?=0a%9=ab* andsoab™* €5 .
But , on the other hand, ¢ —  must split in S since S contains all its roots . Thus
F =S | and since S has ¢ elements, F' is a finite field with ¢ elements .
(Uniqueness) Let F' be a finite field with ¢ = p™ elements . Then F has
characteristic p and so contains F}, as a subfield . It follows from Lemma that
F'is a splitting field of 7 — x over F}, . Thus the desired result is a consequence of

the uniqueness (up to isomorphisms) of splitting fields , which was noted in theorem

[37). =

2.4 Representaion of element of finite fields

Definition 2.4.1 (primitive element) A nonzero element a of a finite field F,
is called a primitive (or generator) element if its multiplicative order is ¢ — 1 . That
1S,

2

a? ' =1.a,a%. ....,a7 2 form all the nonzero elements of F, .
s Wy y ) q

Example 2.4.1 A primitive element of Fy is 2
2l =2 | 22=22=4 |, 22=222=42=3 |, 21=232=32=1

Theorem 2.4.1 Let F, be a finite field and F, a finite extension field of F,. Then

F, is a simple extension of F, , i.e , F,, = F,(B) for som B € F, .

Proof. Let a be a primitive element of F, . We clearly have F (o) C F, . On the

other hand , F, contains 0 and all powers of « , and so all elements of F,. . Therefore

F.=Fqla). =
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Corollary 2.4.1 For every finite field Fq and every positive integer n there exists

an irreducible polynomial in F,[z]| of degree n .

Proof. Let F, be the extension field of F|, of order ¢" , so that [F, : F,|] =n . By
theorem ([2.4.1)) we have F, = F(v) for some v € F,. Then the minimal polynomial

of v over F is an irreducible polynomial in Fj[z] of degree n . =

Theorem 2.4.2 For a prime p and a monic irreducible f(x) in F,[x] of degree n ,

the ring F,[x]/(f(x)) is a field of order p" .

Proof. The cosets mod f(z) are represented by remainders

ap+ a1z + ... + ap_12" ! a; € F,

and there are p" of these . Since the modulus f(x) is irreducible, the ring

F,[z]/(f(x)) is a field . m

Example 2.4.2
e Two fields of order 8 are Fy[z]/(x® +x+ 1) and Fylx]/(z® + 22 + 1) .
o Two fields of order 9 are Fslz]/(x* + 1) and F3[z]/(z* + 2 +2) .

e The polynomial x3 — 2 is irreducible in Fr[z], so Fy[z]/(z® — 2) is a field of

order T3.

Theorem 2.4.3

If f € Fplz| is an irreducible polynomial of degree n then F,|x]/(f) = Fyn .

Example 2.4.3
Fyz]/(a3 + 24 1) X Fys , Fylz]/(2® + 2%+ 1) = Fys , and F3[z]/(2* + 2 +2) = F3 .
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2.5 Properties of finite fields

In this section , we list some important properties of finite fields

Lemma 2.5.1 For every element 3 of a finite field F, with q elements, we have

Br=4.

Proof. The identity 5¢ = (3 is trivial for § = 0 . On the other hand , the nonzero
elements of F, form a group of order ¢ — 1 under multiplication. Thus a?! =1 for

all a € F, with a a # 0 . and multiplication by a yields the desired result . m

Lemma 2.5.2 Let F be a finite field containing a subfield K with q elements. Then

F has q"™ elements , where m = [F : K| .

Proof. F is a vector space over K, and since I is finite, it is finite-dimensional as
a vector space over k . If [F: K] = m then F has a basis over K consisting of m
elements, say by, b, ..., b, . Thus every element of F' can be uniquely represented in

the form a,b, + a,b, + ... +a,b

m-m )

where a4, as, ..., a,, in K. Since each a; can have
q values, F' has exactly ¢ elements .

Theorem 2.5.1 Let F' be a finite field . Then F has p™ elements , where the prime

p s the characteristic of F' and n is the degree of F' over its prime subfield .
Theorem 2.5.2 Let a be a nonzero element of a finite field F, . Then a®! =1 .

Proof. Let by, by,...,b,_1 be the ¢ — 1 nonzero elements of Fj, . Consider the ¢ — 1
elements , a.bi,a.by,...,a.b;—1 , which are nonzero . These ¢ — 1 elements must
be distinct , otherwise , for some i # j , a.b; which implies that b, = b; (use the
cancelation law) . Therefore , a.by, a.bs, ..., a.b,_1 also form the ¢—1 nonzero elements
of F, . Hence ,

(a.by).(a.bg)...(a.by—1) = by.ba...by—1
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Since the multiplication operation in Fj, is associative and commutative , the above

equality can be put in the following form :

aq_l(bl.bg...bq_l) = bl.bg...bq_l

Since the product of nonzero elements is nonzero , it follows from the cancelation

law that a?~! = 1 . This proves the theorem . m

Definition 2.5.1 (Order) The order of a nonzero element o € F, , denoted by

ord (c) , is the smallest positive integer k such that o =1 .

Example 2.5.1 Since there are no linear factors for the polynomial 1+ x* over F3,
1+ x5 is irreducible over F3 . Consider the element « in the field Fy = F3(«) , where

2 in some extension of F,. Then o* = —1 , &® = a(a?) = —«

a s a root of 1 + x
and o* = (a?)? = (1) = 1.

This means that ord(o) =4 .

Theorem 2.5.3 Let n be the order of a nonzero element a in F, . Then n divides

qg—1.

Proof. Suppose ¢ — 1 is not divisible by n . On dividing ¢ — 1 by n , we have
gq—1=Fkn+r where 1 < r < n . Then a?! = ™ = a*".a" Since a7 ! = 1
and a”™ = 1 we must have a" = 1 . This contradicts the fact that n is the smallest

positive integer such that a” = 1 . Therefore, n must divideg—1 . m

For a finite field F; we denoted by Fy the multiplicative group of nonzero elements of Fj
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Lemma 2.5.3

1. The order ord(c) divides q — 1 for every a € F; .

2. For tow monzero elements «, 5 € Fy,

if ged(ord(a),ord(5)) =1, then ord(af) = ord(a) x ord(f) .

Proof.

1. Let m be a positive integer satisfying o™ = 1 . Write m = a.ord(a) + b for

some integers a = 0 and 0 < b < ord(«) . Then

1=a™= Oéa.ord(a)er _ (aord(oz))a'ab _ Oéb ]

This forces b = 0; i.e. , ord(a) is a divisor of m . Since a4™' = 1, we obtain
ord(a) | (¢ —1) .
2. Put r = ord(a) X ord(B) . It is clear that " = 1 = " as both ord(«) and

ord(B) are divisors of r . Thus , (af)" = o' " = 1 . Therefore , ord(af) <
ord(a) x ord(f3) . On the other hand, put t = ord(af) . We have

1= (aﬁ)t.ord(a) _ (Oéord(oc))t/gt.ord(oa) _ Bt.ord(a) ]

This implies that ord(f) divides t.ord(«) by the proof of part (1) , so
ord(f) divides t as ord(«) is a prime to ord((3). In the same way, we can show
that ord(«) divides t . This implies that ord(«) x ord(B) divides t . Thus ,

ord(af) =t = ord(a)ord(3) . The desired result follows .
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Lemma 2.5.4 Let F be a field and p a prime and let m , n be natural numbers , x

s indeterminate. The following are equivalent

1.m|n;
2.pm—1|p"—1;

3.oxm—1]a2"—1.

Theorem 2.5.4 (Subfield Criterion) Let p be a prime and let m , n be natural

numbers .

i. If Fym is a subfield of Fyn , then m | n .

ii. Ifm|n, then Fym — Fyn . There is exactly one subfield of Fyn with p™ elements

Proof. (i.) Theorem (|1.3.2)) implies

[Fpn : FP] = [Fpn . Fpm][Fpm . Fp]

Since the term on the left-hand side is n and the second factor on the right-hand
side is m , we have m | n . (ii.) If m | n , we have p™ — 1 | p" — 1 , thus (lemma
2" —1 | a?" —1and 2?” —z | 2" —x . The roots of 27" — x form a subfield
of F,» of order p™ , which is isomorphic to F,» . There cannot be another subfield
with p™ elements, because otherwise there would be more than p™ roots of 2?" — x

in Fpn . m

Example 2.5.2
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o In the diagram below are the subfields of F,s and F2 .

F.r’l.-.
7N
2
Fpu Fpo
AN
F F
F,

e Consider the finite field Fzso . any subfield Fym must satisfy m | 30 and thus
there are only the following subfields : F3 , F32 , F3s , F35 , F36 , F310 , F315 ,
and F330 .

This leads to the following Hasse-diagram:

0
IF 46 _]I-}; IFj
| > X
Fa [y I,
Fs
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2.6 The multiplicative group of a finite field

Theorem 2.6.1 Let a be a nonzero element of order n in a finite field F, . Then

the powers of a ,

form a cyclic subgroup of the multiplicative group of Fy

Proof. Let G = {a" = 1,a,...,a™ '}. Since n is the smallest positive integer such
that a™ = 1, all the elements in G are distinct nonzero elements in the multiplicative
group of Fy, denoted by F, . Hence G is a subset of Fy . For 1 <1, j <n, consider
at.a’ . Ifi+j <n,a.d =al which is an element in G . If i +j > n, then
i+j=n+kwithl <k <n . In this case , a;.a; = ak , which is an element
in G . Therefore , G is closed under the multiplication operation of the field . G
contains the identify element 1 of the multiplicative group Fy of F, . For 1 <i < n,
a"* is the multiplicative inverse of the element a’ . The multiplicative inverse of
the identity element 1 is itself. So every element in GG has a multiplicative inverse .

Therefore , G is a subgroup of F; . It follows that G is a cyclic subgroup of F; and

a is a generator of G . m

2.7 The Galois group of finite field

Definition 2.7.1 Let F' C L be a finite extension. Then Gal (L/F) is the set

{o: L — L |0 is an automorphism , o (a) = a for all a € F'}

In other words, Gal (L/F) consists of all automorphisms of L that are the
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identity on F'.
Proposition 2.7.1 (Gal (L/F),0) is a gmup under composition .

Proof. First suppose that o and 7 € Gal (L/F) . Then o.7 is the composition o o
, which is an automorphism because o,7 are . Also, if a € F' | then 0 o7 (a) =
o(1(a)) =0 (a) =a,since o, 7 are the identity on F' . Hence composition gives an

operation on Gal (L/F') , which is associative by standard properties of composition

The identity map 1, : L — L is an isomorphism that is the identity on F
, so that 1, € Gal (L/F) we can easily checks that 0 o 1, = o o1, = o for all
o€ Gal(L/F) .
Thus 1y, is the identity element of Gal (L/F) .

Finally, any o € Gal (L/F') is an automorphism, which means that its inverse
o™l . L — L is also an automorphism . Also , if a € F', then a = o (a) , which
implies 07! (a) = 07! (0 (a)) = a . This shows that 0~ € Gal (L/F) and completes

the proof that Gal (L/F') is a group under composition . ®

Lemma 2.7.1 Let F' C L be finite , and fir o € Gal (L/F) . Given h € F [z1, ..., x,]

and B, ..., B, in L then

g (h (ﬁla 7571)) = h(a (61) yos O (571)) .

In particular , if h € F x| and B € L , then

Proof. This follows immediately because o preserves addition and multiplication

and is the identity on the coefficients of h . m
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Proposition 2.7.2 Let ' C L be a finite extension, oy, .., a, are algebraic element

over F', and let 0 € Gal(L/F). Then:

i. If h € Flz| is a nonconstant polynomial with o € L as a root , then o («) is also

a root of h lying in L .
ii. If L=F(ay,..,qn) , then a is uniquely determined by its values on oy, .., a, .

Proof. by Lemma(2.7.1) h € F'[z] and 0 = h («) imply that

which shows that o («) € L is also a root of h . Part (i.) follows .
Turning to part (ii.) , note that L = F' [y, .., a,] , since L = F (ay, .., a,) is a

finite extension of F' . Hence any 3 € L can be written

B =nh(a,.., o)

for some polynomial h € F'[z4,...,z,] . by Lemmaf(2.7.1)),

o(B)=oc(h(ay,.,a,)) =h(o(ar),....0(ay))

It follows that o : L — L is uniquely determined by o (), ...,0 (o) . ®

Corollary 2.7.1 Let F' C L be a finite extension . Then its Galois group Gal(L/F)

is finite .

Proof. Since F' C L is finite, L = F (a, .., ;) where each «; is algebraic over

F . Now suppose that ¢ € Gal(L/F) . By part (ii.) of Proposition 15 , a is
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uniquely determined by o (a1), ...,0 (ay,) . Furthermore , if p; € F[x] is the minimal
polynomial of «; , then part (i.) shows that there are at most deg(pi) possibilities

for o (o;) . The finiteness of Gal(L/F') follows immediately. m

Example 2.7.1 Consider the extension

QcL:Q<\3/§>

The minimal polynomial of /2 over Q is 3 — 2 , which has roots \?/§, w2 ,wzx‘"’@
where w = exp (2wi/3) . The last two are not real and hence can’t lie in L . Hence
every o € Gal(L/Q) must satisfy o (\‘75) = /2 . Sinice o is uniquely determined by
o (V2) , it must be the identity . Thus Gal(L/Q) = {1}

2.8 The Frobenius automorphism

Theorem 2.8.1 (The Forbenius automorphism) Let F' be a finite field with q

elements . The mapping

p: F— F

x — P

is an automorphism of F' .

Proof. We already know that the map

p:x—aP
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is a ring-homomorphism of F' into itself. Its kernel is 0 , and since F is finite, the

map has to be a bijection , so an automorphism .

The automorphism ¢ is called the Frobenius automorphism of F' . It

generates a cyclic group , which is finite , because F' has only a finite number of

elements . Let ¢ = p™ . Note that

" =1d

Indeed , for any positive integer m

" () = 2

for all in F' . Hence the period of ¢ divides n , because

Theorem 2.8.2 The period of ¢ is exactly n .

Proof. . Suppose the period is m < n . Then every element = of F satisfies the

equation
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the polynomial

has at most p™ roots . Hence we cannot have m < n , as desired . m

Theorem 2.8.3 The only automorphisms of F , are the powers of the Frobenius

automorphism 1, ¢, ..., "1

Proof. . Let F, = F,(«) for some element o, Then « is a root of a polynomial of
degree n , if ¢ = p" . Therefore by Theorem (The Forbenius automorphism) there
n—1

are at most n automorphisms of F|, , over the prime field F}, . Since 1,¢,...,¢

constitute n distinct automorphisms , there cannot be any others .
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Some applictions of finite fields

In this chapter , we will discuss some specific applications of finite fields ,

Quadartic residues modulo p , Fermat’s Theorem and Linear codes .

3.1 Quadratic residues modulo p

Definition 3.1.1 Let p be a prime number. An element a € F; from the multiplica-
tive group of the finite field with p-element is called quadratic residue if there exists
an element x € I, such that

z? = amodp

If there is no such x then a is called a quadratic non-residue .
Example 3.1.1 Let the finite field Z./197 = {1,2,...,18} . we have that

12=1=1mod19=1 42 =16 = 1mod 19 = 16 72 =49 = 1mod19 = 11
22 =4=4mod19 =4 52 =25 = 25mod19 =6 82 =64 = 1mod19="7
32=9=9mod19=9 62 =36 = 36mod 19 = 17 92 =81 = 1mod19=>5
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The values above are quadratic residues . So the Quadratic residues is1,4,9,16,6,17,11,7,5.

And the Quadratic non residues is 2,3,8,10,12,13,14,15,18 .

Remark 3.1.1 The set of quadratic residues of F,, is denoted by QR(p) and the set

of quadratic non residues by QN R(p).

Definition 3.1.2 (Legendre symbol) Let p be a prime. Let x be an integer. The

Legendre symbol is the integer defined as follows :

0 ifpla

x

(): 1 if x is a QR modp
—1 ifzisaQNR modp

Example 3.1.2

2 is a QR mod 7, since 2 =32 mod 7. Thus, (3) =1.

2 is a QNR mod 5, since the squares in Z/5 are 0,1,4. Thus, (}) = —1.

—1 is a QR mod 5, since —1 = 22 mod 5. Thus, (_15) =1.

—1is @ QNR mod 3. Thus, (,) = —1.
Theorem 3.1.1 Let p be an odd prime , and a € F; then

p—1

a€QQR(p) a2 =1

1

a € QNR(p) & a7 =—1

Furthermore

QR W) = [QNR ()] = L

47



chapter 3 . Sum appliction of finite field

Proof.

the polynomial X?~' —1 = 0 cannot have more than p — 1 roots in F, . On
the other hand it does have p — 1 roots F}; : i.e, all the element of F}; are roots of
Xrl—1=0.

Consequently, since XP~1 — 1 = <X g 1) <X 4 1) and the ring of poly-
nomials over F}, has no (non-trivial) zero divisors, again (X o 1> and (X T+ 1)
must have exactly 7%1 root.

If a = y* is a quadratic residue in F, then o’ = y?~! = 1 by Lagrange’s
Theorem. Hence, a is a root of X"z — 1 implying that |QR (p)| < 21 On the
other hand the polynomial X2 — a has at most two roots for any quadratic residue a,

hence

p—1:|F1;k

< Y {X:X?=a}| <2]QR(p)

a€QR(p)

Concluding, |QR (p)| = ’%1 and thus QR (p) must be equal to the set of roots
of (X% - 1) . Then it follows that also [QNR (p)| = £+ , and QN R (p) must be
equal to the set of roots of (X By 1)

3.2 Fermat’s Theorem

Fermat’s theorem, sometimes called “Fermat’s Little Theorem” to distinguish

n

it from Fermat’s Last Theorem about solutions of " + y™ = 2" , is useful in many

places .

Theorem 3.2.1 If p is prime and . (a,p) =1, then a?~* =1]p)| .
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Proof. We know that if the ring K = Z/pZ = {0,1,...,p — 1} is a finite field , p is

a prime number . We have

Vae (Z/pz) - (@P ' =1
a#0<=pta<(a,p)=1

0 <= o multiple of p <= a € pZ <= p/a

]
I

@' '=1<a" =1

3.3 Wilson’s Theorem

Theorem 3.3.1 An integer p , p = 2 , is prime if and only if . (p — 1)! = —1[p]

Proof. Let K = Z/pZ = {0,1,....p — 1} , p is a prime number . We know that

acZ/pl @ —a=0

all elements in Z/pZ are roots of 2P — x , so we have

?—z=(x—-0)(z—-1).. (m—(p—l))

In the group ((Z/pZ)*, x) the multiplicative group of F,, 2¥~' =p—1

P —1=(z-1)(z—2)...(z—(p—1))
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Forz =0
-1=(1) (2) ...(—=(p—1))
= (-1 " 1x2x3x..x(p—1)
= (=" (p—-1)!
(p=1!=~1[p]
n

3.4 Linear codes

The sender encodes their message and sends it through the channel, after
which the receiver decodes it to recover the message. However, sometimes errors
occur due to external noise affecting the message, such as weather and channel
quality. This necessitates a certain mechanism to ensure the correct delivery of the

message. The above can be summarized in the following diagram:

S

1]

nder % Coding

/

Noise

Channel

\

Receiver |« Decoding

A first idea in the coding, is to repeat the message itself a number of times .
Suppose book was the original message, We "encode" it to bookbook, but book-

look arrives due to some noise at the fifth position . For this reason, the receiver
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and sender create a specific method (coding error correction) to ensure that the

correct message is received between them .

A finite field form the underlying alphabet for coding. Coding consists of
transforming a block of £ message symbols a;...a; , a; € F, , into a codeword

T =T1..2, , T; € Iy, where x > k. It can also be represented as follows :

. k n
p: F; — Fy

(ay...ap) — (z1...7,)

@ is encoding mp , F| f and F' denote the vector space of all k — tuples and n-tuples

over the finite field £} , i.e,

Fy=F, x Fx..xF,

4

n tiemes

= {(xth; 7Ik) ’ ZT; ~ Fq}

the same thing for F' . With respect componentwise addition and multiplication by

an elements from F, .

Definition 3.4.1 (Code) Let F, be a finite field with q elements and n > 1 be an
integer . A code C' of length n is a subset of F' . The size of a code C T F' is is

the number of codewords denoted by |C| = M .

Example 3.4.1 Let F,={0,1} . Then C = {1111,1010, 1110, 0001} is code of length

4 over Fj.

Definition 3.4.2 (Hamming distance) Letx = (x1, 22, x,) andy = (Y1, Y2, Yn),

where x,y € F}. A Hamming distance between x and y is the number of position,
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in which x and y are different, denoted by dy (x,y)

Example 3.4.2 Let v = 1111 and y = 1010 . Then dy (z,y) = 2.

Definition 3.4.3 (Hamming weight) Let v = (11, 73,,7,) € F}. We defined
the Hamming weight of x to be the number of non-zero entries in x. More formally,

the Hamming weight of x is

wi(w) = iz # 0},

and

wy(x) = dy(z,0).
Example 3.4.3
o Let xy = (1010) . Then wy(1010) = 2.
o Let xo = (1111) . Then wy(1111) = 4.

Remark 3.4.1 A minimum weight of the code C is the minimum non-zero weight

among all code-words of C',

Winin(C) = {min(wg(c)),0 # c € C}

Definition 3.4.4 (Minimum distance) The minimum distance of a code C, de-

noted i, (C) is defined to be the minimum Hamming distance between tow distinct

code-words of C

dmin(C) = min{dy(c1,¢ca) : ¢1,¢0 € C,e1 # 2}

52



chapter 3 . Sum appliction of finite field

Example 3.4.4

e Let C'={000,110,011,101} be a code of F§ . Hence, dpin(C) = 2.

e Let D = {0001,0011,0101,1100} be a code of Fy . Hence, din(C) = 1.

Definition 3.4.5 (Linear codes) Let F' be a finite field . If the code C is a sub-
space of F;' . Then the code C' is said to be a linear code of k-dimension , minimum
distance d and length n . The cardinal of C is |C| = M = ¢* . A q-ary linear code

will be referred as an [n, k,d], code or [n, k,d] code .

Example 3.4.5 Let C' be a linear code of F3 with parameters [5,2, 3]

C' = {00000, 11100, 22200,00111, 00222, 11211, 22011, 11022, 22122}.
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Conclusion

In this work, we have studied the concept of finite fields and we have mentioned
some of their applications .

The work is divided in three chapters: an introduction to the necessary back-
ground, finite fields with some of their propreties, and finally the third chapter giving

some of their applications .
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Abstract

In this work, we have studied the concept of finite fields, their construction, and some
of their properties. We have also discussed some applications of finite fields in
number theory and coding theory .
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Ring, fields, finite field , characteristic of a field, polynomial , ideal , error correcting
codes.

Résumeé

Dans ce travail , nous avons étudié le concept des corps finis, leur construction
et certaines de leurs proprieties. Nous avons également discuté de quelques
applications des corps finis en théorie des nombres et en théorie du codage.

Mot-clés

Corps , Corps finis , Caractéristique d’un corps, polynome, ideal, codes-
correcteurs d’erreurs.
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