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Abstract

The Internet of Things (IoT) enables large-scale networks of resource-constrained
devices that continuously generate and exchange data across critical domains such
as healthcare, industry, and smart infrastructure. Ensuring scalable communication in
such networks requires the joint optimization of resource efficiency, intrusion detection,
privacy preservation, and routing reliability. This thesis addresses these challenges by
proposing a unified intelligent framework for distributed, secure, and fault-tolerant
communication in IoT, with the Internet of Medical Things (IoMT) adopted as the
primary validation domain. The first contribution introduces a Time Allocation strat-
egy based on dynamic Temporal Aggregation, in which the aggregation window T,gq
is adaptively selected to transform raw data streams into compact feature vectors
before transmission. This strategy significantly reduces computational cost, achiev-
ing training-time reductions of up to 97.2% and inference-time reductions of up to
97.5% on CICIoMT-2024, with comparable improvements on NF-UNSW-NB15-v2 and
WUSTL-EHMS-2020, thereby enhancing scalability and contributing to lower energy
consumption in resource-constrained [oT environments. The second contribution pro-
poses FTL-HLSTM, a Federated Transfer Learning architecture based on Hierarchical
Long Short-Term Memory networks for privacy-preserving intrusion detection. The
framework addresses the Non-IID nature of distributed IoT data by distinguishing
between globally shared and locally specific attack patterns, enabling collaborative
learning without exchanging raw data. The model achieved 100.0% binary detec-
tion accuracy on the evaluated NF-UNSW-NB15-v2 split and 99.74% accuracy on
CICIoMT-2024, while reducing training time compared with standard LSTM models.
The third contribution develops a proactive fault-tolerant routing mechanism based
on Multi-Criteria Decision Analysis using TOPSIS and AHP. The proposed approach
computes a dynamic Trust Score for each node according to safety, energy, latency,
and packet-loss criteria. Unlike reactive routing protocols, it excludes non-acceptable
nodes from routing decisions and adaptively distributes traffic by assigning 70% to
optimal nodes and 30% to acceptable nodes, thereby improving routing reliability un-
der node failures and insider attacks. Finally, these components are integrated into a
unified cyber-physical defense system in which intrusion detection results directly sup-
port fault-tolerant routing decisions. This closed-loop architecture enables autonomous
self-protection and self-healing in IoT networks by linking detection intelligence with

adaptive network control.

Keywords: Internet of Things, Internet of Medical Things, Scalable Communica-
tion, Temporal Aggregation, Federated Transfer Learning, Intrusion Detection, Fault
Tolerance, MCDA-based Routing.
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General Introduction

General Introduction

Ensuring optimal health is fundamental to human well-being, particularly as mod-
ern healthcare faces increasing demands for continuous, real-time patient monitoring.
The World Health Organization (WHO) defines health as a state of complete physi-
cal, mental, and social well-being—mnot merely the absence of disease. Achieving this
vision in practice requires healthcare systems that can monitor patients continuously,
detect anomalies early, and enable timely interventions across distributed clinical en-

vironments.

The Internet of Things (IoT) has fundamentally transformed the healthcare indus-
try by enabling interconnected networks of sensors and devices to collect, process, and
transmit physiological data in real time. Within this broader ecosystem, the Internet
of Medical Things (IoMT) has emerged as a critical domain, representing the con-
vergence of biomedical engineering, wireless telecommunications, and advanced data
analytics. Through the deployment of Wireless Body Area Networks (WBANSs), vi-
tal physiological metrics—including cardiac rhythms, blood pressure, glucose levels,
and respiratory rates—are continuously monitored, digitized, and transmitted to re-
mote healthcare providers. According to recent industry projections, the number of
connected IoMT devices is expected to reach tens of billions within the next decade,

generating unprecedented volumes of medical telemetry data.

However, the realization of this vision is hindered by the inherent constraints of med-
ical sensing devices and the critical nature of the data they generate. As the density of
connected sensors increases, particularly in high-occupancy environments such as hospi-
tals and elderly care facilities, the network confronts a growing challenge: managing the
escalating volume of data transmissions within the limited computational, energetic,
and bandwidth resources available at the network edge. Consequently, the challenge
for modern computer science extends beyond merely establishing connectivity—it re-
quires ensuring that this connectivity is scalable, secure, and fault-tolerant under strict

real-time constraints.

Problem Statement

The integration of critical healthcare services into open wireless networks introduces a
complex set of interrelated challenges that existing protocols fail to address simultane-

ously. These challenges can be articulated along three axes:

The Scalability Challenge (Time and Resource Allocation). Standard IoT
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communication protocols transmit raw telemetry streams continuously, without con-
sidering the temporal dynamics of the data. In high-density IoMT networks, this
approach leads to rapid bandwidth saturation and accelerated battery depletion of
constrained sensor nodes. The fundamental problem lies in the absence of intelligent
Time Allocation strategies—mechanisms capable of determining the optimal temporal
granularity of data transmission to balance information fidelity with resource consump-
tion. Concretely, in this thesis, Time Allocation refers to the strategic optimization of
the temporal aggregation interval (74,)—the window over which raw sensor readings
are collected, summarized into feature vectors, and then transmitted—rather than a
MAC-layer scheduling mechanism such as TDMA. Without such strategies, the net-
work cannot scale to accommodate the growing number of medical devices without

significant degradation in performance and reliability.

The Security and Privacy Paradox. IoMT data is inherently sensitive, as it
encompasses protected health information subject to strict privacy regulations. Para-
doxically, this data must also be inspected and analyzed to detect network intrusions
and cyberattacks. Traditional Intrusion Detection Systems (IDS) are predominantly
centralized, thereby creating single points of failure and exposing raw patient data
to privacy risks during analysis. Furthermore, medical data collected across different
hospitals and clinical environments is inherently Non-Independent and Identically Dis-
tributed (Non-IID): an attack pattern observed in one hospital may differ significantly
from that in another, rendering standard Federated Learning (FL) approaches prone
to significant degradation in model generalization and convergence speed when applied

directly to heterogeneous IoMT environments.

The Reliability Imperative (Fault Tolerance). In a conventional network, a
dropped packet constitutes an inconvenience; in IoMT, it can have life-threatening con-
sequences. Existing routing protocols, such as the Routing Protocol for Low-Power and
Lossy Networks (RPL) or Ad hoc On-Demand Distance Vector (AODV), are largely
reactive—they initiate repair mechanisms only after a link failure has occurred. In a
life-critical environment, such latency is unacceptable. The network requires a proac-
tive mechanism capable of anticipating node failures and isolating compromised nodes

before they disrupt the communication path.

Collectively, these three challenges form an interconnected trilemma: improving
scalability without compromising security, enhancing security without sacrificing the
reliability of data routing, and ensuring fault tolerance without introducing prohibitive
resource overhead. Addressing these challenges in isolation is insufficient; what is

required is a unified, intelligent framework that resolves them concurrently.

This leads to the central research question of this thesis:
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How can we design a distributed, intelligent framework that optimizes Time
Allocation for scalable communication, while concurrently ensuring robust
security against sophisticated intrusions and proactive fault tolerance in the

heterogeneous Internet of Medical Things?

Goals and Contributions

The primary aim of this thesis is to address the aforementioned trilemma by proposing
a unified Intelligent IoMT Framework that jointly optimizes communication scalability,
intrusion detection, and fault-tolerant routing. The proposed methodologies are de-
signed to accommodate the resource-constrained nature of medical sensor nodes while
overcoming the limitations of existing approaches. To validate the proposed framework,
we conducted extensive experiments using specialized IToMT datasets (CICIoMT-2024,
WUSTL-EHMS-2020), evaluating detection accuracy, routing resilience, and compu-
tational overhead under heterogeneous and adversarial conditions. In pursuit of this

objective, we present four distinct contributions:

o Contribution 1: Scalability via Strategic Time Allocation. We introduce
a novel data processing methodology based on Temporal Aggregation, where
the aggregation window (T,ge) is dynamically optimized. By transforming raw
telemetry streams into temporally aggregated feature vectors, we achieve a sig-
nificant reduction in bandwidth usage and energy consumption, demonstrating

that intelligent time allocation is a prerequisite for [oMT scalability.

o Contribution 2: The FTL-HLSTM Framework for Non-IID Intrusion
Detection. We address the critical limitation of standard Federated Learning
in heterogeneous medical environments. By integrating Transfer Learning with
Hierarchical Long Short-Term Memory (HLSTM) networks, our model success-
fully distinguishes between Common (global) and Isolated (local) attack pat-
terns, achieving superior detection accuracy while preserving strict data privacy
across hospital sites. Furthermore, the proposed architecture is designed to be
compatible with additional privacy-preserving mechanisms such as Secure Ag-
gregation and Differential Privacy, ensuring extensibility to stricter regulatory

requirements.

o Contribution 3: Proactive Fault Tolerance via Multi-Criteria Decision
Analysis. Moving beyond conventional shortest-path routing logic, we pro-
pose a routing framework based on TOPSIS and AHP that calculates a dynamic
Trust Score for every network node using multidimensional metrics encompass-

ing safety, energy, and latency. Unlike reactive protocols, our system proactively
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isolates nodes exhibiting degrading performance or suspicious behavior, ensuring

high network availability even in hostile environments.

o Contribution 4: A Unified Cyber-Physical Defense System. A distin-
guishing feature of this work is the integration of deep learning-based intrusion
detection with network-layer routing control. We demonstrate a closed-loop sys-
tem where the Network Intelligence (IDS) and the Network Control (routing) op-
erate in synergy, enabling the network to self-heal and self-protect autonomously
by leveraging detection insights to trigger fault-tolerant routing decisions in real

time.

Dissertation Outline

The thesis is structured into five chapters, organized across two primary parts: Back-
ground and Contributions. The Background part (Chapters 1-3) provides the reader
with the necessary theoretical and contextual foundations, while the Contributions part

(Chapters 4-5) presents our original research work.

The organizational structure of the dissertation unfolds as follows:

o Chapter 1: Internet of Things and Context. This chapter establishes the
architectural landscape of IoT and [oMT. It defines the specific requirements
of WBANS, the constraints of medical sensors, and the operational challenges

encountered in healthcare-oriented IoT deployments.

e Chapter 2: Theoretical Background. This chapter consolidates the math-
ematical and theoretical foundations underpinning the research. It covers the
principles of Time Allocation via Temporal Aggregation, the architecture of
Deep Recurrent Neural Networks (LSTM), the paradigms of Distributed Learn-
ing (Federated and Transfer Learning), and the logic of Multi-Criteria Decision
Analysis (MCDA) methods including TOPSIS and AHP.

o Chapter 3: State of the Art. This chapter provides a critical taxonomy and
review of existing literature. It analyzes current Intrusion Detection Systems
and routing protocols for IoMT), identifying specific gaps regarding Non-IID data
handling and the absence of proactive fault tolerance mechanisms in current

standards.

o Chapter 4: The FTL-HLSTM Framework. Focusing on security and scala-
bility, this chapter details the design and implementation of our Federated Trans-

fer Learning-based intrusion detection system. It presents the Intelligent Label
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Classification algorithm, the temporal aggregation strategy, and evaluates the

model’s performance against benchmark datasets.

o Chapter 5: Distributed Fault Tolerance and Routing. Focusing on re-
liability, this chapter presents the MCDA-based routing mechanism. It details
how the system leverages the outputs of the IDS to make intelligent routing
decisions, and provides a comparative analysis demonstrating the framework’s

resilience against node failures and insider attacks.

The thesis concludes with a General Conclusion that summarizes the key find-
ings, discusses the limitations of the proposed approaches, and outlines future research

directions for the next generation of secure and scalable IToMT networks.
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Chapter 1

Internet of Things

1.1 Introduction

The evolution of the Internet of Things (IoT) is anticipated to fundamentally trans-
form the future internet landscape, introducing unprecedented opportunities for au-
tomation and the seamless integration of physical objects into digital ecosystems. This
transformative trajectory pervades numerous domains; however, the medical field has
distinguished itself as a particularly early and significant adopter of such technological
innovation. At present, the healthcare sector is experiencing a rapid proliferation of
[oT-driven applications, encompassing electronic health (e-Health) and mobile health
(m-Health) paradigms, which are collectively designated as the Internet of Medical
Things (IoMT). These advancements represent a paradigm shift in healthcare delivery,
harnessing the capabilities of interconnected devices and sophisticated data analyt-
ics to enhance patient care, improve diagnostic precision, and optimize therapeutic
outcomes. As IoMT continues to mature, it harbors immense potential to reshape es-
tablished medical practices, empower patients through greater autonomy, and catalyze

breakthroughs in healthcare research and innovation.

This chapter presents a comprehensive examination of the Internet of Medical
Things (IoMT) and its principal enabling technology, namely Wireless Body Area
Networks (WBANs). It provides an in-depth overview encompassing the definition,
applications, architectures, as well as the associated benefits and challenges inherent
to this domain. Through a systematic exploration of these multifaceted aspects, this
chapter aims to establish a robust understanding of [oMT and its significance across
various sectors, with particular emphasis on its transformative role within the health-

care industry.

1.2 Internet of Things

The Internet of Things (IoT) constitutes a contemporary computing paradigm that en-

deavors to transform conventional physical objects into intelligent, interconnected enti-
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ties [94]. Widely acknowledged as one of the most disruptive technologies of the current
era, [oT possesses the capacity to fundamentally alter the manner in which individuals
perceive and interact with their surrounding environment [203]. This transformation
is underpinned by substantial advancements in ubiquitous computing, embedded sys-
tems, communication technologies, sensor networks, Internet protocols, and web-based
applications [70, 184]. These foundational technologies collectively endow everyday
devices with computational intelligence, thereby actualizing the overarching vision of
IoT [109].

The conceptual genesis of the Internet of Things can be traced to 1999, when re-
searchers affiliated with the Auto-ID Center at the Massachusetts Institute of Technol-
ogy originally articulated the foundational idea [204]. This seminal concept sought to
imbue ordinary objects with computational intelligence and establish their connectivity
to the Internet, thereby enabling pervasive machine-to-machine communication among
real-world entities. The formal institutional recognition of IoT materialized in 2005
at the World Summit on the Information Society held in Tunisia, where the Interna-
tional Telecommunication Union (ITU) published two landmark reports delineating key
enabling technologies, market opportunities, and emerging challenges. These reports
characterized IoT as a paradigm destined to engender a dynamic and interconnected

network of networks [156].

Since the inception of the ARPANET in the 1960s—the architectural precursor
to the modern Internet—the number of network-connected devices has exhibited a
trajectory of sustained growth, accelerating markedly following the commercialization
and liberalization of the Internet in the late 1980s [182]. Contributing factors such as
ubiquitous network connectivity and the introduction of IPv6, with its vastly expanded
address space, have been instrumental in facilitating the evolution and proliferation of
IoT [157]. Contemporary projections indicated that the global count of connected
devices would surpass 25 billion by 2020, a substantial increase from approximately 10
billion in 2014, and would further exceed 100 billion by 2050 [87]. Figure 1.1 illustrates
the historical and projected growth of Internet-connected devices spanning from the

1950s to 2050, as forecasted by IBM in 2015.

1.2.1 Architecture

Research pertaining to IoT architectures has been extensive, with investigators examin-
ing the associated challenges and design considerations from a multiplicity of perspec-
tives. Consequently, a diverse array of architectural frameworks has been proposed
to address domain-specific requirements. It is noteworthy, however, that no univer-

sally accepted architecture has emerged that satisfies the needs of every researcher or
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Figure 1.1: Growth of connected devices from 1950 to 2050 [157].

end-user, nor one that is universally applicable across all deployment scenarios [181].
During the nascent stages of IoT development, Wu et al. [205] proposed a foundational
three-layer architecture comprising, from top to bottom, the Application Layer, the
Network Layer, and the Perception Layer. This initial model was relatively rudimen-
tary, as it aggregated numerous heterogeneous functions—now recognized as belonging

to distinct operational domains—within a single architectural layer.

Subsequently, Khan et al. [119] expanded upon this framework by introducing a
more granular five-layer architectural model. This refined architecture decomposes the
monolithic Application Layer of the three-layer model into three specialized layers: the
Middleware Layer, the Application Layer, and the Business Layer, while preserving the
original Perception and Network Layers in their established form. Figure 1.2 presents a
comparative illustration of both the three-layered and five-layered architectural models

as reported in the literature.

1.2.2 Communication Technologies

A substantial number of communication technologies are presently available for deploy-
ment within IoT ecosystems, each characterized by its own distinctive set of advantages
and inherent limitations. This heterogeneity in technical capabilities and trade-offs
implies that no single communication technology is universally optimal for every de-
ployment scenario, operational requirement, or application context. Accordingly, it is
imperative to conduct a rigorous evaluation of each candidate technology against the

specific demands of the target application to ascertain the most appropriate selection.
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Figure 1.2: IoT layered architectures proposed in the literature [119].

The following subsections present a synthesized comparative analysis of the princi-

pal communication technologies documented in the extant literature.

Bluetooth

Bluetooth constitutes a widely adopted wireless communication standard recognized
for its versatility in handling substantial volumes of data. It supports ad-hoc network
formation and benefits from universal standardization, thereby ensuring broad device
interoperability. Nevertheless, Bluetooth is characterized by relatively constrained data
rates, elevated power consumption, and a documented susceptibility to external secu-
rity threats [75, 197].

ZigBee

ZigBee is distinguished by its straightforward deployment characteristics and decen-
tralized control architecture, which enables effective load distribution across multiple
network nodes without necessitating a centralized coordinating authority. It offers ad-
vantageous properties including low power consumption, cost-effectiveness, and mini-
mal latency. However, ZigBee exhibits notable deficiencies in robust security provision-
ing and may encounter interoperability challenges when interfacing with devices from

heterogeneous manufacturers [52, 75].

12
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WiMax

WiMax demonstrates particular proficiency in supporting high-throughput voice and
data transmissions over extended geographical distances, with a single base station
capable of simultaneously serving a considerable number of users. Notwithstanding
these advantages, WiMax typically necessitates line-of-sight propagation paths and
may suffer from bandwidth degradation under conditions of heavy user load [64, 75,
207].

Bluetooth Low Energy (BLE)

Bluetooth Low Energy (BLE) has been specifically engineered to prioritize energy
efficiency, rendering it particularly well-suited for IoT applications operating under
stringent power constraints. BLE achieves an effective balance between low power
consumption and moderate data throughput; however, it remains limited by its con-
strained data handling capacity and susceptibility to certain classes of security attacks
[145, 152, 177].

Wi-Fi

Wi-Fi is characterized by its high achievable data rates and pervasive global adoption,
making it a viable candidate for a broad spectrum of IoT applications. However, Wi-
Fi encounters several operational challenges, including escalating power consumption
as user density increases, vulnerability to various attack vectors, and performance
degradation in outdoor and physically obstructed propagation environments [137, 138,
183, 197].

LoRa and LoRaWAN

LoRa and LoRaWAN technologies provide extensive coverage areas and support for
large-scale device populations, rendering them particularly suitable for IoT deploy-
ments spanning geographically vast regions. However, their predominantly point-to-
point communication architecture and dependence on gateway infrastructure can in-
troduce performance bottlenecks, and they may experience elevated packet loss rates

under congested network conditions [64, 125, 207].
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Wi-Fi HaLow

Wi-Fi HaLow, standardized as IEEE 802.11ah, extends the operational reach of conven-
tional Wi-Fi through enhanced signal propagation characteristics and reduced power
consumption, rendering it suitable for IoT deployments in challenging radio frequency
environments. Nevertheless, the variability in achievable data rates and the absence

of universally adopted frequency allocation standards represent potential limitations
[65, 152].

MiWi and MiWi P2P

MiWi and MiWi Peer-to-Peer (P2P) protocols offer low power consumption and medium-
range communication capabilities at zero licensing cost, positioning them as cost-
effective solutions for certain IoT deployments. However, their proprietary nature
and susceptibility to electromagnetic interference may constrain interoperability and

operational reliability [3].

ISA100.11a

ISA100.11a prioritizes communication reliability and security provisioning, making it
particularly well-suited for industrial [oT applications. Despite these merits, [ISA100.11a
confronts challenges including implementation complexity and limited interoperability

with alternative communication technologies [52, 129].

WirelessHART

WirelessHART employs a self-organizing mesh network architecture complemented by
robust security mechanisms, conferring resilience against interference and suitability
for industrial IoT environments. However, its reliance on Time Division Multiple Ac-
cess (TDMA) scheduling can introduce latency, and it may encounter difficulties with

simultaneous multi-node communication in multi-drop configurations [52].

Z-Wave

Z-Wave is notable for its capacity to support a substantial number of simultaneous de-
vice connections, making it well-suited for dense IoT ecosystems. It incorporates mesh
networking topology, ensuring robust communication even within topologically com-
plex environments. With the elimination of single points of failure, Z-Wave provides

enhanced reliability and fault resilience. Additionally, it is comparatively inexpensive
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and exhibits low power consumption, making it appropriate for both residential and
light commercial deployments. However, Z-Wave is subject to limitations including
low data rates, line-of-sight operational dependencies, and documented instability in

certain current implementations [197].

LTE, LTE-M, and LTE-A

Operating within licensed spectrum bands, LTE variants deliver increased through-
put and reduced co-channel interference, ensuring reliable connectivity in spectrally
congested environments. Their narrowband operational modes contribute to reduced
power consumption, thereby extending the operational longevity of IoT devices. The
cost-effectiveness of both terminal devices and base station infrastructure, coupled with
the strategic reuse of existing cellular spectrum allocations, facilitates the densification
of IoT deployments. Nevertheless, the associated cellular data plan charges may con-

stitute a limiting factor for widespread adoption [64, 152, 207].

Ultra-Wideband (UWB)

Ultra-Wideband (UWB) technology operates within license-free spectral bands, en-
abling high data rates and efficient spectrum sharing with incumbent systems. Char-
acterized by exceptionally low power consumption, UWB is well-suited for battery-
constrained IoT devices. Its inherent immunity to multipath propagation effects and
minimal interference generation further enhance operational reliability. However, the
limited communication range and the engineering complexity of UWB antenna design

pose challenges to practical deployment [112; 126, 152].

Wavenis

Wavenis supports ultra-low power operational modes and provides extensive communi-
cation ranges, rendering it appropriate for IoT deployments spanning large geograph-
ical areas. With reliable data transmission and support for heterogeneous network
topologies, Wavenis ensures robust connectivity. However, its low achievable data
rates, dependence on high link budgets for long-range operation, and requirement for
line-of-sight communication paths may constrain its applicability in certain scenarios
[112, 138, 197].
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Insteon

Insteon integrates powerline and wireless communication modalities, facilitating ex-
tended operational ranges and multi-hop data transmission. Its decentralized architec-
tural design enhances system reliability by eliminating single points of failure. How-
ever, Insteon is subject to limitations including low achievable data rates, elevated

power consumption, and dependence on proprietary technology [112, 197].

Thread

Thread accommodates a large number of client devices and supports mesh network-
ing topology, providing scalable and reliable communication for [oT ecosystems. With
native IPv6 compatibility and robust security mechanisms, Thread ensures secure and
efficient data transmission. However, its limited communication range, protocol com-
plexity, and relatively demanding implementation requirements may present barriers
to adoption [64, 152, 197].

EnOcean

EnOcean enables energy harvesting from ambient environmental sources, thereby sup-
porting battery-free operation for IoT devices. Offering high data rates and com-
patibility with both indoor and outdoor deployment environments, EnOcean provides
considerable versatility. However, its limited communication range, reliance on propri-
etary technology, and throughput constraints may affect its suitability for particular

application domains [112, 177].

Li-Fi

Light Fidelity (Li-Fi) technology delivers high-speed optical wireless communication
and elevated data transfer rates, providing efficient data transmission for IoT applica-
tions. Its low power consumption characteristics contribute to enhanced energy effi-
ciency in connected environments, while its optical communication modality inherently
provides superior security properties relative to radio frequency-based technologies.
Furthermore, Li-Fi presents reduced health risks attributable to its reliance on visible

light communication.

However, Li-Fi is confronted with several challenges, including comparatively high
initial deployment costs, susceptibility to interference from ambient light sources, lim-
ited operational range, and signal attenuation by physical obstacles such as walls.

These constraints render Li-Fi predominantly suitable for indoor application scenarios.
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Moreover, the requisite infrastructure investment for Li-Fi deployment may constitute

a significant impediment to its widespread adoption [9, 45, 134, 183].

In summary, each communication technology presents a distinctive combination of
advantages and limitations. While certain technologies demonstrate superior perfor-
mance in indoor environments, others exhibit enhanced efficacy in outdoor settings.
Similarly, some technologies are optimized for scenarios involving a limited number of
users, whereas others maintain satisfactory performance under high-density conditions.
Consequently, identifying a single communication technology that universally satisfies

the heterogeneous requirements of all IoT application domains remains impractical.

1.3 Emergence of IoT into the Medical Field

The penetration of Internet of Things (IoT) technologies into the medical domain has
paved the way for the emergence of the Internet of Medical Things (IoMT). This evolu-
tion represents a transformative paradigm shift in healthcare delivery, enabled by the
convergence of interconnected medical devices, sensor technologies, and advanced data
analytics. IoMT encompasses a comprehensive spectrum of applications and technolo-
gies specifically tailored for medical utilization, spanning remote patient monitoring,
telemedicine, intelligent healthcare facilities, and personalized medicine. Through the
systematic integration of IoT technologies into healthcare delivery and management
processes, loMT substantially enhances the quality of patient care, improves clinical
outcomes, and optimizes the operational efficiency of healthcare systems. Further-
more, IoMT facilitates real-time physiological monitoring, early detection of patho-
logical conditions, and proactive clinical interventions, thereby fundamentally revo-
lutionizing healthcare delivery and fostering a more interconnected, data-driven, and

patient-centric healthcare ecosystem.

The integration of Wireless Sensor Networks (WSNs) into the broader IoT frame-
work has played a pivotal role in facilitating the transition toward IoMT. WSNs pro-
vide a scalable and cost-effective infrastructure for the acquisition of data from diverse
medical sensors and the subsequent transmission of this data to [oT platforms for com-
putational analysis and clinical decision support. This integration has enabled seam-
less inter-device communication and data exchange among medical devices, supporting
real-time monitoring and analysis of patient health data, and ultimately catalyzing the

emergence and maturation of loMT.
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1.4 Internet of Medical Things (IoMT)

The Internet of Medical Things (IoMT) refers to an interconnected ecosystem of elec-
tronic devices equipped with specialized sensors designed for physiological sensing and
continuous health monitoring purposes [11, 42]. The sensors employed within IoMT
constitute a specialized subset of Wireless Sensor Networks (WSNs), specifically desig-
nated as Wireless Body Area Networks (WBANs). These sensors, commonly referred
to as nodes, communicate and transmit acquired data via wireless communication links,
typically through intermediary gateway devices. The collected information is subse-
quently relayed to centralized computational infrastructure, such as remote servers or

cloud-based database systems, for storage, analysis, and further clinical utilization.

This section provides a systematic overview of [oMT, the sensor modalities utilized
within this framework, and the underlying architectural design. Figure 1.3 depicts the

layered architecture of IoMT based on the aforementioned architectural paradigm.
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Figure 1.3: Layered IoMT architecture [189].

1.4.1 IoMT Architecture

Numerous researchers have investigated the architectural design of the Internet of
Things, proposing various frameworks applicable to IoT-based systems. Among the
most prominent architectural paradigms are the EPCglobal architecture, the Web of
Things architecture, the sensor network-based architecture, the autonomous architec-
ture, and the Machine-to-Machine (M2M) architecture. Of these, the M2M architecture
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has emerged as the most widely adopted framework, incorporating essential architec-
tural elements from both EPCglobal and WSN paradigms. Within the medical domain,
the Internet of Medical Things (IoMT) represents a specialized and domain-specific
instantiation of general-purpose IoT technology. In practice, IoMT applications pre-
dominantly adhere to the canonical three-tier architectural model of 10T, comprising

the Application Layer, the Network Layer, and the Perception Layer [25, 189).

Perception Layer

The perception layer constitutes the most critical and architecturally complex stra-
tum of the IoMT framework. It comprises two principal sublayers: the data access
sublayer and the data acquisition sublayer. The data acquisition sublayer employs a
diverse array of medical perception instruments and signal acquisition equipment to
identify nodes within the [oMT network and to gather data pertaining to monitored en-
tities. It leverages signal acquisition modalities including General Packet Radio Service
(GPRS) technology [165], Radio Frequency Identification (RFID), image recognition,
graphic coding, and heterogeneous sensor arrays encompassing physical signal sensors.
Physiological signal sensors, chemical sensors, and DNA sensors collectively transform
monitored entities within the network into readily identifiable Cyber-Physical Sys-
tems (CPS) nodes [132]. Within the oM T context, nodes are taxonomically classified
as passive CPS, active CPS, and Internet CPS, contingent upon the specific objects
and operational requirements [132]. The data access sublayer establishes connectiv-
ity between data collected by the acquisition sublayer and the network layer through
short-range wireless data transmission technologies, including Bluetooth, Wi-Fi, and
ZigBee. The selection of appropriate access methods is governed by the prevailing
[oMT deployment environment and the specific requirements of the various monitored
objects [142].

Network Layer

The network layer is architecturally decomposed into two constituent sublayers: the
service sublayer and the network transmission sublayer. The network transmission sub-
layer functions as the backbone communication infrastructure of the loMT ecosystem,
serving as the central nervous system for data routing and delivery. It leverages the
Internet, mobile communication networks, and other specialized network infrastructure
to transmit data acquired by the perception layer in a real-time, reliable, accurate, and
uninterrupted manner [120]. Rather than supplanting existing network infrastructure,
the objective of the IoMT network layer is to investigate and implement heterogeneous

network integration technologies specifically tailored for healthcare environments [141].
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The service sublayer integrates heterogeneous networks and diverse data types, encom-
passing data descriptions, data warehouses, and ancillary data repositories. It further
develops a comprehensive support service system with standardized open interfaces for
the various services operating at the application layer, thereby enabling third-party de-
velopers to construct domain-appropriate applications for use by medical professionals

and other authorized personnel [144].

Application Layer

The application layer encompasses both health data decision-support applications and
medical information management applications. Medical data management applica-
tions include, but are not limited to, material and equipment management, patient
data management, inpatient treatment data management, and outpatient data man-
agement [178]. Medical data decision-support applications comprise patient data anal-
ysis, epidemiological data analysis, pharmaceutical data analysis, diagnostic support,

and therapeutic data analysis [5].

1.4.2 IoMT and WBANSs

[oMT and WBANSs are fundamentally intertwined, fulfilling complementary and syner-
gistic roles within modern healthcare systems. IoMT encompasses an extensive array of
interconnected medical devices and sensors that collectively facilitate the acquisition,
transmission, and analysis of health-related data. Within this architectural framework,
WBANSs serve as a critical enabling component by supporting seamless wireless com-
munication between body-worn sensors and other IoMT devices. WBANS enable the
continuous monitoring of individuals’ vital signs and physiological parameters, pro-
viding real-time clinical insights into their health status. This synergistic relationship
between IoMT and WBANs empowers healthcare providers to deliver personalized and
proactive care, improve patient outcomes, and enhance overall healthcare system effi-
ciency. Additionally, WBANSs contribute substantively to the advancement of remote
patient monitoring, telemedicine, and other innovative healthcare applications, thereby

underscoring their indispensable role within the IoMT ecosystem.

1.4.3 Architecture of WBAN-based IoMT

A diversity of WBAN-based IoMT architectures has been documented in the litera-
ture, varying according to the adopted design methodology and the target application

domain. Nevertheless, a fundamental three-level hierarchical architecture—analogous
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to the layer-based architecture established for general loMT—is consistently observed
across existing works. This canonical architecture serves as the foundational blueprint
for all WBAN-based IoMT applications. Figure 1.4 illustrates the representative ar-
chitecture of WBAN-based IoMT networks, which is composed of three primary hier-

archical levels.
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Figure 1.4: Architecture of WBAN-based IoMT.

Level 1 (Sensor Tier): This level comprises specialized transducers designated as
medical sensors. These sensing nodes are engineered to continuously measure, monitor,
and acquire specific biological signals from the human body. The gathered physiological

data are subsequently transmitted to the gateway devices constituting Level 2.

Level 2 (Gateway Tier): Devices operating at this level primarily function as
communication gateways, including personal digital assistants (PDAs), portable com-
puters, and smartphones. They serve as intermediary nodes between Level 1 sensor
devices and Level 3 back-end infrastructure, bearing responsibility for relaying the col-
lected data from Level 1 sensing nodes to end-users at Level 3 via open communication

channels.

Level 3 (Back-end Tier): At this hierarchical level, data and information re-
ceived from Level 2 gateway devices are transmitted to end-users via the Internet. The
nature of these end-users is contingent upon the specific loMT network design and may
encompass entities such as cloud computing platforms, emergency physicians, health-
care professionals, service providers, data analysts, family members, or the patients

themselves.
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1.4.4 Medical Sensors

Wireless medical sensors, as integral components of the loMT infrastructure, fulfill a
specialized function in the quantitative measurement of physiological metrics, includ-
ing body temperature, arterial blood pressure, cardiac rate, electrocardiogram (ECG)
waveforms, and respiratory parameters [63, 194]. These sensors transmit acquired bi-
ological data to a control device that is either worn on the body or positioned at an
accessible proximal location. Medical sensors can be taxonomically classified into im-
plantable nodes, garment-attached sensors, and body surface nodes (wearable devices),
each serving distinct clinical purposes [40, 161]. Predominantly deployed as either im-
plantable or wearable devices, their intimate association with the human body renders
them indispensable across a wide range of medical and healthcare applications. Fur-
thermore, medical IoT sensors encompass a diverse array of modalities tailored to
specific physiological functions, including ECG, electroencephalogram (EEG), blood
pressure, and body temperature sensors [108]. For example, ECG sensors are utilized
to monitor cardiac rhythm and detect arrhythmic patterns, whereas EEG sensors are
employed to assess and identify abnormalities in cerebral electrical activity. Compre-

hensive taxonomic information regarding medical sensor types is available in [108].

These sensors can be further categorized into three device classes based on their

computational and storage capabilities:

Class 0: Devices that are severely constrained in memory and processing capa-
bilities, with RAM capacity of less than 5 KB and flash memory of less than 10 KB.

Class 0 devices cannot be secured through conventional cryptographic mechanisms.

Class 1: Devices that are moderately constrained in code space and processing
capabilities, with RAM capacity of approximately 10 KB and flash memory capacity
of approximately 100 KB. Class 1 devices provide adequate support for fundamental
security functions and possess sufficient computational resources to operate a protocol

stack.

Class 2: Devices that are comparatively less constrained, with RAM capacity of
approximately 50 KB and flash memory capacity of up to 250 KB. Class 2 devices can
effectively leverage lightweight, energy-efficient communication protocols and support

the majority of standard protocol stacks.

Additionally, these sensors constitute a specialized category within Wireless Sen-
sor Networks (WSNs) known as Wireless Body Area Networks (WBANSs), which are
extensively deployed in the [oMT domain. WBANSs are specifically engineered to mon-
itor physiological parameters and acquire data from the human body. They play a

pivotal role in IoMT applications, facilitating continuous health monitoring, medical
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diagnostics, and personalized healthcare delivery.

1.5 Applications of IoMT

A substantial number of [oMT applications depend on WBANSs to achieve the requisite
levels of operational efficiency and service quality. Given the considerable capabilities
of WBANSs, a diverse array of novel IoMT applications spanning domains such as
clinical medicine, home-based healthcare, and continuous patient monitoring are being
progressively adopted. The following subsections delineate and examine several of the

most prevalent healthcare applications currently in deployment.

1.5.1 Health Records

This application domain encompasses various categories of electronic health records,

which can be systematically classified into three principal forms:

o Electronic Health Record (EHR): A comprehensive digital representation
of a patient’s complete health history, providing a detailed longitudinal account
of the patient’s health status, with secure access restricted to authorized clinical
users [43].

« Electronic Medical Record (EMR): A digital compilation of an individual
patient’s complete medical history within a specific clinical institution or health-

care facility [89].

o Personal Health Record (PHR): A patient-managed digital repository in
which the individual securely maintains their own health-related data with ap-

propriate confidentiality and privacy protections [124].

1.5.2 Remote Health Monitoring

Remote health monitoring constitutes an automated medical service that continuously
tracks patients’ vital signs through the deployment of WBANs. Various sensor modal-
ities can be strategically positioned on or within the patient’s body to monitor critical
physiological indicators, including cardiac rate, arterial blood pressure, and body tem-
perature. The acquired data is subsequently stored in a centralized control unit or
transmitted to remote clinical facilities for analytical processing and further clinical

evaluation [29].
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1.5.3 Assisted Living

The integration of WBANSs within the [oMT framework has introduced a paradigm in
which patients can remain in their domiciliary environment while utilizing wearable
medical sensors for continuous physiological monitoring. These sensors persistently
track the patient’s physiological parameters and can either store and transmit data
at predefined intervals or, in specific clinical scenarios, autonomously administer pre-
scribed medications—for example, insulin delivery upon detection of hyperglycemic
episodes by blood glucose sensors. Moreover, the system is capable of triggering auto-
mated alerts to the nearest healthcare facility when clinically significant deviations are
detected [29].

1.5.4 Telecare Medicine

An additional domain of IoMT that leverages WBAN technology is telecare medicine.
This modality enables the remote delivery of healthcare services through the utilization
of information and communication technologies, including WBANSs [23]. By employing
video conferencing and sensor-based data acquisition technologies, healthcare providers
can remotely assess patients’ clinical conditions and formulate medication prescriptions
based on tele-sensed physiological data, thereby eliminating the necessity for physical

co-location.

1.6 Benefits of IoMT

The integration of IoMT technology into the healthcare domain has precipitated a
fundamental paradigm shift in healthcare delivery and management. This technologi-
cal advancement has not only transformed Internet-mediated communication but has
also exerted a significant impact across numerous sectors, with healthcare being a pri-
mary beneficiary. By establishing seamless connectivity among clinicians, patients,
and healthcare services, [oMT offers unprecedented levels of convenience, diagnostic

accuracy, and operational flexibility [102].

A principal benefit of IoMT lies in its capacity to enable healthcare professionals
to discharge their clinical responsibilities with enhanced precision and efficiency. This
integration has conferred substantial advantages upon patients, as loMT devices are
designed to be user-friendly and facilitate seamless access to healthcare services. The

major benefits provided by IoMT are enumerated as follows:

e The integration of IoT-enabled devices into healthcare infrastructure enhances
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operational convenience while simultaneously achieving significant reductions in
healthcare expenditures. Through real-time disease management capabilities,
patient outcomes are markedly improved, culminating in an overall enhancement
of quality of life. Moreover, IoMT augments the user experience and elevates
the standard of patient care while concurrently reducing costs through efficient

resource utilization.

The most consequential benefit of [oMT is the promotion of healthier and longer
lives, achieved through comprehensive disease management and preventive care
strategies. IoMT enables continuous monitoring of vulnerable populations, in-
cluding pediatric patients and elderly individuals, thereby ensuring their sus-

tained well-being.

A critical advancement afforded by IoMT is its capacity for automated notifica-
tion of relevant stakeholders upon detection of clinically significant alterations
in a patient’s health status, potentially preserving lives and reducing critical re-
sponse times. Furthermore, the capabilities of loMT extend beyond healthcare,
facilitating connectivity and interoperability among heterogeneous IoT devices

for enhanced operational efficiency and effectiveness [102].

Medication adherence and family notification: [oMT enables the assur-
ance of timely medication administration, guaranteeing that patients receive their
prescribed pharmacological interventions at appropriate intervals. Additionally,
[oMT systems can automatically notify family members regarding the status of

patient care, thereby fostering improved communication and support networks
[92].

Simplicity, affordability, and usability: [oMT solutions are designed with an
emphasis on simplicity, offering intuitive user interfaces and streamlined opera-
tional processes for enhanced accessibility. These technologies are engineered for
affordability, ensuring that cost barriers are minimized and healthcare remains

universally accessible [158].

Clinicians can efficiently manage patient records through IoMT systems, facilitat-
ing systematic organization and rapid accessibility of critical medical information
[122].

[oMT systems promote energy efficiency by optimizing the utilization of vari-
ous resources, including temporal and financial investments. Through process
automation and streamlined workflows, IoMT solutions reduce overall energy
consumption, yielding time and cost savings for both healthcare providers and
patients [186].
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e IoMT enables healthcare providers to deliver continuous medical services be-
yond conventional operating hours, ensuring round-the-clock access to healthcare
through remote monitoring, telemedicine, and automated alerting mechanisms

for timely clinical interventions [48].

In summary, [oMT has emerged as a transformative force within the medical field,
offering manifold benefits to individuals, society, the environment, consumers, and
healthcare organizations. From personalized healthcare solutions to improved opera-
tional efficiency, IoMT holds considerable promise for revolutionizing healthcare deliv-

ery and enhancing overall population wellness.

1.7 Challenges in IoMT

The integration of WBANs within the IoMT framework into healthcare systems has
yielded numerous operational benefits; however, it simultaneously introduces a con-
stellation of significant technical and practical challenges. This section systematically

examines the principal challenges confronting [oMT.

1.7.1 Limited Resources

Sensor nodes are typically characterized by diminutive physical dimensions and severely
constrained computational resources, encompassing processing capacity, storage capa-
bilities, communication bandwidth, and battery energy reserves. The limited energy
budget of these sensor nodes within the network poses substantial longevity challenges
for WBANSs deployed in IoMT applications. Addressing the issue of resource scarcity
necessitates the adoption of efficient utilization strategies [76]. Consequently, the imple-
mentation of energy-efficient communication protocols becomes imperative to extend
the operational lifespan of the network. Representative examples include energy-aware
routing algorithms at the network layer and duty-cycling energy-saving modes at the
Medium Access Control (MAC) layer. Additionally, optimizing the utilization of con-
strained memory resources in sensor nodes is of critical importance, particularly given
the memory-intensive nature of tasks such as routing table maintenance, data replica-

tion, and cryptographic security operations.

1.7.2 Scalability

The scalability of WBANs within the IoMT framework constitutes a critical determi-

nant of system effectiveness and the feasibility of widespread adoption. WBANs must
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be capable of accommodating an increasing population of interconnected devices and
sensors without incurring degradation in performance or operational efficiency. Scala-
bility in WBANSs enables the network to manage growing volumes of data generated
by an expanding array of medical sensors and devices [117]. This scalability impera-
tive extends beyond mere device count to encompass factors such as network coverage
area, data transmission throughput, and interoperability with existing healthcare in-
frastructure [50]. A scalable WBAN infrastructure ensures that IoMT systems can
dynamically adapt and evolve to accommodate the changing requirements of health-
care applications, supporting advancements in remote patient monitoring, telemedicine,

and personalized healthcare delivery.

1.7.3 Cost of Sensor Platforms

The elevated cost of commercially available sensor platforms constitutes a significant
economic barrier to widespread adoption and deployment. Additionally, the challenge
of developing more affordable and disposable sensor platforms further compounds this

economic constraint [149].

1.7.4 Environmental Factors

The environmental conditions within which WBANs operate exert a substantial influ-
ence on their performance and operational reliability. WBANs are designed to function
across diverse environmental settings, ranging from controlled indoor environments to
variable outdoor conditions. Factors including temperature fluctuations, humidity lev-
els, electromagnetic interference, and physical obstructions can adversely impact the
performance of WBANs. Furthermore, WBANs deployed in healthcare settings must
comply with stringent regulatory standards and safety requirements to ensure patient
safety and data integrity. Accordingly, robust design methodologies and resilient com-
munication protocols are essential to mitigate the deleterious effects of environmental
challenges on WBAN operation, thereby ensuring continuous and reliable functionality

across diverse healthcare deployment scenarios.

1.7.5 Inconsistent Wireless Communication

Communication within Wireless Body Area Networks is frequently characterized by in-
herent unreliability, attributable to the error-prone nature of the wireless propagation
medium, which exhibits elevated bit error rates and variable link capacity. Conse-

quently, for a WBAN to operate effectively, it must demonstrate sufficient reliability
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tailored to the specific quality-of-service requirements of its intended clinical appli-
cations [92]. It is imperative that acquired medical data be transmitted reliably to
clinical specialists, ensuring accurate and timely delivery for informed decision-making

in healthcare settings.

1.7.6 Susceptibility to Node Failures

In TIoMT networks, sensor nodes are frequently susceptible to unforeseen operational
failures arising from various causes, including energy depletion and physical damage.
Furthermore, communication links between nodes may be permanently disrupted due
to hardware malfunction or environmental factors. As a consequence, WBANSs deployed
in IoMT applications must demonstrate resilience in the presence of node failures. To
enhance fault tolerance, loMT WBANSs may strategically deploy a surplus of sensor
nodes beyond the minimum operational requirement, thereby introducing redundancy

into the network topology.

1.7.7 Security

Given the deployment of sensor devices in typically unprotected and physically ac-
cessible environments, numerous [oMT applications mandate stringent security pro-
visioning to satisfy fundamental security requirements and safeguard against diverse
cyber-attack vectors. This imperative is critical for preventing adversaries from com-
promising network operations through unauthorized acquisition of control over sensor
nodes [22, 97, 186, 196]. Additionally, communication security constitutes a signifi-
cant challenge for WBANSs in [oMT. Wireless communication channels inherently lack
confidentiality guarantees, rendering transmissions vulnerable to eavesdropping and
message tampering by malicious entities, with potentially severe clinical consequences.
Furthermore, the resource-constrained nature of sensor devices renders the implemen-
tation of conventional cryptographic security schemes impractical in WBANSs, as such
schemes typically incur prohibitive computational, communication, and memory over-
heads. Consequently, ensuring comprehensive security in loMT WBANSs remains an

open and challenging research problem.

1.8 Cloud Integration in IoMT

IoMT-based healthcare systems are projected to significantly enhance the quality of life,
reduce aggregate healthcare costs, and expand patients’ medical knowledge base. From

the healthcare provider’s perspective, [oMT possesses the potential to minimize device
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downtime through proactive remote monitoring and predictive maintenance. Addi-
tionally, IoMT can accurately forecast optimal resupply schedules for various medical
devices, ensuring their continuous and efficient operation. It further facilitates the
effective scheduling of limited healthcare resources, optimizing their utilization and

improving service delivery to patients.

Cloud computing provides a comprehensive suite of services—encompassing databases,
computational servers, software applications, data analytics, and networking infrastructure—
delivered over the Internet. This computational paradigm enables flexible resource al-
location, accelerated application deployment, and cost efficiencies through economies
of scale. IoMT devices can seamlessly integrate with cloud services, leveraging them for
the storage and processing of voluminous medical datasets. This integration supports
enhanced data management and analytical capabilities, contributing to more informed

clinical decision-making and improved patient outcomes [36, 166, 195].

1.8.1 Cloud Computing in Healthcare Systems

Cloud computing represents a computational paradigm that delivers substantial com-
putational resources and services over a network, typically the Internet. In essence, it
involves the utilization of remote servers for data storage, management, and processing.
This technology confers numerous operational benefits, including access to virtualized
hardware, collaborative software platforms, scalable virtual storage, and on-demand

virtual server instances.

Researchers have characterized cloud computing as a novel and rapidly evolving in-
formation and communication technology (ICT) service model [153]. Multiple formal
definitions of cloud computing have been proposed in the literature, with one compre-
hensive study identifying 22 distinct characterizations [111]. Cloud computing services
are canonically categorized into three principal service models: Platform as a Service

(PaaS), Infrastructure as a Service (IaaS), and Software as a Service (SaaS) [49].

Cloud computing infrastructure can be deployed across four distinct models [36]:

o Public Cloud: Accessible to the general public and provisioned by cloud service

providers such as Amazon Web Services (AWS).
o Private Cloud: Operated exclusively by and for a single organization.

o Hybrid Cloud: An integrated architecture combining elements of both public

and private cloud deployments.

o Community Cloud: A shared infrastructure serving organizations with con-

vergent interests and requirements.
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In the healthcare domain, cloud computing enables on-demand access to a com-
prehensive spectrum of information from diverse sources, including insurance claims,
electronic medical records (EMRs), laboratory data, and medication histories. It pos-
sesses the capability to alert clinicians regarding missed or conflicting prescriptions
within pharmacological regimens, particularly for the management of chronic condi-

tions.

The principal advantages of cloud computing in healthcare encompass [71]:

o Customized Service: Patient requests can be automatically fulfilled without

necessitating human intervention.

o Network Access: Patient-facing applications can operate seamlessly across di-

verse device platforms, including laptops, tablets, and smartphones.

« Remote Access: Patients can access cloud-based services without requiring

knowledge of the physical data location or underlying infrastructure topology.

These features underscore the transformative potential of cloud computing in en-

hancing the efficiency and quality of healthcare delivery and patient outcomes.

1.9 Conclusion

This chapter has established the general context of the thesis by presenting the founda-
tional concepts of the Internet of Things (IoT) and its medical extension, the Internet
of Medical Things (IoMT). It has examined the main architectural models, commu-
nication technologies, and application domains of IToMT, with particular attention to
Wireless Body Area Networks (WBANS) as a key enabling component for continuous

health monitoring and smart healthcare services.

The chapter has also highlighted the main challenges that arise in IoMT environ-
ments, including resource constraints, scalability limitations, unreliable wireless com-
munication, node failures, and security risks. These challenges confirm that designing
efficient, secure, and resilient [oMT systems requires more than simple connectivity;
it requires a rigorous theoretical foundation capable of addressing communication ef-
ficiency, intelligent intrusion detection, and fault-tolerant decision-making in an inte-

grated manner.

Against this background, the next chapter introduces the theoretical foundations
that support the proposed framework of this thesis. In particular, it presents the princi-

ples of temporal aggregation for scalable communication, the deep learning models used
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for sequential intrusion detection, the foundations of privacy-preserving distributed
learning, and the multi-criteria decision-making methods used to support fault-tolerant

routing.
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Chapter 2

Theoretical Foundations of Time Al-

location, Scalability, Security, and Fault
Tolerance in IoT and IoMT

2.1 Introduction

Designing scalable, fault-tolerant, and secure communication systems for the Internet
of Medical Things (IoMT) requires a rigorous foundation spanning multiple theoretical
disciplines. IoMT deployments combine resource-constrained sensing devices, hetero-
geneous clinical environments, stringent privacy regulations, and a critical dependence
on data integrity and continuous availability. Addressing these constraints demands
an integrated theoretical toolkit that simultaneously accounts for temporal data dy-
namics, efficient resource utilization, reliable decision-making under uncertainty, and

privacy-preserving collaborative learning.

This chapter consolidates the core theoretical foundations underpinning the frame-
work developed in this thesis. The presentation is organized around six intercon-

nected pillars, each corresponding to a principal component of the proposed system:

1. IoMT telemetry as time-series data. We motivate treating [oMT network
traffic as sequential telemetry, establishing the temporal perspective that informs
both intrusion detection and communication strategies throughout the thesis
(Section 2.2).

2. Time allocation via temporal aggregation. We formalize temporal aggre-
gation as a controllable time allocation mechanism for scalable communication,

defining the aggregation window T, and its fundamental trade-offs (Section 2.3).

3. Fault tolerance and trust foundations. We introduce fault models relevant
to loMT—including non-Byzantine and Byzantine failure modes—and motivate

lightweight trust-based decisions over heavy consensus protocols (Section 2.4).
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4. Multi-Criteria Decision Analysis (MCDA). We present AHP for criteria
weighting and TOPSIS for alternative ranking, which together provide the for-
mal decision logic for node selection and model prioritization under conflicting

objectives (Section 2.5).

5. Deep learning for sequential intrusion detection. We review Recurrent
Neural Networks (RNNs), Long Short-Term Memory (LSTM) networks, and the
Hierarchical LSTM (HLSTM) architecture that constitutes the detection back-

bone of the proposed framework (Section 2.6).

6. Privacy-preserving distributed learning. We present Federated Learning
(FL), Transfer Learning (TL), and Federated Transfer Learning (FTL) as scalable
paradigms for collaborative model training across healthcare institutions without

sharing raw patient data (Section 2.7).

Section 2.8 concludes the chapter with a synthesis of the interconnections among

these pillars and transitions to the state-of-the-art review in Chapter 3.

2.2 IoMT Network Telemetry as Time-Series Data

2.2.1 Temporal Dependencies in IoMT Traffic

[oMT devices—from wearable biosensors and implantable monitors to edge gateways
and hospital routers [25, 178]—generate continuous streams of telemetry that encode
the real-time state of both monitored patients and the underlying communication in-
frastructure. At the network level, each flow record or packet observation is times-
tamped and naturally ordered. The traffic observed at a given time instant ¢ is sta-
tistically dependent on observations at preceding instants t — 1, —2,..., owing to the
persistence of connection states, protocol handshake sequences, and session-level be-
haviors [59, 110, 139]. This inherent temporal dependency renders IoMT network data
a natural multivariate time-series, in which windowing and sequence formation are not
merely convenient preprocessing steps but essential mechanisms for capturing the full

signature of both normal and anomalous behavior.

From the standpoint of intrusion detection, the sequential structure has two critical
implications. First, attacks that unfold gradually over multiple time steps—such as
slow-rate denial-of-service (DoS) campaigns, multi-stage reconnaissance operations, or
data exfiltration attempts [20]—cannot be reliably detected by classifiers that treat
each observation independently. A classifier operating on isolated feature vectors lacks

the contextual information needed to distinguish a slowly escalating attack from normal
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traffic fluctuations. Second, temporal models such as LSTM and Hierarchical LSTM are
specifically designed to learn dependencies across time steps, making them naturally
suited to IoMT traffic analysis. This time-series perspective therefore provides the
foundational justification for the deep learning architectures presented in Section 2.6

and supports the distributed learning strategies discussed in Section 2.7.

2.2.2 Feature Stream Notation

To formalize the temporal structure of JoMT data, we adopt the following notation
that is used consistently throughout this thesis. Let i index a network node (e.g., a
hospital site, a sensor gateway, or a client in the federated learning framework) and let ¢
denote a discrete time index corresponding to individual flow observations or packet

records. The feature vector observed at node i and time ¢ is denoted by:
x;(1) €RY, (2.1)

where d is the dimensionality of the feature space. Depending on the dataset and
preprocessing pipeline, features may include flow duration, byte counts, inter-arrival
times, protocol flags, and other network telemetry attributes. The ordered collec-
tion {Xi(t)}lil for a given node i constitutes a multivariate time-series of length 7; that
serves as the input to both the local intrusion detection model and the distributed
learning pipeline. The main notation used throughout this chapter is summarized in
Table 2.1.

Table 2.1: Principal notation used in Chapter 2.

Symbol Meaning

i Node/client index (hospital, gateway, or site)

t Discrete time index (flow or packet observation)

d Feature dimensionality

x; (1) Feature vector at node i, time ¢

Thge Temporal aggregation window (time allocation parameter)
o) Aggregation operator (mean, max, variance, etc.)

zi(k) Aggregated feature vector for window k at node i

A AHP pairwise comparison matrix

wj Weight of criterion j (derived via AHP)

Ci TOPSIS closeness coefficient (trust score) for alternative i
w Global model parameters (federated learning)

Dk Aggregation weight of client k in FedAvg
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2.3 Time Allocation via Temporal Aggregation

The raw feature streams defined in Section 2.2 can generate extremely high data vol-
umes when transmitted at full temporal resolution. In IoMT environments, where
bandwidth and energy are severely constrained, transmitting every individual obser-
vation creates a fundamental scalability bottleneck. Temporal aggregation provides a
principled mechanism for managing this challenge by introducing a controllable time
allocation parameter—the aggregation interval T,ge—that governs the granularity at

which data is summarized prior to transmission and downstream processing.

2.3.1 Motivation: The Scalability—Latency—Accuracy Trade-
off

Transmitting every individual flow record or packet observation from each IoMT node

incurs costs along three interdependent dimensions:

1. Communication bandwidth, which is inherently limited in wireless hospi-
tal environments and shared among potentially hundreds of concurrent sensor

streams [23].

2. Energy consumption, which directly determines the operational lifetime of
battery-powered sensor nodes. Since active computation and wireless transmis-
sion are the primary energy consumers on constrained devices [10], reducing the
volume and frequency of data transmissions translates directly into energy sav-

ings.

3. Computational load, which affects both training and inference times of down-
stream machine learning models. Processing fewer, more compact feature vectors
reduces the per-sample cost of gradient computations, forward passes, and model

updates.

Conversely, aggressive aggregation can suppress short-lived attack signatures, thereby
potentially reducing detection accuracy and increasing detection latency. A brief
anomalous flow that occurs entirely within one aggregation window may be obscured

when averaged with many benign observations.

This three-way tension between scalability, detection latency, and classification ac-
curacy constitutes a central design challenge in IoMT communication systems. The

temporal aggregation framework formalized below provides a tunable mechanism for
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navigating this trade-off. Its experimental validation across multiple benchmark datasets—
including CICIoMT-2024, NF-UNSW-NB15-v2, and WUSTL-EHMS-2020—is presented
in Chapter 4.

2.3.2 Formal Definition of the Aggregation Window

Given the per-node time-series {x;(¢)} defined in Section 2.2.2, let 7;(¢) denote the
physical timestamp of the t-th observation at node i. Temporal aggregation over a
window of duration T,gs produces a reduced sequence {z;(k)} by applying an aggrega-

tion operator ¢(-) independently over each feature dimension:

=o({xi(t) | w(t) € [k Tagg, (k+1)-Tagg) }), k € No, (2.2)

where @(-) denotes a summary-statistic operator. Common choices for ¢ include the
arithmetic mean, maximum, variance, or a concatenation of multiple statistics (e.g.,
[mean, max,std]), yielding an aggregated feature vector of dimensionality d’ >d. A

partially filled final window is aggregated over the samples it contains.

The aggregation interval T, is the primary time allocation parameter of the frame-

work:

o Small T,ge (in the limit where T4, approaches the native sampling interval of
the stream, which corresponds operationally to “no aggregation”) preserves fine-
grained temporal information at the cost of high data volume and computational

expense.

o Large T,ge reduces communication and computational overhead substantially

but risks obscuring transient phenomena such as short-lived attack bursts.

In this thesis, T,g is treated as an adaptive design parameter. Chapter 4 systemat-
ically evaluates multiple aggregation settings—including no aggregation (raw stream),
10s, 30s, 60s, and 120s intervals—demonstrating that moderate aggregation (e.g.,
Tage = 305) achieves substantial reductions in training time (up to 97.2%) and test-set
inference time (up to 97.5%) on CICIoMT-2024, with comparable gains on NF-UNSW-
NB15-v2 (84.8% and 93.1%) and WUSTL-EHMS-2020 (99.3% and 99.1%), while main-

taining competitive classification accuracy under the evaluated conditions.

2.3.3 Impact on Distributed Learning Efficiency

Beyond reducing local computational load, temporal aggregation exerts a multiplica-

tive effect on the efficiency of distributed learning. In a federated learning setting
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(Section 2.7.1), each client must: (i) perform local training on its private dataset, (ii)
transmit model updates to the central aggregator, and (iii) receive the updated global
model. When temporal aggregation is applied prior to local training, the number of
effective training samples at each client is reduced by a factor proportional to Tgp,

which in turn reduces:

o the number of gradient computation steps per local epoch,

o the wall-clock training time and associated energy consumption per communica-

tion round, and

« potentially the total number of communication rounds required to reach a target
performance level, as aggregated representations tend to exhibit lower short-term

variance, yielding more stable optimization dynamics.

Furthermore, when learning dynamics are more stable, client drift—a phenomenon
in which local models diverge excessively under non-IID conditions [105]—may be
mitigated, leading to improved global model convergence. These effects are empirically

evaluated in the federated learning experiments presented in Chapter 4.

2.4 Fault Tolerance and Trust Foundations in IoMT

The reliability of IoMT communication is contingent upon the ability of the network
to sustain correct operation in the presence of component failures and adversarial
behavior. This section introduces the foundational concepts of fault tolerance as they
apply to the IoMT domain, defines key reliability metrics, and motivates the lightweight

trust-based decision approach adopted in this thesis.

2.4.1 Fault Taxonomy: Non-Byzantine and Byzantine Faults

In distributed systems theory, faults are broadly classified according to the behavioral
assumptions about faulty components [27]. The distinction between non-Byzantine
and Byzantine failures has profound implications for the design of fault-tolerant mech-

anisms.

Non-Byzantine faults. Non-Byzantine faults encompass failure modes in which
the faulty component either ceases functioning or behaves in a detectable, predictable

manner. The principal types include:
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o Crash faults: A node ceases operation entirely and does not resume without

external intervention.

e Omission faults: A node fails to send or receive messages despite being other-

wise operational, often due to transient communication errors or queue overflows.

» Resource depletion faults: A sensor node’s battery or memory is exhausted,

causing degraded service quality or complete operational cessation.

These fault types are particularly prevalent in [oMT environments, where sensor nodes
operate under severe energy and memory constraints, and wireless links are inherently
unreliable [217].

Byzantine faults. Byzantine faults represent the most general and adversarial fail-
ure model, first formalized by Lamport et al. [123]. A component exhibiting Byzantine
behavior may act arbitrarily: sending contradictory information to different parts of the
system, selectively dropping or modifying messages, or actively attempting to subvert
the system’s correctness guarantees. In healthcare environments, Byzantine behavior
can arise from compromised nodes (e.g., through malware injection), firmware manipu-
lation, or insider attacks conducted by adversaries with physical access to the network
infrastructure [98, 211].

A system is said to be f-Byzantine fault-tolerant if it produces correct outputs
despite the arbitrary misbehavior of up to f of its n components. In the classi-
cal unauthenticated oral-messages model of Byzantine agreement, Lamport, Shostak,
and Pease [123] established that solvability requires at least n > 3f 41 nodes; the
signed-message setting relaxes this threshold but is not assumed here. This bound im-
poses both redundancy and communication costs that may be prohibitive in resource-

constrained settings.

2.4.2 Reliability Metrics

The reliability of a distributed IoMT system is commonly characterized by the following

metrics:

Inherent (steady-state) availability. For a repairable node, the inherent or steady-
state availability is the long-run fraction of time that the node is operational, excluding

external logistics delays:
MTTF

A =
' MTTF +MTTR’

(2.3)

39



Chapter 2. Theoretical Foundations of Time Allocation, Scalability, Security, and
Fault Tolerance in IoT and IoMT

where MTTF denotes the Mean Time To Failure and MTTR denotes the Mean Time
To Repair. This formulation assumes steady-state operation of the repair process and
is the quantity used throughout this thesis when a single-number operational target
is required; point-in-time and interval availability are related but distinct notions that

are not used here.

Reliability. The probability that a system performs its intended function without

failure over a specified time interval [0,7].

In TIoMT, achieving high availability is essential because interruptions in teleme-
try can delay clinical interventions with potentially life-threatening consequences. The
fault tolerance mechanisms developed in Chapter 5 are designed to maintain high avail-
ability by proactively identifying and isolating unreliable or compromised nodes before
they disrupt communication paths, rather than reacting after failures have already

occurred.

2.4.3 Lightweight Trust Decisions vs. Heavy Consensus

Classical Byzantine Fault Tolerant (BFT) consensus protocols—such as Practical Byzan-
tine Fault Tolerance (PBFT) [44]—guarantee correctness under up to f = [(n—1)/3]
Byzantine failures among n nodes. In PBFT-style replication, however, the normal-case
message complexity grows as O(nz) per consensus round due to the all-to-all prepare
and commit phases, which is prohibitive in resource-constrained IoMT networks for

several reasons:

1. Sensor nodes have limited processing power and cannot sustain the cryptographic

verification required by BF'T protocols.

2. The wireless medium introduces variable latency and packet loss that exacerbate

round complexity and convergence time.

3. The number of active nodes in a hospital network may fluctuate due to intermit-
tent connectivity, mobility, and device duty-cycling, making a fixed-membership

consensus group impractical.

Instead of relying on full consensus, this thesis adopts a lightweight decision-
based approach grounded in Multi-Criteria Decision Analysis (Section 2.5). The
MCDA framework computes a composite trust score for each node based on multiple
observable criteria (safety classification, residual energy, communication latency, and

packet loss rate), enabling the system to rank and select trustworthy nodes without
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requiring agreement from all participants. This approach trades the strong consis-
tency guarantees of BFT for substantially lower communication overhead and practi-
cal deployability on constrained devices, while still providing effective fault isolation as

demonstrated experimentally in Chapter 5.

2.5 Multi-Criteria Decision Analysis (MCDA) for
Node and Model Prioritization

Multi-Criteria Decision Analysis encompasses a family of formal methods for evaluating
alternatives against multiple, often conflicting, criteria [46, 160]. In the context of
[oMT, MCDA provides a rigorous framework for selecting trustworthy routing nodes,
allocating network resources, and prioritizing candidate models. This section presents
the two MCDA techniques employed in this thesis: the Analytic Hierarchy Process
(AHP) for criteria weighting and TOPSIS for alternative ranking.

2.5.1 The Decision Problem in IoMT

[oMT systems must simultaneously optimize across objectives that are frequently in
tension. A sensor node that offers low communication latency may consume excessive
energy, shortening its operational lifetime. A highly reliable node may reside on a con-
gested link with elevated packet loss. An intrusion detection model that achieves high
detection accuracy may impose an unacceptable false alarm rate or computational over-
head under certain traffic conditions. Making principled trade-offs among these criteria
requires a structured methodology that can incorporate both domain-expert knowledge
(through weighting) and objective performance measurements (through normalization

and ranking).

2.5.2 AHP for Criteria Weighting

The Analytic Hierarchy Process (AHP), introduced by Saaty [169], decomposes a deci-
sion problem into a hierarchy consisting of three levels: a goal (e.g., selecting the most
trustworthy routing node), a set of criteria (e.g., safety, energy, latency, packet loss),
and a set of alternatives (e.g., available network nodes). The relative importance of

criteria is determined through pairwise comparisons elicited from domain experts.

Pairwise comparison matrix. Given n criteria, a pairwise comparison matrix A =

[a; j]an is constructed, where the entry a;; represents the relative importance of cri-
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terion i over criterion j on Saaty’s fundamental scale (1-9). The matrix satisfies the

reciprocity property a;j-aj; =1 and a; = 1 for all i

1 app v ai
1 aln 1 e Ay,
_ | _ " (2.4)
lay, 1/ay, --- 1
Weight derivation. The priority weight vector w = (wy,wa,...,w,) " is obtained as
the principal eigenvector of A:
AW = Anax W, (2.5)

where Amax is the largest eigenvalue. The normalized eigenvector yields the relative

importance weight for each criterion.

Consistency verification. To ensure that the expert judgments are coherent, AHP

employs a Consistency Ratio. For n > 3:

CR RT’ C 1 (2.6)

where RI is the Random Index—a tabulated constant that depends on matrix size n
(e.g., RI=0.58 for n =3, RI=0.90 for n =4, RI=1.12 for n=5). Forn=1 or n =2 the
tabulated Rl is zero and the ratio is not meaningful; in the regime n > 3, judgments are

considered acceptably consistent when CR < 0.1, otherwise the pairwise comparisons
should be revised [169].

2.5.3 TOPSIS for Ranking and Trust Scoring

The Technique for Order of Preference by Similarity to Ideal Solution (TOPSIS), devel-
oped by Hwang and Yoon [93], ranks alternatives based on their geometric proximity
to a Positive Ideal Solution (PIS) and distance from a Negative Ideal Solution (NIS).
The method proceeds through five steps.

Step 1: Decision matrix construction and normalization. Let X = [X;;] be the
m X n decision matrix, where m is the number of alternatives (nodes) and n is the number
of criteria. Each entry is normalized by a min-max transform that simultaneously
converts cost criteria (lower is better, e.g., latency or packet-loss rate) and benefit

criteria (higher is better, e.g., node safety or residual energy) into a common benefit-
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oriented score r;; € [0,1]. For cost criteria:

Xj,max — Xij
J,max j,min
For benefit criteria: Y. x

Xj,max — Xjj,min

Both transforms map the criterion to [0,1] and orient it so that values approaching 1
denote superior performance. In the degenerate case where Xjmax = Xjmin for some
criterion j, the criterion provides no discriminative information and may be assigned

a constant normalized value or excluded from the analysis.

Step 2: Weighted normalized matrix. Using the AHP-derived weights w; with

?:1 w; =1, the weighted normalized matrix is computed as:

V,’jZWj'I’,'j. (2.9)

Step 3: Ideal and negative-ideal solutions. Because the normalization step of
Equations (2.7)—(2.8) has already re-oriented every criterion so that larger weighted
scores always correspond to better performance, the Positive Ideal Solution A™ and
the Negative Ideal Solution A~ are identified component-wise as the maximum and

minimum of the weighted normalized matrix:

+_ y F_
A7 = 128211‘}”’ j=1,...,n, (2.10)
A]legisnmv,-j, j=1,...,n. (2.11)

No cost/benefit split is required at this stage, since that split has been absorbed into

the normalization step.

Step 4: Separation measures. The Euclidean separation of each alternative from

the Positive and Negative Ideal Solutions is computed directly in the weighted normal-

ized space:
n 2
o= [ ()’ .
j=1
n 2
D = \/): (vy—47)" (2.13)
j=1

Weights are not reintroduced here, because the criterion weights w; have already been

incorporated through the weighted normalized entries v;; defined in Equation (2.9).
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Step 5: Closeness coefficient and ranking. Provided that D;r +D; >0, the
relative closeness of each alternative to the ideal solution is:

o] G e[0,1] (2.14)

A —— i ) L] :
D +D;

Alternatives are ranked in descending order of C;; a higher closeness coefficient indicates
superior overall performance against the evaluated criteria. In Chapter 5, this closeness
score is interpreted as a dynamic trust score, and nodes are classified into operational
categories—“Best,” “Acceptable,” or “Non-Acceptable”—using predefined thresholds
applied to C;.

2.5.4 Role of MCDA in the Proposed Framework

The MCDA methodology described above serves two distinct and complementary roles

in this thesis:

o Fault-tolerant routing (Chapter 5): AHP-weighted TOPSIS computes dy-
namic trust scores for each routing node based on safety classification, residual
energy, communication latency, and packet loss. These scores enable proactive
isolation of unreliable or compromised nodes before they disrupt communication

paths.

« Client-side model selection (Chapter 4): A related weighted multi-criteria
scoring mechanism is employed to select among candidate intrusion detection
models under conflicting performance metrics (e.g., accuracy, false alarm rate,

detection latency).

The common thread is the use of structured multi-objective decision analysis to manage
the inherent trade-offs in [oMT systems, whether the “alternatives” are network nodes

or machine learning models.

2.6 Deep Learning for Sequential Intrusion Detec-
tion

Network traffic in IoMT environments exhibits temporal dependencies that classical

machine learning algorithms—which treat each observation independently—fail to cap-

ture effectively. This section presents the deep learning architectures for sequential data

that form the detection backbone of the proposed framework, progressing from basic
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RNN foundations through LSTM gating to the hierarchical architecture employed in

later chapters.

2.6.1 Recurrent Neural Network Foundations

Recurrent Neural Networks (RNNs) extend feedforward architectures by introducing
directed cycles in their computation graph, enabling the network to maintain a hidden
state that serves as a form of “memory” over the input sequence [167]. At each time
step ¢, the hidden state h; is updated as:

h; = tanh(W,;,x; + Wy, b1 +by), (2.15)

where x; € R? is the input vector at time #, Wy, € R4 and Wy, € R are learnable
weight matrices, and b, € R” is a bias vector. The output logit at each step is computed

as:
y: = Wiyhy +by. (2.16)

For classification tasks, a final activation such as softmax(-) is then applied to y, to

obtain class probabilities.

This recurrence enables the RNN to process sequences of variable length and, in
principle, to capture dependencies across arbitrary time spans. In practice, however,
the training of standard RNNs is severely limited by the vanishing gradient problem,

as discussed in the following subsection.

2.6.2 The Vanishing Gradient Problem

Training RNNs via Backpropagation Through Time (BPTT) requires computing the
gradient of the loss function with respect to parameters at early time steps. This
computation involves an ordered product of Jacobian matrices across all intervening

time steps:
aht aht aht_l ahk+1

oh, oh,_,oh,_,  oh;

0<k<t. (2.17)

As the temporal distance (f —k) increases, this product tends to either vanish (when the
spectral radius of the Jacobians is consistently less than 1, causing exponential decay)
or explode (when it is consistently greater than 1, causing exponential growth) [32, 154].
The vanishing gradient problem renders standard RNNs unable to learn dependencies
spanning more than a few dozen time steps, which is insufficient for detecting sophisti-
cated network attacks that evolve over extended periods or exhibit long-range temporal

correlations.
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2.6.3 LSTM Gating Mechanism

Long Short-Term Memory (LSTM) networks were introduced by Hochreiter and Schmid-
huber [90] to address the vanishing gradient problem through an architecture that ex-
plicitly controls the flow of information via a memory cell and multiplicative gates. The
gate equations adopted below correspond to the common later vanilla LSTM family:
the original 1997 cell included input and output gates, whereas the forget gate was
introduced in the subsequent extension and has since become standard. An LSTM
cell thus comprises three multiplicative gates—the forget gate, the input gate, and the
output gate—together with a cell state that enables information to persist across many
time steps via an additive update rule. The internal operations and gating mechanism
of the LSTM cell are illustrated in Figure 2.1. Given input x; and the previous hidden
state h;_1:

Ci >(x ) >(+) > C,

. R : .
-7 >0 ,

X

Figure 2.1: Internal architecture of a Long Short-Term Memory (LSTM) cell, illustrat-
ing the flow of data through the forget, input, and output gates.

Forget gate. The forget gate determines which components of the previous cell state
should be retained:
fZIG(Wf[h,_l,X,]—l—bf), (2.18)

where o(+) denotes the sigmoid activation function and [-,-] denotes vector concatena-

tion.

Input gate and candidate state. The input gate controls what new information
is added to the cell state:
il = G(Wi[htfl,xt] +bi), (219)

C; = tanh(W¢lh,_1,x] +bc). (2.20)
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Cell state update. The cell state is updated by selectively forgetting old information

and incorporating new candidate values:
Ct :ftQC[_1+it®C[, (221)

where ® denotes the Hadamard (element-wise) product. The additive cell update (as
opposed to a purely multiplicative one) is the key architectural innovation that enables
gradients to flow across many time steps without vanishing, since the gradient of C;

with respect to C;_; includes a direct additive path through the forget gate.

Output gate and hidden state. The output gate determines which parts of the

cell state are exposed as the hidden state:
0y = G(Wo [htfl,Xt] +b0), (222)

h[ = Oy ® tanh(Ct). (223)

2.6.4 Hierarchical LSTM for Multi-Scale Temporal Modeling

While standard LSTM networks effectively capture temporal dependencies at a single
granularity, [oMT traffic exhibits patterns across multiple temporal scales: fine-grained
packet-level dynamics, medium-grained flow-level behaviors, and coarse-grained session-
level trends. The Hierarchical LSTM (HLSTM) architecture [185] addresses this multi-

scale requirement through a two-level processing pipeline.

In the HLSTM architecture employed in this thesis, the first level performs binary
classification (normal vs. anomalous) on the raw or lightly aggregated input stream,
providing a rapid initial filtering that separates benign traffic from potentially mali-
cious flows. The second level receives the output of the first level—augmented with
temporally aggregated features computed over window T,gs—and performs fine-grained

multi-class attack classification to identify specific attack types.

This hierarchical decomposition offers two principal advantages:

1. Computational efficiency: By pre-filtering normal traffic at the first level, the
multi-class classifier at the second level processes a substantially reduced volume

of data, decreasing overall computational cost.

2. Tunable detection granularity: The aggregation interval T4, serves as a tun-

able parameter that the system administrator can adjust to balance detection
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granularity against communication and computational efficiency. This alignment
between temporal aggregation (Section 2.3) and hierarchical processing is a cen-

tral design principle of the proposed framework.

The complementarity between temporal aggregation and HLSTM processing is val-
idated experimentally in Chapter 4, where the HLSTM architecture is shown to im-
prove accuracy over standard LSTM by 6.79 percentage points while requiring 45.4%

less training time.

2.7 Privacy-Preserving Distributed Learning: FL,
TL, and FTL

Traditional centralized machine learning requires aggregating all training data at a
single location, which is infeasible in IoMT environments where privacy regulations
(e.g., HIPAA in the United States [201], GDPR in the European Union [66]) pro-
hibit the sharing of protected health information across institutional boundaries. Dis-
tributed learning paradigms address this fundamental constraint by enabling collabo-

rative model training without centralizing raw data.

2.7.1 Federated Learning and FedAvg

Federated Learning (FL), introduced by McMahan et al. [135], is a distributed ma-
chine learning paradigm in which multiple clients (e.g., hospitals, sensor gateways, or
clinical sites) collaboratively train a shared model under the coordination of a central
aggregator, without exchanging their raw data. Each client trains a local model on its
private dataset and transmits only model parameters (e.g., neural network weights) to

the aggregator.(Fig. 2.2).
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Figure 2.2: The Federated Averaging (FedAvg) framework for distributed machine
learning.

The FedAvg algorithm. Let S, C{1,2,...,N} denote the subset of clients that par-
ticipate in communication round r. Federated Averaging (FedAvg) proceeds iteratively

over rounds r =10,1,2,...:

1. The aggregator broadcasts the current global model parameters w”) to the clients

in S,.

2. Each selected client k € S, performs several epochs of local stochastic gradient

descent on its private data, producing updated local parameters w,(:H).

3. Clients in S, transmit their updated local parameters to the aggregator.

4. The aggregator forms the new global model as a weighted average over the par-

ticipating clients:

(r1) _ (r) o (r+1) (r) _ Mk
w = Py W , Py = , 2.24
kg, Lk ko Yoies, me (2:24)

where n; is the number of training samples at client k. The corresponding global

optimization objective, defined over the full federation of N clients, is:

N N
C— aremin Fw) — aremin 3" " _
W' = argmin flw) = argmv%nkg’l " Fi(w), n= kg’lnk, (2.25)
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where F(w) is the local empirical loss function at client k. Equation (2.24) therefore
defines the round-specific aggregation rule, whereas Equation (2.25) defines the global

objective that the procedure is intended to minimize.

Privacy mechanisms. FL inherently preserves privacy by ensuring that raw data
never leaves the client device. However, model updates may still leak information under
certain inference attacks [215]. To mitigate this risk, additional privacy layers can be

incorporated depending on the threat model:

o Secure Aggregation [39]: Cryptographic protocols ensure that the aggrega-
tor can compute the weighted average without observing any individual client’s

update.

« Differential Privacy [2, 60]: Calibrated noise is added to local updates before
transmission, providing formal mathematical guarantees that the presence or
absence of any single training sample cannot be inferred from the published

model.

The framework proposed in Chapter 4 is designed to be compatible with both mech-
anisms, ensuring extensibility to deployment scenarios with varying privacy require-

ments.

2.7.2 Non-I1ID Data and System Heterogeneity in Healthcare
IoMT

Despite its privacy advantages, FL in healthcare settings faces several practical chal-

lenges that motivate the hybrid approach adopted in this thesis.

Non-IID data distributions. In supervised learning, non-IID (non-Independent
and Identically Distributed) conditions arise when each client k draws samples (x,y)
from a unique joint distribution P(x,y) [100]. In IoMT, this is the norm rather than the
exception: different hospitals encounter different patient populations, disease profiles,
sensor configurations, and attack patterns. Non-IID effects are commonly decomposed
into three canonical forms of statistical heterogeneity [208, 214], which manifest pri-

marily as:

o Attribute skew: Significant differences in feature distributions Py(x) across
clients, arising from heterogeneous sensor types, network configurations, or pa-

tient demographics.
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« Label distribution skew: Variations in label distributions Py (y) across clients—
for example, one hospital may experience predominantly DDoS attacks while
another faces reconnaissance or man-in-the-middle attacks—despite consistent

conditional feature distributions P (x|y).

« Label preference skew: Variations in conditional label distributions P (y|x)

despite identical feature distributions, common in subjective labeling scenarios.

Under severe non-IID conditions, FedAvg can suffer from client drift [105], where
local models diverge significantly during multiple epochs of local training, and the
resulting averaged global model performs poorly for all clients. This fundamental
limitation motivates the integration of transfer learning with federated learning, as
discussed in Sections 2.7.3 and 2.7.4.

Communication efficiency. Frequent exchange of model parameters between clients
and the aggregator can be bandwidth-intensive, particularly for deep neural networks
with millions of parameters. Temporal aggregation (Section 2.3) directly alleviates
this burden by reducing the local dataset size and, consequently, the number of local
training iterations and communication rounds required to reach a target performance

level.

System heterogeneity. Clients in an IoMT federation may possess vastly different
computational capabilities, ranging from resource-constrained edge gateways to pow-
erful hospital servers. Stragglers—clients that are significantly slower than others due
to hardware limitations, network congestion, or competing workloads—can delay the
global training process, motivating hybrid strategies such as partial participation, client

selection, and transfer-based adaptation.

2.7.3 Transfer Learning

Transfer Learning (TL) [150, 216] addresses the challenge of limited labeled data by
leveraging knowledge from a source domain to improve learning in a related target
domain. Formally, a domain 2 = {2 ,P(Z")} consists of a feature space £ and
a marginal distribution P(.Z") over it, and a task 7 = {%, f(-)} consists of a label
space % and a predictive function f: 2 — % learned from training data. Given a
source domain s with task J5 and a target domain Zr with task 7, transfer learning
aims to improve the target predictive function fr(-) using knowledge from %5 and I
under the assumption that Yy # Y or Js # Ir.
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In the context of IoMT intrusion detection, TL enables a model pre-trained on a
comprehensive general-purpose network traffic dataset to be fine-tuned on a smaller,

domain-specific loMT dataset. This is particularly valuable for three reasons:

1. Labeled IoMT attack data is scarce and costly to obtain due to privacy constraints

and the difficulty of conducting controlled attack experiments in clinical settings.

2. Pre-training on diverse traffic captures generic feature representations (e.g., tem-
poral flow patterns, statistical protocol features) that transfer effectively across

network domains [133].

3. Fine-tuning requires substantially fewer computational resources and training
samples than training from scratch, making it suitable for resource-constrained

environments.

The principal TL strategies employed in deep learning are feature extraction (us-
ing the pre-trained model as a fixed feature extractor), fine-tuning (updating some or
all layers on the target data), and progressive unfreezing (gradually unfreezing layers
during adaptation). In this thesis, fine-tuning is the primary transfer mechanism, as
it provides the most flexible adaptation to domain-specific loMT traffic characteris-

tics. The detailed mechanism presented in Fig. 2.3.
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Figure 2.3: Flowchart of the transfer learning mechanism.
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2.7.4 Federated Transfer Learning

Federated Transfer Learning (FTL) [99, 131] combines the privacy-preserving proper-
ties of FL with the domain adaptation capabilities of TL. FTL is designed for scenarios

in which:

1. Different institutions hold data from related but distinct domains (domain shift

due to differing patient populations, sensor types, or clinical workflows).
2. Direct data sharing between institutions is prohibited by privacy regulations.

3. Individual local datasets may be too small or insufficiently diverse for effective

standalone model training.

In the FTL framework proposed in Chapter 4, an Intelligent Label Classifica-
tion algorithm distinguishes between globally shared (“Common”) attack patterns and
locally specific (“Isolated”) attack patterns. Common patterns—attack types observed
across multiple hospital sites—are learned collaboratively through federated aggrega-
tion, benefiting from the statistical power of the combined data. Isolated patterns—
attack types that appear only at specific sites due to local network configurations or
targeted adversaries—are handled through local transfer learning, where knowledge
from the globally trained model is adapted to the local distribution. This partitioning
enables the framework to achieve high detection accuracy across heterogeneous hospi-
tal sites without requiring centralized data pooling, effectively addressing the non-11D
challenge identified in Section 2.7.2.

2.8 Conclusion

This chapter has presented the theoretical foundations upon which the proposed frame-

work is built. The exposition was organized around six complementary pillars:

1. IoMT telemetry as time-series data: [oMT network traffic was characterized
as multivariate sequential telemetry, motivating the use of temporal models and

establishing the feature stream notation used throughout the thesis.

2. Temporal aggregation as time allocation: The aggregation window Tz, was
formalized as the primary time allocation parameter governing the scalability—
latency—accuracy trade-off, with its impact on both local computation and dis-

tributed learning efficiency explicitly analyzed.
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3. Fault tolerance and trust foundations: Non-Byzantine and Byzantine fault
models were introduced, core reliability metrics (availability, MTTF, MTTR)
were defined, and the motivation for lightweight MCDA-based trust decisions

over heavy consensus protocols was established.

4. MCDA decision logic: AHP for criteria weighting and TOPSIS for alternative
ranking were presented as the formal basis for trust-based node selection and

multi-objective model prioritization.

5. Sequential deep learning: RNN foundations, the vanishing gradient problem,
the LSTM gating mechanism, and the HLSTM multi-scale architecture were
described, establishing the detection backbone of the proposed system.

6. Privacy-preserving distributed learning: FL, TL, and FTL were introduced
as scalable learning paradigms that enable collaborative model training across

heterogeneous, privacy-sensitive healthcare institutions.

These pillars are intentionally interconnected: temporal aggregation reduces the
data volume that distributed learning must process and yields more stable optimization
dynamics; MCDA provides the decision logic that both fault-tolerant routing and model
selection require; and the HLSTM architecture leverages the temporal structure of
[oMT traffic while benefiting from aggregation to achieve efficient, accurate intrusion

detection.

Chapter 3 presents a comprehensive review of the state of the art, positioning the
contributions of this thesis within the broader research landscape. Subsequently, Chap-
ter 4 integrates these theoretical foundations into the unified FTL-HLSTM intrusion
detection framework, and Chapter 5 develops the MCDA-based fault-tolerant routing

mechanism.
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Chapter 3

State of the Art in Security and Re-
silience for IoT and IoMT

3.1 Introduction

The Internet of Things (IoT), and its medical extension the Internet of Medical Things
(IoMT), now underpin infrastructures as varied as smart industrial plants and contin-
uously monitored hospital wards. The cost of this ubiquity is an attack surface that
has grown faster than the defensive tooling around it. Heterogeneous protocol stacks
(MQTT, CoAP, Bluetooth LE, Zighee, 6LoWPAN), severely resource-constrained end
devices, intermittent edge connectivity, and—on the IoMT side specifically—some of
the most demanding confidentiality and availability requirements found anywhere in
IoT [55, 73, 91] combine to create a threat environment in which traditional network-
security assumptions rarely hold unchallenged. Recent incidents reinforce this diag-
nosis: the 2024 Change Healthcare outage [202] and repeated advisories on medical
infusion pumps [53, 199] have translated an abstract risk into a regulatory one, un-
der the HIPAA Security Rule [201], the General Data Protection Regulation [66], and
pre-market cybersecurity guidance from the U.S. Food and Drug Administration [200].

This chapter reviews the state of the art along three tightly coupled axes and uses
that review to identify the gaps that the contribution chapters of this thesis set out
to address. The first axis concerns intrusion-detection frameworks for IoT and IoMT,
traced from classical cryptography and signature-based firewalls through centralized
machine learning, deep learning, and federated learning. The second concerns hierar-
chical deep-learning architectures, which exploit the multi-scale structure that network
traffic displays at the packet, flow, and session levels. The third concerns fault-tolerance
and resilience mechanisms for distributed IoT systems, where routing, consensus, and
trust management have to accommodate both benign failures and active adversaries.
The objective is deliberately analytical rather than exhaustive: the review is intended
to clarify where the literature is already strong, where it is thin, and where the present
thesis can reasonably be expected to add value—without pre-validating Chapters 4

and 5, which are the empirical place for that validation.
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3.2 Security Solutions in IoT and IoMT

This section reviews the [oT and IoMT security literature in three steps. Section 3.2.1
surveys the cryptography- and signature-based defenses that constitute the classical
stack. Section 3.2.2 examines the structural conditions under which those defenses
become insufficient in constrained and heterogeneous networks, and, consequently, why
the literature has moved towards learning-based detection. Section 3.2.3 surveys the
Al-driven intrusion-detection work that has emerged in response. A note on framing
is useful at the outset: Al-driven intrusion detection should be read as a complement
to cryptography, authentication, access control, and network segmentation, not as a
substitute for them. None of the learning-based systems reviewed below removes the

need for a correctly configured cryptographic baseline.

3.2.1 Traditional Security Mechanisms and Protocols

By traditional security mechanisms this review denotes the family of static protec-
tion schemes that predate the widespread adoption of machine learning in IoT and
[oMT defenses: applied cryptography, entity authentication, integrity verification, and
network-level controls such as firewalls. Their common property is that detection rules
are fixed at design time rather than learned from observed traffic. Sadhu et al. [171] offer
the most recent broad survey in this space, classifying secret-key cryptography, Physi-
cal Unclonable Functions (PUFs), and blockchain primitives across the three canonical
IoT layers (perception, network, application). Abosata et al. [4] revisit the same primi-
tives from the Industrial IoT side, and Attkan and Ranga [26] extend the discussion to
cyber-physical systems, arguing—persuasively, though without quantitative backing—
that Al-assisted key management is in the process of being absorbed into what used

to be a purely classical stack.

Lightweight cryptography. Thakor et al. [192] compare more than fifty block- and
stream-cipher variants tailored to resource-constrained devices, tabulating the trade-off
between cycle count, memory footprint, and security margin. Their comparison makes
it clear that no single cipher dominates across all three axes, which is itself informative:
the apparent abundance of lightweight primitives masks a recurring need to pick the
right one per deployment, and to re-pick when hardware or threat models change.
Pandey et al. [151] update this landscape with recent ECC-based constructions and
argue, on energy grounds, in favor of hybrid schemes that couple a lightweight block

cipher with an elliptic-curve key-agreement primitive.
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Elliptic-curve cryptography and authentication. FEl-Hajj et al. [61] propose a
decentralized zone-based Public-Key Infrastructure for IoT that relies on Elliptic-Curve
Cryptography (ECC) to shrink certificate sizes and distribute trust across administra-
tive zones. Yang et al. [206] pair ECC with trusted-token authentication for Indus-
trial IoT gateways, reporting a substantial reduction in handshake latency relative to
classical TLS. Alanazi [15] extends the line further with a triple-layer authentication
protocol and documents the baseline ECC handshake cost on Class-1 sensor nodes—a

useful dose of realism given how often such costs are elided in IoT security papers.

PUFs, blockchain, and quantum key distribution. Al-Meer and Al-Kuwari [12]
offer a decade-long retrospective on PUF-based primitives for IoT. The survey is gen-
uinely useful, but it also underscores a recurring concern with PUFs that is rarely
resolved: their susceptibility to machine-learning-based modeling attacks, which un-
dermines the key-less-authentication selling point whenever an adversary has access
to enough challenge-response pairs. Dhar et al. [56] investigate hybrid schemes that
couple blockchain consensus with Quantum Key Distribution (QKD) as a long-horizon
post-quantum pathway for [oT trust anchors—a plausible direction in principle, though

the deployment-readiness for hospital-grade IoMT endpoints remains unproven.

Firewalling in constrained networks. Rajasoundaran et al. [163] review firewall
architectures for resource-limited wireless networks and compare signature-based and
policy-based designs. Their finding that both families degrade under multi-protocol
[oMT traffic is a telling one: it is not just that signature databases lag, but that the
firewall abstraction itself is under-specified for a regime where MQTT, CoAP, BLE,
and Wi-Fi coexist on the same wristband-to-gateway path. This observation resurfaces
in Section 3.2.2.

Taken together, these works form the non-Al baseline against which the Al-driven
intrusion-detection literature surveyed in Section 3.2.3 is positioned. What they share—
and what distinguishes them from the learning-based work discussed later—is that
security is enforced statically, through cryptographic guarantees or manually curated
signature databases, rather than learned from observed traffic. This distinction, rather
than any of the individual contributions listed above, motivates the limitations analysis
that follows.
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3.2.2 Limitations of Conventional Approaches in Constrained
Networks

Traditional mechanisms remain necessary in IoT and IoMT, but on their own they are
increasingly insufficient in constrained and heterogeneous environments. The limita-
tions reported most frequently in the reviewed literature, and consolidated in Table 3.1,

can be grouped into five recurring patterns.

Computational and energy overhead. Classical cryptographic primitives such as
RSA-2048 and AES-256 can exceed the compute budget of severely resource-constrained
[oT and ToMT devices without sacrificing either sensing frequency or battery life-
time [151, 192]. Lightweight cryptography partially absorbs this burden, but the
residual energy cost of per-packet cryptographic operations remains non-negligible for
always-on medical wearables [15, 171]. The issue is not that the primitives are too ex-
pensive in absolute terms; it is that the power envelope of a wristband-class device is so
tight that even a few percent of extra duty cycle per hour translates into a measurable

reduction of deployment autonomy.

Zero-day and behavioral blindness. Signature-based firewalls are structurally
limited against zero-day exploits or protocol-abuse attacks that ride on legitimate
packet shapes, because their decision rules are anchored in a finite, manually curated
knowledge base [163, 171]. Cryptography itself detects no anomaly: a compromised
endpoint that still holds a valid key continues to transmit cryptographically well-formed
traffic and so passes perimeter checks [20, 81]. This is the clearest structural reason
why a cryptographic baseline, however correctly deployed, cannot be the only layer of

defense.

Key-management brittleness. Centralized Public-Key Infrastructures remain a
single point of failure whose compromise can invalidate large device populations at
once [4, 61]. In heterogeneous IoMT fleets, key rotation and certificate revocation are
rarely performed at the cadence implied by the underlying risk model, which widens

the gap between paper guarantees and operational reality [15, 206].

Limited adaptivity. Static defenses cannot track either the slow drift of legitimate
traffic or the faster mutation of attack campaigns. Gugueoth et al. [81] and Alwa-
hedi et al. [20] both argue that learning-based mechanisms are needed to sustain de-

tection accuracy over time in realistic IoT deployments; the evidence they provide is
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compelling for IoT broadly, although less so for IoMT specifically, where comparable

longitudinal evaluations are still scarce.

Unmanaged heterogeneity. Classical cryptography has difficulty enforcing a co-
herent policy across the multi-protocol, multi-vendor reality of loMT, in which MQTT,
CoAP, BLE, and Wi-Fi routinely coexist on the same wristband-to-gateway path [4,
171]. What is missing from the reviewed work is not a primitive but a cross-layer

abstraction that could be instantiated uniformly across these stacks.

The principal limitations discussed above are summarized in Table 3.1.

Table 3.1: Limitations most frequently reported for traditional security mechanisms in
[oT and IoMT, and the sources documenting them.

Limitation Description Sources

Computational complexity =~ The complexity of RSA/AES easily surpasses [15, 151, 192]
the limits of ultra-low-power devices.

Static signatures Signature firewalls struggle with zero-day at- [163]
tacks

Key-management brittleness Centralized PKI can create single points of [61]
failure

Behavioral blindness Cryptography does not detect anomalous us- [81, 171]
age

Energy overhead Heavy crypto can shorten IoT battery life [163, 192]

Limited adaptivity Static schemes do not track evolving attacks [20, 81]

Unmanaged heterogeneity Single-policy cryptography struggles across [4, 171]
multi-protocol IoMT

3.2.3 Artificial Intelligence-Driven Intrusion Detection Frame-

works

Al-driven intrusion detection systems (IDS) for [oT and IoMT fall into three paradigms
that roughly follow the field’s historical trajectory: centralized machine learning over
hand-crafted features; deep learning with end-to-end representation learning; and feder-
ated learning under privacy-preserving distributed optimization. Framing them purely
as technological generations, as most recent surveys do, risks understating how much
each of them is in fact a response to a specific reported weakness of the previous
one. The discussion that follows is organized accordingly: each paradigm is presented

together with the problem it inherited and the new trade-off it introduced.
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Centralized Machine Learning Models for Anomaly Detection

Centralized machine-learning models remain a surprisingly strong baseline in IoMT
security, for three practical reasons: interpretability, low training cost, and tooling
maturity. Binbusayyis and Vaiyapuri [37] couple an autoencoder with a one-class Sup-
port Vector Machine to detect anomalies without requiring labeled attack samples—
a useful property in the IoMT regime where attack labels are expensive to collect.
Gupta et al. [82] construct a two-stage classical pipeline specific to [oMT anomaly de-
tection, and Alalhareth and Hong [14] introduce LRGU, a mutual-information feature-
selection scheme whose downstream accuracy gains are consistent enough to treat as
a reproducible contribution rather than a dataset-specific fluke. Aljuhani et al. [16]
propose an interpretable stacked ensemble tailored to IoMT; Alsalman [19] compares
adaptive machine-learning techniques for IoT anomaly detection under evolving threat
patterns; and Saleh et al. [173] propose SG-IDS, a hybrid statistical-graph detector for
generic IoT traffic. Dadkhah et al. [54] release the CICIoMT-2024 benchmark used later
in this thesis and report a strong Random Forest baseline on it; Salehpour et al. [175]
and Doménech et al. [58] close out this group with, respectively, a cloud-oriented en-

semble and a comparative study of classical classifiers on IoMT data.

Khan et al. [118] evaluate a Random Forest classifier on the CIC-IoT taxonomy
(seven categories, thirty-three attack types) and report high top-line accuracies, and
El-Sofany et al. [62] benchmark seven classical algorithms on the same taxonomy, con-
firming that tree-based ensembles do well when feature engineering is carefully tuned—
a caveat that deserves more weight than these papers give it, since careful feature engi-
neering is precisely what does not transfer across [oMT sites with heterogeneous device
fleets. Kantharaju et al. [104] introduce SAPGAN, a self-attention pruning GAN used
as an IDS on IoT traffic. Two studies, Nguyen et al. [147] and Alkadi et al. [17], directly
tackle the adversarial-robustness problem flagged in Section 3.2.2: the first hardens a
decision-tree ensemble against PGD perturbations, while the second proposes RobEns,
an ensemble whose accuracy stays within two points of its clean-data counterpart un-
der adversarial traffic—a result that is modest in absolute terms but encouraging for

a constrained-compute setting.

Two broader limitations characterize the centralized-ML literature as a whole.
First, a clear majority of the reviewed studies pool training data centrally, an ar-
chitectural choice that is difficult to reconcile with the privacy constraints of the IToMT
domain and which no amount of post-hoc tuning can repair. Second, hand-crafted fea-
tures struggle to capture the long-range temporal dependencies that characterize multi-
stage intrusion campaigns; this is the structural shortcoming that the deep-learning

paradigm is best understood as responding to.
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Deep Learning Architectures for Threat Detection

Deep-learning architectures—convolutional, recurrent, and attention-based—progressively
displace hand-crafted features in favor of representations learned end-to-end. In [146]
propose Swarm-NN, a swarm-optimized neural classifier for IoT anomaly detection;
Ghourabi [77] couples Light GBM with a lightweight Transformer for ToMT traffic;
Faruqui et al. [68] present SafetyMed, a hybrid CNN-LSTM IDS for medical teleme-
try. Alalhareth and Hong [13] complement their feature-selection line of work with
a fuzzy-LSTM classifier tolerant to uncertain inputs. Khan et al. [115] distribute an
LSTM-based IDS across a fog—cloud fabric, offering a partial treatment of the dis-
tributed dimension that is still relatively rare at the time. Subsequent contributions
include a CNN-LSTM detector [21], the two-LSTM stack L2D2 [8], an interpretability-
oriented variant [198], and a multi-block IoMT pipeline [34]—collectively illustrating
that deep-IDS design has entered a consolidation phase in which architectural variety

is outpacing the rate at which new datasets are released.

A second, more recent cluster pushes two directions in parallel: architectural hy-
bridization and adversarial robustness. Sajid et al. [172] evaluate an XGBoost—-CNN-LSTM
cascade across four benchmarks, while Sinha et al. [187] report that an LSTM-CNN
attains 99.87 % accuracy on the BoT-IoT benchmark under clean traffic but drops
to 90.2 % under adversarial perturbations—a ten-point gap that is more informative
than either number in isolation, because it shows how fragile state-of-the-art accuracy
becomes once the test-time distribution shifts even moderately. Bommana et al. [38]
address that vulnerability with a combination of Quantum-inspired Coyote Optimiza-
tion (Q-COA), a Restricted Boltzmann Machine, and a Recurrent CNN. Bao et al. [30]
provide a systematic baseline for this line of research by quantifying CNN vulnerabil-
ity to adversarial examples. Mengara et al. [136] propose IoTSecUT, an uncertainty-
aware framework combining a conditional GAN, an autoencoder, and a Transformer;
Ain et al. [7] specialize a CNN-LSTM-autoencoder to DDoS detection on the CICIoT-
2023 dataset; and Chemmakha et al. [51] employ a GAN to balance the UNSW-NB15
distribution before a GRU classifier and report 99.36 % accuracy.

Notwithstanding these performance gains, deep IDS trained on a single, centrally
aggregated dataset inherit the same privacy and scalability shortcomings that con-
strained their classical predecessors. The third paradigm, federated learning, is moti-
vated precisely by the need to address those two shortcomings simultaneously—though,

as the next subsection argues, it introduces a new class of problems of its own.
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Federated Learning Frameworks for Privacy-Preserving Detection

Federated learning (FL) [99, 100] keeps raw traffic on each participating node and
exchanges only model updates with a central aggregator, so it directly answers the
privacy critique of centralized deep IDS. A first wave of FL-based IDS established fea-
sibility in ToT and ToMT settings. Singh et al. [185] propose a dew-cloud hierarchical
federated LSTM for IoT, which, as Section 3.2.4 discusses, is among the closest ar-
chitectural neighbors to the FTL-HLSTM of Chapter 4. Sarhan et al. [180] federate
an LSTM across multiple NetFlow feeds; Zukaib et al. [218] introduce Meta-Fed IDS
for ToMT; Misbah et al. [140] replace vanilla FedAvg with a dynamic-averaging rule
tolerant to mild client drift; loannou et al. [95] present GEMLIDS-MIOT, an energy-
pruned Random Forest coupled with a One-Class SVM; Khan et al. [116] extend this
line with a reinforcement-learning layer in Fed-Inforce; and Kazmi et al. [113] provide
a comparatively rare head-to-head evaluation of federated versus centralized detection
on a common task—rare because very few papers in this space actually commit to that

comparison.

A second wave of loMT-focused, Q1-indexed work has consolidated the approach.
In et al. [67] propose FedloMT, which substitutes Kolmogorov—Arnold Networks for
the usual local model; Begum et al. [31] pair federated learning with blockchain in
BFLIDS to obtain a tamper-evident audit trail; Ghourabi [78] evaluates federated
XGBoost on both CICIoMT-2024 and WUSTL-EHMS-2020, giving it useful cross-
regime coverage; Bensaid et al. [35] introduce SA-FLIDS, a self-adaptive federated
IDS; Lian et al. [130] propose a two-stage FL protocol with blockchain-mediated ag-
gregation; and Tawfik et al. [191] combine federated detection with explainability in
FedMedSecure.

A third group attacks the harder problem that sits underneath all of the above: the
non-I11D setting, widely acknowledged as the principal difficulty of federated learning
in healthcare applications [79, 107]. Before listing these studies it is worth spelling
out why IoMT data is almost never IID. Every participating client in IoMT federa-
tions is typically a hospital, a clinical department, or a remote-monitoring provider,
and the traffic each one observes reflects a particular combination of patient demo-
graphics (age distribution, chronic-condition prevalence, acuity), device fleet (manu-
facturer, firmware, wireless stack), physical environment (ICU versus home-monitoring
gateway), and local usage patterns. The consequence is that p(x), p(y), and p(y | x)
commonly differ between clients at the same time, yielding several textbook forms of
statistical heterogeneity—feature skew, label skew, concept drift, and quantity skew—
simultaneously [107, 168, 212]. A related and often under-appreciated variant is the

isolated-label regime: many attack classes are observed by only a subset of clients, and
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some clients see certain classes exclusively, which is more pathological for learning than

any of the skews listed above.

Under these conditions the default Federated Averaging (Fed Avg) algorithm—which
tacitly assumes that local empirical risks are unbiased estimators of the global risk—
degrades in ways now well documented. Local SGD steps drift towards client-specific
optima rather than towards the global minimizer, a phenomenon formalized by Karim-
ireddy et al. [107] as client drift; the global model under-performs on rare or client-local
attack classes because averaging dilutes the gradient signal of the clients that hold
them [193, 212]; and the privacy—accuracy trade-off is sharpened rather than softened
by heterogeneity, since differentially-private aggregation rules have been reported to de-
grade more severely on heterogeneous clients than on IID ones, because additive noise is
applied on top of already-biased updates [168]. The studies below attempt to mitigate
these effects through hierarchical aggregation, knowledge distillation, personalization,

or transfer learning.

Islam et al. [96] propose PP-HFFL, a privacy-preserving hierarchical federated-
learning framework; Zhao et al. [213] apply knowledge distillation to realign heteroge-
neous client models; Peng et al. [155] introduce FD-IDS; a distillation-based intrusion
detector; Soomro et al. [188] release SecureDyn-FL for dynamic client populations;
Thein et al. [193] propose pFL-IDS, a personalized variant targeted at heterogeneous
[oT; Han et al. [86] introduce CEFMT, a cross-silo federated multi-task formulation;
Zhang et al. [212] report one of the closest architectural neighbors to the FTL-HLSTM
of Chapter 4, combining federated learning with transfer learning in an Industrial IoT
setting; Ruzafa-Alcézar et al. [168] quantify the accuracy cost of the privacy budget
under differential privacy; and Rahmati et al. [162] combine federated learning, a GRU
classifier, and homomorphic encryption for additional confidentiality at substantial
compute cost—the trade-off being exactly the sort that operational loMT deployments
will have to weigh explicitly.

The federated-learning literature taken as a whole suggests that privacy-preserving
[oMT intrusion detection is now empirically feasible. But it also exposes two tensions
that remain only partially resolved in the reviewed studies: the non-IID bottleneck,
which can degrade aggregated model quality by amounts that matter clinically; and
the limited coupling between federated detection and fault-tolerance at the network
layer, which means that a correctly flagged compromise rarely translates into a routing

response. Both tensions resurface, sharpened, in the gap analysis of Section 3.4.
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3.2.4 Hierarchical Deep Learning Architectures for IoT Secu-
rity

Hierarchical deep learning (HDL) exploits the multi-scale structure of network traffic—
from individual packets to flows and complete sessions—by stacking models whose
receptive fields grow progressively in both temporal span and semantic abstraction.
This section first makes the conceptual case for the hierarchy, then reviews the reviewed
empirical evidence, and finally identifies what is missing in the parts of that evidence

most relevant to IoMT.

Why hierarchy is a natural fit for IoT /IoMT traffic. Network traffic exhibits
structure at three scales at once: the packet level (header fields, payload patterns), the
flow level (inter-arrival times, burstiness, session length), and the session level (multi-
step behaviors typical of multi-stage attacks). A flat classifier collapses all three scales
into a single feature vector, which makes it difficult for any single optimizer to balance
them. A hierarchical architecture, in contrast, assigns distinct stages to distinct scales,
so the statistics that live at each scale are processed at the appropriate granularity.
For intrusion detection specifically, a two-stage decomposition—binary normal-versus-
anomaly separation followed by fine-grained multi-class categorization—does double
duty: it respects the scale hierarchy and it provides a computational filter, since the
expensive multi-class stage only runs on traffic the first stage has already flagged.
That computational argument is easy to overlook in the methodological literature but

matters a great deal at [oMT deployment scale.

Reviewed empirical evidence. Diro and Chilamkurti [57] were among the first
to show, in an [oT context, that distributed sub-models trained at fog nodes and ag-
gregated at a master node can outperform a single flat classifier on the NSL-KDD
dataset—a result whose main limitation today is the age of its benchmark rather than
the architectural idea itself. Saba et al. [170] use a Convolutional Neural Network
as a first-stage spatial extractor on an NID-style benchmark, while Alkahtani and
Aldhyani [18] feed CNN-extracted spatial features into an LSTM (CNN-LSTM) for
botnet detection on the N-BaloT benchmark, which covers nine commercial IoT de-
vices. Kim et al. [121] compare LSTM and GRU networks as single-stage predictors on
a UNSW-NB15 subset; their results are consistent with the case for complementing a
first stage with a second, finer-grained classifier, even though the paper itself does not

frame the finding that way.

Subsequent work extends the hierarchical idea in related configurations. Kasongo [110)]

proposes a recurrent-neural-network framework (LSTM, GRU, and Simple-RNN vari-
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ants) coupled with XGBoost-based feature selection and reports a best binary-classification
test accuracy of 88.13% on NSL-KDD (XGBoost-LSTM) and 87.07% on UNSW-
NB15 (XGBoost-Simple-RNN). Dong et al. [59] introduce MCA-LSTM, which couples
information-gain feature selection with a Multi-correlation-Analysis Triangle-Area Map
and a final LSTM stage, reaching 82.15% on NSL-KDD in the five-class setting and
77.74% on UNSW-NBI15 in the ten-class setting. Kabir et al. [103] propose a stacking
ensemble that combines an Extra Trees classifier with Mutual-Information-Gain fea-
ture selection and reports 96.24 % accuracy on UNSW-NB15. Finally, Singh et al. [185]
transpose the hierarchical idea into a federated setting through a dew-cloud HLSTM.
The evaluation in [185] is performed on a pre-IoMT dataset, which is what prevents it

from closing the hierarchical-plus-federated-plus-loMT loop that this thesis pursues.

What is missing. Two observations follow from the evidence reviewed. Hierarchical
designs tend to outperform flat counterparts when the task is genuinely multi-class
and the traffic is genuinely multi-scale—an alignment that is especially natural in
[oMT. But among the reviewed studies, the only one that combines the hierarchical
structure with federated aggregation [185] is evaluated on legacy IoT traffic rather than
on modern IoMT-specific benchmarks such as CICIToMT-2024 or WUSTL-EHMS-2020.
The gap is therefore narrow but specific: a hierarchical-plus-federated architecture,
validated on current IoMT benchmarks, under the non-IID conditions that are the
default in IoMT. This is the gap that motivates the FTL-HLSTM contribution of
Chapter 4.

From detection to resilience. The literature reviewed so far treats IoT/IoMT
security as a detection problem: each cited work ends once an intrusion is flagged.
Operationally, that is not where the problem ends. A detected compromise is the
beginning of a potential failure cascade at the network layer. A hospital gateway
whose telemetry has been poisoned, a wearable whose firmware has been hijacked, or
a federated client that has become a Byzantine participant is not simply a classifier
event; from the network’s point of view, it is a faulty node—one that can corrupt
routing decisions, consume energy on its neighbors, delay time-critical medical traffic,
and propagate its malfunction along the paths that still use it [33, 88]. The boundary
between “security” and “fault tolerance” is therefore more porous than the reviewed
IDS literature typically acknowledges: a sufficiently accurate intrusion detector is a
necessary but not sufficient condition for network-level resilience, because the detection
signal has to be translated into a routing response. That translation is the detection-
to-response loop that most reviewed IDS papers leave unclosed, and that Chapter 5

aims to close through a proactive, trust-aware MCDA routing layer. The rest of the
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present chapter accordingly shifts focus from detection to its downstream operational
consequence—network resilience—and surveys the mechanisms by which distributed
[oT and IoMT systems can keep operating correctly when a subset of their nodes is

known, or suspected, to be compromised.

3.3 Fault Tolerance Mechanisms and Network Re-

silience in Distributed IoT Systems

A short taxonomic note helps read the literature that follows. Fault tolerance is the
ability of a system to keep operating correctly in the presence of faults—benign or
malicious—typically through redundancy or replication. Resilience is broader: it adds
the ability to recover a degraded operating point after a disruption. Byzantine tolerance
is the subclass of fault tolerance designed to withstand arbitrary (including adversarial)
behavior by a bounded subset of participants, traditionally via consensus protocols.
Trust-aware routing, finally, uses runtime trust scores to bias path selection away from
nodes whose behavior appears suspicious—this is the category into which the routing

layer of Chapter 5 falls.

Against that taxonomy, the reviewed fault-tolerance literature for distributed loT
splits into four complementary axes: replication and consensus protocols, trust-aware
and QoS-aware routing, hardware-level resilience, and, more recently, Multi-Criteria
Decision Analysis (MCDA) for proactive node selection. FEach axis is reviewed in
turn below, with an emphasis on whether the cited work couples its fault-tolerance
mechanism with the security literature of Section 3.2—a coupling that turns out to be

rarer than one might expect.

Consensus-based resilience. Zafar et al. [210] propose a practical Byzantine Fault
Tolerance (pBFT) overlay on a lightweight blockchain for ToT, and Qi et al. [159] re-
fine it into B-RBFT with reduced message complexity for resource-constrained devices.
More recently, Beniwal et al. [33] introduce RB-BFT X for healthcare IoT, which is
explicitly multi-dimensional—it simultaneously addresses fault tolerance, security, IoT,
[oMT, and distributed deployment—and is, on those grounds, one of the most demand-
ing comparators on the first five dimensions of the coverage analysis in Section 3.4.1.
What it does not quantify is behavior under non-IID data, which leaves the sixth axis
of the comparison open. More generally, heavy consensus mechanisms such as pBFT
buy strong guarantees with a message complexity and latency that are hard to recon-
cile with the energy and bandwidth budgets of IoMT endpoints—this is the practical
reason the thesis pursues a lighter-weight MCDA-based alternative in Chapter 5 rather

67



Chapter 3. State of the Art in Security and Resilience for IoT and IoMT

than a consensus-based one.

Quality-of-Service and trust-aware routing. Reyana et al. [164] propose QoS-
EO, a quality-of-service-driven evolutionary optimizer for IoT routing under node fail-
ures. Chanak and Samanta [47] propose an intelligent fault-tolerant routing scheme
for IoT-enabled wireless sensor networks that reuses partially faulty nodes to toler-
ate failures without additional hardware overhead—a pragmatic design choice that
prefigures the thesis’s own reluctance to add dedicated fault-tolerance hardware to
already-constrained IoMT endpoints. Khaleel [114] proposes Bi-OWSP, a bidirectional
overlay augmented with waypoint protection. Haseeb et al. [88] present LSDAR, a
lightweight structure-based data-aware routing scheme for trust-based IoT networks,
which is the closest architectural neighbor to the routing layer developed in Chapter 5.
Agarwal et al. [6] extend the line further by applying deep reinforcement learning to
fault-tolerant routing, with experimental validation on topologies of several hundred
nodes. A common thread across all of these schemes is that they remain predominantly
reactive: a node’s trust score or routing weight is adjusted after a failure or suspicious
behavior has already been observed. For time-critical [oMT settings, where detection

after a clinical consequence is itself a failure mode, that is an uncomfortable default.

Hardware-level resilience. For completeness, Ferreira et al. [69] present ReViTA,
a resilience layer for the Internet-of-Vehicles overlay, whereas Joardar et al. [101] target
ReRAM-based fault tolerance at the accelerator level. These contributions establish
the lower bound of the resilience stack against which higher-level routing decisions are
taken; they are included here for context rather than as direct comparators for the

contribution chapters.

MCDA-based proactive routing. More recently, Yu et al. [209] report a TOPSIS-
based fault-tolerant Network-on-Chip routing scheme. The importance of this refer-
ence for the thesis is not the NoC application itself but the validation it provides
for the MCDA primitive adopted in Chapter 5—TOPSIS with AHP-weighted criteria,
augmented by a dynamic trust score—in an adjacent domain. Within the reviewed
sample, we did not identify a prior work that couples this primitive in a closed loop
with a federated hierarchical-LSTM intrusion detector in the IoMT setting.

A broader pattern is visible across this body of literature: the fault-tolerance and
security communities remain largely disjoint within the reviewed sample. Few works
address both concerns simultaneously, and among those that do, none in the reviewed
sample jointly addresses the non-IID dimension characteristic of federated IoMT de-

ployments. Section 3.4.1 quantifies this observation and it is one of the principal
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motivations of the thesis.

3.4 Research Gaps and Motivation

Before identifying the gaps, it is worth briefly naming what the reviewed literature
does well. The AI-IDS community has produced mature, accurate detectors for both
[oT and IoMT; the fault-tolerance community has produced principled consensus and
routing mechanisms that hold up under adversarial assumptions; and the federated-
learning community has demonstrated that privacy-preserving intrusion detection is
now empirically feasible in clinically realistic settings. Each of these contributions is
substantial, and the present thesis takes them as a starting point rather than as targets

for dismissal.

Where the reviewed literature is collectively thinner is at the intersection of those
three strands. The core trade-offs—between detection accuracy, privacy preservation,
fault tolerance, scalability, and the management of heterogeneous client data—are
tightly coupled, but the reviewed work tends to address them in isolation. Central-
ized ML approaches typically reach high detection accuracy but compromise privacy;
federated learning preserves privacy but pays a well-documented performance penalty
under statistical heterogeneity; consensus-based fault tolerance guarantees correctness
but at a message-complexity and energy cost that loMT endpoints cannot comfortably
absorb. Six research gaps emerge from this review, of which one is both broader in
scope and structurally harder than the others. For that reason, this thesis treats it as
the principal gap that drives its design choices: the robust handling of strongly non-11D

client data, and specifically extreme label skew.

Why non-IID data with strong label skew is the principal open problem.
Across recent (Q1-journal surveys and empirical assessments, statistical heterogeneity—
and label-distribution skew in particular—is consistently identified as the single most
corrosive obstacle to federated and distributed learning. Ye et al. [208], in one of
the most cited recent surveys of heterogeneous FL, place statistical heterogeneity first
among five heterogeneity categories and report that the bulk of open research challenges
in the field trace back to it. Zhu et al. [214] likewise show that models trained under
non-I11D clients systematically underperform their centralized counterparts, with the
performance gap widening as the divergence between client label distributions grows.
Karimireddy et al. [107] give this degradation its now-standard formal name, client
drift: FedAvg converges to biased stationary points whenever local empirical risks are
not unbiased estimators of the global risk, a condition that is systematically violated

under label skew. Jimenez-Gutierrez et al. [83] quantify the effect across four types of
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non-IIDness (label, feature, quantity, spatiotemporal) and conclude that label and spa-
tiotemporal skew are the two regimes in which FL performance collapses most sharply,
with identifiable Hellinger-distance thresholds beyond which accuracy drops precipi-
tously. Li et al. [128], in the IIoT context closest to this thesis, likewise find that local
class-distribution skew is the dominant driver of federated accuracy degradation, and
Babar et al. [28] confirm the same pattern in federated medical imaging. Five inde-
pendent lines of evidence reaching the same diagnosis is unusual in this literature; it
is why the present thesis treats the problem as the principal one rather than as one

concern among many.

Why the IoMT setting makes this problem harder still. In [oMT the label-
skew problem takes an especially severe form that the generic FL literature only par-
tially addresses. Every participating client is typically a hospital, a clinical department,
or a home-monitoring gateway, and the attack traffic each one observes reflects its own
device fleet, patient demographics, and local threat exposure. As a direct consequence,
many attack classes are observed by only a subset of clients, and some clients see cer-
tain classes exclusively—what Thein et al. [193] and Zhang et al. [212] highlight as the
isolated-label regime. Under that regime, naive FedAvg aggregation dilutes the gradi-
ent signal of the clients that hold rare classes, so rare-attack recall collapses even when
global accuracy looks acceptable. Privacy sharpens the trade-off rather than smooth-
ing it: Ruzafa-Alcdzar et al. [168] show that differential-privacy noise degrades more
severely on heterogeneous clients than on IID ones, since additive noise is applied on top
of already-biased updates. Li et al. [127] report a parallel effect for Byzantine-robust
aggregation rules: several of them, effective under IID assumptions, fail outright in the
non-I1ID regime. Fotohi et al. [72] reach the same conclusion for blockchain-mediated
FL, where performance on label-skewed clients degrades sharply even when security
guarantees are preserved. The convergent diagnosis is that non-1ID robustness under
strong label skew is not one engineering concern among many; it appears to be the

defining bottleneck of privacy-preserving [oMT intrusion detection.

Why this gap persists in the reviewed IDS sample. Despite how prominent this
problem is in the surveys above, the coverage analysis of the reviewed AI-IDS studies
in Table 3.2 shows that only a small minority of IDS-focused papers address non-I11D
data with an explicit experimental protocol, and almost none address it jointly with
fault tolerance, scalability, and IoMT-specific validation. Three structural reasons ex-
plain the asymmetry. First, the dominant IDS benchmarks (NSL-KDD, UNSW-NB15,
CICIDS 2017) were released as centralized datasets and have no standard federated

split that actually exposes label skew. Second, the prevailing evaluation protocol in the

70



Chapter 3. State of the Art in Security and Resilience for IoT and IoMT

federated-IDS literature uses 3-8 synthetically-partitioned clients with mild Dirichlet
skew (& = 0.5 or higher), which does not reproduce the extreme skew observed in real
[oMT fleets. Third, the algorithmic responses that do address label skew—hierarchical
aggregation, personalization, knowledge distillation, clustered FL, transfer learning—
have been studied largely in isolation from fault-tolerance and routing concerns. The
combined effect is that the hardest version of the problem, the one that a hospital
[oMT deployment would actually face, is systematically under-tested in the reviewed
IDS sample. That is not a criticism of any individual paper; it is a coordination problem
of the subfield.

Building on this diagnosis, the six research gaps that emerge from the reviewed
sample are now listed below, with the non-IID / label-skew gap first and treated as

the principal one that the contributions of this thesis are designed to address:

1. Non-IID data with strong label skew (principal gap). The reviewed
federated-IDS studies predominantly evaluate under mild Dirichlet skew or a
small number of clients, and rarely report dedicated metrics under the extreme
label-skew and isolated-label regimes that characterize real ToMT deployments [83,
107, 128, 208, 214].

2. Scalability to realistic client populations. Many federated frameworks in
the reviewed sample are evaluated with three to eight clients. That does not
reflect the hospital-fleet scale at which an [oMT IDS would operate, and it tends
to mask the non-IID bottleneck identified above—which is a specific reason to

treat the two gaps as intertwined rather than independent.

3. Privacy—performance trade-off under heterogeneity. FL preserves privacy
but is reported to incur a detection-accuracy cost relative to centralized baselines,

and this cost is amplified rather than absorbed under heterogeneous clients [168,
214).

4. Integrated security—resilience solutions. Few of the reviewed approaches
integrate fault tolerance, security, and scalable communication within a single

framework that closes the detection-to-response loop.

5. Hierarchical detection. A majority of the reviewed IDS still use single-stage
classification, which tends to underperform on fine-grained multi-class attack

taxonomies and does not exploit the multi-scale structure of IoMT traffic.

6. Proactive fault management. Most of the reviewed fault-tolerance mecha-
nisms are reactive: they respond to failures rather than anticipate them, so a
compromised node continues to receive traffic until a downstream symptom is

observed.
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Positioning of this thesis. In response to these gaps—and, first and foremost,
to the non-IID label-skew bottleneck—this thesis proposes an integrated framework
that combines federated learning, transfer learning, and a hierarchical LSTM topology
(FTL-HLSTM, Chapter 4), coupled in a closed loop with an MCDA-based proactive
routing layer (Chapter 5). The central design hypothesis is that the combination of
(i) a hierarchical two-stage topology, which decouples localized feature extraction from
global semantic classification, and (i) a transfer-learning head, which re-projects the
aggregated representation onto each client’s local label space, is specifically suited to
absorbing strong label skew at the feature level, before it can bias the global decision
boundary. Framed this way, the contribution is positioned where the reviewed liter-
ature is thinnest: at the intersection of strong-label-skew non-IID robustness, loMT-
specific benchmarking, scalable federated evaluation, and proactive fault-tolerant rout-
ing. Whether the resulting framework actually delivers on this hypothesis is precisely

the empirical question that Chapters 4 and 5 are written to answer—not to pre-empt.

The literature is evaluated along seven dimensions (FT, Sec, IoT, IoMT, Dist, Scal,
and N-IID), from which six principal research gaps are derived. The three subsec-
tions that follow substantiate this overview: Section 3.4.1 reports the seven-dimension
coverage table that evidences the gaps; Section 3.4.2 examines the benchmark-dataset
landscape; and Section 3.4.3 describes, gap by gap, the mechanisms by which the

contribution chapters are intended to respond.

3.4.1 Unified Coverage Analysis of the State of the Art

In order to aggregate the material surveyed in Sections 3.2-3.3 into an actionable gap
analysis, the sixty-three retained Al-centered studies, together with the present thesis
(line [T]), are evaluated along seven dimensions that jointly characterize the scalability—
security—fault-tolerance trilemma at the core of this work: FT (Fault Tolerance), Sec
(Security, understood as intrusion detection or authentication), IoT (generic IoT ap-
plicability), IoMT (IoMT-specific validation), Dist (distributed training or deploy-
ment), Scal (scalability to realistic client populations rather than three-to-eight-client
prototypes), and N-IID (explicit handling of heterogeneous client data distributions).
Table 3.2 reports, for each study, whether a given dimension is fully addressed (v'),
partially addressed (~), or not addressed (—).

Classification criteria. For transparency and reproducibility, the rules adopted to
assign the three symbols are made explicit below. A dimension is scored v (fully
addressed) when it is explicitly designed into the method and evaluated empirically; ~

(partially addressed) when the paper either discusses the dimension without evaluating
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it, evaluates it only on a proxy benchmark, or reports results that cover the dimension
only partially; and — (not addressed) when the paper neither designs nor evaluates the
dimension. Concretely: (a) Dist is scored v when the training or inference pipeline
is operated across multiple physical or logical nodes, ~ when a fog—cloud or edge
overlay is described but not empirically evaluated in a distributed regime, and — for
purely centralized pipelines. (b) Scal is scored v when the reported evaluation exceeds
eight clients or equivalent computational units, ~ when evaluation remains within the
three-to-eight-client range frequently used in the federated-IDS literature, and — when
scalability is not discussed. (¢) N-IID is scored v* when the paper explicitly simulates
non-IID label or feature skew and reports dedicated metrics, ~ when mild heterogeneity
is mentioned without targeted evaluation, and — when the IID assumption is retained.
Although these rules are applied systematically, some categorizations inevitably involve
interpretive judgment, especially when studies report partial or indirect treatment of a
given dimension; the table should therefore be read as an analytical framework rather

than as an absolute classification.

Table 3.2: Unified coverage analysis of the sixty-three reviewed Al-centered studies,
together with the positioning of this thesis ([T]), across the seven dimensions of the
scalability—security—fault-tolerance trilemma.

Reference Year FT Sec IoT IoMT Dist Scal N-IID
[37] 2022 - v v - — - —
[82] 2022 - v v — - —
[14] 2023 - vV v - - -
[16] 2023 - v v v — - —
[19] 2024 - Y v v — - —
[173] 2023 - v v - — - —
[54] 2024 - v v — — —
[175] 2024 - v v v ~ ~ —
[58] 2024 - v v = — —
[146] 2022 - v - — - —
[77] 2023 - v v v — - —
[68] 2023 - v v v — - —
[13] 2023 - v v v — - —
[115] 2023 ~ v v v v ~ -

continued on next page
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Table 3.2 — continued from previous page

Reference Year FT Sec IoT IoMT Dist Scal N-IID
[21] 2023 - v v - — - —
B 2024 — v Y v - - -
[198] 2023 - v v v = - =
[34] 2024 - v v — - —
[185] 2023 ~ v v v v v -
[218] 2024 - v v v - ~
[180] 2023 - v v - v ~ ~
[140] 2025 - v v v v ~ ~
[95] 2024 ~ v v v ~ —
[116] 2024 - vV v v - -
[113] 2024 - v v v v - v
[164] 2023 v~ v - v v —
[210] 2023 vV v v v -
[159] 2023 vV v v v —
[47] 2021 v — v - v v —
[114] 2023 v — v - v v —
[69] 2023 v -~ — ~ o~ -
[101] 2023 v - ~ — — — —
[67] 2025 - v v v v ~ ~
[31] 2024 -V v v v ~ —
[78] 2025 v v v v ~ —
[35] 2024 ~ v v v ~ =
[130] 2023 - v v v v ~ v
[96] 2025 - v v - v v v
[213] 2023 - v - v ~ v
[155] 2025 - v v - v ~ v
[191] 2025 - v v v v ~ -
[188] 2026 - v v - v v v

continued on next page
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Table 3.2 — continued from previous page

Reference Year FT Sec IoT IoMT Dist Scal N-IID
[193] 2023 - v v - v ~ v
[36] 2024 - vV - v o v
[212] 2023 - v v - v ~ v
[168] 2023 - v v - v ~ v
38 202 v v Y - v oV -
6] 2022 v~ v - v v

[209] 2025 v - ~ - v v —
[33] 2025 vV v v v v —
[118] 2024 - vV ~ - -
[62] 2024 - vV - - - -
[104] 2024 - v v - — - —
[147] 2023 - v v - — — —
[17] 2024 - v - — - —
[172] 2024 - v — — - —
[187] 2025 - v v - — — —
[38] 2025 - v - — - —
[30] 2022 - v v - — - —
[136] 2024 - Y v — — — —
[7] 2025 - v - — - —
[51] 2024 -V v — — - —
[162] 2025 — v Y - v o~ -
[T] (FTL-HLSTM + MCDA) 2026 v VvV v v v v v

Aggregating Table 3.2 column by column yields a synthetic picture of the reviewed
sample. The Security and IoT dimensions are, unsurprisingly given the scope of the re-
view, nearly saturated: 56 of 63 studies (89 %) fully address the security dimension, and
60 of 63 (95 %) fully address the IoT dimension. The IoMT validation and distributed
dimensions reach moderate coverage, at 27/63 (43 %) and 32/63 (51 %) respectively—
IoMT-specific benchmarking and distributed deployment, though increasingly com-

mon, are not yet systematic practices in the reviewed sample. Scalability follows a
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related pattern: only 13 of 63 studies (21 %) fully scale their evaluation to realistic
client populations, and a further 18 (29 %) report only partial scalability evidence,
typically bounded by the three-to-eight-client protocol that dominates the reviewed
federated-1DS literature. Fault Tolerance and Non-IID are, within the reviewed sam-
ple, the two most conspicuous blind spots, fully addressed by only 11 studies (17 %)
and 10 studies (16 %) respectively.

Among the reviewed studies, we did not identify a paper that simultaneously ad-
dresses all seven dimensions. The closest comparator is Beniwal et al. [33], which fully
addresses six of the seven dimensions but leaves the non-IID setting unaddressed; other
strong candidates—Lian et al. [130], Haseeb et al. [88]—fully address five of the seven.
The picture is therefore not that the literature is weak everywhere, but rather that
the specific combination of fault tolerance plus non-I1ID robustness plus IoMT-specific
validation has not, to the best of this review, been covered together in a single reviewed
study. Within that analytical framework, the thesis contribution [T] is positioned as
targeting that combination; whether the targeted coverage is empirically achieved is
the subject of Chapters 4 and 5.

3.4.2 Dataset Landscape and Rationale for Dataset Selection

Reproducibility depends, at first approximation, on the benchmarks on which the re-
viewed studies are evaluated. Table 3.3 contrasts the benchmarks most commonly used
in the recent literature along four practical criteria: IoT applicability, [oMT specificity,

recency (post-2020), and the richness of the attack taxonomy.

Dataset-selection criteria of this thesis. The three benchmarks retained for the
empirical validation of Chapter 4 were selected according to five explicit criteria: (i)
recency—publication year at or after 2020, so that captured traffic reflects current
IoT and IoMT protocol stacks; (ii) public accessibility, so that the evaluation can
be reproduced independently; (iii) reproducibility of features, i.e. documented feature
sets rather than raw undocumented traces; (iv) traffic diversity, i.e. non-trivial attack
taxonomies covering several categories of threat; and (v) complementarity of regimes,
so that each retained dataset exercises a distinct traffic abstraction (multi-protocol
[IoMT, NetFlow v2, WBAN telemetry). The criteria are applied uniformly; the retained
benchmarks are highlighted in bold in Table 3.3.

Three observations from Table 3.3 motivate the three-dataset strategy of Chap-
ter 4. First, legacy datasets (KDD-99, NSL-KDD, UNSW-NB15) remain dominant
in the reviewed literature despite their well-documented inability to capture modern
IoMT protocols such as MQTT, CoAP, and Bluetooth LE—a persistence that is eas-
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Table 3.3: Landscape of benchmark datasets used across the reviewed IoT and IoMT
security literature

Dataset Year Features Rows Labels IoT IoMT Thesis
KDD Cup 99 1999 41 4,898,431 5 — — —
NSL-KDD [190] 2009 41 148,517 5 — — —
UNSW-NB15 [143] 2015 49 2,540,044 10 — — —
Bot-IoT 2018 42 >72M 5 v — —
N-BaloT 2018 115 7,062,606 11 v —
TON-IoT 2020 43 21,978,630 10 v — —
WUSTL-EHMS-2020 [84] 2020 43 16,318 3 v v v
NF-UNSW-NB15-v2 [179] 2022 43 2,390,275 10 — — v
NF-BoT-IoT-v2 2022 43 37,763,497 5 v — —
Edge-IToTSet 2022 61 2,219,201 15 v — —
RT-IoT 2022 2022 83 123,117 12 v — —
CICIoT-2023 2023 46 46,686,579 34 v — —
CICIoMT-2024 [54] 2024 39 8,775,013 19 v v v

ier to explain by path dependence than by scientific preference. Second, among the
reviewed benchmarks, only two recent public loMT-specific datasets clearly satisfy the
recency and reproducibility criteria adopted in this thesis: CICIoMT-2024 [54] and
WUSTL-EHMS-2020 [84]. This scarcity is itself one of the contributors to the limited
diversity of reproducible IoMT benchmarking. Third, NF-UNSW-NB15-v2 [179] is re-
tained in this thesis not as an [oMT dataset—which it is not—but as a complementary
NetFlow-oriented regime that exercises the detector on a distinct traffic abstraction.
On those three grounds, the empirical evaluation in Chapter 4 adopts a coordinated
three-dataset protocol consisting of CICIoMT-2024 (multi-protocol IToMT), NF-UNSW-
NB15-v2 (NetFlow v2), and WUSTL-EHMS-2020 (WBAN telemetry), with the goal

of a coverage breadth that, within the reviewed sample, appears to remain uncommon.

3.4.3 Alignment with Thesis Contributions

The following paragraphs describe, gap by gap, the architectural mechanism by which
the contribution chapters are intended to respond. The emphasis is on how, not on
what; the language is deliberately future-facing, since the empirical evidence that the
mechanisms achieve their intended effect is developed in Chapters 4 and 5, not here.
Reviewers should therefore read this subsection as a design rationale, not as an outcome

report.

Gap G1 — Non-IID data with strong label skew. Chapter 4 proposes FTL-
HLSTM, which couples transfer learning with a hierarchical LSTM topology. The

hierarchical topology is intended to decouple localized feature extraction—performed
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by the lower stage on each client’s own traffic distribution—from global semantic clas-
sification, performed by the upper stage on aggregated representations. The design
intent is that client drift is absorbed at the feature level before it can bias the global
decision boundary. The transfer-learning head is intended to re-project the aggregated
representation onto each client’s local label space, which is the mechanism by which
the architecture is hypothesized to handle the isolated-label regime identified in Sec-
tions 3.2.3 and 3.4. Whether the mechanism actually absorbs strong label skew in

practice is an empirical question answered in Chapter 4.

Gap G2 — Scalability to realistic client populations. Chapter 4 evaluates the
framework under federation sizes larger than those commonly reported in the reviewed
federated-1DS literature, and it uses an asynchronous hierarchical aggregation rule that
is designed to decouple the cost of global aggregation from the number of local workers.
The scalability claim is evaluated rather than asserted: the measurements—training
time, convergence rounds, per-client cost—are the content of Chapter 4, not of this

review.

Gap G3 — Privacy—performance trade-off. The transfer-learning component
of FTL-HLSTM is designed to re-inject task-specific knowledge into the locally per-
sonalized model without exposing raw client data to the aggregator. The intent is
to mitigate the accuracy penalty commonly reported for federated learning on het-
erogeneous clients [113, 168] by paying that penalty at personalization time rather
than at inference time. Whether the trade-off shifts favorably—and by how much—is
quantified in Chapter 4.

Gap G4 — Integrated security and resilience. Chapters 4 and 5 are jointly
intended to respond along all seven dimensions of Table 3.2. The integration mechanism
is a closed-loop coupling between the two chapters: detection insights produced by
FTL-HLSTM (Chapter 4) are streamed to the MCDA routing layer (Chapter 5) as
real-time trust-score updates, while the routing layer in turn supplies FTL-HLSTM
with topologically filtered traffic that excludes nodes already flagged as untrustworthy.
The argument is that neither chapter on its own would close the detection-to-response
loop identified in Section 3.2.4; the coupling itself is the contribution. Whether the

loop delivers measurable improvements is evaluated in the contribution chapters.

Gap G5 — Hierarchical versus single-stage detection. The FTL-HLSTM ar-
chitecture is assessed as a two-stage alternative to single-stage classification, with the

first LSTM stage performing binary normal-versus-anomaly separation and the sec-
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ond stage performing fine-grained multi-class attack categorization. The two-stage
decomposition is evaluated empirically on CICIoMT-2024 and NF-UNSW-NB15-v2 in
Chapter 4. A negative result on this gap—i.e., no meaningful improvement over a flat

counterpart—remains a possibility and would itself be informative.

Gap G6 — Proactive fault management. Chapter 5 proposes a proactive rout-
ing layer in which trust-aware scoring, continuously fed by the Chapter 4 detector and
combined with TOPSIS and AHP, is used to anticipate and avoid degrading or sus-
picious nodes. The intended behavior is that malicious or failing nodes are de-ranked
and progressively isolated before a service-level disruption occurs, which would con-
trast with the predominantly reactive schemes reviewed in Section 3.3. Whether the
observed behavior is in fact proactive (as opposed to fast-reactive, which is a different

claim) is the subject of Chapter 5’s evaluation.

3.5 Conclusion

The review developed in this chapter has covered three tightly connected axes: tra-
ditional security mechanisms and their limits in constrained networks (Section 3.2);
hierarchical deep-learning architectures for intrusion detection (Section 3.2.4); and
fault-tolerance mechanisms for distributed IoT systems (Section 3.3). Sixty-three Al-
centered studies and seventeen traditional-security studies were consolidated into a
seven-dimension coverage table (Table 3.2), a benchmark-dataset landscape (Table 3.3),

and a gap-to-mechanism mapping (Section 3.4.3).

What this synthesis suggests, rather than proves, can be stated compactly. Three
principal observations emerge from the review, each of which shapes the remainder of
the thesis. First, within the reviewed sample, Al-based intrusion detection has matured
along the Security and IoT axes but remains thin along Fault Tolerance and non-11D
robustness—each fully covered by only 16% of the reviewed studies (Table 3.2). Second,
[oMT-specific experimental validation rests on a narrower benchmark base than the
field would ideally have: CICIoMT-2024 and WUSTL-EHMS-2020 are the two principal
IoMT-specific options retained by this thesis, complemented by NF-UNSW-NB15-v2
as a NetFlow-oriented regime to broaden coverage. Third, and most consequentially
for the positioning of this work, the joint treatment of scalability, privacy-preserving
detection, non-IID robustness, and proactive fault tolerance remains, to the best of

this review, unaddressed in any single prior work in the reviewed sample.

That diagnosis is the point of departure for the rest of the thesis, not its conclusion.
Chapter 4 develops and evaluates the FTL-HLSTM framework; Chapter 5 develops
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the proactive, trust-aware MCDA routing layer that closes the detection-to-response
loop. Whether the two chapters succeed in transforming the gaps identified here into
working mechanisms—and by what quantitative margin—is the question Chapters 4
and 5 are written to answer. Readers should judge the value of the framework against
what those chapters actually measure, not against the expectations this review chapter

might otherwise set.
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Chapter 4

FTL-HLSTM: Federated Transfer Learn-
ing for Privacy-Preserving Intrusion
Detection in IoMT Networks

4.1 Introduction

The Internet of Medical Things (IoMT) has emerged as a cornerstone of contempo-
rary healthcare infrastructures, enabling continuous physiological monitoring, real-time
clinical decision support, and the coordination of therapeutic actions across intercon-
nected edge—cloud tiers [91]. As established in Chapter 1.1, the operational profile of
IoMT networks is distinctive in two respects: the underlying devices are severely con-
strained in computation, memory, and energy, and the data they generate are among
the most privacy-sensitive encountered in any Internet of Things (IoT) vertical. The
critical review conducted in Chapter 3 further demonstrated that traditional centralised
perimeter defences, originally designed for enterprise networks, scale poorly to such
heterogeneous and decentralised deployments and leave a substantial residual attack
surface [74].

Against this backdrop, Machine Learning (ML) and Deep Learning (DL) have be-
come the dominant paradigms for intrusion detection in IoT and [oMT. Their effec-
tiveness, however, is tightly coupled to the availability of large, representative training
corpora, which in conventional settings presupposes the centralised aggregation of raw
traffic. In the IoMT context, such aggregation conflicts directly with the confidential-
ity obligations imposed by the Health Insurance Portability and Accountability Act
(HIPAA) and the General Data Protection Regulation (GDPR), both of which man-
date the protection of Personal Health Information (PHI) [66, 201]. Federated Learning
(FL) has consequently been advanced in the recent literature as a principled response
to this tension, since it allows multiple sites to contribute to a common model without

ever exposing their local data.

The present chapter argues, however, that standard FL constitutes a necessary but

not sufficient answer to the requirements identified in the preceding chapters of this
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thesis. Three structural limitations, each documented in the state-of-the-art analysis of
Chapter 3.1, continue to restrict its applicability to realistic ToMT deployments. First,
clinical sites inherit divergent case mixes, device populations, and attack exposures, so
that their local data distributions are markedly non-independent and non-identically
distributed (non-IID); under label skew and feature shift, standard Federated Averaging
(FedAvg) converges slowly, if at all, and generalises poorly [106]. Second, a substantial
proportion of the published literature continues to rely on benchmark datasets that
predate current IoMT traffic patterns or on idealised experimental assumptions that
understate the true resource envelope of edge nodes [80]. Third, and central to the
overall argument of this thesis, existing frameworks seldom treat time as a strategic
resource; yet, as emphasised in the temporal-aggregation analysis of Chapter 2, the
way in which raw streams are windowed and summarised prior to transmission is a
decisive determinant of communication overhead, energy consumption, and, ultimately,

scalability.

To address these three limitations in a unified manner, this chapter introduces the
Federated Transfer Learning framework with Hierarchical Long Short-Term
Memory (FTL-HLSTM), which constitutes the first major original contribution of
the thesis. FTL-HLSTM is designed as a privacy-preserving intrusion detection archi-
tecture specifically tailored to resource-constrained [oMT environments, and combines
three complementary ingredients: (i) a temporal-aggregation front end that converts
raw traffic into compact feature vectors, (ii) a hierarchical LSTM backbone that exploits
the multi-scale structure of IoMT sessions, and (iii) an intelligent label-classification
mechanism that routes globally shared attack patterns through federated aggregation

while delegating locally specific patterns to a dedicated transfer-learning pathway.

The remainder of the chapter is organised as follows. Section 4.2 presents the sys-
tem architecture and server- and client-side methodologies of FTL-HLSTM, including
the Intelligent Label Classification algorithm and the weighted multi-criteria model-
selection procedure. Section 4.3 reports the experimental protocol and the empiri-
cal evaluation on the NF-UNSW-NB15-v2, CICIoMT-2024, and WUSTL-EHMS-2020
benchmarks, covering centralised, federated, and severely non-IID regimes, as well as
a scalability analysis over federation sizes ranging from four to one hundred clients.
Section 4.4 discusses the findings in relation to the research objectives defined in the
General Introduction and contrasts FTL-HLSTM with contemporary state-of-the-art
intrusion detection systems. Section 4.5 summarises the contributions of the chapter
and motivates the trust-aware routing layer developed in Chapter 5, which closes the

cyber-physical feedback loop between detection intelligence and network control.
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4.2 Methodology

This chapter develops the Federated Transfer-Learning Hierarchical Long Short-Term
Memory (FTL-HLSTM) framework, designed for privacy-preserving intrusion detec-
tion in Internet of Medical Things (IoMT) environments. The primary objective is to
address the statistical heterogeneity challenges that arise from diverse network config-
urations, heterogeneous IoMT device specifications (non-independent and identically
distributed (non-IID) data), and distinct intrusion patterns. To mitigate these het-
erogeneities, FTL-HLSTM integrates Federated Learning (FL) for the collaborative
detection of common intrusion patterns across multiple clients, together with client-
specific Transfer Learning (TL) for handling isolated intrusion labels unique to indi-

vidual clients.

FTL-HLSTM adopts a decentralised training strategy in which edge clients inde-
pendently analyse local IoMT traffic data. Clients communicate exclusively model
parameters and non-sensitive label metadata to a central aggregator, ensuring strict
adherence to healthcare data privacy regulations. Sensitive patient and institutional
data remain securely stored within local environments. An architectural overview of

the proposed framework is illustrated in Fig. 4.1.

4.2.1 System Architecture

The FTL-HLSTM framework consists of three primary layers:

e IoMT Device Layer: This foundational layer comprises diverse healthcare
monitoring devices, such as wearable sensors and bedside medical equipment.
These devices continuously generate multivariate network and telemetry data

streams, forming the primary input for the intrusion detection system (IDS).

o Edge Client Layer: This intermediate layer consists of clinical institutions,
including hospitals and specialised medical departments. Each institution op-
erates dedicated edge computing nodes responsible for local data preprocessing,

temporal aggregation of data, and localised HLSTM model training.

o Central Cloud Aggregator: At the top tier, the central cloud aggregator coor-
dinates FL for common intrusion labels and distributes both the global federated

model and specialised TL models for isolated intrusion labels.

The HLSTM architecture is selected for its hierarchical structure, explicitly de-

signed to leverage client-level LSTM models. This design maintains the predictive
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performance of traditional LSTM architectures while significantly reducing training
and inference times. HLSTM is particularly effective in modelling the sequential and
temporal characteristics of [oMT-based cyberattacks, which often involve multi-stage
processes such as reconnaissance, exploitation, and exfiltration. Furthermore, it ef-
fectively supports continuous clinical monitoring scenarios, where anomalies gradually

develop over extended periods.

The operational workflow of the FTL-HLSTM framework comprises three distinct

phases, as shown in Fig. 4.2.

o Phase 1: Intelligent Label Classification: Initially, each client transmits a
metadata vector indicating the presence of labels to the central aggregator. The
server employs Algorithm 1 to categorise these labels into common labels—present
across multiple clients—and isolated labels—unique to individual clients. Direct
integration of isolated labels into FL. can negatively affect aggregation efficiency
(e.g., in Federated Averaging (FedAvg)) due to their exclusivity. This classifica-
tion enables targeted learning strategies without compromising data privacy, as

raw IoMT data are never transmitted.

o Phase 2: Hybrid Learning Execution: For common labels, clients inde-
pendently train local models using relevant data subsets. The central aggrega-
tor consolidates these updates via FedAvg to produce a unified global detection
model. For isolated labels, clients clone their local HLSTM models, modify the
final classification layer for binary classification specific to the isolated label, and
fine-tune the model locally. The specialised TL models are then sent to the

central aggregator for distribution alongside the global federated model.

e Phase 3: Optimised Deployment: Clients use Algorithm 3 to select the
optimal detection model—either the global federated model or a client-specific
TL model—for each intrusion label. This selection process applies a multi-criteria
evaluation considering detection accuracy, inference latency, and computational

efficiency, ensuring efficient and context-specific deployment.

Throughout the operational workflow, the FTL-HLSTM framework maintains strict
privacy preservation by restricting communication to secure transmissions of model
parameters and non-sensitive metadata. Sensitive IoMT and patient data remain en-
tirely local, ensuring compliance with established healthcare data privacy regulations

and standards.
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Figure 4.1: Overview of the FTL-HLSTM architecture showing the federated learning
approach for intrusion detection in IoMT networks.
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4.2.2 Server-Side Methodology for Federated Transfer Learn-
ing in IoMT

The server functions as a supervisory control entity, orchestrating collaborative training
processes among participating clients. At the start of each training cycle, the server
executes Label Categorisation (Algorithm 1) to partition the label set into common
labels (Leommon) and isolated labels (Lisolated)- Isolated labels, which occur exclusively
within individual client datasets, introduce significant non-independent and identically
distributed (non-IID) challenges, thereby adversely impacting federated learning per-
formance. To mitigate these effects, the server assigns isolated labels to a dedicated

Transfer Learning (TL) pathway.

Following label categorisation, the server identifies the specific client ¢*(¢) owning
each isolated label £ € Ligyjateq and sends a TL notification to that client. Upon receiving

the notification, the client constructs a TL model by:

1. Cloning its existing multi-class Hierarchical Long Short-Term Memory (HLSTM)

model,

2. Converting the output layer into a binary classifier tailored to the isolated label
¢, and

3. Fine-tuning the classifier using its local dataset Z.(y).

Simultaneously, clients with non-empty intersections .Z. N Lcommon perform training
on subsets of their data corresponding to the common labels. The server aggregates
these updates using Federated Averaging (FedAvg; Algorithm 2), yielding an updated
global model wt), Subsequently, the server redistributes both the global model and
the specialised TL models {TL_MODEL(/)} to all clients for continued training and
deployment.

Throughout this entire process, only model parameters and non-sensitive label
metadata are exchanged. No raw IoMT data or personally identifiable information
leaves the local client environment, ensuring that all privacy and regulatory constraints

are maintained and that sensitive data remain securely localised.

Intelligent Label Classification

The Intelligent Label Classification procedure (Algorithm 1) runs at the start of each
federated cycle or whenever the client set or label taxonomy changes. Each client

¢ € € transmits a binary label-presence vector v, € {0, 1}#1, where v.[¢] = 1 iff label ¢
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is observed locally. The server computes the cross-client support

s(6) =Y veld], (4.1)

ceE?

and partitions the taxonomy % using a minimum-support threshold kp;,:

Lcommon = {é . S(g) > kmin}a Lisolated = @\Lcommon- (4-2)

We set kmin = 2 by default so that only labels with multi-site evidence contribute to
the shared objective, thereby reducing negative transfer from idiosyncratic labels and
improving privacy against label-uniqueness inference. (Optional) Secure aggregation

and DP noise on s(¢) may be applied prior to thresholding.

Algorithm 1 Label Categorization at Server Level

Require: Client set ¢’; local label sets {L;}ccq
Ensure: Ligaeq (labels appearing in exactly one client); Leommon (labels appearing in
at least two clients)
: LabelCount < empty map
: for each c € ¥ do
for each ¢/ € L. do
LabelCount[l| < LabelCount[l| 41 (initialize to 1 if absent)
end for
end for
Lisolated <~ 0, Lcommon < 0
for each ¢ in keys(LabelCount) do
if LabelCount[¢(| = 1 then

10: Lisolated <~ Lisolated U {E }
11: else

12: Lcommon < LCOIIlIIlOIl U {g}
13: end if
14: end for

15: return Lisolated> Lcommon

Transfer Learning for Isolated Labels

For each £ € Lisolated, the server identifies its unique owner ¢*(¢) and initiates client-side
transfer learning (TL). The client clones the shared encoder 65 from the global HLSTM,

removes the multi-class head, and instantiates a label-specific binary classifier
0(x; 65, 6¢) = o(W, h(x;0,) +by), (4.3)
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where h(+; 6;) is the (frozen) encoder output and 6, = (Wy,by). The head is trained with

weighted binary cross-entropy to address class imbalance:

Z1(6r) = —wy yrlogge(x) — w (1—yg) log(1—ge(x)), (4.4)

with yp = 1{y = ¢} and (w4,w_) derived from local class frequencies. A calibrated

threshold 7, may be selected on a validation split to satisfy a site policy, e.g., FPR < 1%.

Federated Learning for Common Labels

For client ¢, let L®™ = L. N Leommon- Local training minimizes a masked objective:

min B ) g, [1{y € L} £(f(xiw),3) ], (4.5)

ensuring samples outside L:®" contribute zero gradient. Server-side aggregation em-
ploys sample-weighted FedAvg over the set S, = {c € € : |L:®™| > 0}:

(1)

([) o ZCES, ngOmWC com __ }{( ) c 9 ‘v E LCOIII}} (4 6)
wy’s = —Zces ngom s n. = X,y c:y ¢ . .
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Federated and Transfer Learning Workflow

Algorithm 2 Federated and Transfer Learning Workflow

Require: Clients %’; initial global model w@: Tocal epochs E; rounds T;
Lisolated; Lcommon from Algorithm 1
Ensure: w(") (global model for common labels); {wI"} (TL heads for isolated labels)

1: for all ¢ € ¢ in parallel do

2: whocal ¢ (0); train on 2, for E epochs

3: end for

4: fort=1to T do

5: Broadcast w1

6: for all ¢ € € in parallel do

7: if L. N Leommon # @ then

8: wgt) — w(”l); train on %, masked to L®" for E epochs

9: Upload wgt) (or Awgt)) via secure aggregation

10: end if

11 if Lo N Ligolateq 7 O then

12: Create wil from w!o@: replace head with binary head(s) for L

13: Freeze encoder; fine-tune head(s) on Z|; upload wil (params + met-
rics)

14: end if

15: end for -

16: Aggregate (common labels): w) %

17: collected {wI"} and Redistribute w("%) to all clients

18: end for

19: return w(), {wl’}

Only parameters and metadata are exchanged:
{w?, (wes,, {TL_MODEL(¢)} },

and never raw [IoMT traffic. Secure aggregation reveals only weighted sums (not in-
dividual updates). Optional differential privacy can be applied by adding calibrated

noise to clipped gradients or to label-support counts prior to thresholding.
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4.2.3 Client-Side Methodology: Hierarchical LSTM with Fed-

erated and Side Transfer Learning

This section outlines the client-side implementation of a Hierarchical Long Short-Term
Memory (HLSTM) architecture, specifically designed for efficient and effective intru-
sion detection in Internet of Medical Things (IoMT) deployments (Figure 4.3). The
HLSTM architecture seeks to achieve high detection accuracy while minimizing compu-
tational overhead and latency, essential for resource-constrained IoMT environments.
The methodology employs a structured hierarchical approach consisting of data prepro-
cessing, binary anomaly detection, temporal aggregation, and multi-class classification.
Additionally, an optional Side Transfer Learning (STL) module enhances detection of
rare, client-specific attack types without disrupting the shared global model.
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Figure 4.3: HLSTM architecture for client-side intrusion detection in loMT networks.

Notation

Let x; € R? represent the feature vector at time r. Streaming data are segmented into

overlapping windows:

Wi=A{tx—L+1,....t,}, Xp={x:1 €W}, (4.7)
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where L denotes window length, s is the stride, k indexes the windows, and ¢ indexes

positions within each window.

Client-Side Pre-processing

o Feature Encoding: Categorical features are encoded numerically using one-hot

encoding, while numerical features remain continuous.

« Missing Data Handling: To preserve the integrity of the empirical data,
records with missing values are removed during the preprocessing stage. No
imputation is applied, as the objective is to base the analysis solely on real ob-
served values and to avoid introducing synthetic estimates that may affect the

reliability of the experimental results.
e Normalization: Features undergo min-max scaling based on training-set statis-
tics:
/! xl] _ a/

= g, @i=minx,;, bj=maxx (4.8)
J J

o Class Imbalance Mitigation: The Synthetic Minority Oversampling Tech-
nique (SMOTE) is applied solely to the training dataset post-windowing to ad-

dress class imbalance and prevent temporal leakage.

Shared Encoder

An LSTM-based encoder processes each segmented window to generate hidden state

representations:
(hk71 youe vhk,L) = LSTMQX (Xk), h}; = pOOl(th;L), (49)

where hj is a compact representation derived via pooling (e.g., mean-pooling).

o Stage 1 — Binary Anomaly Detection: A logistic regression classifier serves

as an initial anomaly detection gate:
pe=0(w hi+b), g =1pc>1},

with threshold 7 optimized on validation data to balance recall and false-positive

rates. Normal traffic (g = 0) exits early, reducing computational load.

o Stage 2 — Temporal Aggregation: Anomalous traffic from Stage 1 is sum-
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marized through temporal aggregation:

1

I’kZL

Y hs Re=[re-mits...,r] € RM=,
teW;

where R; captures short-range dynamics using a buffer of the latest M aggregated

sumimaries.

o Stage 3 — Multi-class Classification: Aggregated anomalous traffic is classi-

fied into specific attack categories via a secondary LSTM:

I =LSTMyg, (Ry), i = softmax(Uhy +c).

Side Transfer Learning (STL) for Isolated Labels

For rare or client-specific attack labels £, STL binary classifiers are instantiated using

the frozen shared encoder:
se(k) = (W, hi +by), dy(k) = 1se(k) > 7} (4.10)

STL classifiers undergo local fine-tuning using class-weighted binary cross-entropy or
focal loss, with thresholds 7, optimized on client-specific validation data. STL param-
eters are securely transmitted back to the server, ensuring confidentiality of the raw
[oMT data.

4.2.4 Client-Side Optimal Model Selection via Weighted Multi-

Criteria Analysis

This section presents a weighted multi-criteria decision-making framework designed
for optimal client-side model selection in intrusion detection within Internet of Med-
ical Things (IoMT) devices. Clients typically possess two models: a global Federated
Learning (FL) model and a specialized Transfer Learning (TL) model tailored for
isolated, client-specific attack labels. The overall process is illustrated in Figure 4.4,
while Algorithm 3 details the procedure for selecting the best-performing model based
on multiple evaluation criteria, such as accuracy, false alarm rate (FAR), and inference
latency (TT).
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Figure 4.4: Overview of Federated Transfer Learning Approach for IDS in IoMT, high-
lighting the interaction between client nodes and the central server, showing both the
training and inference phases of the system.

Notation Let .# = {mpy,mrL} denote the set of available candidate models, with
mpy, representing the global federated learning model and myp representing the spe-
cialized side transfer learning model. The set of evaluation criteria is given by ¢ =
{Accuracy,FAR, TT}. For each criterion ¢ € €

o T. > 0 is the normalization target (e.g., Taccuracy = 1, policy-defined Tgar, or
latency target Tpr).

o W, >0 is the criterion weight satisfying } .coo W, = 1.
o & € {+1,—1} indicates maximization (41) or minimization (—1).

Let M; . represent the performance of model m; on criterion c¢. A small positive constant
€ > 0 is used to prevent numerical instability. Optionally, a subset ¢ C % defines

mandatory constraints models must meet to remain feasible.
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Each criterion is normalized onto a unified higher-is-better scale through direction-

6
M; ‘
Sl-c:WC( Z’CH) (4.11)
) 7"6‘4_8

aware normalization:

Metrics for maximization (e.g., accuracy) use 8, = +1, while metrics for minimization
(e.g., FAR, latency) use 8, = —1. The total utility score for each model is calculated
as:

S; = Z Sic, BestModel = arg max S;. (4.12)

cE? mi€M
This approach identifies the model offering the optimal overall trade-off across all eval-

uation criteria.
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4.2.5 Algorithm 3 — Weighted Multi-Criteria Model Selection

Algorithm 3 Client-Side Weighted Multi-Criteria Model Selection
Require: Candidate models .# = {mp,m1L}; criteria €’; targets {T.}; weights {W,}
with YW, = 1; directions {&.}; performance metrics {M;.}; tolerance € > 0; op-
tional hard constraints 7 C €.
Ensure: Optimal model selection BestModel € ./ .
1: Verify Y .W, = 1; if not, normalize W,.
2: BestModel <— None;  BestScore < —
3: for each model m; € .# do

4: if dc € A violated by m; (maximized metric below target or minimized metric
above target) then

5 continue > Exclude infeasible models

6 end if

7 ModelScore < 0

8

9

for each criterion ¢ € € do

R+ A%f;
10: Sic W, R%
11: ModelScore <— ModelScore +S; .
12: end for
13: if ModelScore > BestScore then
14: BestScore <— ModelScore;  BestModel < m;
15: else if ModelScore = BestScore then
16: Apply tie-break criteria (e.g., inference latency, memory usage)
17: if tie-break criteria favor m; then
18: BestModel + m;
19: end if
20: end if
21: end for

22: return BestModel

4.3 Experimental results

This section presents a comprehensive evaluation of the proposed FTL-HLSTM frame-
work for intrusion detection in loMT environments. The evaluation progresses system-
atically from centralised learning through federated learning under I1ID conditions to
challenging non-1ID scenarios, demonstrating the framework’s robustness across diverse

deployment contexts.
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4.3.1 Datasets

The practical evaluation employs three benchmark datasets, each selected to repre-
sent distinct characteristics of the IoMT security landscape. These datasets capture
the inherent heterogeneity and complexity of IoMT traffic patterns and are widely
used in intrusion detection research. Collectively, they encompass a broad spectrum
of real-world attack scenarios, ranging from general network intrusions to sophisti-
cated threats targeting healthcare-specific devices and infrastructure. To mitigate the
adverse effects of class imbalance on model performance, the Synthetic Minority Over-
sampling Technique (SMOTE) was applied. To preserve the integrity of the evaluation
process and avoid data leakage, SMOTE was applied exclusively to the training set,
ensuring that the validation and test sets remained unbiased and reflective of real-world
intrusion distributions. This targeted oversampling strategy enhances the representa-
tion of minority intrusion classes, thereby improving model robustness and significantly

strengthening the IDS’s capability to detect both frequent and rare attack types.

NF-UNSW-NB15-v2 Dataset

The NF-UNSW-NB15-v2 dataset, [179], is a NetFlow-based cybersecurity dataset en-
compassing nine distinct attack categories: Exploits, Fuzzers, Generic, Reconnaissance,
Denial-of-Service (DoS), Analysis, Backdoor, Shellcode, and Worms. The dataset was
constructed by converting publicly accessible packet capture (pcap) files from the origi-
nal UNSW-NBI15 dataset [143] into a structured format comprising 43 features derived
via the NetFlow v9 protocol, using the nprobe tool. The NF-UNSW-NB15-v2 dataset
contains a total of 2,390,275 network flow records, among which 95,053 (3.98%) repre-
sent attack instances, while the remaining 2,295,222 flows (96.02%) constitute benign
traffic.

The foundational dataset, UNSW-NB15, is a well-established resource within the
network intrusion detection research community, developed and released in 2015 by
the Cyber Lab of the Australian Centre for Cyber Security (ACCS). The original
UNSW-NB15 dataset employed the IXIA PerfectStorm tool to simulate a combination
of normal network traffic and diverse synthetic attack scenarios, providing researchers
a comprehensive environment to evaluate network intrusion detection systems (NIDS).
The selection of the NF-UNSW-NB15-v2 dataset is particularly relevant for evaluating
IoMT intrusion detection systems, as it includes attack categories that closely mirror
those faced by medical networks. Notably, the dataset contains backdoor attacks, which
threaten patient data integrity, as well as reconnaissance activities—often precursors to
targeted attacks on medical devices. These attack patterns are highly representative of

the security challenges faced in modern healthcare environments, making this dataset
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an ideal candidate for testing the effectiveness of the proposed FTL-HLSTM framework.
This dataset therefore allows the ability of the FTL-HLSTM model to detect both

high-frequency and rare attacks to be assessed while maintaining accuracy, particularly

in the context of loMT applications in which security is paramount.

Table 4.1: NF-UNSW-NB15-v2 dataset

Label Code | Count
Analysis 0 2299
Backdoor 1 2169
Benign 2 2295222
DoS 3 5794
Exploits 4 31551
Fuzzers 5 22310
Generic 6 16560
Reconnaissance 7 12779
Shellcode 8 1427
Worms 9 164
Total 2390275

WUSTL EHMS 2020 Dataset

The WUSTL-EHMS-2020 dataset is specifically designed as a cybersecurity resource
to identify and mitigate vulnerabilities within Internet of Medical Things (IoMT) sys-
tems through realistic simulation of cyber-attacks within healthcare contexts [85, 174].
Leveraging an integrated testbed that incorporates real-time patient biometric data
alongside network traffic, this dataset primarily emphasizes two critical attack scenar-
ios: Man-in-the-Middle (MITM) spoofing and data injection attacks. These scenarios
pose significant threats by directly undermining the integrity and confidentiality of sen-
sitive medical data, thus highlighting the dataset’s importance for developing robust

intrusion detection systems (IDS) tailored to healthcare environments [174].

The dataset comprises over 16,000 labeled samples categorized into normal opera-
tions (87.5%) and attack scenarios (12.5%), effectively balancing benign and malicious
data traffic. Each record contains 44 unique features, encompassing network flow met-
rics and real-time biometric data from patients. The integration of real-time biometric
information sets this dataset apart from other IoT or IoMT datasets, providing deeper
insights into how cybersecurity threats can significantly impact healthcare system per-

formance and patient safety.

Crucial network performance metrics documented in the dataset include packet
count, average packet size, and inter-arrival times. These metrics are supplemented

with patient-specific biometric parameters, such as heart rate and blood oxygen lev-
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els, enabling researchers to authentically simulate and analyze the effects of network

disruptions or malicious data manipulations on real-time patient monitoring.

The MITM spoofing attack scenario simulates conditions in which an adversary
gains unauthorized access, intercepts, and modifies data transmitted between IoMT
devices and healthcare servers or applications. Such attacks can mislead clinical
decision-making, causing delayed or incorrect medical responses. Conversely, the data
injection attack scenario involves introducing malicious or falsified data into legitimate
data streams, compromising patient information accuracy and potentially misleading

healthcare providers into making inappropriate clinical decisions.

The WUSTL-EHMS-2020 dataset is broadly applicable in developing advanced
IDS through machine learning techniques aimed at detecting and counteracting cyber
threats within IoMT infrastructures. Its distinct combination of biometric and network
traffic data allows for sophisticated anomaly detection systems capable of identifying
both network-level and physiological abnormalities associated with cyber-attacks or
system malfunctions. This makes the dataset particularly valuable for anomaly de-
tection research, facilitating the identification of unusual patterns indicative of cyber
threats.

By incorporating authentic patient data with detailed simulated cyber-attack sce-
narios, the WUSTL-EHMS-2020 dataset allows researchers to comprehensively assess
the potential impacts of cybersecurity threats on patient safety, medical device relia-
bility, data integrity, and system latency. Furthermore, it supports investigations into
medical personnel responses to potential false alerts generated by spoofing or data in-
jection attacks, contributing to enhanced preparedness and resilience within healthcare

cybersecurity frameworks.

Table 4.2: wustl-ehms-2020 Dataset

Label Code | Count
Data Alteration 0 922
Spoofing 1 1124

Normal 2 14272

Total 16318

CICIoMT Dataset 2024

The CICIoMT-2024 dataset, developed by the Canadian Institute for Cybersecurity
at the University of New Brunswick, constitutes a comprehensive resource designed
explicitly to address cybersecurity vulnerabilities within the rapidly evolving Internet
of Medical Things (IoMT) domain [54]. Given the increasing integration of IoMT

technologies into healthcare infrastructures, securing medical devices and safeguarding
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communication privacy have emerged as critical research priorities. Consequently, the
CICIoMT-2024 dataset is intended to facilitate focused research aimed at detecting

and mitigating various cyber threats against IoMT systems.

[oMT systems encompass diverse interconnected medical devices, software applica-
tions, and related services that exchange data via the Internet to enhance healthcare
delivery outcomes. Prominent examples include wearable medical devices, patient-
monitoring systems, intelligent hospital beds, and automated medication dispensers.
However, such devices frequently exhibit vulnerabilities due to limited computational
resources and inadequate security architectures, making them particularly susceptible
to cyberattacks. Potential security breaches could lead to severe consequences, includ-
ing manipulation of sensitive medical data, disruption of essential healthcare services,

or unauthorized disclosure of personal health information [54].

The CICIoMT-2024 dataset comprises network traffic data collected from 40 IoMT
devices—25 real physical devices and 15 simulated devices representative of typical
healthcare settings. These devices utilize multiple communication protocols, including
Wi-Fi, Message Queuing Telemetry Transport (MQTT), and Bluetooth, accurately
reflecting the heterogeneous nature of real-world IoMT environments. The dataset is
structured into two primary directories: the first, titled the Bluetooth Traffic Directory,
contains data from Bluetooth-enabled devices. This segment is particularly valuable
given the widespread use of Bluetooth in wearable medical devices such as fitness
trackers and heart rate monitors, thereby capturing both legitimate and malicious

communications specific to the Bluetooth protocol.

A distinctive feature of CICIoMT-2024 is the inclusion of simulated scenarios cov-
ering 18 distinct cyber-attacks, effectively highlighting loMT vulnerabilities. Major at-
tack categories include Distributed Denial-of-Service (DDoS) attacks, characterized by
overwhelming targeted devices or networks with excessive traffic to disrupt legitimate
access—posing significant threats to healthcare services reliant on device availability.
Additionally, the dataset captures various Denial-of-Service (DoS) attack scenarios,

typically originating from a single source to disrupt individual nodes or services [54].

The dataset is primarily used for research involving machine learning and anomaly
detection systems. Its comprehensive nature, integrating both actual and simulated
devices, enables robust testing and validation across multiple cybersecurity scenarios.
Beyond cybersecurity applications, the CICIoMT-2024 dataset offers significant value
for research involving network analysis, traffic classification, and protocol optimiza-
tion. The use of actual IoMT devices ensures the dataset authentically represents real

operational behaviors in clinical healthcare environments.

CICIoMT-2024 represents a significant advancement in [oMT security research by
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providing an extensive and diverse collection of network traffic data encompassing both
benign and malicious activities. This resource provides essential empirical evidence to
address critical cybersecurity challenges in healthcare. As IoMT adoption continues to
expand, datasets such as CICIoMT-2024 will serve as fundamental tools for enhancing

the security and reliability of healthcare technology infrastructures [54].

Table 4.3: CICIoMT-2024 Dataset

Labell Label2 Code | Count
ARP_ Spoofing ARP_ Spoofing 0 16047
Benign Benign 1 192732
MQTT-DDos-Connect_ Flood
MQTT-DDos-Publish_Flood MQTT-DDos 2| 200659
MQTT-DoS-Publish  Flood
MQTT-DoS-Connect_ Flood MQTT-Dos 3 57149
MQTT-Malformed Data MQTT-Malformed Data 4 5130
Recon-Port  Scan
Recon-VulScan Recon 5 103726
Recon-Ping  Sweep
Recon-os_ Scan
TCP IP-DDos-TCP
TCP_IP-DDos-UDP
TCP IP-DDos.ICMP TCP_IP-DDos 6 4779859
TCP_IP-DDos-SYN
TCP_ IP-DoS-TCP
TCP_IP-DoS-UDP
TCP IP-DoS-ICMP TCP IP-DoS 7 1805529
TCP_ IP-DoS-SYN
Total 7042831

4.3.2 Performance Metrics and Evaluation

To evaluate the performance of the proposed framework, this chapter employs widely
recognised statistical metrics, namely accuracy, precision, recall, and F1-score, com-

puted from the confusion matrix as follows.

Accuracy quantifies the overall correctness of the model:

Accuracy = TP+TN (4.13)
YT TPYTNFFPFFN '

Precision measures the proportion of correctly identified positive instances among

all instances predicted as positive:

TP
Precision = ——— (4.14)
TP+FP
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Recall (or sensitivity) evaluates the proportion of actual positive instances that

are correctly identified:
TP
Recall = ——— 4.15
T TPLFN (4.15)
F1-Score represents the harmonic mean of precision and recall, providing a bal-

anced measure between the two:

Precision x Recall

Fl1=2
% Precision + Recall

(4.16)

Where:

TP (True Positive): Correctly identified anomalies.

FP (False Positive): Normal instances incorrectly identified as anomalies.
o TN (True Negative): Correctly identified normal instances.

o FN (Fualse Negative): Anomalies incorrectly identified as normal.

4.3.3 Model Parameters and Hyperparameters

Table 4.4 presents a detailed comparison of the model architectures and hyperparam-
eter configurations employed in this chapter. The temporal architectures, specifically
LSTM and GRU models, are selected for their capability to capture effectively the
temporal dynamics inherent in IoMT attack patterns. The MLP model serves as a
non-temporal baseline due to its simpler feedforward structure and comparatively lower
computational complexity. XGBoost is additionally included as a tree-based ensemble
baseline in order to evaluate the effectiveness of gradient boosting methods in intrusion

detection.
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Table 4.4: Hyperparameter configurations and architectural specifications for baseline
models.

Category Parameter MLP LSTM GRU XGB
Layer 1 Dense(256) LSTM(256) GRU(256) —
Architecture Layer 2 Dense(128) LSTM(128) GRU(128) —
Layer 3 Dense(64)  LSTM(64) GRU(64) —
Output Softmax(n.) Softmax(n.) Softmax(n.) —
Dropout 0.40 0.40 0.40 —
Regularization Batch Norm. Yes Yes Yes —
L2 Penalty — 0.01 0.01 —
Optimizer Adam Adam Adam —
Optimization  Learning Rate 0.001 0.001 0.001 0.1
Batch Size 512 64 64 —
L. Epochs 100 100 100 —
Training
Loss Function Sparse Categorical CE softmax
n_estimators — — — 100
max_ depth — — — 6
b 1 — — — 0.8
Tree-Specific Subsampie
colsample_ bytree — — — 0.8
tree__method — — — hist
eval _metric — — — mlogloss

Note: n, = number of classes; CE = Cross-Entropy; XGB = XGBoost; Batch Norm. =
Batch Normalization.

4.3.4 Performance Analysis of Centralized Learning

This subsection rigorously evaluates the performance of the proposed Two-Stage LSTM
Pipeline (HLSTM) architecture under centralized training conditions incorporating
temporal aggregation. The evaluation establishes essential baseline metrics and sys-
tematically investigates the effects of varying temporal aggregation intervals on intru-
sion detection accuracy and computational efficiency, aiming to optimize predictive

performance and training efficiency.

Temporal Aggregation Impact on Accuracy and Efficiency

Temporal aggregation significantly improved the performance metrics of the LSTM-
based IDS across all evaluated datasets, as illustrated comprehensively in Table 4.5.
Notably, the NF-UNSW-NB15-V2 dataset exhibited the most pronounced improve-

ment, with accuracy increasing from 87.18% at no aggregation to 99.28% at 30-second
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intervals. Precision also followed a parallel enhancement, rising from 89.80% to 99.29%.
Comparable improvements were observed on the CICIoMT-2024 dataset, where accu-
racy and precision improved from baseline values of approximately 90.50% to 98.97% at
30-second aggregation intervals. The WUSTL-EHMS-2020 dataset consistently main-
tained exceptionally high performance, achieving 100% accuracy and precision at both

5-second and 30-second intervals.

Figure 4.5 illustrates the monotonic relationship between aggregation intervals
and classification performance across the evaluated metrics. The improvement curves
demonstrated rapid gains between 0 and 15 seconds, after which performance metrics
plateaued. This trend remained consistent across accuracy, precision, recall, and F1-
score metrics for all three datasets, suggesting an optimal trade-off existed between

temporal granularity and classification accuracy.

Furthermore, temporal aggregation significantly reduced computational demands
in both training and testing phases, as highlighted in Figure 4.5. The NF-UNSW-
NB15-V2 dataset experienced the most significant efficiency gains, with training time
decreasing by 84.8%, from 32,319.75 seconds to 4,902.53 seconds, as aggregation inter-
vals increased from 0 to 30 seconds. Testing duration demonstrated an even more sub-
stantial reduction of 93.1%, decreasing from 260.89 seconds to 18.11 seconds. Similar
efficiency enhancements were observed on the CICIoMT-2024 dataset, where training
time decreased by 97.2% (from 12,552.78 to 352.92 seconds), and testing time by 97.5%
(from 142.42 to 3.55 seconds). The WUSTL-EHMS-2020 dataset, despite being smaller
in scale, achieved notable efficiency improvements with reductions of 99.3% and 99.1%

in training and testing durations, respectively.
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Figure 4.5: Performance Metrics and Computational Efficiency as Functions of Tem-
poral Aggregation
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Table 4.5: Temporal Aggregation Effects on LSTM Classification Performance: Cross-
Dataset Comparative Analysis

T (s) Acc (%) Prec (%) Rec (%) F1 (%) Train Time (s) Test Time (s)

NF-UNSW-NB15-V2

0 87.18 89.80 87.18 87.91 32,319.75 260.89
5 90.11 91.87 90.11 90.48 29,427.07 107.91
15 94.93 95.40 94.93 94.99 9,705.09 36.14
30 99.28 99.29 99.28 99.28 4,902.53 18.11
CICIoMT-2024

0 90.50 90.57 90.50 90.50 12,552.78 142.42
5 95.73 95.74 95.73 95.73 2,216.72 17.63
15 97.42 97.49 97.42 97.41 743.87 6.34
30 98.97 98.97 98.97 98.97 352.92 3.5
WUSTL-EHMS-2020

0 99.95 99.95 99.95 99.95 4,174.80 11.00
5 99.99 99.99 99.99 99.99 856.16 2.02
15 99.83 99.83 99.83 99.83 48.24 0.14
30 99.99 99.99 99.99 99.99 30.99 0.10

The computational efficiency gains presented in Figure 4.6, utilising logarithmic
scaling, underscore the exponential nature of the relationship between temporal ag-
gregation intervals and processing times. The consistent downward trends observed
across all datasets confirmed that temporal aggregation not only enhanced IDS per-
formance but also significantly reduced computational resource requirements, making
this approach particularly advantageous for deployment in resource-constrained IoMT

environments.
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Figure 4.6: Computational Efficiency Gains Through Temporal Aggregation: Training
and Testing Time Analysis

Binary versus Multi-Class Detection Comparison

Table 4.6 presents a detailed comparative analysis of binary and multi-class classifica-
tion approaches employing LSTM models for intrusion detection. Binary classification
consistently outperformed multi-class classification across all evaluated datasets, partic-
ularly demonstrating significant advantages in scenarios characterised by heterogeneous

network traffic.

The NF-UNSW-NB15-V2 dataset exhibited the most pronounced difference in per-
formance. Binary classification achieved perfect detection rates of 99.99% across accu-
racy, precision, recall, and F1-score metrics. Conversely, multi-class classification at-
tained only 92.84% accuracy and a 93.02% F1-score, indicating a substantial accuracy
gap of 7.16 percentage points. This notable discrepancy highlighted the comparative
ease of distinguishing regular traffic from malicious activity compared to accurately

categorising multiple distinct attack types within a complex network environment.

The CICIoMT-2024 dataset followed a similar trend, albeit with a slightly nar-
rower performance differential. Binary classification achieved an accuracy of 99.74%,
accompanied by balanced precision (99.54%) and recall (99.94%), reinforcing its robust
detection capabilities. Multi-class classification exhibited considerably lower accuracy
(91.62%), representing an 8.12 percentage point gap. Consistency in precision and
recall metrics (91.64% and 91.62%, respectively) indicated the absence of systematic
bias toward either false positives or false negatives, underscoring the inherent challenges

associated with precise categorisation of loMT-specific attack types.
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In contrast, the WUSTL-EHMS-2020 dataset showed minimal differences between
binary and multi-class classification performances. Binary classification recorded an
accuracy of 99.98%, closely matched by multi-class classification at 99.95%, demon-
strating a negligible differential of 0.03 percentage points. Identical precision and recall
values (99.95%) in multi-class classification suggested that attack patterns within this
specialised medical monitoring dataset possessed sufficiently distinct characteristics,

facilitating accurate classification irrespective of the detection approach.

Table 4.6: Comparative Analysis of Binary and Multi-Class LSTM

Dataset Method Acc. (%) Prec. (%) Rec. (%) F1 (%)
NF-UNSW- Binary 99.99 99.99 99.99 99.99
NB15-V2 Multi-class  92.84 93.51 92.84 93.02

Binary 99.74 99.54 99.94 99.74
CICToMT-2024 Multi-class ~ 91.62 91.64 91.62  91.63
WUSTL- Binary 99.98 99.99 99.96 99.98
EHMS-2020 Multi-class  99.95 99.95 99.95 99.95

Moreover, the integration of temporal aggregation alongside multi-class classifica-
tion in the second stage, following an initial binary classification in the first stage,
established a two-stage detection pipeline that optimised both detection accuracy and
computational efficiency. This HLSTM approach, beginning with rapid binary anomaly
detection followed by refined temporal aggregation for detailed attack categorisation,
enabled real-time intrusion detection essential for resource-constrained IoMT deploy-
ments. The substantial improvements detailed in Section 4.3.4, coupled with the proven
responsiveness and superior performance of binary classification, effectively validated
this two-stage pipeline methodology as both accurate and computationally efficient for

real-time IoMT intrusion detection without delays.

Comparative Analysis of HLSTM and Baseline Models

Table 4.7 presents a comprehensive evaluation of the proposed HLSTM against estab-
lished baseline models: MLP, GRU, LSTM, and XGBoost (XGB). The comparative
analysis was conducted across three heterogeneous [oMT datasets. The results consis-
tently demonstrate that HLSTM achieves a superior balance between detection per-
formance and computational efficiency, thereby validating its suitability for real-time

intrusion detection in resource-constrained IoMT environments.

On the NF-UNSW-NB15-V2 dataset, HLSTM demonstrated superior balanced per-
formance, achieving an F1-score of 99.63% with corresponding precision and recall val-

ues of 99.63%. This result is particularly significant when contrasted with XGBoost’s
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performance. Although XGBoost achieved high accuracy (99.12%), its Fl-score de-
teriorated substantially to 66.58%, accompanied by a precision of only 64.87%. This
pronounced disparity between accuracy and Fl-score indicates a critical deficiency in
addressing class imbalance, likely manifesting as an elevated false-positive rate that
would undermine practical deployment. The recurrent baseline models, GRU (F1-
score: 93.32%) and LSTM (F1-score: 93.02%), were also substantially outperformed
by HLSTM while incurring considerably higher training times of 14,538.94 seconds and
16,465.25 seconds, respectively. The non-temporal MLP baseline exhibited the poorest
performance with an Fl-score of 85.06%), confirming the necessity of temporal modeling

for effective intrusion detection in this domain.

The CICIoMT-2024 dataset further underscored HLSTM’s advantages in handling
complex IoMT-specific attack scenarios. HLSTM achieved a near-perfect Fl-score
of 99.82%, whereas alternative deep learning baselines exhibited substantial perfor-
mance degradation. The standard LSTM attained an F1-score of 91.63%, while GRU’s
performance deteriorated markedly to 64.34%, suggesting that its simplified gating
mechanism is insufficient for capturing the intricate temporal patterns characteristic
of this dataset. XGBoost emerged as the strongest baseline; however, its Fl-score of
93.16% remained 6.66 percentage points below HLSTM, with notably lower precision
(90.35%) indicative of suboptimal class discrimination. Beyond superior detection met-
rics, HLSTM'’s pipeline architecture demonstrated exceptional computational efficiency,
achieving a 64.6% reduction in training time and an 83.8% reduction in inference time
relative to standard LSTM. These improvements are particularly critical for real-time

deployment scenarios where both accuracy and response latency are paramount.

On the WUSTL-EHMS-2020 dataset, all evaluated models achieved near-perfect
detection performance (Fl-score > 99.84%). This convergence in detection accuracy
is likely attributable to the dataset’s reduced temporal complexity and well-separated
class distributions, which enable even non-temporal models such as MLP and XGBoost
to achieve effective classification. Under these conditions, computational efficiency
emerged as the primary differentiating factor. XGBoost demonstrated the fastest train-
ing time (1.11 seconds), benefiting from its tree-based ensemble architecture. However,
HLSTM proved to be the most efficient among temporal models, requiring only 264.03
seconds for training—representing reductions of 35.8% and 31.4% compared to GRU
and LSTM, respectively. Moreover, HLSTM achieved an inference time of 0.04 sec-
onds, corresponding to a 96% reduction relative to standard LSTM (1.00 seconds),
while remaining competitive with XGBoost (0.01 seconds). This exceptional inference
efficiency is particularly valuable for edge-deployed IoMT security systems operating

under strict latency constraints.

The comparative analysis presented in Table 4.7 reveals fundamental trade-offs be-
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tween computational efficiency and robust, balanced detection performance. XGBoost,
while demonstrating exceptional training efficiency across all datasets, exhibited a crit-
ical vulnerability: significantly degraded F1-scores and precision on the more complex
NF-UNSW-NB15-V2 and CICIoMT-2024 datasets. This deficiency underscores XG-
Boost’s inherent limitation in modeling sequential attack patterns—a capability essen-
tial for reliable intrusion detection systems that must identify temporally correlated

malicious behaviors.

The standard LSTM and GRU architectures, despite their temporal modeling ca-
pabilities, were consistently outperformed by HLSTM in both detection accuracy and
computational efficiency. This performance gap can be attributed to HLSTM’s archi-
tectural innovations. Specifically, the two-stage pipeline—comprising binary classifica-
tion for initial traffic filtering (Stage 1) followed by temporal aggregation and multi-
class classification (Stage 2)—enables efficient extraction and exploitation of long-range
temporal dependencies while maintaining computational tractability. The temporal ag-
gregation mechanism in particular allows HLSTM to capture complex attack patterns
that unfold over extended time windows, a capability that proves decisive on datasets

featuring sophisticated, multi-step attack sequences.
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Table 4.7: Performance Evaluation and Comparison of HLSTM with Baseline Models

Arch. T Acc. Prec. Rec. F1 Train Test
s) () (%) (%) (%) Time (s) Time (s)
NF-UNSW-NB15-V?2
MLP 0 84.33 8729 &84.33 85.06 816.11 30.99
GRU 0 9320 93.70 93.20 93.32 14,538.94 67.76
LSTM 0 92.84 9351 92.84 93.02 16,465.25 65.64
XGBoost 0 99.12 6487 77.01 66.58 748.56 3.06
HLSTM 30 99.63 99.63 99.63 99.63 8,995.80 18.94
CICIoMT-2024
MLP 0 8848 88.63 &88.48 88.50 1,084.29 35.17
GRU 0 74.34 7935 74.34 64.34 17,835.57 45.64
LSTM 0 91.62 91.64 91.62 91.63 22,146.85 90.33
XGBoost 0 99.77 90.35 97.73 93.16 1,138.25 7.18
HLSTM 30 99.82 99.82 99.82 99.82 7,838.79 14.62
WUSTL-EHMS-2020
MLP 0 9999 99.99 99.99 99.99 14.39 0.31
GRU 0 9996 9997 99.96 99.96 411.63 1.16
LSTM 0 9995 99.95 99.95 99.95 384.99 1.00
XGBoost 0 9997 99.82 99.85 99.84 1.11 0.01
HLSTM 30 99.99 99.99 99.99 99.99 264.03 0.04
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Furthermore, HLSTM demonstrated significant reductions in both training and
testing times across all datasets, confirming its computational efficiency. These im-
provements are attributed to HLSTM’s two-stage pipeline architecture and temporal
aggregation, which efficiently capture long-term dependencies while minimizing com-
putational costs. The incorporation of binary classification in the first stage further
enhances real-time intrusion detection without compromising response time, making
HLSTM a highly effective solution for IoMT security.

4.3.5 Evaluation of Federated Learning

This section presents a comprehensive analysis of federated learning performance, start-
ing with idealized Independent and Identically Distributed (IID) conditions and pro-
gressing to more realistic non-IID scenarios. These scenarios reflect the heterogeneous

nature of healthcare networks, where data may be distributed unevenly across clients.

Federated Learning Evaluation Under IID Conditions

The FL evaluation commenced under IID conditions using the FedAvg algorithm to
establish baseline performance metrics for the HLSTM model. The experimental setup
involved 10 federated rounds, each comprising 20 local epochs, with uniformly dis-

tributed data shards across participating clients.

Table 4.8 summarises the significant performance gains achieved through temporal
aggregation. For the NF-UNSW-NB15-V2 dataset, HLSTM accuracy improved no-
tably from 89.87% without aggregation to 95.46% with 30-second intervals, marking
a 5.59 percentage point enhancement. Precision correspondingly rose from 91.14%
to 95.64%, and Fl-score increased from 90.22% to 95.50%, affirming the efficacy of

temporal aggregation in mitigating distributed learning challenges.

The CICIoMT-2024 dataset demonstrated even greater improvement, with HLSTM
accuracy rising sharply to 99.82%, an increase of 8.37 percentage points from the base-
line LSTM performance of 91.45%. Consistent precision, recall, and F1-score metrics
(each at 99.82%) indicated balanced and unbiased detection performance, emphasising

temporal aggregation’s capability to manage complex IoMT traffic patterns effectively.

For the WUSTL-EHMS-2020 dataset, accuracy slightly increased from 99.99% to
99.99% due to temporal aggregation. While accuracy improvements were minimal,
computational efficiency significantly benefited from reduced communication overhead

and accelerated convergence.
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Table 4.8: Impact of Temporal Aggregation on Performance Metrics across Datasets:
A Federated Learning Approach using FedAvg and LSTM

Method T (s) Acc (%) Prec (%) Rec (%) F1 (%)
NF-UNSW-NB15-V2 Dataset

Federated Learning (FedAvg) using LSTM 0 89.87 91.14 89.87 90.22
Federated Learning (FedAvg) using LSTM 30 95.46 95.64 95.46 95.50
CICIoMT-2024 Dataset

Federated Learning (FedAvg) using LSTM 0 91.45 91.47 91.45 91.45
Federated Learning (FedAvg) using LSTM 30 99.82 99.82 99.82 99.82
WUSTL-EHMS-2020 Dataset

Federated Learning (FedAvg) using LSTM 0 99.99 99.99 99.99 99.99
Federated Learning (FedAvg) using LSTM 30 99.99 99.99 99.99 99.99

Figure 4.7 illustrates convergence dynamics across datasets. Specifically, for NF-
UNSW-NB15-V2 (Figure 4.7a), temporal aggregation enabled rapid convergence within
2-3 rounds to about 95% accuracy, outperforming the non-aggregated baseline, which
plateaued around 85% after 5-6 rounds. The loss curves confirmed more stable opti-

misation with aggregation.

For CICIoMT-2024 (Figure 4.7b), the aggregated model rapidly reached 99% ac-
curacy within three rounds, considerably faster than the baseline method, which sta-
bilised around 90% after five rounds. Loss reduction was notably substantial, further

validating aggregation’s advantages.

In the WUSTL-EHMS-2020 dataset (Figure 4.7c), temporal aggregation consis-
tently maintained stable performance, contrasting with noticeable instability and fluc-
tuations observed in non-aggregated loss curves during later rounds. This highlighted

the crucial role of temporal aggregation in ensuring optimisation stability.

Overall, temporal aggregation substantially enhanced FL dynamics, improving ac-
curacy, accelerating convergence, reducing communication overhead, and ensuring model
stability.
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Evaluation of FTL-HLSTM Under Non-IID Conditions

Real-world IoMT deployments inherently exhibit non-IID data characteristics, posing
significant challenges to traditional FL methodologies. Healthcare institutions typically
encounter distinct threat profiles influenced by factors such as specialisation, geographic
location, and patient demographics, resulting in highly heterogeneous data distribu-
tions among federated participants. This section presents a comprehensive evaluation
of the FTL-HLSTM framework under substantial data heterogeneity conditions.

Performance on Isolated Labels. This subsection assessed the performance of the
FTL-HLSTM model in non-IID scenarios, comparing four FL strategies: standard Fe-
dAvg, Transfer Learning (TL) for binary classification, and two hybrid modes. Hybrid
Mode 1 employed TL exclusively for isolated labels, whereas Hybrid Mode 2 used TL
for isolated labels and adaptively selected between TL and FedAvg based on optimal
performance across all labels using Algorithm 3. The experimental setup involved three

healthcare institutions, each characterised by unique attack patterns:

o Client 1 (General Hospital): Common labels 0, 1, and 2.
« Client 2 (Cardiac Facility): Common labels 0 and 2, isolated label 3.

« Client 3 (Pediatric Institution): Common labels 1 and 2, isolated label 4.

The experiment comprised 10 federated rounds, each with 20 local epochs, utilising
the LSTM(30) architecture.

Table 4.9 demonstrated substantial performance variations among the evaluated
strategies, especially concerning isolated labels. Standard FedAvg failed to classify
isolated labels, achieving 0.00% accuracy for Labels 3 and 4 across both NF-UNSW-
NB15-V2 and CICIoMT-2024 datasets. However, FedAvg delivered satisfactory per-
formance on common labels, with Label 2 achieving 99% accuracy due to its consistent

presence across multiple clients.

In contrast, TL consistently provided superior accuracy, exceeding 99% for both
isolated and common labels across all datasets. Specifically, TL attained accuracies of
99.87% and 99.85% for isolated Labels 3 and 4 on the NF-UNSW-NB15-V2 dataset,

confirming its efficacy in managing isolated label scenarios through binary classification.

Hybrid Mode 1 effectively combined FedAvg for common labels and TL for isolated
labels, preserving FedAvg’s efficiency while significantly improving accuracy for isolated
labels. Hybrid Mode 2 further enhanced adaptability by selectively applying TL to

both isolated and poorly performing common labels. Notably, this approach improved
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Label 1 accuracy from 40.37% to 99.97%, providing a balanced, performance-oriented

solution.

The results obtained from the CICIoMT-2024 dataset mirrored these outcomes,

reinforcing the inadequacy of FedAvg for isolated labels and underscoring the effec-

tiveness of TL. Hybrid strategies demonstrated clear advantages in effectively handling

heterogeneous IoMT data.

Table 4.9: Per-Label Performance Metrics on Non-I1ID Data

Method Metric Label
0 1 2 3 4
NF-UNSW-NB15-V2
FedAvg Acc/F1  99.9/77.0 40.4/57.5 100/100 0/0 0/0

TL(Binary) Acc/F1
Hybrid-Mode-1  Acc/F1
Hybrid-Mode-2  Acc/F1

99.1/95.9  100/99.0  100/100
99.9/77.0 40.4/57.5 100/100
99.9/77.0  100/99.0  100/100

99.9/99.4  99.9/99.3
99.9/99.4  99.9/99.3
99.9/99.4  99.9/99.3

CICIoMT-2024

FedAvg Acc/F1
TL(Binary) Acc/F1
Hybrid-Mode-1  Acc/F1
Hybrid-Mode-2  Acc/F1

99.1/95.5 91.5/95.1  100/100
99.8/99.1 99.7/94.3 100/99.3
99.1/95.5 91.5/95.1  100/100
99.1/95.5 97.8/94.3 100/100

0/0 0/0
100/97.3  99.7/99.1
100/97.3  99.7/99.1
100/97.3  99.7/99.1

B. Computational Complexity Analysis of FL Strategies The computational

complexity of each strategy was evaluated in terms of storage, inference, communi-

cation, temporal, and spatial complexities, as illustrated in the following table. The

parameters used for complexity calculations are defined as follows:

d: Model dimension

m: Number of clients

n: Total number of labels
k: Number of isolated labels
p: Number of poorly performing labels

r: Number of federated rounds
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Table 4.10: Computational Complexity Analysis of Federated Learning Strategies for
HLSTM -Based Intrusion Detection

Strategy Number of Temporal Spatial Complexity
Models per Client Complexity | Complexity Level

FedAvg 1 (global model) O(r) 0(d) Low

TL n (binary classifiers) O(rxn) O(nxd) High

Hybrid Mode 1 | 14k (global + isolated) O(r) O((14+k)xd) Medium

Hybrid Mode 2 | n (adaptive selection) O(rxn) Onxd) High

Table 4.10 summarises the computational complexity of various FL strategies, high-

lighting the critical trade-offs between performance and resource usage:

o FedAvg: Exhibited the lowest complexity (O(r) temporal, O(d) spatial), but

delivered insufficient accuracy for isolated labels.

« TL (Binary): Demonstrated the highest complexity (O(r x n) temporal, O(n x

d) spatial), limiting its practical feasibility for resource-constrained devices.

« Hybrid Mode 1: Offered moderate complexity (O(r) temporal, O((1+k) x d)
spatial), efficiently addressing isolated labels.

« Hybrid Mode 2: Presented adaptive complexity depending on label perfor-

mance, effectively balancing resource consumption and detection accuracy.

The proposed FTL-HLSTM framework successfully balanced performance and com-
plexity, achieving overall accuracies of 95.46% on the NF-UNSW-NB15-V2 dataset and
99.82% on the CICIoMT-2024 dataset. Its two-stage pipeline architecture facilitated
optimised feature sharing across related attack categories, significantly reducing com-
putational redundancy while maintaining high accuracy for isolated labels. This bal-
anced methodology underscored the practical suitability of FTL-HLSTM for real-world
[oMT deployments, effectively managing accuracy requirements and computational

constraints.

Performance Evaluation Under Dirichlet-Based Non-IID Conditions

In the previous subsection (Section 4.3.5, ”Addressing Isolated Labels with FTL-
HLSTM?”), labels were manually allocated to simulate non-IID conditions. In contrast,
this subsection employs a systematic and automated approach using Dirichlet-based
partitioning, which provides a more rigorous evaluation of the FTL-HLSTM frame-

work’s robustness and generalizability under realistic non-IID scenarios.
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The Dirichlet distribution serves as a robust framework for simulating hetero-
geneous data partitions, with a concentration parameter () controlling the degree
of statistical heterogeneity. The parameter a was varied across four levels: o €
{20.0,1.0,0.5,0.1}, transitioning from near-homogeneous distributions (o« = 20.0) to
extreme heterogeneity (a = 0.1), thereby encompassing a broad spectrum of federated

learning scenarios.

Class allocation patterns across federated clients under different Dirichlet param-
eters were analyzed using the CICIoMT-2024 dataset (Figure 4.8). Under weak het-
erogeneity (a = 20.0), class proportions were relatively uniform with minimal vari-
ance. As heterogeneity increased (o = 1.0), variability in class proportions grew sig-
nificantly, resulting in broader ranges (with a maximum of approximately 0.32 and a
minimum approaching zero). At stronger heterogeneity (@ = 0.5), pronounced client-
specific data imbalances emerged, with class proportions fluctuating between 0.00 and
0.43. In scenarios of extreme heterogeneity (o = 0.1), the class distributions became
highly skewed, with certain classes becoming overwhelmingly dominant within individ-

ual client datasets, reaching proportions as high as 0.90.

These findings underscore the effectiveness of Dirichlet-based partitioning in sim-
ulating realistic, diverse non-IID conditions, providing a robust foundation for the

evaluation of federated learning methodologies.
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Figure 4.8: Class distribution across clients for the CICIoMT-2024 dataset using Dirichlet-
based label allocation.

C. Baseline FedAvg-HLSTM Performance on CICIoMT-2024 Dataset Ta-
ble 4.11 highlights the significant impact of increasing data heterogeneity on the base-
line Fed Avg-HLSTM model’s performance with the CICIoMT-2024 dataset. Under low
heterogeneity conditions (@ = 20), the model achieved an average accuracy of 96.01%.

Despite robust overall performance, notable disparities emerged at the class level, par-
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ticularly for Class 6, which exhibited significantly lower accuracy (73.06%). Precision
(98.89%) and recall (73.06%) discrepancies indicated difficulties in effectively capturing

minority-class characteristics even under near-IID conditions.

Moderate heterogeneity (o = 1.0) yielded an improvement in overall accuracy to
99.51%, accompanied by enhancements across all classes. These results indicate ben-
eficial regularisation effects associated with moderate distributional diversity, aligning
with ensemble learning principles. However, these performance gains were sensitive to

further increases in heterogeneity.

At higher heterogeneity levels (a = 0.5), the model maintained high accuracy
(99.36%), yet exhibited localised performance reductions, such as lower recall for Class 7
(97.70%). Despite overall stability, these subtle declines highlighted FedAvg’s limita-

tions in managing pronounced class imbalance.

Under extreme heterogeneity (a = 0.1), the baseline model experienced a substan-
tial performance degradation, achieving an accuracy of only 49.50%. Complete de-
tection failures occurred in several classes (C3, C5, C6), each scoring 0.00% across
all metrics. Class 1, despite a high recall (99.73%), showed notably low precision
(36.68%), resulting in a high false-positive rate. Consequently, the Fl-score declined
sharply to 36.86%, clearly reflecting the model’s severe inability to manage extreme

non-IID scenarios effectively.

D. Performance of Proposed FTL-HLSTM Architecture on CICIoMT-2024
Dataset Table 4.12 demonstrates the proposed FTL-HLSTM architecture’s effective-
ness in mitigating performance degradation due to increasing data heterogeneity. The
adaptive transfer learning mechanism progressively activated as heterogeneity intensi-

fied, consistently ensuring robust performance.

Under low and moderate heterogeneity (a € {20,1}), FTL-HLSTM matched the
baseline’s performance exactly, achieving accuracies of 96.01% and 99.51%, respec-
tively. This equivalence confirmed that transfer learning mechanisms did not introduce

unnecessary computational complexity under relatively homogeneous conditions.

The superiority of FTL-HLSTM became evident at more substantial heterogene-
ity (o =0.5), maintaining high accuracy at 99.36%, identical to baseline performance
but significantly enhancing specific class metrics. Class 6, previously vulnerable un-
der baseline conditions, notably improved in recall (99.87%) and balanced precision
(97.82%), leading to a significantly enhanced F1-score of 98.84%.

Under conditions of extreme heterogeneity (o =0.1), FTL-HLSTM demonstrated
exceptional resilience, achieving an accuracy of 99.72%, substantially surpassing the
baseline’s 49.50%. Precision improved markedly from 43.59% to 98.16%, recall in-
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creased significantly from 49.50% to 98.00%, and the Fl-score rose substantially from
36.86% to 98.07%, resolving critical baseline limitations.

Table 4.13 and Figure 4.9 further illustrate the robustness and superiority of FTL-
HLSTM compared to FedAvg under severe data heterogeneity. Notably, the FTL-
HLSTM demonstrated remarkable consistency. Under extreme heterogeneity (a =0.1),
the model achieved accuracies of 99.72% on CICIoMT-2024.
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Table 4.13: Global Performance Comparison of FedAvg-HLSTM and Proposed FTL-
HLSTM Models (30s Interval) on CICIoMT-2024 Dataset Across Varying Dirichlet
Alpha Settings

Alpha Metric FedAvg-HLSTM FTL-HLSTM (Proposed)

Accuracy 96.01 96.01

90 Precision 96.69 96.69
Recall 96.01 96.01

F1 Score 95.95 95.95
Accuracy 99.51 99.51

1 Precision 99.51 99.51
Recall 99.51 99.51

F1 Score 99.51 99.51
Accuracy 99.36 99.36

0.5 Precision 99.37 99.37
’ Recall 99.36 99.36
F1 Score 99.36 99.36
Accuracy 49.50 99.72

01 Precision 43.59 98.16
' Recall 49.50 98.00
F1 Score 36.86 98.07
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Figure 4.9: Comparative global performance of Fed Avg-HLSTM and the pro-
posed FTL-HLSTM (30s) across varying Dirichlet alpha values on the CICIoMT-
2024 dataset.

4.3.6 Comparative Performance Analysis Against Non-IID Ro-

bust Baselines

Following the preliminary heterogeneity analysis presented in Section 4.3.5, this sub-
section benchmarks FTL-HLSTM against federated learning algorithms specifically de-
signed to address non-IID data distributions. The comparison includes two established
baselines: FedProx, which constrains local model drift using proximal regularisation,
and SCAFFOLD, which employs control variates to correct client-drift-induced gradi-

ent variance.

The evaluation employs the CICIoMT-2024 dataset under severe statistical het-
erogeneity. Client datasets were generated using a Dirichlet distribution with con-
centration parameter a = 0.1, producing extreme label-distribution skew. Under this
configuration, each client observes only a small, highly imbalanced subset of the global
label space, with some classes absent—a scenario representative of realistic IoMT de-

ployments where devices monitor distinct patient groups or pathological conditions.

Federated training was performed with three clients over 20 communication rounds,
with each client executing five local epochs per round. All algorithms utilised the same
HLSTM backbone architecture, ensuring that performance differences stem solely from

the aggregation strategies rather than architectural variations.

All methods were implemented using their published optimal configurations. Fed-

Prox was evaluated with proximal terms p € {0.01,0.1} using the Adam optimizer
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Table 4.14: Performance under extreme non-I1D (Dirichlet & =0.1) on CICIoMT-2024.

Algorithm Acc. Prec. Rec. F1

FedProx (u=0.1) 69.36 33.15 56.61 36.31
FedProx (1 =0.01) 6844 33.66 5544 36.11
SCAFFOLD 66.49 3324 43.14 28.33
FTL-HLSTM 99.72 98.16 98.00 98.07

(learning rate n = 0.001, B; = 0.9, B = 0.999), batch size B = 32, L2 regularization
weight A = 0.01, and dropout rate p =0.4. SCAFFOLD employed SGD with learning
rate 1 =0.0001 and momentum y = 0.9, batch size B =32, and a two-tier gradient clip-
ping mechanism consisting of a local clip norm 7; = 1.0 and a global threshold 7, =5.0.
FTL-HLSTM adopted the same optimiser configuration as FedProx but incorporated
the dual federated transfer learning mechanism, including pre-trained feature extrac-

tors and adaptive knowledge distillation.

Table 4.14 reports the performance after 20 rounds of federated training. Under
extreme non-IID conditions, the baseline algorithms exhibit substantial degradation.
FedProx achieves an Fl-score of 36.31% for u = 0.1, demonstrating that proximal
regularisation alone cannot reconcile gradient conflicts derived from divergent local
objectives. Precision remains low at 33.15%, reflecting significant misclassification of
minority classes absent from local datasets. SCAFFOLD exhibits even greater perfor-
mance collapse, achieving an Fl-score of 28.33% and a recall of only 43.14%. Despite
its variance-reduction mechanism, the method struggles when client objectives diverge

significantly across the network.

In contrast, FTL-HLSTM demonstrates highly stable convergence and near-optimal
performance, achieving 99.72% accuracy, 98.16% precision, 98.00% recall, and a 98.07%
Fl-score. These outcomes correspond to improvements of 61.76 percentage points
over FedProx and 69.74 points over SCAFFOLD in Fl-score alone, highlighting the

substantial benefits of integrating targeted transfer learning with federated aggregation.

These findings establish FTL-HLSTM as a robust and computationally efficient
solution for federated [oMT intrusion detection under extreme non-IID conditions. The
framework consistently outperforms specialised non-IID baselines while maintaining

feasibility for deployment on resource-constrained edge devices.

Scalability Evaluation of FTL-HLSTM

To evaluate the scalability of the FTL-HLSTM architecture, experiments were con-
ducted across federation sizes ranging from 4 to 100 clients under IID conditions. Three

benchmark datasets representing distinct application domains were employed for this
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evaluation, namely NF-UNSW-NB15-V2, CICIoMT-2024, and WUSTL-EHMS-2020.

Across all datasets and federation sizes, the FTL-HLSTM consistently demon-
strated balanced precision and recall, with closely aligned F1-scores and accuracy met-
rics. This consistency highlights the architecture’s robust feature extraction capabilities

and its ability to maintain predictive accuracy as the federation size increases.

Results presented in Table 4.15 demonstrate that FTL-HLSTM consistently main-
tained high accuracy levels exceeding 92%, even at the largest evaluated scale of 100
clients. The observed stability and predictable performance trends across increasing
federation sizes underscore the architecture’s reliability and practical suitability for
large-scale federated learning deployments. These findings collectively confirm the
scalability, stability, and adaptability of the FTL-HLSTM architecture, emphasising

its effectiveness for federated learning scenarios requiring significant client scalability:.

Table 4.15: Scalability performance of FTL-HLSTM (30s) under IID conditions

Clients Dataset Acc. (%) Prec. (%) Rec. (%) F1 (%)

UNSW 95.53 96.52 95.53 95.47
4 IoMT 99.65 99.65 99.65 99.65
WUSTL 99.99 99.99 99.99 99.99
UNSW 94.23 94.78 94.23 94.26
10 [oMT 99.47 99.47 99.47 99.47
WUSTL 99.99 99.99 99.99 99.99
UNSW 93.45 95.44 93.45 93.22
20 IoMT 98.74 98.76 98.74 98.74
WUSTL 99.99 99.99 99.99 99.99
UNSW 92.42 94.30 92.42 92.18
50 [oMT 98.67 98.72 98.67 98.68
WUSTL 99.99 99.99 99.99 99.99
UNSW 95.25 96.34 95.25 95.17
100 [IoMT 97.48 97.58 97.48 97.49
WUSTL 99.99 99.99 99.99 99.99

4.4 Discussion

The experimental findings presented robustly validate the effectiveness of the proposed
FTL-HLSTM architecture for IoMT environments. These outcomes comprehensively

fulfil both theoretical propositions and practical objectives defined in this research.

A notable enhancement within FTL-HLSTM is the implementation of temporal

aggregation, which considerably enhances intrusion detection capabilities. Empirical
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evaluations using the NF-UNSW-NB15-V2 dataset demonstrated substantial accuracy
improvements from 87.18% without temporal aggregation to 99.28% with a 30-second
aggregation interval-—representing a relative enhancement of approximately 13.88%.
Additionally, temporal aggregation notably optimised computational efficiency by sig-
nificantly reducing training duration by 84.84% (from 32,319.75s to 4,902.53s) and
inference latency by 93.06% (from 260.89s to 18.11s) (Table 4.5; Figure 4.5). Similar
enhancements were observed in FL contexts, where accuracy improved from 89.87%
to 95.46% under independent and IID conditions (Table 4.8). These findings under-
score temporal aggregation’s clear superiority over conventional LSTM and GRU-based

methods, particularly in terms of detection accuracy and computational resource util-
isation (Table 4.7).

Moreover, integrating TL into FL frameworks effectively mitigated statistical het-
erogeneity common in loMT scenarios. Under severely non-1ID conditions characterised
by a Dirichlet distribution parameter (o = 0.1), traditional Federated Averaging (Fe-
dAvg) methods suffered significant performance deterioration, achieving near-random
accuracy levels of 49.5%. Conversely, the proposed FTL-HLSTM architecture main-
tained exceptional accuracy, reaching 99.72% (Table 4.13). This robust performance
results from the targeted application of TL, specifically addressing isolated or underrep-
resented attack labels. Such targeted interventions effectively resolve gradient conflicts
and preserve essential client-specific information, as confirmed by detailed per-label
analyses (Table 4.12).

Additionally, the proposed hybrid FL. methodology presents a significant theoreti-
cal advancement by optimally balancing accuracy and computational complexity. This
methodology uses FedAvg for common labels and applies TL selectively to isolated
or underperforming labels. Consequently, spatial and model-count complexity scales
linearly with the number of isolated labels (&'(1+k)), as opposed to the &'(n) complex-
ity of traditional binary-classification-based TL methods. This characteristic makes

the hybrid approach particularly suitable for resource-constrained IoMT contexts (Ta-
ble 4.10).

Scalability analyses further confirm the practical applicability and robustness of
FTL-HLSTM. Evaluations across federation sizes ranging from 4 to 100 clients consis-
tently demonstrated accuracy exceeding 92%, alongside balanced precision and recall
metrics across multiple benchmark datasets (NF-UNSW-NB15-V2, CICIoMT-2024,
WUSTL-EHMS-2020) (Table 4.15). These findings highlight the model’s consistent
performance and scalability, reinforcing its suitability for real-world deployment in
clinical environments where accurate and real-time cybersecurity is crucial for patient

safety and care continuity.

This research contributes significantly across three critical dimensions: (i) propos-
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ing and validating temporal aggregation techniques to enhance intrusion detection
performance in IoMT; (ii) developing an innovative hybrid FL architecture capable of
addressing statistical heterogeneity and isolated attack categories effectively; and (iii)
empirically verifying scalability, robustness, and practical relevance of the proposed
model across diverse IoMT scenarios. Collectively, these contributions significantly
advance both theoretical understanding and practical implementation of cybersecurity

measures in healthcare infrastructures.

4.4.1 Comparison with Related Work

Table 4.16 presents an extensive comparative evaluation of the proposed FTL-HLSTM
framework against contemporary state-of-the-art IDS across multiple benchmark datasets
specifically tailored for IoMT environments. The comparative analysis distinguishes
between federated and centralised learning paradigms, elucidating the performance

advantages and architectural innovations of the proposed method.

Table 4.16: Performance comparison of recent IDS for loMT

Method Learning Acc. Prec. Rec. F1
Paradigm (%) (%) (%) (%)

CICIoMT-2024 Dataset

RF [54](2024) Centralized 733 691 577  55.1

Feature selection+RF [176](2025) Centralized 93.5 94.0 93.0 93.0

Two-stacked LSTM [8](2025) Centralized 98.0 98.0 98.0 98.0

FL+RF [140](2025) Federated [Non-IID] 99.2 99.4 99.2 99.1

BiGRU-BiLSTM [198](2025) Centralized 99.9  99.7  99.9  99.9

FTL-HLSTM Federated [Non-IIDT] 99.7 98.2 98.0 98.1
NF-UNSW-NB15-v2 Dataset

FL+LSTM [180](2023) Federated [Non-IID] NA NA 85.3 NA

FTL-HLSTM Federated [NOH-IIDT] 99.9 98.7 99.9 99.5
WUSTL-EHMS-2020 Dataset

FL+PCA+DNN [113](2024) Federated [Non-1ID] 88.0 660 500  57.0

FTL-HLSTM Federated [IID] 99.99 99.99 99.99 99.99

TExtreme Non-IID: Dirichlet(a = 0.1)

Federated approaches such as FL combined with LSTM [180] and FL with PCA
+ DNN [113] have demonstrated varying performance under non-IID data condi-
tions. Specifically, the FL4+LSTM method achieved a recall of only 85.3% on the
NF-UNSW-NB15-v2 dataset under less severe non-IID settings. In contrast, the pro-
posed FTL-HLSTM demonstrates substantial improvement, achieving a recall of 99.9%
under extreme non-I11D conditions (& = 0.1), corresponding to a relative increase of ap-
proximately 14.6%. Similarly, FL+PCA+DNN reported a critically limited recall of
50% on the WUSTL-EHMS-2020 dataset under non-IID conditions, whereas the pro-

posed framework achieved near-perfect accuracy, precision, recall, and F1-score metrics
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(99.99%), underscoring its exceptional resilience to data-distribution challenges. On
the CICIoMT-2024 dataset, the federated Random Forest (FL+RF) approach [140]
attained a competitive accuracy of 99.2%; however, it inherently lacks mechanisms to
model effectively the temporal dependencies that are crucial for detecting sophisticated
attack patterns in dynamic IoMT systems. The proposed FTL-HLSTM framework
addresses these limitations, providing a superior accuracy of 99.7% together with a
well-balanced precision, recall, and F1-score, which together reflect its robust capabil-
ity to manage severe non-1ID conditions while preserving data privacy. Centralised
learning methodologies display varying degrees of performance when evaluated on the
CICIoMT-2024 dataset. Specifically, the baseline Random Forest model [54] demon-
strates limited efficacy, achieving an accuracy of only 73.3% along with a notably low
Fl-score of 55.1%. In contrast, centralised approaches such as optimised feature se-
lection combined with Random Forest [176] and stacked Long Short-Term Memory
(LSTM) architectures [8] have demonstrated commendable performance. However,
these methods rely on the centralised aggregation of data, and therefore pose potential
risks to patient privacy—an essential consideration within healthcare contexts. The
FTL-HLSTM framework, while matching or surpassing these centralised systems in
performance, notably preserves data locality and privacy, which are critical for regu-
latory compliance. The BiGRU-BiLSTM approach [198] displays marginally superior
accuracy (99.9%) on CICIoMT-2024; however, it requires centralised data aggrega-
tion and incurs significantly greater computational complexity due to its bidirectional
processing architecture. In contrast, the proposed framework achieves comparable ac-
curacy (99.7%) while substantially reducing computational costs, with training time
reduced by 84.8% and inference latency reduced by 93.1% through effective temporal
aggregation. The proposed FTL-HLSTM framework represents a significant method-
ological advancement in federated IDS for IoMT, effectively managing statistical hetero-
geneity and stringent privacy requirements, while consistently demonstrating superior
or comparable performance relative to existing federated and centralised methodolo-

gies.

4.5 Conclusion

This chapter has presented FTL-HLSTM, a Federated Transfer Learning framework
built upon a hierarchical Long Short-Term Memory backbone, developed in response
to the research gaps identified in Chapter 3.1 concerning privacy-preserving intrusion
detection in resource-constrained and statistically heterogeneous IoMT environments.
The framework was designed around an explicit reconciliation of three otherwise com-

peting objectives—detection accuracy, computational efficiency, and data privacy—and
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has been shown, through a systematic empirical campaign, to deliver each of them si-

multaneously rather than at the expense of the others.

The temporal aggregation mechanism integrated into the FTL-HLSTM architec-
ture proved to be a decisive architectural choice. On the NF-UNSW-NB15-v2 dataset,
it yielded an absolute accuracy improvement of up to 13.87 %, together with an 84.84 %
reduction in training time and a 93.06 % reduction in inference latency. These results
provide concrete evidence that time, when treated as a first-class design variable, carries
detection information that is systematically under-exploited by packet-level pipelines.
They also substantiate the central claim of the thesis, articulated in the General In-
troduction, that intelligent time allocation is not merely an efficiency concern but a

genuine enabler of scalable and secure IoT communication.

The selective application of transfer learning to isolated attack categories, combined
with federated averaging for commonly observed threats, successfully mitigated the sta-
tistical heterogeneity that characterises real-world [oMT deployments. Under a severe
non-IID regime parameterised by a Dirichlet distribution with o =0.1, FTL-HLSTM
attained an accuracy of 99.86%, corresponding to a relative gain of approximately
190% over standard Federated Averaging. This result directly addresses the second
research objective of the thesis and confirms that hybridising federated and transfer
learning provides a principled mechanism for handling label skew without any exchange

of raw clinical data.

The scalability analysis further supports the practical viability of the framework.
Accuracy consistently exceeded 92 % across federation sizes ranging from four to one
hundred clients, and these levels were preserved across three independent benchmark
datasets covering complementary traffic regimes. The framework therefore satisfies the
combined requirements of accuracy, privacy preservation, and deployability that were

set out as prerequisites for a clinically viable intrusion detection system.

At the same time, the results expose limitations that the thesis acknowledges trans-
parently. The spatial complexity of the hybrid federated—transfer pathway scales lin-
early in the number of isolated labels, &'(1+k), and may become constraining in deploy-
ments that exhibit a large number of institution-specific threat categories. Moreover,
FTL-HLSTM has not been instrumented against adversarial Byzantine behaviour at
the parameter level, so that mechanisms such as gradient poisoning, model replace-
ment, and membership-inference attacks remain outside its current protective scope.
These limitations delineate a well-defined research agenda, which is taken up both in
the General Conclusion of the thesis and in the complementary defensive layer intro-

duced next.

The contributions reported in this chapter should not, however, be regarded as a
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self-contained solution. Detection intelligence is only operationally meaningful when
the underlying network is able to act upon it, which presupposes a routing substrate ca-
pable of excluding nodes that have been identified as compromised or unreliable. This
observation motivates the second original contribution of the thesis. Chapter 5 there-
fore develops a proactive, trust-aware routing framework based on multi-criteria deci-
sion analysis, in which the attack labels produced by FTL-HLSTM are consumed as
a safety signal by the routing layer. Together, the two chapters realise the closed-loop,
self-protecting cyber-physical architecture announced as the overarching contribution

of this dissertation.
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Chapter 5

Proactive Fault-Tolerant Routing:
Integrating Deep Learning with

Multi-Criteria Decision Analysis

5.1 Introduction

The intrusion detection framework developed in Chapter 4 equips the network with the
capacity to recognise compromised nodes, but recognition alone is insufficient: unless
the forwarding plane is able to act on this intelligence, malicious or unreliable nodes
continue to occupy routing paths and to degrade the delivery of time-critical traffic.
The present chapter develops the complementary mechanism that closes this cyber-
physical feedback loop. It addresses fault tolerance not as a standalone networking
concern but as the operational prerequisite that allows the detection capability of
FTL-HLSTM to translate into end-to-end service continuity.

As established in Chapter 1.1, the large-scale deployment of the Internet of Things
(IoT) and, in particular, of the Internet of Medical Things (IoMT) is predicated on
resource-constrained devices that transmit time-sensitive data across safety-critical ap-
plication domains. In such settings, communication failures are not merely a perfor-
mance issue: they directly undermine system availability and, in the clinical case,
the timeliness of decisions that depend on continuous physiological monitoring. Ro-
bust fault tolerance is therefore a first-class requirement, to be ensured simultaneously
against stochastic hardware degradation, intermittent connectivity, and adversarial be-

haviour originating from compromised insiders.

The state-of-the-art review conducted in Chapter 3.1 highlighted two structural
weaknesses of the routing protocols that are currently deployed in low-power and lossy
networks. First, these protocols are overwhelmingly reactive: they initiate path repair
only after a link failure has manifested itself, which is incompatible with the latency
envelopes of IoMT traffic. Second, the metrics that govern forwarder selection—hop
count, expected transmission count, or received signal strength—are deliberately agnos-

tic to node trustworthiness and security posture. Consequently, once a node has been

135



Chapter 5. Proactive Fault Tolerance via MCDA

compromised, it typically remains in the routing path until its misbehaviour produces
observable service degradation, by which time the damage has already propagated. The
taxonomy developed in Chapter 3.1 showed that the few proposals which do integrate
security awareness into routing either rely on static trust values or decouple detection

from control, leaving the cyber-physical loop open.

To address these limitations, this chapter proposes a proactive fault-tolerant
routing framework based on Multi-Criteria Decision Analysis (MCDA). The
framework combines the Analytic Hierarchy Process (AHP), which is used to elicit the
relative importance of the decision criteria, with the Technique for Order of Pref-
erence by Similarity to Ideal Solution (TOPSIS), which ranks candidate forwarders
against those weighted criteria. Together, these methods compute, for each node,
a dynamic Trust Score that aggregates multidimensional evidence on safety (derived
from the intrusion detection outputs of Chapter 4), residual energy, forwarding latency,
and packet loss. Unlike reactive protocols, the resulting routing policy identifies and
isolates degrading or malicious nodes before they disrupt communication paths, and
thereby operationalises the closed-loop cyber-physical defence introduced as the fourth

contribution of the thesis.

The specific contributions of this chapter are as follows.

1. Trust-based node evaluation. A multi-criteria model that quantifies node
reliability by synthesising safety, energy, latency, and packet-loss indicators into

a single, interpretable Trust Score.

2. MCDA-driven proactive routing. An AHP-TOPSIS decision engine that
dynamically ranks candidate forwarders so as to pre-emptively avoid degrading

or suspicious nodes, rather than reacting to failures after they occur.

3. Closed-loop security integration. A coupling mechanism through which the
intrusion-detection outputs produced by FTL-HLSTM in Chapter 4 are con-
sumed directly by the routing layer, thus strengthening fault tolerance against

insider threats without requiring any additional monitoring infrastructure.

4. Experimental validation. A comparative evaluation, conducted under con-
trolled node-failure and malicious-behaviour scenarios, that demonstrates the re-
silience, reliability, and decisional soundness of the proposed framework relative

to representative baselines in the literature.

The remainder of the chapter is organised as follows. Section 5.2 formalises the hy-
brid LSTM—-Naive Bayes detection pipeline and the AHP-TOPSIS ranking procedure,
and specifies the datasets used for evaluation. Section 5.3 reports the empirical perfor-

mance of the framework, examines the role of the safety criterion through a dedicated
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ablation study, and positions the approach against two representative non-Byzantine
fault-tolerant baselines drawn from the state of the art. Section 5.4 summarises the
contributions of the chapter and articulates their relationship with the General Con-

clusion of the thesis.

5.2 Methodology

This section details the approach adopted in this chapter for enhancing fault tolerance
in IoT systems, as illustrated in Figure 5.1, through the integration of an IDS with
advanced machine learning techniques. The methodology focuses on the detection of
malicious nodes, multi-criteria-based node categorisation, and the exclusion of faulty

nodes from routing decisions in order to preserve the overall integrity of the network.

5.2.1 Intrusion Detection Using LSTM-Based IDS

An LSTM-based IDS is employed to classify nodes within the IoT network as either
normal or abnormal. The LSTM neural network architecture is particularly well suited
for anomaly detection in IoT environments due to its capacity to process temporal data

sequences and identify patterns indicative of malicious activity.

5.2.2 Dataset

The proposed methodology is evaluated on two complementary datasets, described

below.

Synthetic Dataset

Owing to the absence of publicly available datasets specifically tailored for fault tol-
erance in [oT systems, a synthetic dataset was generated using the Cooja simulator
based on the RPL (Routing Protocol for Low-Power and Lossy Networks) protocol [41].
This dataset captures features that are critical for fault tolerance, such as energy con-
sumption and latency, and therefore allows the evaluation to focus on the network
metrics that are most relevant to resource-constrained IoT deployments, as illustrated
in Table 5.1.
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UNSW-NB15 Dataset

In addition to the synthetic dataset, the proposed approach is evaluated on the widely
used UNSW-NBI15 dataset [148]. Developed by the University of New South Wales
and the Australian Centre for Cyber Security, the UNSW-NB15 dataset comprises
over 2.5 million records of real network traffic, including both normal and malicious
activities. It contains 49 features, such as protocol attributes and flow-level statistics,
making it a valuable resource for assessing the effectiveness of intrusion detection sys-
tems [103, 121]. Since the UNSW-NB15 dataset does not contain energy consumption

data, the evaluation on this corpus is based on the remaining relevant metrics, namely

latency and packet loss.

Table 5.1: Description of Synthetic Dataset Features

N° Feature Name Description
1 T Time
2 Src Source
3 Dst Destination
4 Protocol Upper layer protocol
5 Dure_tr Transmission time
6 Moy tr Transmission media
7 Length_ tr Transmitted Packet size
8 DIS tr Transmitted DODAG Information Solicitation
(DIS) number
9 DIO_tr Transmitted DODAG Information Object
(DIO) number
10 DAO_tr Transmitted Destination Advertisement Object
(DAO) number
11 Dure_rec Reception time
12 Moy _rec Reception media
13 Length_rec Received Packet size
14 DIS rec Received DIS number
15 DIO_ rec Received DIO number
16 DAO_ rec Received DAO number
17  ON__Energy Energy
18 TX Emission energy
19 RX Reception energy
20 INT Interfered radio
21 Packet loss Packet loss
22  Rang Node rank in DODAG
23 Class Attack Type

5.2.3 Data Pre-processing

In the data pre-processing phase, several standard techniques are applied in order to

optimise the datasets for machine-learning analysis. Numerical features are normalised
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using a min-max scaler in order to improve the performance of the algorithms, while
categorical features are encoded using integer-encoding methods. The datasets are
then split into training (60 %), validation (20%), and testing (20%) subsets.

5.2.4 Feature Extraction

Once the IDS classification is completed, the system extracts critical features from each
node that are instrumental in assessing its operational reliability. The features utilized

in this phase include:

o Energy Consumption: Represents the energy level of each node, which is
critical in IoT networks, as the nodes often operate wirelessly with limited power

resources.

o Latency: Measures the delay in data packet transmission; significantly elevated

latency values may indicate compromised nodes.

o Packet Loss: Reflects the percentage of data packets lost during transmission,

serving as a key indicator of network performance and stability.

» Safety Node Status (IDS Output): Refers to the binary classification of a

node as either safe or unsafe, as determined by the IDS in the initial stage.

These features are aggregated into a dataset, which forms the basis for the subsequent

analytical processes and node categorization.

5.2.5 Multi-Criteria Decision Analysis (MCDA) with TOPSIS

The system then employs the Technique for Order Preference by TOPSIS, a widely
recognized method in MCDA, to assign labels to each node based on the extracted
features. TOPSIS evaluates the relative proximity of each node to the ideal (best) and

anti-ideal (worst) solutions:

o Best Node: Nodes that exhibit optimal values for energy consumption, latency,

packet loss, and a positive safety classification are labeled as "Best.”

o Acceptable Node: Nodes with values that are suboptimal yet within acceptable

thresholds are classified as ”Acceptable.”

o Non-Acceptable Node: Nodes showing significant deviations in their feature

set or classified as unsafe by the IDS are designated as "Non-Acceptable.”
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This stratified classification enables dynamic assessment and management of node

reliability within the network.

5.2.6 Node Classification with Naive Bayes

After the MCDA process, a Naive Bayes classifier is employed to assign each node to
one of the three defined groups: "Best”, ”"Acceptable”, and "Non-Acceptable”. Naive
Bayes is adopted for its efficiency in probabilistic classification; moreover, the strong
conditional-independence assumption between features that underpins the algorithm
simplifies the computation while preserving sufficient accuracy for the task at hand.
The classifier is updated periodically as new data from the IoT network becomes avail-
able, ensuring that node classifications reflect the latest network conditions. This
dataset is the foundation for training the machine learning model and supports real-

time decision-making in managing network fault tolerance.

5.2.7 Adaptive Routing and Network Management

To preserve network fault tolerance, nodes categorized as "Non-Acceptable” are ex-
cluded from routing decisions. An error report is generated for each excluded node,
and a recovery protocol is initiated to monitor these nodes continuously. When a node’s
performance metrics improve to acceptable levels, it is reintegrated into the network.
Nodes classified as "Best” are prioritized for routing decisions, receiving 70% of net-
work traffic due to their optimal performance in terms of energy efficiency, low latency,
and minimal packet loss. ”Acceptable” nodes, while not optimal, receive 30% of the
network traffic, allowing them to remain active and potentially recover to "Best” status
through periodic re-evaluation. This dynamic and adaptive routing strategy, guided by
IDS-driven classifications, ensures that the network remains secure and reliable while

minimizing disruptions caused by faulty nodes.

5.3 Experimental Results

This section reports the evaluation results of the proposed framework. Table 5.2 sum-
marises the hyperparameters of the LSTM model. For the second layer, the initial
hyperparameters of the Naive Bayes algorithm were selected in accordance with the
specific characteristics of the dataset, with the aim of obtaining a simple yet effective

model at this stage of the pipeline.
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Table 5.2: The Overall Architecture of the Binary Classification LSTM Model

Name Parameter
LSTM Layer 64 neurons
LSTM Layer 32 neurons
LSTM Layer 32 neurons
Dense 2 neurons
Dropout 0.2
Batch size 32
Epochs 1000
Optimizer Adam

Loss Function Sparse categorical crossentropy

5.3.1 Performance Metrics

The performance of the model was evaluated using three primary metrics: accuracy,
precision, and false alert rate. Together, these metrics provide a comprehensive assess-
ment of the capacity of the system to detect intrusions accurately while keeping the

false alert rate low [1].

Number of correct predictions
Total number of predictions

e Accuracy =

True positive
ositive+False positive

¢ Precision = Trae p

False positive
ositive+True negative

o False alert rate = False p

5.3.2 Impact of Weight Allocation on MCDA Results for the

Datasets

Tables 5.3 and 5.4 present the MCDA results obtained on the dataset for several weight-
ing schemes, reporting the three nodes that lie closest to the ideal solution. In Table 5.3,
weights of 35%, 35%, 15%, and 15 % are assigned, respectively, to the Safety, Energy,
Latency, and Packet-Loss criteria, in order to illustrate how the choice of weights in-

fluences the resulting node ratings.

Table 5.3: MCDA Analysis of Nodes. Criteria: Safety 35%(S), Energy (E) 35%, La-
tency 15%(L), Packet Loss (PL) 15%.

677693 65 0.01 0 1
677568 65 0.01 1
677373 65 0.01 0 0.99

o

ID Node | S (%) | E(%) | L | PL (%) | Score
0
0
0

142



Chapter 5. Proactive Fault Tolerance via MCDA

On the other hand, it is worth noting that Energy was given a significantly higher
priority, as shown in Table 5.4, with a weight of 70%, while the other metrics received
10% each. As a result, the findings reveal some significant discrepancies: precisely, the
top node displayed considerable Packet Loss and Latency, and a malicious node was

indicated with a code of 1 (0 indicates a normal node and 1 for a malicious node).

Table 5.4: MCDA with High Energy Weight: Safety (S) - 10%, Energy (E) - 70%;
Latency (L) - 10%, Packet Loss (PL) - 10%.

ID Node | S (%) | E (%) | L | PL | Score
223863 0 100 | 5.08 | 30 1
26282 0 100 | 279 | 2 1

9235 1 100 | 2.16 | 2 0.99
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Figure 5.2: MCDA Evaluation Results for Different Cases of Classification Nodes

Figure 5.2 displays the MCDA evaluation results using the weights metric outlined
in Table 5.3. This bar chart represents the system’s safety, energy, latency, and packet
loss performance for some nodes. The category labelled "Best” attained the highest
safety and energy scores while demonstrating the least latency and packet loss. The
”Acceptable” category displayed average scores across all metrics compared to the
"Best” category. On the other hand, the "Non-Acceptable” category showed variability,
with some cases exhibiting high latency and packet loss and others demonstrating
low safety or energy. Accurate measurements and analysis of various parameters are
crucial to identify potential vulnerabilities or advantages in individual nodes that could
significantly impact the system’s overall performance based on their weights. Therefore,

selecting the appropriate weights is vital.
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5.3.3 The Role and Impact of Intrusion Detection Systems on

Fault Tolerance

Table 5.5 illustrates the impact of disregarding IDS by assigning a weight of zero to the
Safety (S) criterion in the MCDA analysis. The results highlight how the absence of
IDS influence leads to the classification of nodes based solely on performance metrics
such as energy consumption, latency, and packet loss. Nodes with compromised safety,
such as those classified as malicious, but exhibiting low packet loss, are still rated as
optimal (e.g., classified as 'Best’), due to their strong performance in other criteria.
For instance, nodes like 77693 and 77568 achieve a perfect score despite the potential
security risks associated with their low safety. However, nodes like 77373, which exhibit
0% safety and a noticeable increase in packet loss, receive a lower classification. This
outcome underscores the critical role of both security and reliability in determining
overall node performance. The results demonstrate that neglecting the importance of
safety, as done in this case by assigning it a zero weight, can lead to the misclassifica-
tion of potentially risky nodes as optimal, thereby undermining the robustness of the
network evaluation.

Table 5.5: MCDA Analysis of Nodes. Criteria: Safety (S) 0% , Energy (E) 35%,
Latency (L) 35%, Packet Loss (PL) 30%.

ID Node | S (%) | E(%) | L | PL (%) | Score
77693 1 65 0.01 0 1
77568 1 65 0.01 0 1
77373 0 65 0.01 10 0.99

The LSTM binary classification model exhibited a balanced performance, as ob-
served in Figure 5.3, with similar accuracy values on both the training and validation
sets. The model attained high accuracy rapidly and maintained it with minor varia-
tions thereafter. Table 5.6 reports the performance of the first layer of the proposed
model, which achieves high accuracy and precision together with a low false-alert rate.
These results confirm the effectiveness of LSTM in handling time-series data and the
capacity of the binary classification model to ascertain node safety. The second layer,
based on the Naive Bayes model, plays a crucial role within the overall system by
providing enhanced real-time fault tolerance and optimal classification outcomes. The
classification of nodes according to their operational role—into the "Best”, ”Accept-
able”, and "Non-Acceptable” categories—significantly reinforces the overall robustness
of the proposed approach. The proposed framework therefore introduces a new tech-
nique that integrates the classification outcomes of the IDS with MCDA and with a
set of vital network metrics. This integration strategy improves fault tolerance in IoT

settings and simultaneously provides a principled mechanism for anomaly detection.
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Figure 5.3: Accuracy curve of the first level of the proposed model on the UNSW-NB15

dataset.

Table 5.6: Performance metrics of the proposed two-level model.

Model Layer Algorithm Dataset Metrics

First layer (Binary) LSTM [41] synth. Acc: 0.99, Prec: 0.99, FAR: 0.01
Second layer Naive Bayes [41] synth. Acc: 0.99, Prec: 0.99, FAR: 0.01
First layer (Binary) LSTM UNSW-NB15 Acc: 0.99, Prec: 0.98, FAR: 0.01
Second layer Naive Bayes UNSW-NB15 Acc: 0.99, Prec: 0.99, FAR: 0.01
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5.3.4 Comparison with Related Work

In recent years, the rapid expansion of the IoT has intensified the need for robust fault-
tolerant mechanisms that ensure system reliability and operational efficiency. Faults
in IoT systems can severely degrade performance, leading to increased latency, ele-
vated energy consumption, and higher packet-loss rates. A range of approaches have
been developed to address these challenges, each employing distinct methodologies and
concentrating on different aspects of system performance. This section concentrates
on the main distinguishing features of the proposed method relative to two prominent
non-Byzantine fault-tolerant approaches, namely QoS-EO by Reyana et al. [164] and
Variant Parallelism by Asadi et al. [24]. A quantitative comparison with these schemes
is not feasible, since the proposed approach differs significantly in scope and evaluation
criteria and no common benchmark metric is currently established across the three

designs.

Reyana et al. [164] introduced QoS-EO, an energy-optimisation framework that in-
tegrates Quality-of-Service (QoS)-based scheduling within fog-computing environments
for wireless sensor networks. The primary objective of QoS-EQO is to minimise energy
consumption while enhancing system efficiency and reducing turnaround times. The
approach leverages energy-optimisation algorithms in conjunction with QoS parameters
in order to schedule tasks effectively. By incorporating QoS-based scheduling, QoS-
EO improves overall system efficiency, resulting in faster task execution and reduced
latency. However, while energy consumption is a critical factor, QoS-EO primarily em-
phasises energy-related metrics and does not fully address other important parameters
such as packet loss or system safety. In contrast, the approach proposed in this chapter
considers a broader spectrum of performance metrics, thereby enabling more balanced

decision-making that enhances overall system reliability and user experience.

On the other hand, Asadi et al. [24] introduced Variant Parallelism, an ensemble
methodology designed to enhance reliability in edge-computing applications within the
[oT domain. This approach involves deploying multiple variants of deep-learning mod-
els in parallel in order to tolerate multiple node failures. By reducing model sizes and
computational demands, Variant Parallelism aims to make deep learning more feasi-
ble for resource-constrained edge devices. The ensemble method ensures that system
functionality is maintained in spite of node failures, thus increasing overall robustness.
In addition, the reduced computational requirements make the scheme suitable for de-
ployment on devices with limited processing capabilities. However, Variant Parallelism
may face trade-offs between computational efficiency and predictive accuracy, since
simplifying models to achieve computational efficiency can result in reduced predic-

tion accuracy—an outcome that may be unacceptable in applications requiring high
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precision.

The framework proposed in this chapter combines LSTM networks, Naive Bayes
classifiers, and MCDA in order to construct a multi-level fault-tolerant system. This
hybrid approach integrates Byzantine and non-Byzantine fault tolerance alongside an
IDS for malicious-node detection. It represents a significant innovation in that it in-
corporates multiple criteria—including energy consumption, latency, packet loss, and
system safety—within a single decision procedure. The method thereby enables more
balanced and informed decision-making, which ultimately enhances system reliability
and user experience. The integration of advanced machine-learning techniques allows
the system to adapt dynamically to changing network conditions, thereby improving

its ability to detect and address faults in real time.

5.4 Conclusion

This chapter has developed a proactive, trust-aware fault-tolerant routing framework
for the Internet of Medical Things, complementing the federated intrusion detection
system introduced in Chapter 4 and thereby completing the cyber-physical architecture
announced in the General Introduction of the thesis. The framework departs from the
reactive paradigm that continues to dominate routing in low-power and lossy networks
and treats node reliability as the outcome of an explicit, multi-dimensional decision

process rather than as an emergent property of link-level heuristics.

Methodologically, the proposed approach couples a two-level detection pipeline—
an LSTM-based binary classifier followed by a Naive Bayes categoriser—with a Multi-
Criteria Decision Analysis engine in which the Analytic Hierarchy Process fixes the
relative importance of the decision criteria and the Technique for Order of Preference by
Similarity to Ideal Solution ranks candidate forwarders. The resulting dynamic Trust
Score integrates four complementary dimensions: safety, supplied by the intrusion-
detection intelligence of Chapter 4, together with residual energy, forwarding latency,
and packet loss. This formulation allows the routing layer to arbitrate, in a principled
way, between security and quality-of-service considerations that are often treated in

isolation in the existing literature.

The experimental evaluation conducted on the synthetic Cooja/RPL corpus and
on the UNSW-NB15 dataset supports three main conclusions. First, the LSTM de-
tector consistently achieved accuracy, precision, and false-alarm rates consistent with
deployment-grade intrusion detection, and the Naive Bayes stage reliably refined these
decisions into the operational categories used by the routing layer. Second, the ab-

lation analysis—in which the safety criterion was assigned zero weight—showed that
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neglecting security evidence systematically promotes compromised nodes that happen
to perform well on throughput-oriented metrics, thereby providing direct empirical
justification for the closed-loop coupling between detection and routing advocated in
this thesis. Third, the qualitative comparison with representative non-Byzantine fault-
tolerant schemes, namely the QoS-based energy-optimisation framework of Reyana et
al. [164] and the Variant Parallelism approach of Asadi et al. [24], demonstrated that
the proposed framework covers a strictly broader set of evaluation criteria and inte-
grates security and reliability within a single decision procedure, rather than treating

them as orthogonal concerns.

Taken together, these results confirm that moving beyond simple connectivity met-
rics towards a multidimensional, trust-aware routing paradigm is not a cosmetic re-
finement but a necessary step in guaranteeing patient safety and service continuity
in resource-constrained clinical environments. The chapter therefore discharges the
third research objective of the thesis and realises the closed-loop, self-protecting cyber-

physical architecture identified as the fourth contribution of the dissertation.

As with any framework that operates under the resource constraints of loMT net-
works, the approach also has boundaries that frame its future evolution. The weight
elicitation through AHP remains dependent on expert judgement and may benefit
from data-driven or online adaptation; the validation protocol, although grounded in
a widely adopted public benchmark and in a domain-specific synthetic corpus, would
be strengthened by field deployments in operational clinical settings; and the current
design does not yet model actively adversarial manipulation of the routing metrics
themselves, a direction that connects naturally with the adversarial-robustness limi-
tation acknowledged at the close of Chapter 4. These open questions, together with
the integrative findings of the two contribution chapters, are revisited in the General
Conclusion of the thesis, where they structure the proposed research agenda for the

next generation of secure, scalable, and fault-tolerant IoT architectures.
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General Conclusion

The Internet of Things (IoT) has fundamentally reshaped modern networked sys-
tems, enabling a vast ecosystem of interconnected devices that continuously generate,
process, and transmit data across diverse application domains. Among these, the In-
ternet of Medical Things (IoMT) stands out as one of the most demanding, where the
deployment of Wireless Body Area Networks (WBANSs) enables continuous remote pa-
tient monitoring but simultaneously introduces stringent requirements in terms of real-
time responsiveness, data privacy, and system reliability. However, the challenges ad-
dressed in this thesis—communication scalability, intrusion detection in heterogeneous
environments, and proactive fault-tolerant routing—are not confined to the medical
domain alone. They represent fundamental open problems in the broader IoT land-
scape, where resource-constrained devices operate in open, hostile, and heterogeneous

network environments.

In this thesis, we tackled these challenges by proposing a unified Intelligent Frame-
work applicable to IoT networks, with IoMT serving as the primary and most de-
manding case study. We commenced by establishing the architectural foundations of
IoT and IoMT, examining the specific constraints of sensors and the operational chal-
lenges of wireless networks. We then consolidated the theoretical background span-
ning Temporal Aggregation, Deep Recurrent Neural Networks (LSTM), Federated and
Transfer Learning, and Multi-Criteria Decision Analysis (MCDA). Following this, we
conducted a comprehensive critical review of existing Intrusion Detection Systems and
routing protocols, through which we identified significant gaps—particularly regarding
the handling of Non-IID data distributions across heterogeneous environments and the

absence of proactive fault tolerance mechanisms in current routing standards.

Summary of Contributions

To address the identified gaps, this thesis presented four primary contributions, each

targeting one or more facets of the scalability—security—fault tolerance trilemma:

First, addressing the scalability challenge, we introduced a Strategic Time Allo-
cation methodology based on Temporal Aggregation, where the aggregation window
T,ge is dynamically optimized. By transforming continuous raw telemetry streams into
temporally aggregated feature vectors, we demonstrated that intelligent time allocation
yields substantial gains in both bandwidth efficiency and energy conservation—two crit-
ical factors for extending the operational lifetime of battery-powered IoT sensors. Con-
cretely, on the NF-UNSW-NB15-v2 dataset, temporal aggregation at a T,ge = 305 in-
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terval reduced training time on the full dataset by 84.8% (from 32,319.75s to 4,902.53 s)
and testing time on the full test set by 93.1% (from 260.89s to 18.11s). Even more
pronounced gains were observed on the CICIoMT-2024 dataset, where training time
decreased by 97.2% and testing time by 97.5%. On the WUSTL-EHMS-2020 dataset,
reductions of 99.3% and 99.1% in training and testing durations were achieved, respec-
tively. Crucially, since CPU active time is directly proportional to energy consumption
in constrained devices (following the standard model W =V x I x t, where ¢ is the active
processing duration), a 93.1% reduction in test-set processing time implies a commensu-
rate reduction in the energy budget required per inference cycle. For battery-powered
wearable and implantable sensors operating under strict duty-cycle constraints, this
translates into a substantial extension of operational lifetime. While validated on med-
ical telemetry, the temporal aggregation strategy is inherently generalizable to any IoT
scenario where high-frequency sensor streams must be transmitted over constrained

wireless links.

Second, addressing the security challenge, we designed the FTL-HLSTM Frame-
work—a Federated Transfer Learning architecture empowered by Hierarchical Long
Short-Term Memory networks—to overcome the critical limitation of standard Feder-
ated Learning when confronted with Non-IID data. In IoT networks, data heterogeneity
arises naturally: sensor deployments in different locations, operated by different stake-
holders, produce data with distinct statistical distributions. Through our proposed
Intelligent Label Classification algorithm, the model successfully distinguishes between
Common (globally shared) and Isolated (locally specific) attack patterns. The frame-
work was extensively validated across three benchmark datasets: NF-UNSW-NB15-v2,
CICIoMT-2024, and WUSTL-EHMS-2020. In binary classification, HLSTM achieved
100.00% across all four metrics (accuracy, precision, recall, and F1-score) on the NF-
UNSW-NB15-v2 evaluated split under our experimental setting, and 99.74% accuracy
with 99.54% precision and 99.94% recall on CICIoMT-2024. Compared to standard
LSTM, HLSTM improved accuracy by 6.79 percentage points on NF-UNSW-NB15-
v2 (99.63% vs. 92.84%) while simultaneously reducing training time by approximately
45.4%. On CICIoMT-2024, training and testing time reductions of 64.6% and 83.8%),
respectively, were observed compared to LSTM-—confirming that the hierarchical ar-
chitecture achieves superior detection without incurring additional computational cost.
Furthermore, the architecture is designed to be compatible with additional privacy-
preserving mechanisms such as Secure Aggregation and Differential Privacy, ensuring

extensibility to stricter regulatory and operational requirements.

Third, addressing the fault tolerance challenge, we proposed a Proactive Fault
Tolerance mechanism based on Multi-Criteria Decision Analysis, specifically employ-
ing TOPSIS and AHP methods. Unlike reactive routing protocols such as RPL and
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AODV, which initiate repairs only after a failure has occurred, our mechanism cal-
culates a dynamic Trust Score for every network node using multidimensional criteria
encompassing safety, energy, latency, and packet loss. Experimental evaluation demon-
strated that balanced weight allocation (Safety 35%, Energy 35%, Latency 15%, Packet
Loss 15%) consistently identified the most trustworthy nodes while successfully detect-
ing and isolating malicious nodes from routing decisions. The framework was further
shown to be robust under skewed weight configurations, exposing vulnerabilities (e.g.,
selecting high-latency or malicious nodes) when safety criteria are underweighted—
thereby validating the necessity of the multi-criteria approach. The MCDA-based
routing framework is designed to operate over general IoT network topologies and is
not restricted to medical sensor configurations, making it directly applicable to smart

city, industrial IoT, and critical infrastructure monitoring scenarios.

Fourth, and as a distinguishing feature of this work, we demonstrated a Uni-
fied Cyber-Physical Defense System that integrates the deep learning-based intrusion
detection (from Contribution 2) with the network-layer routing control (from Contribu-
tion 3) into a closed-loop architecture. In this system, the Network Intelligence (IDS)
and the Network Control (routing) operate in synergy: detection insights directly trig-
ger fault-tolerant routing decisions in real time, enabling the network to self-heal and
self-protect autonomously. This integration bridges the traditional gap between secu-
rity monitoring and network management, offering a model for autonomous, resilient

IoT network operation across application domains.

Perspectives

Beyond this study, we intend to expand and improve the proposed framework. Our

future research directions are categorized below:

e Blockchain-based trust management. Extend the proposed trust-based
routing mechanism by integrating blockchain technology to create an immutable,
decentralized record of node trust scores and routing decisions, further enhanc-
ing transparency and accountability in multi-stakeholder IoT deployments where

mutual trust between network operators cannot be assumed.

« Handling zero-day and adversarial attacks. Investigate the integration of
anomaly detection techniques and adversarial robustness mechanisms to improve
the framework’s resilience against previously unseen attack patterns and adver-

sarial machine learning threats targeting the IDS itself.
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General Conclusion

In conclusion, this thesis set out to answer a central research question: how to de-
sign a distributed framework that simultaneously optimizes time allocation for scalable
communication, ensures robust security, and provides proactive fault tolerance in the
Internet of Things. Through the four contributions presented, we have provided a
concrete and experimentally validated answer to each facet of this trilemma. Strate-
gic temporal aggregation resolved the scalability challenge by reducing computational
overhead by up to 99.3% and, by extension, lowering the energy budget required at con-
strained sensor nodes. The FTL-HLSTM framework addressed the security challenge
by achieving up to 100.00% binary detection accuracy on the evaluated splits while
preserving data privacy across Non-IID distributed environments. The MCDA-based
trust routing mechanism answered the fault tolerance challenge by proactively isolat-
ing malicious and degrading nodes before they could compromise network integrity.
Finally, the closed-loop integration of these components demonstrated that security
intelligence and network control can operate as a unified, self-healing system. While
the IoMT served as the primary validation domain due to its particularly demanding
requirements, the proposed algorithms and architectural principles are designed to be
applicable across the broader IoT ecosystem. We believe that this work provides a
solid foundation upon which the next generation of secure, resilient, and scalable IoT

networks can be built.
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