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General introduction

1 Context:

Web applications are becoming more popular and widely being used in all aspects of work
and social activities, unfortunately, with the growth of web technologies and availability of
resources over internet number of attacks on servers providing these services, resources are
increased.

One of the most popular attack targets are web-servers and web-based applications. A web
server is a program that serves a request using the HTTP protocol. Initially web servers were
using static Hyper Text Markup Language (HTML) pages to provide information. But
nowadays the web servers provide dynamic services using database queries, executable
script,etc. for providing information. The web is used for different kinds of services and

various applications such as emailing,banking applications, real-time communication, etc.
2 Statement of the Problem:

Denial of service (DoS) attack against web server is one of the most dangerous attacks.
Which attempts to make the web server unavailable to serve up the web sites they host to
legitimate visitors. Usually, the users of web-servers request and send information using
queries, which in HTTP tfafﬁc are strings containing a set of parameters having some values.
Attackers are able to manipulate these queries and create requests which can corrupt the
server.

Denial of Service attacks can result in significant loss of service, money and reputation for
organizations. Typically, the loss of service is the inability of a particular network service,
such as e-mail, to be available or the temporary loss of all network connectivity and services.
An HTTP Denial of Service attack can also destroy programming and files in affected
computer systems. In some cases, HTTP DoS attacks have forced Web sites accessed by

millions of people to temporarily cease operation.

3 Objectives:

3.1 General Objectives
In this work, we propose an anomaly based system developed to detect DoS/DDoS attacks

against web servers. The detection focus on two most attack target protocols TCP and HTTP.




General introduction

3.1 Specific Objectives
The design of the framework handles all aspects of HTTP and TCP based DDoS attacks

through the following three subsequent framework’s layers:

e Firstly, an outer detector blocks attacking IP source if it is listed on the black list
table.
e Secondly, the IP spoofed detector to validate whether the incoming request is
launched by true IP source or a spoofed IP.
e Thirdly, two classifier modules are proposed to detect HTTP/TCP DDoS attacks,
for this modules we have to :
o Select the relevant features of the HTTP protocol, to calculate a new set of
features to classify the HTTP traffic as normal or DoS attack.
o Select the relevant features of the TCP protocol, to calculate a new set of

features, to classify the TCP traffic as normal or DoS attack.

4 Thesis Outline:

To meet our objective this thesis is structured as follows:

The First chapter considers the content of our work. Firstly, we provide an overview of
Hypertext Transfer Protocol and how HTTP client and server communicate, then we

introduce the denial of service attack, its different concepts, techniques and tools.

The second chapter provide an overview of intrusion detection systems and taxonomy of

defense mechanisms against DoS/DDoS attacks.

The third chapter presents the conceptual aspect of our DoS/DDoS attack detection
framework and its different components, which are a packet sniffer, IP spoofing detector and
TCP/HTTP classifier modules.

The fourth chapter shows the experiments to demonstrate the effectiveness of our proposed
framework.
Finally, we conclude this thesis by a general conclusion, recommendations and different

perspectives.



General conclusion

Undoubtedly, DDoS attacks present a serious problem in the Internet and challenge its rate
of growth and wide acceptance by the general public, skeptical government and businesses.
As the use of internet increasing, the need for more efficient DDoS detection system becomes

critical.

The great complexity of the DoS/DDoS problem suggests that its solution will require the
use of multiple defenses .Our implemented framework proposes an alternative solution which
work on collaborative, multilayers manner to detect HTTP and TCP based DoS/DDoS
attacks. This solution starts by a simple traffic filter, which detect the black listed IP source,
then pass to the second medium filter to detect the IPs spoofed, finally the traffic pass into
two parallel filters: TCP filter and HTTP filter, for each detected anomaly, the traffic will be
blocked.

In this work, we collected a new dataset that "includes modern types of DoS/DDoS attack,
which were not been used in previous researchs. The collected data has been recorded for
different types of attack that target the Application and transport layers. Random Tree
classifier algorithm was applied on the collected dataset to classify the normal traffic and
DDoS types of attack namely: SlowPost, Slowloris, HOIC, LOIC-HTTP, LOIC-TCP,
SynFlood. :

To evaluate our DoS/DDoS framework we split our dataset into four type of traffic, which
are HTTP-Normal, TCP-Normal, HTTP-DDoS and TCP-DDoS traffics. The both of TCP-
Normal and TCP-DDoS traffics are used to test the performance of TCP classifier.
Simultaneously, HTTP -Normal and HTTP-DDoS traffics are used to test the performance of
TCP and HTTP classifiers. The evaluation proves that the proposed method can successfully
identify DDoS attacks with very high detection rates.

As perspective we propose to integrate our framework with snort IDS to generate snort

rules for each reported anomaly.
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Abstract: Recently many prominent web sites face so called Denial of Service Attacks

(DoS).these attacks oceur when an attacker attempts to make the web server, or servers,
unavailable to serve up the web sites they host to legitimate visitors. Despite many
researchers’ efforts, no optimal solution that addresses all sorts of DoS/DDoS attacks is on

offer.

Therefore, our framework aims to propose an alternative solution which handles all
aspects of HTTP and TCP based DDoS attacks through the following three subsequent
framework’s layers:

e Firstly, an outer detector blocks attacking IP source if it is listed on the black list.
e Secondly, the IP spoofed detector to validate the source of incoming requests.
e Thirdly, two classifier modules are proposed to detect HTTP/TCP DDoS attacks,
for this modules we :
o Select the relevant features of the HTTP protocol, to calculate a new set
of features to classify the HTTP traffic as normal or DoS attack.
o Select the relevant features of the TCP protocol, to calculate a new set of

features, to classify the TCP traffic as normal or DoS attack.

Keywords: Denial of service attack (DoS) detection, Web server attack, Intrusion
detection system, Decision tree, IP spoofed detection.




