PEOPLE’S DEMOCRATIC REPUBLIC OF ALGERIA 1/ - —.
MINISTERY OF HIGHER EDUCATION AND SCIENTIFIC RESEARGH. . -

s el
w’jgfﬁﬂtc% ______
A UNIVERSITY OF M'SILA

FACULTY OF MATHEMATICS AND COMPUTER SCIENCE

Computer Science Department

Dissertation submitted in partial fulfilment of the requirements for
the Degree of MASTER
Domain : Mathematics and Computer Science
Branch : Computer Science
Specialty : Network
By: MAHAMEDI Soundous

Title

Implementation of a Hidden Web crawler

Publicly defended: / /2015 before a Jury composed of:

Mrs.SAOUDI Lalia University of M’sila Supervisor
.................................... University of M’sila Chair
.................................... University of M’sila Examiner
.................................... University of M’sila Examiner

Academic Year : 2014 /2015



Content table

CONTENT TABLE

i. Table list

ii. Figure list

GENERAL INTRODUCTION.......cccuuuunieerrnnrnrereeennnneeessnnneeessnnnneen]

CHAPTER 1: WEB CRAWLER......cctiitiuiniiiininienrneerncacensnseesnensnsnnsns 5
1 Introduction. ............c.ooooiiiiiiiiiiieies e 5
2 Web Crawler...............oouuiioiuiiiiieeee e 5
2.1 Challenges of Web crawler......................ccocooveeeei 6
2.2 Features a crawler must provide........................................... 7
2.3 Features a crawler should provigle ....................................................... 7
3 Web crawler operation......................cccoveimiieeiiioo 8
4 Crawhing PoliCy...........c..oooeiiuviiiiieeeenoeeeeee oo 8
4.1 Selection POCY.............ccuvveviiiiiiiiisiiiiiee e 8
4.1.1 Off-line Tmits.........ooovrimiimmminiiiie et 8
4.1.2 On-line SElECtON. ........uveiiiiiiiieeie e 9
4.2 Re-ViSit Oliey...............oooovoooooooo 9
4.3 Politeness EERIIEN v v wmimwnsinss 44 SRR & 5 s e P TP 8 S KBS s sl 9
4.4 Parallelization Policy.................ccoooevuuuvviuienieesiie 10
S The architecture of Web crawler........................................._ 10
6 Crawler identification........................................... 14
7 Data SIrUCHUES. .........oeevieeeeieieeeeeeeeeeees e 14
8 Different types of Web crawlers.....................c...ooooiiii 15
8.1 Focused Web crawler...................coooeeeiiuiuuiinsssiiiie 15
8.2 Incremental crawler...........................ooovvimeiiiiiieeeeii 15
8.3 Distributed crawler.....................ccccouiiieimmminiiii 16
8.4 Parallel crawler..................ooooiuviiiiiiniiienanimi 16
9 Conclusion...............ccoooviiiuiiiiiiinieiiee oo 16

CHAPTER 2: HIDDEN WEB..itiiiiiiiiitencncereceseromesesosessscesesnsesnsnes]?
1 Introduction...............o.oovviiiiiinniiin e 17




Content table

RIBRBEIWODI i e svvis i st vaeannnsdvas sevdsns vasss svars o6 min i paas s o 17
2.1 Search INterfaces. ........c.ovuiuuiniiniiint e eiiee e eeerenseireeeneenenns 18
2.2 Characteristics and scale of the hidden Web......................cccoueee.... 18
2.3 Methods which prevent Web pages from not being indexed.................. 19
2.4 Types of deep Web Sites............ocoeuiviiiiiiiiiniii e 19
2.5 ClasSifying FeSOULCES. .....veuuentinrenteneeniireneiirineireeneinenneanennenens 20
2.6 Hidden Web databasemodel................coovviiiiiiiiiiiiiiiiiniininnninn, 21
3 Accessing the hidden Web..........................co 22
4 Dynamic Web.........c.ooviiiiiiiiiiiiiiii 23
4.1 Categorization based on type of dynamism...................ccceevveinnnnnnn. 23
4.2 Categorization based on generative mechanism............................... 28
5 Previous work................... et T ———————i 27

O N OIS 15 s o o e SR e e e b e et b e TR S bt 31

1 INtroduction..............coouininiiiiiiiiiiiie e 3
2 Proposed OV ————— 32
2.1 Webpagefetcher..........c.cooooiiiiiiiiiiiiiiiii e 34
2.2 Detection of duplicate URLS...............ccooooviiiiiiiiiiiiiiiiceeeeea, 34
2.3 Web page classification............... e TS SR A R SR s 34
2.4 Form detection .............cooeviriiiiniiiiiiiiiii i 34
2.5 Form structure classification...........................coooiiiiiiiiinn e, 34
2.5.1 HTTP Requests and ReSPONSES. .. .....o.uvvvireiiriiniininiiieieieieeneineneanennens 35
2.6 Form content classification.........................ooooiiiiiiiiiiiiiiii 36
Bl RO ETEIIRIIN < i o:secmscusinv s » womsomsminnrs o .55 5amost PSR 4 5 084S b o i B 36
2.7.1 Internal Form Representation............o.ovueiiiiiiiniriiniiiiiiiiieinineeeeneen. 38
2.7.2 MatChing fURCHION. ............uuuuiiiniieiii ettt eeee e e e e reranens 38
2.7.3  Task-specific database. .. ..................ouuuuniieiniiiiii i eeieeaena 39
28 SOLJEOHON. . ....cccovviiiiiiimviniinemmmineeinersirsraresns sonsesasrrs osssonsesssnmssssss 39
2.8.1 The types of SQL injection attack...........c..oeuiuiiniiiiniinieiieeeenineensieenens 39
2.8.2 Initial database VAlUES............evviiniiniiniiiiie e e 39




Content table

2.8.4 AdapLive QDPTOACH. ...........c.ouviiiieiiiiieiiiitiiete et 39
2.9 Response page analysis..............coovviiiiiiiiiiiiiiiii e 42
2.10Indexing dynamic PAZE............c.oouivinininiiiiiiiiii e eans 43
3 Comclusion............ooovuiiiiiiiiii e 43

CHAPTER 4: WEB CRAWLER......cccccttitiiniiirincesiiimmiiecesssssecanneesdd

1 INtroduction..............oooooeiiiiiiiniiiiiii e +4
2 Software environments........................ooooovviiiiiiiiiiiiiiiee e 44
3 Language and tools used to develop ........................................ 44
BRI RO 0 1wt i A S enscrcmss el B Eon it T 44
311 WhY WE USE JAVA? ..ovvuiiniriiieiiniieieteiereinee ettt ernereeneineneenenenoeneenes 44
312 JaVA IDIAIEs. .. eeeeeieeieeeeee e 44
320racle.........cocvvirieiiiiiiiennnn, I SO S AU 45
3.3 Why We US€ OTaCle. ... .cuuuniniiiiiiiiit e et 45
4 THiWC implementation..........................ccoooeviiiiiiiiiiie e 45
4.1 Domain definition..... D S 45
4.1.1 Repository table SIMUCHITE. .. ..o cvvvis i nsiisioss mmsmsion e smmsnmeninnss ronsbrrsaesssusrasess 46
4.1.2 Alias talBle'structure ......................................................................... 46
4.1.3 Initial repOSItOry VAIUES. ... .uvuiriiiietiieiiee i a e eaeas 46
4.1.4  COMPULING SCOTES. ... v evntneneunnerarernenenanetererneneresereneneeernteenerereenenens 46
4 LE  AllaR able.. .o cissnsi s sinsmmiirn s ST 46
S HOWIEWOIKS........ooiiiiiiiiiiiiiiiiie e 47
SATraining PRASE.........ooiviiiiiiiii i 47
6 Testing PRASE...........ouumuiiiiiiiiiiiiee e 50
7 Experimental RESUMS. .........oooeeeeeee oo 51
T A DESCUSSIOM .....ouuiniiniiiiit ettt e e et e e e e eaean e s esans 52
8 Comclusions..............coeiiiiiiiiiiiiii e, 52




General introduction

1 Context of the study
Since the early days of the Web, search has been the ubiquitous discovery tool for Web

users to find the answers to their questions and solutions to their needs. And since the wide
adoption of search, organizations have vied for position in search results using a variety of
strategies and tactics to capitalize on this rich source of Web traffic.

The World Wide Web is a global information medium of interlinked hypertext documents
accessed via computers connected to the internet. Most of the users rely on traditional search
engines to search the information on the Web. These search engines deal with the Surface Web
which is a set of Web pages directly accessible through hyperlinks and ignores a large part of
the Web called hidden Web which is hidden to present-day search engines. It lies behind search
forms and this part of the Web containing an almost endless amount of sources providing high
quality information stored in specialized databases, can be found in the depths of the WWW.
World Wide Web (WWW) is broadly divided into two categories:

e The surface Web contains 1% of information content of the Web. Search engine crawl
along the Web to extract and index text from HTML documents on the Websites, then
makes this information searchable through keywords.

o The hidden‘ Web contains 99% of information content of the Web. Most of this
information, is contained in the databases and is not indexed by search engines.

This means if we af’e searching for information from surface Web only, we search through
only 1% of WWW and miss 99% of it whereas 95% of hidden Web is free publicly accessible
information. As the hidden Web information that is hidden behind the search query forms can
only be accessed by interacting with these forms, development of automated system that
interacts with the search forms and extracts the hidden Web content would be of great value to

human users.[23]

2 Statement of the Problem
In fact all the information is available on the internet but buried behind search interfaces
and stored inside the databases. Therefore, the required Web service has to dig, gather,
normalize and store the information to make it searchable for the users.
Our Hidden Web crawler must implement some techniques which respond to the following
challenges:
a. Automatic Finding of Search Interfaces of a specific domain: Automatic detection

of search interfaces will also be useful for ranking of search engines’ results.
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b. Querying Web Databases: Retrieving information by filling out Web search forms is
a typical activity for a Web user. The automation of querying and retrieving data
behind search interfaces is desirable and essential.

c. Extract and analyze response pages: A crawler must extract the content lying behind
the form interfaces of the selected content sources.

d. Indexing response web pages: permitting rapid identification of which crawled pages
contains particular words or phrases, used to optimize speed and performance in finding

relevant documents for a search query.

3 Motivation

Search engines are clearly among those that can benefit from the information behind search
interfaces. Current searchers deal well with informational (give me the information I search for)
and navigational (give me the URL of the site I want to reach) queries, but transactional (show
me sites where I can perform a certain transaction, e.g., shop, access database, download a file,
etc.) queries are satisfied only indirectly. It is needless to say that data in the deep Web is
" indispensable to use when ansWering transactional queries that constitute about 10% of web
search engine queries.
The fact that the deep Web is still poorly indexed is another major issue for search engines,

which are eager to improve their coverage of the Web.

4 Objective

4.1 General Objectives
In this work, we study how we can build a Hidden-Web crawler that can automatically
download pages from the hidden Web, so that search engines can index them. We address the
problem of building a hidden Web crawler; one that can crawl and extract content from these
hidden databases. Such a crawler will enable indexing, analysis, and mining of hidden Web

content, askin to what is currently being achieved with the PIW (Public Indexable Web).

4.2 Specific Objectives
The specific objectives of this research are the following:
a- Form Analysis: Parse and process the form relevant searchable forms to build a copy of

them.
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b- Value assignment and ranking: Use approximate string matching between the form
labels and the labels in the predefined list to generate a set of candidate value, then use
the adaptive approach to generate a new candidate values from the generated page.

c- Response Analysis and Navigation: Analyze the response pages (i.e., the pages received
in response to form submissions) to check if the submission yielded valid search results.
Use this feedback to tune the value assignments in Step b. Crawl the hypertext links in
the response page to find new URLs.

d- Index the content behind many HTML forms.

S Research Approach and Methodology
The proposed hidden web crawler’s goal is to automate the process of searching, viewing,
filling in and submitting the search forms and analyzing the response pages. It employs a suite

of algorithms distributed into following three phases:

S.1 Domain Definitions
The process for creating the domain definitions was the following: we choose the book
- domain we automat_ically'explored 7 sites at random via SQLI queries to extract their data to
be inserted into database initial values and to define the attributes and their aliases. The score
of each book, the specificity weight of each attribute and the relevance threshold were also

manually chosen from our experience visiting these sites.

5.2 Processing Forms »

The first stage of the extraction of the hidden Web information is the detection of deep Web

search interface.

- The system tries to classify the found forms into two groups searchable and non
searchable forms.

- the system tries to determines if the searchable form is relevant with respect to the
domain by matching its attributes with the fields of the searchable forms, The method
we use to determine if a form is relevant to a domain consists of adding the frequency
of each label, pondered by its weight, and checking if the sum exceeds the relevance
threshold .

- If the form is relevant, the crawler uses it to execute the queries defined in the database.



General introduction

5.3 Response page analysis:
This phase analyzes response pages (the server response to the crawler Query), wherein the
response analyzer distinguishes between the response pages containing search results, and

pages containing error messages

6 Thesis Qutline

This thesis consists of four chapters:

The first chapter considers the content of our work. Firstly we provide an overview of Web
crawler and its different operations, its architecture and the different technical features which
should and must provide in the Web crawler.

The second chapter provides a general overview of the hidden Web and their features; we
explain the causes to have hidden Web pages, the techniques of hidden Web crawler and how
to access in it.

The third chapter presenté the conceptual aspect of our crawler prototype, and its different
modules to implement the hidden Web crawler.

We present our prototype in the last chapter and discuss the results obtained from running
' the prototype, revealing the improvements resulting from the proposed method.
Finally, we conclude this project by a general conclusion, recommendations and different

perspectives.
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GENERAL CONCLUSION

Current-day crawlers are used to build repositories of Web pages that provide the input for
systems that index, mine, and otherwise analyze pages (e.g., a Web search engine). However,
these crawlers are restricted to the set of pages in the publicly indexable portion of the Web.

In this project, we addressed the problem of extending current-day crawlers to build
repositories that include pages from the “hidden Web”, the portion of the Web behind
searchable HTML forms.

We proposed an application/task specific approach to hidden Web crawling. We argued that
as with the PIW, the tremendous size and heterogeneity of the hidden Web makes
comprehensive coverage very difficult, and possibly less useful, than task-specific crawling. A
narrow application focus is also useful in de51gn1ng a crawler that can benefit from knowledge
of the particular apphcatlon domain.

We presented a simple operational model of a hidden Web crawler that succinctly describes
the steps that a crawler must take: relevant page extraction, form detection, form structure
classification, form content classification, form submission and response page analysis.

We described the architecture and design techniques used in IHiWC, a prototype crawler
implementation' based on SQLI to get the initial keywords values and fill the repository database
in the training phase.

In the test phase we choose a set of 12 sites and calculate different metrics to evaluate the
performance of our crawler, the promising experimental results using IHiWC demonstrate the
feasibility of hidden Web crawling and the effectiveness of our different techniques to
implement this crawler.

We believe that our operational model sets the stage for designing a variety of hidden Web
crawlers for different domain, ranging in complexity from the simple label matching approach
of THiWC, to the use of sophisticated natural language and knowledge representation

techniques.
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Adaptive website: An adaptive website is a website that builds a model of user activity and
modifies the information and/or presentation of information to the user in order to better address

the user's needs.

Backlinks: also known as incoming links, inbound links, inlinks, and inward links, are
incoming links to a website or web page. In basic link terminology, a backlink is any link
received by a web node (web page, directory, website, or top level domain) from another web

node.

CAPTCHA: is a type of challenge-response test used in computing to determine whether or

not the user is human.

Checksum: is a small-size datum from a block of digital data for the purpose of detecting

errors which may have been introduced during its transmission or storage.

Continuous Crawl: in continuous crawl mode, the search appliance is crawling your enterprise
content at all times, ensuring that newly added or updated content is added to the index as
quickly as possible. After the Google Search Appliance is installed, it defaults to continuous

crawl mode and establishes the default collection.

Crawlytics: Social Crawlytics is a tool that crawls a website to see how many times pages from

that website have been shared on social media pages, hence the name, Social Crawlytics.
CrawlTrack: is a free and open source audience statistics of a website.

Data records: in computer science, a record is a basic, it is a collection of elements, typically
in fixed number and sequence and typically indexed by serial numbers or identity numbers. The

elements of records may also be called fields or members.

Darknet: is a private network where connections are made only between trusted

peers sometimes called "friends" (F2F) using non-standard protocols and ports.

Free-form text: words and sentences, such as input to a word processor or e-mail program.
Since text is already free form, the term is redundant; however, it is used to emphasize its

unstructured nature. See free-form database, unstructured data and text mining.



Fingerprint: In computer science, a fingerprinting algorithm is a procedure that maps an
arbitrarily large data item (such as a computer file) to a much shorter bit string, its fingerprint,
that uniquely identifies the original data for all practical purposes just as
human fingerprints uniquely identify people for practical purposes. This fingerprint may be

used for data deduplication purposes.

Giga Alert: formerly known as Google Alert, is the web's leading automated search and web
intelligence solution for monitoring your professional interests online. It tracks the entire web

for your personalized topics and sends you a new results by daily email.

I2P: is an anonymous overlay network - a network within a network. It is intended to protect

communication from dragnet surveillance and monitoring by third parties such as ISPs.

MIME: An internet media type is a standard identifier used on the internet to indicate the type

of data that a file contains. Common uses include the following:

o email clients use them to identify attachment files,

o web browsers use them to determine how to display or output files that are not in HTML
format,

o search engines use them to classify data files on the web.

PageRank: is an algorithm used by Google Search to rank websites in their search engine
results. It is a way of measuring the importance of website pages. According to Google:
PageRank works by counting the number and quality of links to a page to determine a rough

estimate of how important the website is.

Robots exclusion standard: also known as the robots exclusion protocol or robots.txt protocol,
is a standard used by websites to communicate with web crawlers and other web robots. The
standard specifies the instruction format to be used to inform the robot about which areas of the
website should not be processed or scanned. Robots are often used by search engines to

categorize and archive web sites, or by webmasters to proofread source code.

Search engine spamming: spamdexing (also known as search engine spam, search engine
poisoning, Black-Hat SEO, search spam or web spam) is the deliberate manipulation of search
engine indexes. It involves a number of methods, such as repeating unrelated phrases, to
manipulate the relevance or prominence of resources indexed in a manner inconsistent with the

purpose of the indexing system.



Page Selection: Dynamic page selection is enabled when the web content viewer is
configured to use the Dynamically select a web content page link broadcasting option. To
render a content item, the dynamically selected target page must contain at least one web

content viewer. The viewer must be configured to receive links from other portlets.
Snapshot: is the state of a system at a particular point in time.

Spambot: is an automated computer program designed to assist in the sending of spam.
Spambots usually create fake accounts and send spam using them, although in many cases it
would be obvious that a spambot is sending it. This has led to the development of password-

cracking spambots that are able to send spam using other people's accounts.

Spider trap: or (crawler trap) is a set of web pages that may intentionally or unintentionally
be used to cause a web crawler or search bot to make an infinite number of requests or cause a

poorly constructed crawler to crash.

Tor: is short for The Onion Router (thus the logo) and was initially a worldwide network of

servers developed with the U.S. Navy that enabled people to browse the internet anonymously.

User-agent: In computing, a user agent is software (a software agent) that is acting on behalf
of a user. For example, an email reader is a mail user agent, and in the Session Initiation

Protocol (SIP), the term user agent refers to both end points of a communications session.

Vertical search engine: as distinct from a general web search engine, focuses on a specific
segment of online content. They are also called specialty or topical search engines. The vertical
content area may be based on topicality, media type, or genre of content. Common verticals
include shopping, the automotive industry, legal information, medical information, scholarly

literature, and travel.

Web search engine: is a software system that is designed to search for information on
the World Wide Web.

Web archiving: is the process of collecting portions of the World Wide Web to ensure the

information is preserved in an archive for future researchers, historians, and the public.



Web data mining: isatechnique used to crawl through various web resources to collect
required information, which enables an individual or a company to promote business,
understanding marketing dynamics, new promotions floating on the internet, etc. There is a
growing trend among companies, organizations and individuals alike to gather information

through web data mining to utilize that information in their best interest.
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Abstract

Current-day crawlers retrieve content only from the publicly indexable Web, i.e., the set of
web pages reachable purely by following hypertext links, ignoring search forms and pages that
require authorization or prior registration. In particular, they ignore the tremendous amount of
high quality content “hidden” behind search forms, in large searchable electronic databases. In
this work, we provide a framework for addressing the problem of extracting content from this
hidden Web, that is why we have built a task-specific hidden Web crawler called the Intelligent
Hidden Web Craner (IHiWC). We describe the architecture of IHiWC and present a number
of new techniques that went into its design, approach and implementation. We also present
results from experiments we conducted to test and validate our techniques.

Keywords: Deep crawler, Hidden Web Crawling, forms classification, forms submission
Résumé

Les robots d’indexation de nos jours peuvent seulement récupérer le contenu des pages Web
publiquement indexables, & savoir, l'ensemble des pages Web accessibles uniquement en
suivant les liens hypertextes, ignorant les formulaires de recherche et les pages qui nécessitent
une autorisation ou un enregistrement préalable. En particulier, ils ignorent I'énorme contenu
de haute qualité "caché" derriére des formulaires de recherche, dans les grandes bases de
données électroniques. Dans ce travail, nous proposons un cadre pour prédire le probléme de
l'extraction du contenu de ce Web caché. Pour cette raison, nous avons construit un robot
spécifique dans un domaine particulier : Intelligent Hidden Web Crawler. Nous décrivons
l'architecture de IHiWC et présentons un certain nombre de nouvelles techniques qui ont servi
4 sa conception, a son approche et & son implémentation. Nous avons également présenté les
résultats des essais utilisées afin de tester et valider nos techniques.
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des formulaires.



