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Ceneral introduction

General inf s'cc! er*fion

l.l. Contest

The people who say they know about SQLIA, they knew and saw simple examples

of what this type of attack can do, but they probably did know that SQLIA is one of the

most devastating vulnerability that can infect a business. It can also steal a sensitive

information, secure data, like a credit card number, personnel information. It can also

lead to gain an administrative access to an application and manipulate it as they want.

1.?. Statemen* of the Problem:

SQL injection attacks pose a serious security threat to Web applications, they allow

attackers to obtain unrestricted access to the databases underlying the applications and

to the potentially sensi'tive information these databases contain. Although researchers

and practitioners have proposed various methods to address the SQL injection problem,

current approaches either fail to address the full scope of the problem or have

limitations that prevent their use and adoption. Many researchers and practitioners are

familiar with only a subset of the wide range of techniques available to attackers who

are trying to take advantage of SQL injection vulnerabilities. As a consequence, many

solutions proposed in the literature address only some of the issues related to SQL

injection.

Because of that. developers go to implement SQL injection detection system

(SQLIDS). The system monitors web-based applications and detects SQL injection

attacks in real time. We report some preliminary experimental results over several SQL

injection attacks that show that the proposed query-specific detection allows the system

to perform focused analysis at negligibte computational overhead without producing

false positives or false negatives. Therefore, the new approach is very efficient in

practice.

1.3. Objectiv*s

| .2.1 .{'z*T1t:t"zl '.. }1tirt1:'a*

The subject of this work is to develop a prototype tool that detects SQLIA using the

information theoretic approach. The mean goal is to improve the detection of the new

SQLIA's.
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The intent of this work is to improve the implementation of Hossain Shahriar's

approach that detects SQLIAs using the information theory. Our goals are:

o To improve the extraction and the detection of SQLIA to a dynamic way,

without need to instrument the source code.

o To make this application work on several applications that was written in

different programming language, which means answering this question:

1.4. Methadology

Our implementation of this detection tool is divided in two phases: static and

dynamic phases.

In the static one, we'extract the queries from the dynamic pages which mean a

problem of getting the dynamic pages, then, calculate the number of its tokens, which

put's the proflem of the way the query was written with. To resolve this problem, we

made an SQL parber.

Then, we calculate the number of repetition of every single token, and the entropy. In

the dynamic phase, which means when the query executes, we got the inputs of the user

and we place them in the query and recalculate the entropy. Then we made a

comparison between the first and the second value of the entropy, if it has been

decreased or increased, then, we deal with the query that contains an injection.

1.5. Report Outline

This work divided in four chapters:

1"5.1" t'ha**rUl

The first chapter contains everything about SQLIAs; we present the seven types of
injection attacks based on the mechanisms that used and the intents of the attacks. every

type with an example and an explanation.
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In the second chapter, we summarize how to make a web application secure against

SQLIA, using IDSs and its technologies, Then, we give the most common technologies

developed to detect and prevent the SQLIA. And at the end, we list the approaches that

used the theoretic information as a base of their securitv work,

| .5 "1,.{.".?s:tl:zr::r {t3

In the third chapter we define the information theoretic and its different concepts

specially entropy which is the basic element of it, then, we define the mathematical

formula to calculate it.

The second part of this chapter is about the application of "the detection of SQLIA's

based on information theoretic "approach

| 3.A.d'ltaVt"':r t)4

In the fourth chapter we are going to explain more about the implementation of our

tool using this approach.Iirst of all, this java tool is implemented using eclipse, which

is an integrated development environment for java. And we developed a dynamic

website we called "security group", as a security group that inform the users about its
(

different productq, as well as everything new in the security field. This web site is

developed for,the purpose of testing the SQLIA's and the SQLI detector and we used

the Dreamweaver for the design, and the Notepad for the code.

After that we define the different packages and programming languages, as well as

the implementation of the web site and java application
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Despite secure programming practices and many proactive countermeasures available,

most of the web-based applications still suffer frorn SQLI vulnerabilities. Exploitations of

SQLI vulnerabilities result in unwanted program behaviors and loss and leakage of

confidential information of end users. Thus, SQLI mitigation needs to be considered

seriously. This work detected SQLI attacks using an information-theoretic approach. We

defined entropy as a measure to understand the complexity of the static query written by

programmers. When a maliciously input successfully alters the static nature of the query, the

complexity value changes. Thus, we rely on comparing the statically computed entropies with

that of dynamically computed entropies. The deviation indicates the presence of SQLI in a

query. The approach has been found to be efitctive for a set of vulnerable programs

implemented in PHP. The approach allowed us to identify unknown SQLI attacks.

Our approach comprised two phases: In the static one, we explained how we extracted the

queries and how we calculated the number of their tokens, the number of repetition of everl'

single token, and the entropy. In the dynamic phase, which means when the query executes-

we explained how we got the inputs of the user, placed them in the query and recalculated the

entropy. Then we made comparison between the first and the second value of the entropy,

whether it hbs been decreased or increased, then, the query contained an injection.

Actually, we did implement SQL injection detector based on this approach using the java

language. We did test it in a web site that we did implement and the application has been

effective on the detection of SQLIA's

Our future work includes testing the application on several web applications. We also

plan to apply our developed to detect other web-based applications written in other

programming languages.

80
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ABSTRACT

SQL Injection (SQLI) is a widespread vulnerability commonly found in web-based programs.
Exploitations of SQL injection vulnerabilities lead to harmful consequences such as authentication
bypassing and leakage of sensitive personal information. Therefore, SQLI needs to be mitigated to
protect end users' In this work, we pr"."ni an approach to detect SeLI attacks based on information
theory' we compute the entropy of each query present in a program accessed before program
deployment' During the program execution time, when an SeL query is invoked, we compute the
entropy again to identify any change in the entropy measure for that query. The approach then relies
on the assumption that dynamic queries with attack inputs result in increased or decreased level of
entropy' In contrast, a dynamic query with benign inputs does not result in any change of entropy
value.

Keywords: SQL injection, software vulnerability, information theory, entropy.

R6sum6

L'Injection SQL (SQLD est une vulndrabilitd rdpandue trouvde couramment dans les programmes
basds sur le s/eb. Les exp.loitations de vulndrabilitds d'injection SeL mdnent d des consdquences
ndfastes telles que I'authentification contournement et la fuite d'informations personnelles sensibles.
Par cons6quent, SQLI doit 6tre attdnude afin de protdger les utilisateurs finaux. Dans ce travail, nous
prdsentons une'approche pour ddtecter les attaques de SeLI bas6es sur la th6orie de l,information.
Nous calculons l'entropie de chaque requote prdsente dans un programme consult6e avant le
ddploiement du programme. Au cours du programme le temps d'ex6cution, lors d,une requ6te SeL est
invoqu6, nous calculons dL nouveau I'entropie pour identifier tout changement dans la mesure de
I'entropie pour cette requ€te. L'approche repose donc sur I'hypothdse que les requ6tes dynamiques avec
des entr6es d'attaque entrainent une augmentation ou une diminution du niveau de l,entropie. En
revanche' une requcte dynamique avec des entr6es bdnignes ne conduit pas d un changement de la
valeur de I'entropie.

Mots-cl6s: injection SQL, vulndrabilitd du logiciel, thdorie de I'information, l,entropie.
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