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ABSTRACT

Radio frequency identification (RFID) technology has been used to build improved
healthcare systems in recent years, providing a variety of healthcare services that can benefit
both medical staff and patients. However, because RFID systems use unsecure communication
routes, security is a major concern that must be addressed before RFID can be deployed in
healthcare systems. The major goal of this project is to develop a better RFID authentication
protocol that ensures security. We improved a pervious Protocol Agrahari et al. that was based
on ECQV with a new algorithm kyber.CPA PKE that considered as a candidate in NIST post-
quantum cryptography standardization NIST post-quantum cryptography standardization. We
used kyber.CPA PKE which consisting of key generation, encryption and decryption algorithm
for achieve our goal and to overcome these weaknesses that existing before. The security of our
scheme is confirmed with security analyses Based on several metrics. Besides, it is compatible
with low-cost RFID tags. Moreover, our protocol achieves better performance and it fulfils the
basic requirements. Thus, the suggested protocol is capable of providing excellent security for
RFID-based healthcare systems.

Key words: Authentication, healthcare system, RFID, security.
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RESUME

La technologie d'identification par radiofrequence (RFID) a été utilisée ces dernieres
années pour mettre en place des systémes de santé améliorés, fournissant une variété de services
de santé qui peuvent bénéficier a la fois au personnel medical et aux patients. Cependant, étant
donné que les systéemes RFID utilisent des voies de communication non sécurisées, la securité
est une préoccupation majeure qui doit étre résolue avant que la RFID puisse étre déployée dans
les systemes de santé. L'objectif principal de ce projet est de développer un meilleur protocole
d'authentification RFID qui assure la sécurité. Nous avons amélioré un protocole précédent
Agrahari et al. Qui était basé sur ECQV avec un nouvel algorithme kyber.CPA PKE considérée
comme un candidat dans la normalisation de la cryptographie post-quantique du NIST. Nous
avons utilisé kyber.CPA PKE qui consiste en un algorithme de génération de clé, de cryptage
et de décryptage pour atteindre notre objectif et surmonter ces faiblesses qui existaient
auparavant. La sécurité de notre systeme est confirmée par des analyses de sécurité basées sur
plusieurs mesures. De plus, il est compatible avec les étiquettes RFID a faible colt. De plus,
notre protocole atteint de meilleure performance et répond aux exigences de base. Ainsi, Le
protocole suggéré est capable de fournir une excellente sécurité pour les systemes de santé basés
sur la RFID.

Mots -clés : Authentification, systéeme de santé, RFID, sécurité.
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General introduction

Radio Frequency Identification is a globally accepted technology, whether we realize
it or not, it’s a fast pervading wireless data collection technology having radio
transmission that contains some identifying information about the objects for automatic
identification. In RFID systems, the devices use electromagnetic fields wirelessly to
exchange the identifying data. Therefore, RFID has been widely adopted by the
healthcare environment for the applications such as infant protection [1], location
tracking of medical assets [2], medical treatments tracking and validation [3], patient
tracking and medication management [4], blood transfusion, and healthcare

management of nursing house.

Since healthcare data is an important part of personal privacy information [5], it is
essential to protect the medical private data from being exposed during the processing
of RFID authentication. Because is generally exposed to many problems such as
information theft, tracking, denial of service. In this case, the privacy and security issues
the big problem and it should be highly concerned and taking precautions when

healthcare institutions deploy RFID systems.

The main aim of this work is to propose an improved security protocol for RFID
authentication in healthcare environment. It is a basic protocol for the traditional
backend server based RFID authentication system to ensure the confidentiality and
provides mobility, scalability, security, and privacy in the health care environment in a
secure communication. We basically look at the pre-existing protocols and see the
advantages and disadvantages, take the advantages and try to create a new one that uses
these advantages and fills in the disadvantages, we improved [35] by adopting on
Kyber.CPA PKE, which is an algorithm safer than others. In order to analyse its security
and to evaluate the performance, we use OPENSSL, which consider a software library
for applications that secure communications, and for the implementation, we use C as a
programming language to compare the computation costs and the communication costs

with other protocols that exist before.

Finally, the security of our proposed scheme is analysed against different attacks
on RFID, and with the performance of some existing protocols .Then, the research ends

with a summary of the results.



Outline:

Chapter 1:

Presentation of the basic terminology of RFID in healthcare , understand its structure,
and see the types of existing protocols and the threats to which it was exposed before.
Also, the main concepts of security for RFID in healthcare such as security requirement
Chapter 2:

The second chapter, we present the models and related works of authentication scheme
using RFID in healthcare.

Chapter 3:

We present a new proposed protocol based on post quantum, where we will ensure more
security requirements than the previous scheme.

Chapter 4:

The last chapter contains the performance analysis and security evaluation of our
proposed protocol compared to the previous protocols.
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CHAPTER I: RFID in healthcare systems

1-Introduction

This chapter starts by defining the RFID technology in healthcare and all the main

components such as tags, readers and their communication. Then, a general description

about the challenges and issues facing the deployment of RFID in healthcare.

2-Definition of RFID:

Radio frequency identification (RFID) is one of the critical technologies of 10T [6]. RFID

is a short-range wireless communication technology using radio swells, which can give

contactless and automatic object identification [7]. Have the eventuality to increase the trust

ability of information, and dramatically change the capability to gain real- time information

on the position and parcels of tagged people or objects [8].

3-RFID components:

In a RFID system, there are three components: backend server, RFID reader and RFID tag.

RFID tag: RFID tags, also known as transponders, are identification devices that are
attached to objects. Each tag typically consists of an antenna constructed from a small
coil of wires; a microchip used to store information electronically about the object (e.g.
a vehicle or a container); and encapsulating material to enclose the chip and the coil. Like
there are various types of barcode, RFID tags are available with different memory sizes
and encoding options. However, an RFID tag offers the capability to store a unique serial
number and product information for each item, not just the class of the items. The tag
can also incorporate sensors to record temperature, shock, or humidity, for example,
providing the ability to track and report on an object’s environmental characteristics

dynamically.

The tags may be classified into two main types namely; passive and active tags. Passive
RFID tags do not have their own power supply and they take required energy from the
radio waves generated by RFID reader. On the other hand, active RFID tags are equipped
with their own power source (battery) [9]. RFID tags have simple on-tag circuit and
communication protocols; this is why passive tags are prone to cloning, spoofing, relay,

replay, eavesdropping, and DoS attacks.

RFID reader: An RFID reader, also called an interrogator or scanner, is the device used
to communicate with the RFID tag. It emits RF signals to, and receives radio waves from,

the tag via an antenna or antennas. The reader converts the received radio
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Waves into digital information that is usually passed to a backend system. Readers, either as
stationary or handheld devices, consist of a transmitter, receiver, antenna, microprocessor,

controller, memory and power source.

e RFID backend server: A backend system, sometimes referred to as an online database,
is needed to collect, filter, process, and manage the RFID data. The backend stores
complete records of product information, tracking logs, and key management
information associated with the RFID tags.

Backend EFID Tag
Server A
Secure channel Insecure channel
(Wired'wireless) (Wireless)

Figure 1.1: Interaction between tag, reader, and backend server. [10]

4-RFID characteristics:

Object identification, monitoring, alarm generating, and authentication are all required
features of any RFID system. RFID tags have a unique ID and can read data automatically.
RFID tags do not need to be in direct line of sight to communicate; they can communicate
through insulating materials. From a distance of several meters, hundreds of tags can be scanned
every second and are durable and reusable; this tag has a limited storage capacity, a silicon

microprocessor for logical processes, and a wireless communication antenna.

These characteristics of RFID tags make them the best option to be used in a several
domains; Accordingly, RFID has perceptible benefits, such as reducing cost and time,

mitigating human resources, preventing possible theft, and improving productivity [11].
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5-RFID in healthcare:
RFID technology have been applied in the healthcare system due to their abilities to aid in
identifying, tracking, and validation of staff, equipment, and processes and to provide all sorts
of services, such as for the location tracking of medical assets [12], new born and patient
identification [13], medical treatments tracking and validation [3], patient location and
procedure management at a wellness centre [14], and surgical process management [15].
Figure 1.2 shows a RFID based healthcare system. The users of this system include doctors,
nurses and patients. In the system, tags are attached to some objects such drugs, medical assets

and patients themselves.

RFID based . Users |
healthcare systems
Tagged Drug I/’"___Dmg__“\ é‘
objects [ administration /J !
_system o Doctor
Patient Asgel _./;.%sset lrarkingﬁx‘:l a
\__ aystem A ; “
(E';\. ﬁ — r Nurse
/ ~ Patiemi ﬁ‘“‘\ :
monitering /
_,,.--—--..‘ RFID 'Iﬂ"r \\,_‘q__ system
= L Patient

Backend
SELVEr

Figure 1.2: RFID based healthcare system. [16]

RFID
reader

Through tracking, management, and validation, radio-frequency identification (RFID)
technology has the potential to improve patient safety. Furthermore, RFID can ease
communication between medical personnel and patients, reducing the time spent waiting for

care.

RFID readers can be used by nurses to check the integrity and availability of
medications. It is also possible to trace the position of medical assets. As a result, with RFID
aid, drug and medical asset management can be greatly enhanced. A patient's tag (embedded in
a wearable device or implanted in the body) typically includes some personal information about
the patient, such as name, age, and insurance information, which can be used for identification.

Medical personnel can also track the tag to rapidly locate the patient. This type of patient
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surveillance is extremely beneficial to for the elderly or disoriented patients, and children [17].
More importantly, the tag can collect the patient's physical health data. With a RFID reader, a
nurse can collect the data from the tag, and then communicate with the backend server so that
the doctors, who are authorized by the patient, can access the patient's physical health data

remotely, which achieves remote patient monitoring.

6- Security requirements in RFID based healthcare system:

New security and privacy vulnerabilities exist in an RFID-based healthcare system,
which is cause for concern [18]. Because hospitals are considered open environments, and
because the tag-to-reader and reader-to-server communication channels in the system are
wireless, the tags used in the applications are at risk of being read or duplicated by unauthorized
users [19]. The majority of RFID systems now in use are based on ISO 15693, which lacks
suitable security features to assure data confidentiality and integrity [12].

6.1 RFID Attacks:
Attacks against an RFID system can be divided into four categories: attacks on authenticity,
attacks on integrity (data forgery [19]), attacks on confidentiality, and attacks on
availability. In addition to being subject to conventional attacks like tag tracing,
eavesdropping, man-in-the-middle attacks, and denial of service. This part shows some

types of attacks:

e Eavesdropping: Since an RFID tag is a wireless device that emits data, usually a unique
identifier, when interrogated by an RFID reader, there exists a risk that the
communication between tag and reader can be eavesdropped. Eavesdropping occurs
when an attacker intercepts data with a compliant reader—one for the correct tag family
and frequency—while a tag is being read by an authorized RFID reader. Since most
RFID systems use clear text communication, due to tag memory capacity or cost,
eavesdropping is a simple but efficient means for the attacker to obtain information on
the collected tag data. The information picked up during the attack can have serious
implications—it can be used in subsequent attacks against the RFID system.

¢ Man-in-the-middle attack: While data is in transit from one component to another, An
attacker can disrupt the communication line between RFID components and modify the
information passed back and forth. This is a threat that is occurring right now. The attack
exposes the information before it reaches the intended device and has the ability to alter
it in route [44]. Even if it received some inaccurate data, the system being attacked may

mistakenly believe the problem is due to network faults and fail to notice the attack.

7
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Because RFID tags are small and inexpensive, they are particularly vulnerable to MITM
attacks. This means that there is a general lack of advanced security protection circuitry.
Denial of Service (DoS): DoS attacks can target the RFID tag, the network, or the
backend, among other things. The goal is to disable the RFID system so that it cannot
be used, not to steal or manipulate information. Physical layer attacks, such as jamming
and interference, are the primary issue when discussing DoS attacks on wireless
networks. Noise jamming in the RFID system’s frequency band can impair network
throughput and disrupt network connectivity, resulting in overall supply chain failure.
Jamming occurs when a device that actively emits radio signals is able to obstruct and
impair the operation of all RFID readers in the vicinity. Interference with other radio
transmitters can also be used to launch a denial-of-service attack, obstructing
communication between the tags and the reader. Another kind of DoS is to remove
RFID tags from things, wash out their contents completely, or wrap them in metal foil
to disable or destroy them.

Tracking: Unlike the RFID attacks previously outlined, tracking is a threat directed at
a single person. Many more household products may be equipped with item-level RFID
tags in the coming years. There is a privacy risk because RFID technology can be used
to follow people’s travels and even generate a precise profile of their purchases, rather

than tracking books and consumer products like apparel.

6.2 RFID Security and privacy:

The healthcare domain is complicated, and while the adoption of a new technology requires

sophisticated planning in order to preserve the security and privacy of patient data ,to

provide countermeasures against these attacks in many cases specially the issues of

confidentiality, unforgeability, location privacy, as discussed below [20, 21]:

Confidentiality: The enormous economic, psychological, and social harm that
individuals can incur when personal health information is disclosed necessitates
ensuring the privacy of information obtained during health-care activities. As a result,
the messages sent through such a system must be encrypted to ensure that no private

information is revealed, such as the patient's ID number or health status.
Unforgeability: It is vital to preserve the integrity of health-care data by ensuring that

it cannot be altered without authorization. This implies neither the tag nor the reader can

be imitated or fabricated.
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Privacy of the location: In order to preserve patients' privacy, the RFID system must
be able to protect data relating to their treatment and whereabouts. An unauthorized
individual should not be able to track a tag or find out where it has been in the past. As
a result, the system should be built in such a way that no one outside the system can

relate the output to a specific tag.

This section illustrates different kinds to provide countermeasures against attacks that

previously mentioned:

Establishing a secure channel and/or encrypting the communication between tag and
reader are two ways to prevent eavesdropping. Another option is to merely include
enough information in the tag to identify the object.

Encrypting communications, transferring information over a secure channel, and
providing an authentication mechanism are all technologies that can be used to mitigate
MITM threats.

In general, it's easier to identify DoS assaults than it is to prevent them. Once detected,
however, the attacks may usually be stopped before they cause too much damage.
Countermeasures against jamming can, for example, use passive listening to detect tags
whose transmission exceeds a loudness, and then use block functions to prevent them
from transmitting. Enhancing the mechanical connection between the tags and the
products, or adding an alarm function to active tags, could be used as a deterrent to
disconnecting the tags from the targeted items.

An easy method to disable tracking is to deactivate the RFID tags, which is known as

“killing” the tag that will be introduced in the following section.

From pervious, it is clear that authentication and encryption are the most important security

techniques for the protection of RFID based healthcare system .We can use them to address a

wide variety of security threats.

6.3 Cryptographic primitives:

The security of RFID systems is primarily concerned with data security and mutual

authentication between tag-reader and reader—back-end database server.

Hash function:

A hash function takes two or more characters as input and converts them to a hash value

or hash code that is shorter than the input. To put it another way, a hash value, often known as
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a hash code, is a fixed-size fingerprint of a variable-size input. A good and effective hash
function should have a high level of collision resistance, which implies that no two inputs
should produce the same hash code or hash value at the output.

Traditional hash functions such as SHA-1, SHA-2, and MD5 consume many resources
to operate. Devices with limited resources necessitate lightweight hash-based solutions, and
these lightweight hash-based RFID solutions can be classified into a single category. In an
RFID system, any of the Hash functions in this class can be used to accomplish mutual
authentication, data privacy, location privacy (un-traceability), and other goals. [22, 23].

Object identifying information is transferred across a wireless channel between RFID
tags and a back-end database server, according to the authors of [24], therefore privacy and
validity of the transmitted data is of prime importance. For this purpose, mutual authentication
among the RFID tags and the back-end database system is indispensable.

e Secret Key Cryptography:

Secret Key Cryptography, or symmetric cryptography, uses a single key to encrypt data.
Both encryption and decryption in symmetric cryptography use the same key, making this
the easiest form of cryptography. The cryptographic algorithm utilizes the key in a cipher
to encrypt the data, and when the data must be accessed again, a person entrusted with the
secret key can decrypt the data. Secret Key Cryptography can be used on both in-transit and
at-rest data, but is commonly only used on at-rest data, as sending the secret to the recipient

of the message can lead to compromise. Examples:

% AES: Advanced Encryption Standard (AES) is a symmetric, also known as secret key;
ciphers use the same key for encrypting and decrypting. The sender and the receiver
must both know -- and use -- the same secret key.

% DES: Data encryption standard (DES) is a common standard for data encryption and a
form of secret key cryptography (SKC), which uses only one key for encryption and
decryption. Public key cryptography (PKC) uses two keys.

++ Caesar Cipher: is one of the simplest and most well-known encryption techniques.

e Public Key Cryptography:

Public Key Cryptography, or asymmetric cryptography, uses two keys to encrypt data.

One is used for encryption, while the other key can decrypt the message. Unlike symmetric

cryptography, if one key is used to encrypt, that same key cannot decrypt the message,

rather the other key shall be used.

10
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One key is kept private, and is called the “private key”, while the other is shared publicly
and can be used by anyone, hence it is known as the “public key”. The mathematical relation
of the keys is such that the private key cannot be derived from the public key, but the public
key can be derived from the private. The private key should not be distributed and should
remain with the owner only. The public key can be given to any other entity. Example:

< ECC: Elliptic Curve Cryptography is a key-based technique for encrypting data. ECC
focuses on pairs of public and private keys for decryption and encryption of web traffic.
< Diffie-Hellman: A method used to securely exchange or establish secret keys across an

insecure network.
< DSS: Digital Signature Standard (DSS) is a digital signature algorithm developed by the
U.S. National Security Agency as a means of authentication for electronic documents.

7- Conclusion:

RFID seems to be promising in the method in which health care services are provided
to patients with cutting edge technology. In this chapter we have presented general concepts of
RFID system, his components and characteristics, we have seen the RFID in healthcare and his
structure, also we have discussed about the security problems we see the most attacks on the
RFID system , As a result, we see some solutions to achieve security and privacy in RFID .
We understand the mechanisms of authentication using RFID based healthcare system. In the

next chapter, we will focus on the related works to make the comparison.

11
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CHAPTER II: Related works

1-Introduction:
In this chapter, we review some previous related works that have done, and then we give

the pros and cons of each work individually.

2- Authentication protocol for RFID based healthcare system:
Authentication is a primary method for ensuring RFID security. Authentication is a process
of confirming the identity claimed by an entity. In the context of a tamper-resistant
authentication protocol for an RFID system, the tag and reader establish a trusted
relationship and agree on a common, secret, session key to secure the communication

between them.

3- Classes of authentication protocols:
According to Chien [25] authentication, protocols are classified into four groups based on the

tag's computing cost and supported operations:

e Fully fledged protocols: Protocols that support symmetric and asymmetric encryption,
and a one-way function. Examples are in [26, 27].

e Simple protocols: Protocols that support hash function and random number generator
(RNG). Examples of this class are given in [28, 29].

e Lightweight protocols: Protocols that support cyclic redundancy check (CRC) and
RNG. Examples are given in [30-31].

e Ultra-lightweight protocols: Protocols that are tailored specially to extremely
constrained devices. These protocols involve only simple bitwise operations (like AND,
OR, XOR) on tags. Examples are given in [32, 33].

In our work, we interest by asymmetric-key and hash based authentication schemes.

4-Cryptographic-based protocols:

In recent years, many authentication protocols have been suggested. Among them, some are
based on symmetric key cryptography and some on asymmetric based cryptography. While
some are lightweight protocols, others are hash based [34]. Table 2.1 shows the comparison

between the protocols.

4.1 Agrahari et al. [35]:
This work presented a secure authentication protocol for RFID, which is based on the concept
of an implicit certificate. They used Elliptic curve Qu-Vanstone (ECQV), one kind of implicit

certificate. The authors aimed to provide a protocol that fulfils mobility, scalability, security,
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and privacy requirements, Moreover; it gives low costs based on the small key size and low
computations that the elliptic curve Qu-Vanstone offers compared to traditional elliptic curves.

4.2 Xie et al. [36]:
This work presented two solutions for RFID authentication in healthcare environment. The first
one is a basic protocol for the traditional backend server based RFID authentication system to
reduce costs,. The second one is an extension protocol for the cloud computing primarily based
scenario. They implements the techniques of indistinguishability obfuscation (10), symmetric
encryption, and puncturable pseudo random function. Moreover, their protocols are scalable
and practical. [36] Achieved most of the security a requirements of RFID authentication system.

4.3 Zhu et al. [37]:
This work showed a secure mutual authentication protocol (SecMAP) based on hash and
squaring root solving operations as crypto-primitives. They implemented quadratic residues
theorem to confirm the validity of both the reader and the tag to help server compute
information’s to the reader. [37] Have a security level higher than others.

4.4 Safkhani et al. [38]:
In this work, they proposed an improved protocol. The main idea is involving all protocol
parties in the randomizing of the transferred messages. In addition, the only reliable source for
the time could be the server. Hence, the server in the protocol introduces the timestamp and it
will verify the round trip time validity. Their protocol's security is also done both informally

and formally through the Scyther tool.

4.5 Benssalah et al. [39]:
In in this work, the [39] based on using ECC and elliptic curve digital signature with message
recovery to encrypt data transferred between the reader and the server. Moreover, the internet
links all of the entities together. Because [39] represented an extended and improved loT-based
RFID authentication scheme for WBANS.

4.6 Gabsi et al. [40]:
In [40], they presented a novel secure ECC-based RFID authentication protocol. Their scheme
provides confidentiality, anonymity, forward security properties, and resistance against

impersonation and position tracking attacks.

4.7 Kumar et al. [41]:
In this work [41] they proposed an enhanced ECC based lightweight protocol for RFID systems.

Their lightweight protocol is more secure and performance efficient than the existing RFID
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protocols, and is well suited for practical applications. Their scheme provides the forward

Security and backward Security.

5-Comparaison of related works:

Table 2.1 present the comparison between the existing and studied RFID authentication

schemes.
Table 2.1: Comparison of various existing RFID authentication schemes
Scheme Methodology Verificated strengths weaknesses
by
Agrahari et ECC based The scheme provides Insecure against forward
al. [35] cryptography AVISPA mobility, scalability, secrecy nor backward
security, confidentiality secrecy.
and privacy.
symmetric
encryption The scheme are not
+ The scheme avoids competitive in efficiency.
Xie et al. puncturable - sensitive data leakage in
[36] pseudo random the server The scheme does not take
function advantage of any security
+ simulation tool such as
indistinguishabili Scythes, AVISPA, and
ty obfuscation CryptoVerif..
the The scheme provide the
Hashed based Gong- resistance to The communication and the
Zhu et al. cryptography Needham- desynchronization computation cost of
[37] + Yahalom attacks SecMAP is high.
quadratic (GNY) logic
residues and the The scheme ensures
Scyther tool Untraceability,
Resilience to replay
attacks, Forward secrecy
and Mutual
authentication..
Safkhani et Hashed based Scyther Resistance against all Insecure against Forward
al. [38] cryptography Tools kinds of impersonation secrecy , no scalability
attack and replay attacks
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Benssalah
et al. [39]

ECC based

cryptography
+

ECDS

Randon
oracle model

The scheme provide
Mutual Authentication,
Scalability, and
Auvailability.

The scheme is well
suitable for low-cost
RFID systems.

The scheme does not take
advantage of any security
simulation tool such as
Scyther, AVISPA, and
CryptoVerif.

Does not provide forward
Security, tag untraceability
and anonymity properties,

opposing they claimed.

6- Conclusion:

In this chapter, we have compared between various schemes and we have seen how it

work, we have presented the strengths and weaknesses of each one. As a result, we see the

difference between the cryptographic primitive like ECC, Hash function. In the next chapter,

we will focus on suggesting an improved protocol that achieves more security than the previous
one using a new algorithm.
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1- Introduction:

In this chapter, we will present an improvement to a protocol found in the previous chapter by

developing and adopting it on post quantum cryptography , which this kind of encryption

consider as more secure because it can resist several common attacks, in the same time the

quantum attacks. Moreover, it ensures the least time. As a result, using post quantum

cryptography in the design of authentication protocols is required to ensure healthcare

applications security.

2- Post-quantum :

The post-quantum schemes that are currently in the NIST competition are either key

encapsulation mechanisms (KEMs) or signatures and they can be classified into the following

categories :

Hash-based cryptography comprises of hash-based signatures that rely only on certain
properties of the underlying hash functions like second-preimage resistance. In round 2
of the NIST competition there are only 2 hash-based signatures: SPHINCS and Picnic.
To be noted that Picnic is not only based on hash functions, but it requires a zero-
knowledge proof system based on hash functions and block ciphers. However out of
these 5 categories, it _ts best in the hash-based cryptography.
Code-based cryptography is based on the hardness of decoding a code word with
random errors. In the NIST competition there are currently 7 code-based schemes, all
of them KEMs. For example, one of them is Classic McEliece which is a representative
scheme in the field as it is based on the first code-based scheme which uses Goppa codes
Multivariate cryptography is based on the hardness of solving systems of quadratic
equations in many variables. In the NIST competition there are currently 4 multivariate-
based schemes, all of them signature schemes .

Isogeny-based cryptography is based on the hardness of finding bisogenies
(mappings) between elliptic curves over finite fields. There is only one KEM scheme
currently in the NIST competition, namely SIKES.

Lattice-based cryptography includes KEMs and signature schemes based on NTRU
and on the Learning With Errors (LWE) problem.

In this desseration we will focus on Kyber, a module-LWE-based key-encapsulation

mechanism. The main reason for chosing Kyber algorithm is Kyber provides different post-

quantum security levels which enables a fair comparison with the NewHope algorithm.
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3- Kyber algorithm:

Kyber PKE is a candidate in NIST post-quantum cryptography standardization consisting of
key generation, encryption and decryption algorithms. It is considered an IND-CCA2-secure
key-encapsulation mechanism (KEM), the security of Kyber is based on the hardness of solving
the learning-with-errors problem in module lattices (MLWE problem). The construction of
Kyber follows a two-stage approach: we first introduce an INDCPA-secure public-key
encryption scheme encrypting messages of a fixed length of 32 bytes, which we call
Kyber.CPAPKE. We then use a slightly tweaked Fujisaki-Okamoto (FO) transform to
construct the IND CCA2-secure KEM. [42]

Principle of Kyber.CPAPKE algorithm:

A Public Key Encryption scheme (PKE) consists of three probabilistic algorithms (KeyGen,

Enc, and Dec).

1. KeyGen () (Key Generation) is an algorithm that outputs a key pair (PK; SK) where PK is
the public key and SK is the corresponding private key.

2. Enc (PK) (Encryption) is a probabilistic algorithm that takes a public key PK and a message

m and produces a cipher text C.

3. Dec(SK; C) (Decryption) is a deterministic algorithm that takes as input a secret key SK and

a cipher text C and return a message m , or in case of rejection, the symbol ?.

Kyber.CPAPKE is parameterized by integer’s n, k, g, 7 1, n 2, du, and dv, throughout
Kyber512 parameter sets: n = 256, k =2, q = 3329.

Moreover, we given A as a global polymatrix with coefficients sampled from uniform
distribution in NTT domain, a simplified version is shown as follows:

» Kyber. KeyGen (A): Choose two polyvec s, e from ;% and compute t = As + e. The

public key is (A, t) and the private key is s.

» Kyber. Enc (A.t.m): The sender encodes the message m to polynomial m’ with an encoder

designed to tolerate introduced errors by mapping ““0’’ bits to 0 and ‘1’ bits to [g2]. Sample
polyvec r from Bnz, el and e2 from Bn2. The cipher text then consists of polyvec u = AT r +
el and polynomial v =tT r + e2 + m.

e Kyber. Dec (s.u.v): The recipient computes m’ = v—sT u and recover the original message

m from polynomial m’ using a decoder. The decoder is used to decode a coefficient to ‘1’

bit if the coefficient of m’ is closer to [¢2] than to 0, and decode to a ““0”’ bit otherwise.
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Generally speaking, ' is not equal to m, because the error polyvec el and error polynomial e2
are introduced in the encryption process. If the private key is correct, the decrypted m is equal
to the original plaintext with a negligible probability of decryption failure, because the encoder

and decoder can tolerate the errors.

Table 3.1: List of notations.

Symbol Meaning
SK Secret key
PK Public key
S Server
| Concatenation of two inputs
IDt I’ the Tag identifier
PKr I’ the Tag public key
SKr I ‘the Tag secret key
PKs Server public key
SKs Server secret key
SID I’ Session identifier
n Noise of s and e
CPA Chosen Plaintext Attack
CBD Centred binomial distribution
PRf PseudoRandom function
T Timestamps
h() One-way hash function
s,e two polyvec from g,
r Random coins
[y XOR operation
PKE Public Key Encryption
NTT Number Theoretic Transform
CCA Adaptive Chosen Ciphertext Attack
NIST National Institute of Standards and Technology
IND Indistinguishable
LWE Learning With Errors
ECDS Elliptic Curve Digital Signature
10T Internet of things
ISA Instruction Set Architecture

4- The proposed protocol:
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In the proposed protocol, we assume the communication channel between reader and backend
server is fully secure. In addition, we assume that our server is trusted Authority (TA). The
proposed protocol is divided into two phases, the registration phase, and the authentication
phase. The summary of these phases is given in Fig 3.1.
4.1 Registration phase:
This phase consists of two steps:

We have secret key SK and public key PK; and we use hash function and CPA.KYBER

function to encrypt and decrypt the messages.

Stepl. When the Tag T wants to register with the server S, the tag choose an identification
IDr and sends it to the server.

Step2. After receiving the registration request, S generate a matrix A[i][j] and calculates the
public key PK and secret key SK of tag .and stores them in database, and takes them back to
the tag. And loads {ID, PKt, SKt, SID} into its memory.

4.2 Authentication phase:
The mutual authentication phase consists of the following steps:

Stepl. When a Tag T wants to interact with the server S, the tag generates a timestamp T1 and
calculates a hash message H1=h (ID+ || T1) || IDt and encrypts message C= CPA. ENC (IDr ||

T1), and sends them to the server.
Step2. Server receiving the messages H1 and the message C from encryption algorithm
CPA.Enc, it decrypts the message C with his secret key SKs.

Step3. After the reception of message H1 and message C, the server verify if timestamp T is
valid. If IDt found in database, the server generate T2; the server authenticates the tag and
calculates message H1’=h (SID || T2 || SID), If H1= H1" the tag is verified. After it computes
new messages Z= CPA. ENC pkr (SID || T2) and a hash message E=h (SID || T2) @ T1. Then,
it sends Z, E, and T2 to the tag T.

Stepd. After the tag receive of messages Z and E from decryption algorithm CPA.Dec; it
verifies if timestamp T2 is valid, and calculates message Z1=h (IDt || T2) 6 T2.

Then, it verify Z=Z1 if yes the server is valid.
Stepb. Finally, the tag calculates the shared session key SK and in the other side, the server

Computes the same session key SK=h (SID || T2 || T1).
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Server

Secure channel —

Registration phase

Chose IDt

IDt

n
»

IDt, PKr , SKr,

PKs

Generate matrix A: A[i][j] := Parse(XOF(p; i; }))
S[i] := CBD n1 (PRF(6 ;N))
PKr := (Encodel2(t mod +q) || p)

SKr := Encodel2(s mod +q)
SID=h (ID7, 1)

Update {SID, ID+ , PKt PKs}

Securely store{IDr, PKt,SKt SID }

Authentication phase

Generate T1

Hi=h( 1Dt || T1] SID)
C=CPA. ENC (IDr || T1)

H1,C

v

SID , T2 =CPA . DECp«r (2)
Verification of T2’-T2 <ATs if valid
Z1=nh(IDt || T2)

Verification Z=Z1 if yes Server is valid

SK=h(SID || T2 || T1)

Z, E

4

IDt , T1=CPA . DECsks (C)

Verification of TI’-T1 <AT if valid

Find IDt in database .

Generate T2 and Verify H1

H1’=h( SID || T2 || SID)

Verification H1=H1’ if yes tag is verified
Z= CPA. ENCpkr (SID || T2)

E=h(SID || T2)
SK=h(SID || T2 T1)

Secure Session key (SK) is shared

Figure 2.1: lllustration of proposed authentication protocol
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5- Conclusion:

This chapter present the phases of our proposed scheme, as shown we chose Kyber.CPAPKE
an encryption algorithm for protecting .and the phases it went through to share the session Key
SK. The next chapter we will see the implementation, analyse the security requirements and

evaluate the performance.
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1. Introduction:
In this chapter we review the performance analysis and security evaluation of the
proposed protocol that we discus in pervious chapter .Reeling on several criteria to
compare our scheme with the previously schemes mentioned and to ensure its

effectiveness.

2. Security analysis:
Security analysis is a crucial part of any scheme. This section demonstrates that our
proposed protocol is secure against many well-known attacks. Security is a significant
concern in the healthcare environment as patient life is involved. In this section, we
discuss the security and privacy requirements of our proposed scheme by using: informal
analysis .Table 4.1 summarizes a security comparison between our scheme and previous

schemes.
Mutual authentication:

Mutual authentication means both the legitimate tag and the server should authenticate
each other. Especially when they need to communicate in an insecure channel. Here, the
tag and the server communicate in the insecure channel. In the improved protocol, S firstly
verifies the validity of ID+. After that, S authenticates T by checking whether H1=H1’. On
the other hand, T authenticates S by verifying whether Z=Z1 and compute a valid session
key SK. After S receives C, it can verify the equality C= Z to authenticate IDt and to
establish the session key SK. Therefore, our improved protocol ensures mutual

authentication.
Confidentiality:

In health-care, the data is sensitive and must be protected in an insecure data transmission
channel. The information between the tag and server is shared as the identifier IDr,
timestamps T, public key PK, secret key SK. To protect them, we used: an encryption
algorithm CPA.Enc which resists indistinguishability under adaptive chosen-cipher text
attack , a robust cryptographic hash function .Moreover , the intruder cannot obtain any
secret data ,because we use a secure cryptographic primitives and they are not sent clearly

over the insecure channel. Hence, our proposed protocol provides confidentiality.
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e Forward secrecy:

The tag stores data (1D, PKr, SK+, SID) in its memory. At the end of each session, the value
of T is updated by the new value, which is shared with the server. The adversary cannot
acquire the last timestamps T used in the previous sessions, and he cannot confirm whether
the message came from tag or server. Thus, the proposed protocol achieves forward secrecy.

e MITM attack:

The attacker cannot obtain the secret data and the session key because all secret data are
encrypted by public-key encryption scheme CPA.Enc and protected by a secure
cryptographic hash function. However, the session key is generated at the end of the
protocol and not transmitted in the communication channel. We suppose that the attacker is
of type active, and then, it can modify the exchanged messages when the attacker modifies
the values of the transmitted messages C, H, Z, E, by different values C', H1°,Z’, E’.
Consequently, the authentication will be unsuccessful. Therefore, our protocol is secure
against the MITM attack and the attacker cannot cheat the legal entities.

e Anonymity and traceability attack:

Tag Anonymity means that the adversary should know the tag and tag identifier’s location
if the tag response message is constant. However, here in our scheme we use authentication
protocol, which mean we have a high level to protect the privacy .Moreover, Idy is well
protected by using encryption algorithm CPA.Enc, and a secure hash function. With these
different mechanisms of protection, the attacker cannot obtain the secret identifier Idy of
tag. Therefore, the proposed scheme ensures device anonymity and protects devices against

traceability attack.
e Session key establishment:

The session key SK computed in end of authentication protocol is used to encrypt the secret
information during send messages between the tag and server. SK is a symmetric key for one
unique use and is changed in each session of communication. In our scheme Tag and server
calculate the session key SK=h (SID || T2 || T1).
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Table 4.1: Security comparison.

Protocol\ Requirement | D1 D2 D3 D4 D5 | D6 D7
Agrahari et al. [35] Y N N Y - - N
Xie et al. [36] Y Y - N Y Y N

Zhu et al. [37] Y Y Y Y - - N
Safkhani et al. [38] Y Y N Y - N N
Benssalah et al. [39] N Y - N Y Y N
Our Protocol Y Y Y Y Y Y Y

D1: Mutual Authentication; D2: confidentiality; D3: Forward secrecy;

D4: Anonymity and traceability attack; D5: MITM; D6: Session key establishment
D7: Quantum attack

“Y”: the requirement is achieved.

“N”: the requirement is not achieved.

“—: the requirement is not discussed

e Post quantum:

In the previous schemes, no one measures security against quantum attack, because they used
primitive encryption algorithms such as ECC. But in our scheme we use encryption algorithms
based on LWE IND-CPA secure key-encapsulation mechanism (KEM), which is more

protective against several common attacks.

3. Performance evaluation:

The computation capability and communication cost of the tags are very limited as
compared to the reader and the backend server in an RFID system. Therefore it is
essential that besides security and privacy. For thus we evaluate the computational and
communication cost of the proposed protocol and compare it with the studied in the

previous protocols.

3.1 Implementation:
We compare the computational and communication costs of the proposed protocol to those of
the some protocols studied [35, 39]. We override of the computational cost of CPA.Kyber
encryption/decryption operations by using its library [42]. In addition, we use library openssl
to override the hash function, and ECC scalar multiplication. For the measurements, we used
a PC on Kali Linux of processor x64 Intel (R) Celeron (R) CPU 1000M @ 1.80GHz memory
3.89 Go. In our proposed protocol, we agreed the parameters of Kyber.CPAPKE code with the
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security level of 128 bits. In CPA.KYBER based protocols, we take 768 bytes of cipher text
and 32 bytes of Encryption message in our evaluation.
In our work, we use SHA-512, ECC-512 and Kyber.CPAPKE-512 to standardize the size of all
values in terms of cost both of time and of communication. Moreover, because random numbers
are generated using a hash function, random number generation times are estimated to be equal
to SHA-512 execution times. We assumed that the concatenation, xor operation are ignored in
terms of running time.

Table 4.2 present the performance of implementation of cryptographic primitives in our

machine.

Table 4.2: Performance of implementation of cryptographic primitives in PCS.
Symbol Description Timing (ms)
Th Execution time of hash operation 0.011
Tenc Execution time of encryption operation in 0.1

the proposed CPA scheme
Tbec Execution time of decryption operation in 0.036
the proposed CPA scheme
Twm Execution time of scalar point multiplication 4.226
in ECC
Ta Execution time of addition operation in 0.704
ECC
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Table 4.3: Comparison in computational cost

Scheme Tag side Server side Total Total in
computational | computational | computational cost milliseconds
cost cost
Agrahari et al. [35] 5Tmu + Ta+ 6 TmuL + Ta+Th | 11TmuL +2 Ta + 2Th 47.916
Th
Safkhani et al. [38] 2Ty +R 4T +R 6Th +2R 0.088
Benssalah et al. [39] 2TmuL + 3Th TwmuL + 3Th 3TmuL + 6 Th 12.744
Our pl’OpOSGd Protocol 3Th+ Tenc+ ATh+ Tenc+ Toec | 7Th+ 2Tenc + 2Toec 0.349
Toec

Th: Time to compute hash operation; Tenc: Kyber encryption operation;
Toec: Kyber decryption operation; Tmu: Time to compute scalar multiplication operation;
Ta: Time to compute addition operation; R: random number generator (operation).

3.2 Computational cost:

The results of execution time of cryptographic primitives RFID components are shown in
Table 4.2. These results show that scalar multiplication is more than 42 times expensive than
encryption operation of the proposed scheme and more than 117 times expensive than the
decryption operation.

Table 4.3 shows that our proposed protocol computational cost is less than other existing
protocols. Thus, our protocol achieves better performance and it fulfils the basic requirements,
which were necessary to create a secure and authentic healthcare system. These results show
that the value of the computational cost of Agrahari et al. [35] and [39] are 47.919 ms and
12.744 ms, respectively.

In the proposed scheme, there is no utilization of ECC, Pseudo-Kasami code Kc because all
these operations usually require high computational resources. Instead, we have utilized
Kyber.CPAPKE encryption/decryption operations, SHA-512, in our proposed scheme which
needs less execution time 0.349 ms. The analysis shows that our scheme is preferable for low-

cost tags for RFID systems as illustrated in Fig. 4.1.
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COMPUTATIONAL TIME (MS)

47.916

12.744

0.088
0.349

AGRAHARI ET AL. [35] SAFKHANI ET AL. [38] BENSSALAH ET AL. OUR PROPOSED
[39] PROTOCOL

Figure 3.1: Comparison of computational time (MS).

3.3 Communication cost:
Table 4.4 presents the communication cost of our proposed protocol and other studied
protocols. The tag transmits the total number of messages in one authentication session run.
In our scheme, the communication cost is more than those of other protocols not based on post
quantum. It can be justified because our scheme offers better security than all other protocols.
The graphical comparison of the proposed scheme for the communication costs between other

schemes in Fig 4.2. Overall, the proposed protocol is not outstanding at communication cost.
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Table 4.4: Communication cost comparison.

Protocol Communication cost (Bytes)
Agrahari et al. [35] 288
Safkhani et al. [38] 576
Benssalah et al. [39] 288
Our proposed Protocol 768*2 + 32*2= 1600

COMMUNICATION COST (BYTE)

1600

576

0 o0
0 o0
(o} (o]

AGRAHARI ET AL. [35] SAFKHANI ET AL. [38] BENSSALAH ET AL. [39] OUR PROPOSED
PROTOCOL

Figure 4.2: Total number of communication.

4. Conclusion:
In this chapter, we implemented the security analysis based on several criteria and we
compare it with the previous schemes that exist. Moreover, we evaluated the
performance (The computation capability and communication cost) of each protocol.
The result shows that our scheme achieved better performance and it fulfils the basic

requirements which were necessary to create a secure and authentic healthcare system.
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General Conclusion

RFID authentication protocols have gained much popularity due to extensive use of
RFID in the healthcare domain, due the patient data is more sensitive, because it contains
personal information, medical history, physical examination, medication use history,
immunization status, and even some sound and visual data. We have first focused on RFID
security and privacy in this study by encrypting and hashing their data files to allow fine-grained
access, giving him ultimate control over their privacy by using CPAPKE-Kyber algorithm.
Thus, ensure the impressive efficiency and the strong security level, which we do not find in
most existing protocols .Furthermore, an efficiently evaluated improved protocol has been
proposed in the work that offers reduced calculation overhead and interesting security
performance. In our work, we have analysed the effectiveness of our proposed protocol against
Mutual Authentication, confidentiality, Forward secrecy, Anonymity and traceability attack,
MITM session key establishment and Quantum attack. A comparative study between our
protocol and existing work has shown its effectiveness in terms of ensured security and
computing performance. Our proposed protocol presents a good compromise between its
calculation performance and its strength against different attacks.

For future work, we will continue to improve our work by implementing AVISPA tool
to check its security effectiveness formal. Moreover, our scheme will be implemented of

authentication protocol in RFID tags.
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