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Introduction

The mathematical modern asymetric cryptosystems are based on the notion of one-way
function, which is given the plaintext x it is easy to compute the ciphertext y = f(z), but
given the ciphertext y it is very hard to compute = such that y = f(z). An example of a
trapdoor one-way function:

Fix a prime p. Let a and B be nonzero integers mod(p) and suppose B = a*mod(p) The
problem of finding z is called the discrete logarithm problem[17].

The RSA problem given e and N such that ged(e, (p—1)(¢—1)) = 1 and a value y, to find
x such that
F(z) = x° =y mod(N).

This is similar to the problem of inverting the one-way function. However it is more than
that. The function F'(z) in the RSA problem has an extra property: there exists a value d
which allows one to efficiently invert the function. The value d is called the trapdoor, and
such functions are called trapdoor one-way functions.

In the RSA algorithm, we saw how the difficulty of factoring yields useful cryptosystems[13].

One of the main problems on discrete algorithms is Lattice problems such as SVP and
CVP, those problems difficult to tackle. This remarkable property is what makes lattice-
based cryptographic constructions so attractive. Lattice problems are used as the foundation
for building lattice based cryptosystems. Lattice-based cryptosystems usually enjoy strong
security guarantees, which means that breaking their security is proved at least as hard as
solving some lattice problems in any of its instances, also the worst ones.

In this memory, we interested to define the lattices and his problems and finally we re-
view some protocols based on lattice in three chapters:
In Chapter one: we recall some of the important concepts in lineare algebra ase the basis,
the Euclidean space and we define the word lattices and some the moste nessery problems
in lattices SV problem and CV problem.

In the second chapter: an review of the best algorithems used to redused the lattices
basis as the LLL algorithem, and Babai’s to solve those problems.

Finally, in the laste chpter: a review of some lattices-dependent protocols as GGH,
NTRU, and the effect of lattices on the efficiencies of those cryptosystems, and methods
of attacking them by means of reduction algorithms, and the effect of lattices on the RSA
cryptosystem.



Chapter 1

Elementary concept

Lattices are regular arrangements of points in Euclidean space. The theory of lattices may
be described as discrete linear algebra. In this chapter we begin with a review of elementary
linear algebra, which we will use during research, and definition of what lattices are, and
the most important characteristics that this type of space possesses, and some of the most
important concepts that must be known to study lattices. We are also in the last section for
this chapter, we show the most important problems presented by lattices, and some difficult
problems to solve.

Basic references for this chapter are [6, 1, 9].

Euclidean space R"
The Euclidean space R™ consists of all column vectors X with n components.

A
T2
X =

Tn

1.1 Vector space

The vector space R" consists of all n-tuples of elements from R with the familiar operations
of vector addition and scalar multiplication defined by:

4l (I T+
X4y — $'2 N y'g _ $24.‘y2 ;
x.n yn T, + Un
T axy
X — 4 z2 | _ | az
T, azxy,



Chapter 1. Elementary concept
1.1. Vector space

forany X,Y €e R"and a € R.
We use dot notation for the scalar product of vectors.

21
T n
XY= Yy Yn) =T O o T = Y T
=1
Tn

Length: The length || X || of a vector X is the squert root of X. X"
length(X) =|| X ||= vV X. X"
Exemple 1.1.1 Let X = (3,2,4)" and Let Y = (5,8,6)"

The scalar product of vectors

3
XY'=|2].(58,6) =35+28+4.6 =55
4

The length of the vector X

3 t\ 1/2
| X ||= 21.12 =324+ 22 4+ 42 = /29 =~ 5.385.
4 4

1.1.1 Subspace

A subspace of a vector space is a set of a vectors (including 0) that satisfies two requirements:
If X and Y are vectors in the subspace and a is any scaler,

1. X +Y isin the subspace.

2. aX is in the subspace.

1.1.2 Basis of a Vector Space

Definition 1.1.1 Linear independence: The vectors X, X5, --- , X,, € R" are linearly indepen-
dent if the equation

a1X1+a2X2+~-~+aan:0 (al,dz,"‘,anER).
has only the trivial solution a; =0 fori =1,2,--- ,n.

Exemple 1.1.2 Let A = {u,v} u = (1,0) et v = (1,1) we show that they are linearly in-
dependent. Suppose there are two real numbers \, u, such that: \u + p.v = 0. It means that
A(L,0) + p(1,1) = (0,0). If we develop, we find

AL,0) 4+ p(1,1) = (A + p, 1) = (0,0).

We therefore conclude that necessarily A = p = 0, and therefore that the vectors u and v are linearly
independent.



Chapter 1. Elementary concept
1.2. Lattice

Figure 1.1: A linearly independent vectors.

Definition 1.1.2 Orthogonal projection:
Given vectors X,Y € R" with Y # 0, we can express X as a sum of two vectors, X =u + v,
where u is parallel to Y and v is orthogonal to Y

XY XY
u= ()Y v=X - (33)Y

We call u the orthogonal projection of X onto Y

Vectors that Span a Subspace

A set of vectors span a space if their linear combinations fill the space.

Definition 1.1.3 A basis for a vector space is a sequence of vectors with tow propreties:
The basis vectors are linearly independent and they spane the space

Orthogonal basis

To start, we should define the orthogonality. Two vectors are orthogonal when their dot

product is zero:
XY =0or X".Y =0.

The orthogonal part of X over Y, denoted X is the following vector:
X = X — projection(X onto ).

Definition 1.1.4 Suppose we have a basis B = {by, by, - - - , b, } for some space R". We will say that
this basis is orthogonal if we take any b;, b; with i # j then b; and b; are orthogonal i.e, their dot
product is 0.

1.2 Lattice

Lattice is a discrete additive subgroup of R"[2], i.e, it is a subset L C R" satisfying the
following properties:

(subgroup) L is closed under addition and subtraction,

(discrete) if and only if each of its points is isolated.

In this section, we review the research topic, we start by defining lattices, and some of their
distinctive characteristics, and then we know the most important problems in lattices.

Definition 1.2.1 Let X, X5, -, X,, € R" be a linearly independent vectors. We say a lattice L
with dimension n generated or spaned by The basis vectors X, Xs,--- , X, the set of all linear
combinations of the vectors with integral coefficients:

L:ZX1+ZX2+---+ZXn:{Za,-Xi a1, as, - - ,anez}.

i=1

3



Chapter 1. Elementary concept
1.2. Lattice

The prime example for the concept of lattice is Z", the set of points in the n-dimensional
real linear space R™ with all coordinates being integers.

Fori =1,2,--- ,n we write X; = (21,22, - ,2,) and form the n x n matrix X = (z;;).
The determinant of the lattice L with basis X7, X5,--- , X, is

det(L) = | det(X)].

For the m-demontional lattices m < n spanned by X, X,,---,X,, in n-dimensional Eu-
clidean space X; = (21,22, , z,) is defined to be

L:ZX1+ZX2++ZXm:{ZCLZX1 |CL1,CL2,"' ,CLmEZ}.

i=1

We write X = (z;;) the m x n matrix. We call The Gram matrix of the lattice L the m x m
matrix sutch that: A(L) = (x;.2;) = XX The determinant of the Gram matrix is always
positive. And we define the determinant of the lattice L to be its square root:

det(L) = \/det(X X?).
The lattice rank is n and the lattice dimension is m. If n = m then L is said to be a full rank

Exemple 1.2.1 Consider the 3-dimensional lattice L in 4-dimensional Euclidean space spanned by
the rows of this matrix:

5 =2 3 4
6 8 71
3 4 21
We compute the Gram matrix:
5 =2 3 4 _52 g i 68 41 17
A(L)=XX'=[6 8 71 3 79 | = 41 150 65
3 4 21 4011 17 65 30

So the determinent of lattice L:

det(L) = y/det(A(L)) = v/15530.

Lemma: 1.2.1 Let L be a lattice in R", and let Xy, Xs, -, X,,, and Y1,Ys,--- | Y, are linearly
independent vectors. Let X (respectively Y ) be the n x m matrix with x; (respectively y;) in row i
fori=1,2,--- ,m. X, Y be tow basis generate the same lattice L, if and only if Y = CX for some
m x m matrix C with integer entries and determinant £1.

Proof. Every Y; belongs to the lattice with basis X;, X», - -- , X,,, and every X, belongs to the
lattice with basis Y7, Y5, - - -, Y,,. It follows that

Xizzszy} Yz'ZZCz'sz‘ (i=12,---,m),
=1 =1

Where B = (b;;) and C' = (¢;;) are m x m matrices with integer entries. Writing these two
equations in matrix form gives X = BY and Y = CX,and hence X = BCX and Y = CBY.
Since both X, X5, -+, X,, and Y3,Y5,---,Y,, are bases of R", the corresponding matrices
X and Y are invertible, and can be canceled from the equations. Therefore BC = I and
CB = I, and so det(B).det(C) = 1. Since B and C have integer entries, it follows that either
det(B) = det(C) = 1 or det(B) = det(C) = —1.

4



Chapter 1. Elementary concept
1.2. Lattice

Exemple 1.2.2 The lattice generated by (1,0)" and (0,1)" is Z?, the lattice of all integers points.
This basis is not unique: for example, (1,1)" and (—1,0)" also generate 7>

see Figure 1.2
10 1 -1 1 -1
e (30) v (1) en () weires

veex=(1 (V)= )

X X X X X X XX X X X X X X

X X X[ Xoy K X X X X

X X X| | X0 0 X X X X

Figure 1.2: Two different basis generate Z.
Corollary : 1.2.1 The determinant of a lattice does not depend on the basis.

Proof: Suppose the lattice L € R" has twobases X, X5,--- , X,,and Y;,Y5,--- ,Y,.Y; € L.
So befor (Lemma 1.2) Y = C'X, then we have

|det(Y)| = |det(CX)| = | det(C) det(X)| = | £ det(X)| = | det(X)].
Since the two bases are arbitrary, this completes the proof.

Definition 1.2.2 An n x n matrix with integer entries and determinant £1 will be called unimod-
ular.

Definition 1.2.3 A unimodular row operation on a matrix is one of the following elementary row
operations:

Multiply any row by —1;

Interchange any two rows;

Add an integral multiple of any row to any other row.

If we apply unimodular row operations to the matrix X whose rows contain a basis of the lattice L,
then we obtain another basis of the same lattice.

Definition 1.2.4 Sublattice:
Let L € R™ be the lattice with basis X1, Xs, - - , X,,. Suppose that
Y1,Ys, -+ Y, € Larelinearly independent, X = (z;;) and Y = (y;;) we call a sublattice of L every
lattice ( we denote it M ) generated by Y1,Ys, -+ ,Y,. And write M C L.
Each basis vector Y; for the sublattice M belongs to the lattice L

Y=Y X, where c;; € Zforall i,j =1,2,--+ ,n.
=1

So as a matrix equation, this says that Y = CX, where C' = (c;;) is the non-singular n x n matrix
of integer coefficients.
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1.2. Lattice

Definition 1.2.5 Let L be an m-dimensional lattice in R™, shortest nonzero vector in a lattice L,
which we denote by
ML) = min (11X ).

In geniral the i-th successive minimum of the lattice, denoted N;(L), is the smallest real number
(r # 0) such that there exist i linearly independent vectors Xy, Xo,--- , X; € L such that:

XL X ] -l X <
This quantity can be expressed more concisely by the equation

Ai(L) = - min - max([] Xy [ | Xo ], - ([ Xa ) (7 0).

X1,X2,,X;€L

Where the minimum is over all sets of i linearly independent vectors in L. It is easy to see that the
successive minima are weakly increasing:

A(L) < Ao(L) <--- < Ap(L).

Figure 1.3: Successive minima in L € R?.

Definition 1.2.6 [7] Let L be a lattice of dimension n and let X1, X, -- , X,, be a basis for L. The
fundamental domain (or fundamental parallelepiped) for L corresponding to this basis is the set

F(X1, X, X)) ={t: Xg + 62 Xo+ -+, X, :0<¢; <1}

Exemple 1.2.3 The shaded area in Figure 1.4 illustrates a fundamental domain in dimension 2.

Figure 1.4: Fundamental domainin L € R?.

Proposition: 1.2.1 Let L C R" be a lattice of dimension n and let F be a fundamental domain for
L. Then very vector Y € R™ can be written in the formY =t + X for a unique t € F and a unique
X € L. Equivalently, the union of the translated fundamental domains

F+X={t+X:teF}.

as X ranges over the vectors in the lattice L exactly covers R™.

6



Chapter 1. Elementary concept
1.3. Lattice problems

In Exemple 1.2.3 Translations of F by vectors in L exactly covers R?.

Figure 1.5: Translated fundamental domains( R?).

Remark: 1.1 The determinant of a lattice L is the volume of the parallelepiped (fundamental do-
mains) in R™ whose edges are the lattice basis vectors. all fundamental domains have the same vol-
ume.

1.3 Lattice problems

There are several natural computational problems relating to lattices. We start by listing
some problems that can be efficiently solved using linear algebra.

Problem: 1.1 (Lattice basis:) Given a set of vectors Xy, Xs, -+, X,, in R" (possibly linearly de-
pendent) find a basis for the lattice generated by them.

Simply any unimodular row operations to the matrix X whose rows contain a basis of the lattice L,
then we obtain another basis of the same lattice. equivalently, left multiplication of the matrix X by
an integer matrix C' with determinant 1.

Exemple 1.3.1 The rows X, Xo, X3, X4 of the following 4 x 4 matrix X form a basis of a lattice L
in R%:
-2 7 7 =5
3 -2 6 -1
X=| 5 5 g - | det(x)=632
8 -9 6 -4

We can find another basis of the same lattice using a unimodular matrix C:

—13071 —5406 —9282 —2303
—20726 —8571 —14772 —3651
¢= —2867 —1186 —2043 =505 |’ det(C) = —1.

—14338 —5936 —10216 —2525
The rows Y1, Y, Y3, Y, of the matrix Y = C'X form another basis of L:

97064 14298 —54213 144947
43013 23095 —85466 230209
Y=CX=1 _s950 3192 _11828 3ig42 | det(Y)=—632.

—29764 15959 —59188 159238

Problem: 1.2 (Membership:) Given a lattice basis X € R™ and a vector Y € R™*™ decide if
Y € L(X).

The equation XU =Y can be seen as a system of m linear equations in n variables. We can therefore
solve it efficiently by Gaussian elimination.
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Problem: 1.3 (Equivalence:) Given X,Y € R™*"two bases. Decide if these two bases spawn the
same (L(X) = L(Y)).
It is enough to calculate the passage matrix C and to check if it is unimodular.

1.4 Hard lattice problems

1.4.1 The Shortest Vector Problem (SVDP)

[15] We recall the first successive minimum of the lattice L, which is the length of the shortest
nonzero lattice vector. The first obvious problem in lattice theory is to find a nonzero lattice
vector that reaches this minimum. Note that it is never unique, as || (—X) ||=|| X || for all
lattice vectors X € L (there may be other lattice points with the same norm).

Shortest Vector Problem:

[14] Given a basis of L, find Y € L such that || Y ||= A (L).

1.4.2 The Closest Vector Problem (CVP)

The second obvious problem in lattice theory is to find, for a given target point W € R™, a
lattice point that is closest to IV. Note that it may not be unique, but in many cases it will. It
makes sense to assume that: W ¢ L.

Closest Vector Problem:

Let d(W, L) denote the distance of IV € R™ to the closest lattice point.
Given a basis of L and a target W € R™, find X € Lsuch that | W — X ||=d(W, L).

SVP and CVP problems are difficult to be resolved exactly, so we present some problems
that are approximate and less difficult.
The approximate SVP problem:

Lat a lattice L and an approximation factor v € R™.
Given a basis matrix X for L, compute a non-zero vector Y € L such that || Y ||< aA; (A; is
the first minimum).

The approximate CVP problem:

Lat a lattice L and an approximation factor a > 0.
Given a basis of L, a target W € R™, forallY € L, find X € L such that:

[W-X[<alW-=Y].

Exemple 1.4.1 Let L C R? be the lattice with basis matrix:

1001 O
X = ( 0 2008 > '
Then every lattice vector is of the form (1001a, 2008b) where a, b € Z.Hence the shortest non-

zero vectors are clearly (1001, 0) and (-1001, 0).Similarly, the closest vector to W= (2974, 4098)
is clearly (3003, 4016).
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This example so easy the reason is that the basis vectors are orthogonal. Even in large
dimensions, the SVP and CVP problems are easy if one has an orthogonal basis for a lattice.
When given a basis that is not orthogonal, it is difficult to find combination of the basis
vectors that gives a vector strictly shorter than the shortest basis vector, especially in large
dimensions Similarly for the closest vector. So the orthogonal basis facilitates the solution of
those problems.



Chapter 2

Lattices reduction

A lattice has an infinity of basis, which are all equivalent, and some of these basis have more
interesting properties. The main of reduction is to find in one "reasonable" time a basis with
"nearly good" Euclidean properties, formed by vectors nearly orthogonal, and sufficient to
give approximations for the minima successive. But, as we have already seen, in the cas that
lattices have a larger dimension, it is difficult to find a good basis. In this chapter we present
some principal reduction algorithms.

The main reductions are: Harmet, Korkine and Zolotarev reduction, Lenstra, Lenstra and
Lovasz (LLL) reduction and BKZ block reduction.

2.1 Small dimensional lattice reduction algorithms

2.1.1 Two-dimensional lattices

Let X and Y form a basis of R?. The lattice L C R? generated by X and Y is the set of all
integral linear combinations of X and Y

L={aX+0bY |a,beZ}.

A basic problem is to find a shortest (nonzero) vector in this lattice, such that for all
w € L, w# 0. A for which Ay <|| w |.
This is achieved by the Gaussian algorithm. In fact this algorithm finds a minimal basis of
a two-dimensional lattice.

Definition 2.1.1 [9] We say that a basis X, Y of a lattice L in R? is minimal if X is a shortest
nonzero vector in L and Y is a shortest vector in L which is not a multiple of X.
The Gaussian algorithm

The Gaussian algorithm used to compute the minimal basis V;, V; of the lattice L. is based
on compare the length of basis vectors.

First, putV; = X, Vo =Y

V1. Vs
1'72 instead

Calculate the nearest integer m to the orthogonal projection coefficient A =
1

V1
V.V
of )\ itself, because the vector V> must remain in the lattice L. The integer is m = h/l V2 J and
1-V1

change V; to becoms: V5 =V, +mV;.

10
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2.1. Small dimensional lattice reduction algorithms

If | Vo ||<]| Vi ||, we interchange the vectors, and repeat the same steps. If || V2 ||[>|| Vi |
and |m| < 1 terminate with this minimal basis. Therefore V5 is a shortest vector in L linearly
independent of V;.

Algorithm 1 The Gaussian algorithm.

e Input: A basis X, Y of a lattice L in R? such that || X ||<|| Y |.
e Output: A minimal basis V;, V5 of the lattice L.

i) SetV; «— X and V;, «— Y. Set finished <— false.
ii) While not finished do:

Vl-VQJ
t — .
a) Setm {Vl.vl

b) Set Vy «— Vo — mVj.
) If[| Vi [[<]| V2 || then:

1) set finished <— true.
else

2) setu +— Vi, Vi «— V5, V5 <— u (interchange V; and V5).
iii) Return V; and V5.

The next lemma shows that the new second vector V5 is nearly orthogonal to the old first
vector V.

Lemma: 2.1.1 After the calculating of the new vector Vs ( step (i1))(b)) of Algorithm 1) we have:
1
RAAEEITAT
Proof: From the definition we have:

Vive 1 Wl Wb 1

m—F/I'VQ - - < +
IR wwvi o2 vV wvvpo 2

Multiplying this inequality by (V;.V;) and subtracting m(V;.V;) from all parts gives

J , which implies that

1
(V1.V1), and this implies that || (Vo—mV;).V; ||< 5 Vi |-

DN | —

1
—§(V1.V1) < V2. Vi—m(Vi.V1) <

Properties 2.1.1 :

Let X, Y a basis vectors of a lattice L in R?. We have frome ( step (ii))(b)) of Algorithm 1)
Vi =W, Vi =Vy—mVy, where V], Vj are the new vectors. So we can express ( step (ii))(b)) of
Algorithm 1) as matrix equation V.C = V' such that:

A% B 1 0 A%
r= () o= h) =)
The matrix C is unimodular (det(C') = 1). So step (ii)) preserves the property that Vi, Vs is a basis
of the lattice L.

The Gaussian algorithm can be applied to any two linearly independent vectors Vi, Vs in the Eu-
clidean vector space R" for any n > 2. The vectors V1, Vs, span a subspace of R™ linearly isomorphic
to R?, and generate a two-dimensional lattice L in R? (as before, this is the set of all integral linear
combinations of Vi, V5).

11



Chapter 2. Lattices reduction
2.1. Small dimensional lattice reduction algorithms

Theorem: 2.1.1 The Gaussian algorithm terminates, and upon termination V; is a shortest nonzero
vector in the lattice, and V5 is a shortest vector in the lattice which is not a multiple of V;.

Proof: Let V;, V;, a basis of the lattice L and let u be any nonzero vector in L, so that
u = aV} + bVs, for non zero a, b € Z.

| w = (aVi + bVa).(aVs + bV%). 2.1)
=a® | Vi |I* +2ab(V1.V3) + 0% || Vo |7 . (2.2)
>a® || Vi |2 —=lad] | Vi |* +0% ]| Va || (2.3)
>a? || Vi |2 =lad] | Vi |2 0% ]| V|1 (24)
= (a® —[ab| +0*) | Vi |1, (| Vi [I<]] V2 ). (2.5)

a,b # 0, we have a?b* < (a® + b*)? and hence |ab| < a® + b*.Therefore || u [|*>]| V1 ||, and
so V; is a shortest vector in L.
Now suppose that v = aV; + bV4 is linearly independent of V; equivalently that b # 0. We
have

Ful*>a® || Vi I* —[abl || Vi [I* +6% | V2 |* (2.6)

1 3
= a | Vi [P =lad] [ VA [P +20° | V2 [P +30° [ V2 1P (2.7)

1 3
> @ | Vi [P =lab] | Vi [P 430" I VAP +307 [1V2 I, (VA Il Va D (2.8)

1 3
= (Jal = 2D VA 2+ 20 Ve 2 29)
Hence || u ||*>|| Va2 ||? if |b] # 1. If b = £1 then we have

P> a® [ Vi I* =lal [ Vi P + | Va "= lal(Jal = 1) [| VA [I* + ]| V2 [I* - (2.10)

Since a € Z we have |a|(Ja| — 1) = 0 for |a|] < 1 and |a|(|a] — 1) > O for |a|] > 2, and so
it follows that || u ||>>|| V2 || in this case also. Therefore V5 is a shortest vector in L linearly
independent of V.

Exemple 2.1.1 Let V; = (736,849) and Vs, = (157, 143) be a basis vectors of lattice L € R?

We first compute || V; ||*= 1262497 and || Va ||>= 45098. Since V; is shorter than V;, we swap
them, so
Vi = (157,143) and V, = (736, 849).

Vi.Va
) = 128l =

We subtract m multiple of V1 from V, and we replace Vs, with.
Vo = Vo —mV; = (—49,134).

This new vector has norm || Vy ||*= 20357 , which is smaller than || Vi ||*= 45098, so we swap
again :

Next we compute : m =

Vi = (—49,134) and Vy = (157, 143).

We repeat the process with m = MV‘;VM = [0.56] = 1, which gives the new vector
1
Vs = Vs —mVi = (206,9).
, 5 . Vi Va
having norm || Va ||*= 42517, we compute again m = AL = [0.44] =0,
1

The final basis is quite small, and Vi, = (—49, 134) is a solution to SVP for the lattice L.

12
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2.1.2 Three-dimentional lattices

Definition 2.1.2 A 3-dimentional lattice in R™ generated by by, ba, bs is the set of all integral linear
combinations of by, b, bs:

L= {a1b1 + asby + azbs | ai,ag,as € Z} .
Let L be a 3-dimentional lattice in R", and let by, by, b3 be a basis of L

Definition 2.1.3 [8] We say that a basis by, bs, bs of a 3dimensional lattice L in R", n > 3, is
reduced if its vectors satisfy

Lol ou <] b2 <11 s 1[5

2. || by +x1by || =] bs || and || bs + xabs + 210y || >]| bs || for all integers x4, 5.

Algorithm for Reducing

Algorithm 2 3-dimentional lattices reducing algorithm.

e Input:Basis vectors b, by, b3 of a 3-dimensional lattice in R, n > 3, ordered such that
| 01 [|<I] bz [|<[] b5 |-
e Output: A reduced basis b, by, b3 of this lattice.

i) ste (reduce the pair b1, b;) Evaluate a,b = G(by, b2), replace by, by <— a,b.

ii) ste (find a minimum of || b3 + x2bs + 2101 ||) Compute integers z;,z, such that
|| b3 + 2209 + x1b1 || is minimal. We have || 23 — 2 ||< 1and || 21 — y; ||< 1, where

(b27b3) . (b17b2) (b17b3) (b17b3) _ (b17b2) (b27b3>

= — (2% TG (2 O K G 2 i 2
1_ (blubQ) (b17b2) ’ 1 N (b1762) (b17b2)
[ 00 (1] b2 |12 [ 00 {12 b2 |2

iii) ste (replace by «— a) If || a ||>|| b3 ||, then terminate, else replace b3 +— a. Order
b1, be, bs such that || by ||<|| by ||<|| b3 || and go to Step 1.

Remark: 2.1 We suppose that the basis b1, b2, b3 is defined also by numbers
[b11%, [b2]%, B3], (by, b2), (b1, bs), (b2, bs)-

We change the numbers in each step when changing the basis.

2.2 High dimensional lattice reduction algorithms

2.2.1 Gram-Schmidt Orthogonalization

Gram-Schmidt orthogonalization is a basic procedure in linear algebra that takes any set
of n linearly independent vectors, and creates a set of n orthogonal vectors. It works by
projecting each vector on the space orthogonal to the span of the previous vectors.

13
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Definition 2.2.1 Let Xy, Xy, -+, X,, be a basis of R". The Gram-Schmidt orthogonalization of
X1, Xo, -, X, is the following baszs X1, Xy, -, X

Xl - Xl/

- ; B . Xl..j(, o

Xi=Xi =2 1/~LU (ZSZSH)aﬂij:Xj.X;,(1§j<lﬁn>-

We write X; = (21, , %) and form the matrix X = (z;;), and similarly X = (Zij).

Then can be written as the matrix equation:
X=MX, M= ().

The matrix M is lower triangular with p;; = 1 for all 4,

1 0 o --- 0
M - lu%l 1 O - 0 )
Mn1 Hn2 Hp3g - 1

so it is invertible, and hence we also have X = M1 X.

Properties 2.2.1 The vectors of GSO basis verify:

1. X;-X;=0for1<i<j<n. i

X1.X
L2 XXy = 0, suppose that
1~X1

For j = 2 we have X,. Xy = X1.(Xo — 11 X)) = X1.X, —

it is achieved for j, and we show for j + 1.

- - - J -
X Xjp =X (X — Z fje1 o Xn) = Xo X — > i1 pXe- X

k=1 k=1
we have X;. X; = 0, so we get
~ o~ - ~ o~ ~ X X ~ o~
Xi.Xj+1 = Xi'Xj—‘rl - [Lj+17iX7;.Xi - Xi-Xj—i-l - 7HX1XZ - 0
X;. X,
2. span (X1, Xy, -+, Xp) = span (X, Xo, -+, X,,) for 1 <k <n.
We have B B
Xi=X; - Z,UZJ j» 50 X; = X; _I_ZIUZJX Zﬂu
Jj=1 j=1 j=1

Then we have: X; € span (X1, Xo,--- , X3) for 1 < i < k, and hence:
Span (Xl,XQ, v ,Xk) g span (Xl,XQ, QR ,Xk)

Conversely, for k = 1 we have X, = X, and so the claim is obvious. Assume that the claim
holds for some k > 1.

k
XkJrl = Xk+1 — Z,U/kJrLij = Xk+1 + Y, Y € span (Xl,XQ, s ,Xk)

J=1

By hypothesis we have: span (Xl,XQ, e ,f(k) C span (X1, X, -+, Xy), and so the last
equation implies X1 € span (X1, Xo, -+, Xj41). So

span (Xl,f(g, e ,f(k) Cspan (X1, X, -+, Xy).

14
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3.1 X 1<l X || for1 <k <n.

We see above:

i—1 i—1
X = Xi + Y i X; implies || Xy |P=| X |17+ D pi; | X5 117 -
j=1 Jj=1

4. det(X) = det(X).
We have X = M X where M = (p;;) is a lower triangular matrix with p; = 1 for 1 <i < n.

Hence det(M) = 1 and therefore det(X) = det(M) det(X) = det(X).

Definition 2.2.2 Let X, --- , X, be a basis of R", and let X be the n x n matrix. For 1 <k <n,
let X}, be the k x n matrix consisting of the first k rows The k-th Gram matrix of this basis is the

k x k symmetric matrix
Gr = Xip X}

The k-th Gram determinant of this basis is dj, = det(Gy,)

Proposition: 2.2.1 Let X, -, X,, be a basis of R", and let X1, , X, be its Gram-Schmidt or-
thogonalization. Forl < k < n the k-th Gram determinant of the basis is the product of the square-
lengths of the GSO vectors:

k
di =TT 11X 117
i=1

So for a lattice L of n-dmontional we have:
det L =det G(L) =] || Xi |I*-
i=1

In another meaning

det L=T] I X | -

=1

Proposition: 2.2.2 Let L be the lattice generated by X,,--- , X,,, and let Xy, -, X, beits Gram-
Schmidt orthogonalization. For any nonzero Y € L we have

'y 1= min {|| Xy [, | X 1}

Proof: Let (Y # 0) € L. Y is a linear combination of the basis vectors

i=1
We can express Xj, - - - , X, in terms of Xp, -, X
k i B koo B
V= a) pX; =Y aipi;X;. (2.12)
=1 j=1 i=1j=1
using pi; = 1, we obtain
ko k R k-1 B
Y = Z(Z CLZ',U,Z-]-)X]' = aka + Z(ai,uij)Xj. (213)
i=1 j=i =1

15
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Since X1, - , X, are orthogonal, a;, is a nonzero integer, we have a > 1, and so
1Y 12> (X 1P+ D (aan)® | X5 17) > 0. (2.14)
=1
1Y [P>[| Xy |2 min {|| Xy |%,-+-, || X, [’} , implies || Y [[>]| Xy [|> min {|| Xy [l || Xa [I}-

Exemple 2.2.1 Lat the 2-dimontional lattice in Figure 2.1

(] (D)

gbl =b1*

= "\ b2* @] @)
\

Figure 2.1: Present an orthogonal lattice basis of Gram-Schmidt in R?.

The vectors of B* are orthogonal vectors, and for i = 1,--- ,n, the vectors (b}, - -- ,b}) generate
the same vector space as the vectors (b, --- ,b;). But, B* is generally not a basis of the lattice.

For the lattice given in Figure 2.1 generated by the vectors (b, bs), the orthogonal basis (b7, b3) is
not a basis of the lattice. In furthermore, the Gram-Schmidt orthogonalization depends on the order
of the vectors of basis B.

Theorem: 2.2.1 (Minkowski’s first theorem) Let L be a lattice of rank n in R™. Then
A (L) < v/ndet(L)V™.

Definition 2.2.3 (Hermite’s lattice constant), is the supremum of the following quantities as L
ranges over all m-dimensional lattices:

_ ML)
Tm = Qet(Ly2/m

Definition 2.2.4 (Orthogonality defect and basis length defect). Let X = (X, ---,X,,) be
a basis of the lattice L. The quality of a basis can be measured by the three parameters defined as
follows: (The followin parameters, the orthogonality defect §(X), length defects \;(X) and Hermit
defect v(X), measure the quality of the basis.)

| X |l Ai(L)

Ry DT e

i X |

/\i(X) =

The orthogonality defect is always greater than 1, and equals 1 if and only if the basis is orthogonal.
The basis will be almost orthogonal if §(X) is close to 1. A basis will be almost minimal if all its defects
of length \;(X) are close to 1.

Proposition: 2.2.3 We have

5(X)
1< ——72 <A™
= h(x)
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2.2.2 Hermite-Korkine-Zolotarev reduction (HKZ)

A basis Xi,---, X, of alattice L is said to be HKZ-reduced if the following conditions are
verify

1

2. The vector X is a shortest vector of the lattice L.

3. the basis (X5, - - - , X,,) is Korkine-Zolotarev reduced (this is the orthogonal projection
of the basis of L onto the orthogonal complement of X;).

An HKZ-reduced basis provides a good approximation of the successive minima. Since
we know the following inequality for length defects:

4
v+ 3

| Xi|| _i+3

forl < i <n.

2.2.3 BKZ Block reduction

A type of reduction, called by blocks, which is an intermediate reduction between the LLL
reduction and the HKZ reduction. Block size f3 is fixed in the algorithm, but can vary, and
depending on the choice of block size, we find the notion of LLL-reduction for 5 = 2 or that
of HKZ for 5 = n.

The block Korkine-Zolotarev replaces the swap step in the standard LLL algorithm by
a block reduction step. One way to view the swap and size reduction process in LLL is
Gaussian lattice reduction on the 2-dimensional lattice spanned by X;_; and Xj. In BKZ-
LLL, one works instead with a block of vectors of length 3, say

Xk:? Xk-i-la T 7Xk7+5—17

and one replaces the vectors in this block with a HKZ-reduced basis spanning the same sub-
lattice.

A notion of reduction operates a compromise between the quality of the reduction and
the complexity to obtain it. For example, the reduction within the meaning of Korkine and
Zolotarev produces a base whose quality is much higher to that produced by the reduction
within the meaning of LLL, if 3 is large, there is an obvious disadvantage in that it takes a
long time to compute a HKZ-reduced basis.

Theorem: 2.2.2 [7] If the BKZ algorithm is run on a lattice L of dimension n using blocks of size
B3, then the algorithm is guaranteed to terminate in no more than O(3%n?) steps, where c and d are
small constants.

2.3 The LLL Algorithm

Definition 2.3.1 [9] The reduction parameter is a real number o such that

1< <1
- <« .
4
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. 3
The standard value of the parameter is: o = —

1
Let Xy, -+, X,, be an ordered basis of the lattice L in R", and letX,,--- , X, beits Gram-Schmidt
orthogonalization. The basis X, --- , X,, is called a-reduced (or LLL-reduced with parameter o) if

it satisfies
1 .
1| g |I< §f01’1§j<2§n.
2. H Xl +M¢7i,1)2¢,1 H22 o H Xifl H2 f01’2 <i<n.

Condition 2 is called the exchange condition (Lovas condition). Since Xi,--- , X, are
orthogonal, condition 2 can be written as

27 | Xi P> (o= pifiy) || Xica | for2<i<n.

Condition 1 says that each basis vector X, is almost orthogonal to the span of the previ-
ous vectors. Is called the (Size Condition).
Conditions 2 and 2* say that exchanging X, ; and X; and then recomputing the GSO can
produce a new shorter vector
X;ll =X+ ,ui,z'—lXi—l-

Definition 2.3.2 [9] The auxiliary parameter (3 define as follows:

. 1 1
, implies — =a — —

4
b= a1 3 4

3 .
For the standard value oo = 1 we obtain B = 2.

Theorem: 2.3.1 [7] Let L be n-dimension lattice, for § = 2. Any LLL reduced basis X, -- , X,, for
L has the following properties:

Lol a; P< 27 || X |? forl <j <i <,
2. det(L) <TI0, || X, ||< 20D/ det(L),
3. || X ||< 20D 4(det (L)),

3 1
Proof: For a = 7 f = 2 The Lovasz condition and the fact that |u; ;1] < 3 imply that

~ 3 ~ 3 1 ~ 1 -
| X; I°> (Z —pZi) || Xica P> (1 — Z) | Xio1 |IP= 3 | Xio1 |7 (2.15)

So it gives || X; 1 |2< 2 || X, ||? implies that || X; [|2< 277 || X; |12, (1 <j <i<n).

We now compute
i—1

| X 1= Xi+ ZMz‘,ij |2 (2.16)
=0
B i1 .
= X 1P 4+> w1 X517 (2.17)
=0
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N ks
<X P+ 727 1 X 1P
j=0

i—1

1o o
<+Y 2 ) X )
§=0

Using the summation formula for a geometric sequence, we obtain

i-1 1o 12 -2 i i— Y
1+ j:§12 ]:1+12—1 < 2071 We now have | X; [|P< 277! || X; |)?
det(L) = Xo || - | Xu IS X0 [ || X |

X0 [P X (P2 ) X P22 | X [P= 2202 X2 ) X P

and therefore

[T 1 X [P< 2@ D2 T X |17, implies J] || X [|< 2@ V4T |1 X |,

i=1 i=1 i=1 =1

Then  det(L) < IT, || X, [|< 20=D/1det(L).

We have also frome above || X, [|>< 27! || X; ||?,s0 || X, ||?"< 27~ D/2 det(L)2.

Now taking 2n-th roots we find
| X, ||< 20D/ det (L)Y

This completes the proof.
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The LLL algorithm

Algorithm 3 The LLL algorithm.

e Input:A basis X1, --- , X, for a lattice L
e Output:A LLL reduced basis X, --- , X,,.

i) Setk =2
ii) Set X; = X;
iii) Loop while k < n
iv) Loopj =1,2,3,--- k-1
v) Set X;. = X}, — (uk,jpi'j [Size Reduction]

vi) End j Loop
vii) If || Xy 12> (3 — pdjmy) || Xia |2 [Lov’asz Condition]
viii) Else

ix) Swap Xj;_; and X} [Swap Step]

x) Set k = max(k — 1,2)

xi) End If

xii) End k Loop

Note: At each step, X;,---, X} is the orthogonal set of vectors obtained by applying
Gram-Schmidt to the current values of X1, -+, X,,, and u;; = (X;.X;)/ || X; ||*-

The LLL algorithm (Algorithm3) works as follows:

Given a basis X1, Xs, -+, X, itis easy to form a New basis that satisfies the Size Condition.
Roughly speaking, we do this by subtracting from X, appropriate integer multiples of the
previous vectors X, Xy, -+, Xj_1 so as to make X smaller.

In the LLL algorithm, we do this in stages, rather than all at once, and we see that the size
reduction condition depends on the ordering of the vectors. After doing size reduction, we
check to see whether the Lovasz condition is satisfied. If it is, then we have a (nearly) opti-
mal ordering of the vectors. If not, then we reorder the vectors and do further size reduction.

The goal of LLL is to produce a list of short vectors in increasing order of length. For each
1 < i <n,let L, denote the lattice spanned by X;, Xs,---,X,;. Note that as LLL progresses,
the sublattices L; change due to the swap step; only L, remains the same, since it is the
entire lattice. What LLL attempts to do is to find an ordering of the basis vectors (combined
with size reductions whenever possible) that minimizes the determinants det(L;) i.e, LLL
attempts to minimize the volumes of the fundamental domains of the sublattices Ly, - - - , L,,.

Algorithm parameters

1. Output Parameters

The geometry of the output basis is described with three main parameters , the or-
thogonality defect 6(X), length defects \;(X) and Hermit defect y(X), They satisfy the
following features, which are expressed as a function of s = 2av/4 — o2

2
_ M)
det(L)?/m —

n X s
5(X) = [[ |l < 5702,
=

m—1

/\l(X) - < Sm_1> Tm
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This proves that the output satisfies good Euclidean properties. In particular, the
length of the first vector of X is an approximation of the first minimum A,(L) to a
factor that exponentially depends on dimension m.

2. The number of iterations

On a base X of a lattice L € R" of dimension m, the number of iterations K of the LLL
(o) algorithm checks the following inequalities:

A
K <(m-—1)4+m(m—1)log, —,
a

with A = {max || X; |}, a={min| X; |}, 1<i<m, X;€X theGSObasis.

Theorem: 2.3.2 [7] The algorithm LLL terminates in a finite number of steps and returns an LLL
reduced basis for L.

Let B = max || X; ||. Then the algorithm executes the main k loop (Steps (iii))—(xii))) no more than
O(n*logn + n*logB) times. In particular, the LLL algorithm is a polynomial time algorithm.

Exemple 2.3.1 Using LLL to find a nearest orthogonal basis for the lattice L € R?® spanned by
X; = (13,21,8), X = (48,17,5) and X5 = (34,3, 3)

We ferstly combut the GS basis :
we take X1 = X1

- Xo - Xl
2 2 — M2,14X1, H2,1 X, ~X17
~ 48 17.5)(13,21, 8
Xy = (48, 17, 5) — ( L )( A )(13,21,8) ~ (28.377 —14.71, —7.08).

(13,21,8)(13,21,8)
Now use X to reduce X5:

(48,17,5)(13,21,8)
(13,21,8)(13,21,8)

X, = (48,17,5) — (13,21,8) = (35, —4, —3).

This is our new Xo
check lovasz condition:

(35, —4,-3)(13,21,8) _

X, |I>= 674 X, |I?~ 1071.37 = ~ 0.54.
X0 | X | 21 = 713 91, 8)(13, 21, 8)

So (3 — m3y) =~ 046, | X P> (3 = u50) | X |
So we can move to the next vector X5

We must recompute the GS basis. We take X, = X, and must find X, and X
X, = (28.37, —14.71, —7.08).

< it nd X3 . Xl
X3 = X3 — u31 Xy — puz Xy, where i3 = =——=, and =2 2
3 3 — M31A1 — U32A1 H3,1 X, X, 3.2 X, X,

X3 = (1.1, -0.44, 2.99).
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Now use X to reduce X5

X3.X
X3:X3—{X3 1JX1 (34,3,3)—{

1-41

(34,3,3).(13,21,8)
(13,21,8).(13, 21, 8)

J (13,21,8) = (21, —18, —5).

Then use X, to reduce the new X,

(21, —18, —5).(28.37, —14.71, —7.08) (35, 4, -3)
28.37, —14.71, —7.08).(28.37, —14.71, —7.08) |\~

X3 = (21,—18,—5) — h

= (—14,—14,-2).
check lovasz condition: . .
| X5 ||*~ 1071.37, | X5 ||>= 10.34
(—14,—14, —2)(28.37, —14.71, —7.08)
’ (28.37,—14.71, 7. 08)(28 37,—14.71,—7.08)
3
So (Z - M%,Q) ~ 0.72, | X; 12 i i M32 | X2 2.
We swap X3 and Xy, we have now : X, = (—14, —14, —2), X3 = (35,—4,-3).

We try now to reduce X,. Apply GS basis:
take X, = X, and we find: X, & (—4.51,1.33,3.84),
use X to reduce X,:

(—14,—14,—2).(13,21,8)
(13,21,8).(13, 21, 8)

X, = (—14,—14,-2) — (13,21,8) = (—1,7,6).

Checking the lovasz condition:

| X, ||>= 674, | X, ||*~ 36.85.

(—14, —14, —2)(13,21,8)

= ~ —0.73
21 = 703,91, 8) (13, 21, 8)
. 3 - 3 -
Since (-3 =020, || X PR (G- i) | X
We swap X3 and Xy . We have now : X, = (—1,7,6), Xy = (13,21,8).

Start again. Finding GS basis
take X, = X; = (—1,7,6) and we find: X, ~ (15.12,6.16, —4.72),
use X, to reduce Xs:

(13,21,8).(—1,7,6)
(—1,7,6).(—1,7.6)

X, = (13,21,8) — (=1,7,6) = (15,7, —4).

Checking the lovasz condition:

| X1 [P=86, || X [?~288.84, poy & 2.12.
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. 3 ~ 3 -
Since  (}— i) =131, | % P2 (]~ ) | X0 P
we keep them and use to reduce X3 )
GS basis: X; = (—1,7,6), X, = (15.12,6.16, —4.72), X5 = (9.87,—7.28,10.19).

Reduce X3 by Xi:

(35, —4,—3).(—=1,7,6)
(—1,7,6).(—1,7,6)

X5 = (35, -4, —3) — { J (—1,7,6) = (34,3,3).

Reduce X3 by Xi:

(34,3,3).(15.12,6.16, —4.72)
(15.12,6.16, —4.72).(15.12,6.16, —4.72)

X3 = (34,3,3) — { J (15,7, —4) = (4, —11, 15).

Checking the lovasz condition:

| X, ||>= 288.84, | X3 ||?~ 254.25, g1 ~ —0.27.
: 3 2 % 2 3 2 \ 2
Since (E — pa,1) ~ 0.68, | X5 [*= (Z — pzq) | Xz ||
We see that X5 and X satisfy the lovasz condition.

So X, = (—1,7,6), Xo = (15,7,—4) and X3 = (4, —11,15) form areasonably orthogonal basis
for the lattice L.

2.3.1 Using LLL to solve SVP and CVP

We explained that if a lattice L has an orthogonal basis, then it is very easy to solve both
SVP and CVP. The LLL algorithm does not return an orthogonal basis, but it does produce a
basis reasonably orthogonal to one another. Thus we can use the LLL to solves CVP and SVP.

Babai’s algorithm

If a lattice L C R™ has a basis X3, - - - , X,, consisting of vectors that are pairwise orthogonal,
then it is easy to solve both SVP and CVP. Thus to solve SVP, we observe that the length of
any vector in L is given by the formula

[ aiXs 4+t anXe 2= a2 | X0 2 4+ a2 | X |2 (2.24)

Since a1, - - - ,a, € Z, suppose that we want to find the vector in L that is closest to a given
vector IV € R"™.

W =tX,+ - +t,X, witht,, - 1, €R. (2.25)

Then for X = a; X; + -+ + a,X,, € L, we have
X =W PP=(ar —t2)* | Xy [P+ 4 (an —t)* | X P (2.26)

The a; are required to be integers, so (2.26) is minimized if we take each a; to be the integer
closest to the corresponding t;. So for any vector Y € L || X — W [|[<|| Y — W ||, so X is the
closest vector of W.
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If the vectors in the basis are nearests orthogonal, then we may successful in solving
CVP, but if the basis vectors are not orthogonal or nearests to be, then the algorithm does
not work well.

A basis X, -, X, for L determines a fundamental domain F, the translates of F by the
elements of L fill up the entire space R", so any W € R" is in a unique translate 7 + X of
F by an element X € L. We take the vertex of the parallelepiped L + X that is closest to W
as our hypothetical solution to CVP. This procedure is illustrated in Figure 2.2. It is easy to
tind the closest vertex.

f

The vertex of & + v that is e
closest to w is a candidate
for (approximate) closest vector

Figure 2.2: Using a given fundamental domain to try to solve CVP.

Theorem: 2.3.3 [14] Suppose that the basis X1, --- , X,, of the lattice L C R™ is LLL-reduced with

standard reduction parameter « = —. Let W &€ R" be an arbitrary vector. Then the lattice vector
X € L produced by the nearest plane algorithm on input W satisfies

| X W [<22min|Y —W | .
YeL

Algorithm 4 Babai’s Algorithm.

e Input:A basis X, -, X,, € R" for a lattice L and the target vector W € R™.
e Output: A vector X € Lsuchthat || X — W ||< 22 minyer, | Y — W |.

3
e Run a-LLLon Xy, -- , X,, witha = T

o X +— W.
forj=nto1ldo

X.X;
X +— X — u; X; where p; = =~

X;.X;
Output W — X.

J<rg

An alternative to the nearest plane method is the rounding technique. This is simpler to
compute in practice, since it does not require the computation of a Gram-Schmidt basis, but
harder to analyse in theory. This method is not guaranteed to solve CVP.

Let Xi,--- , X, be abasis for a full rank lattice in R". Given a target I € R" we can write
=1
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with ¢; € R. One computes the coefficients ¢; by solving the system of linear equations. The
rounding technique is simply to set

where [t;| means take the closest integer to the real number ¢. This procedure can be per-
formed using any basis for the lattice. Babai has proved that || X —W || is within an exponen-
tial factor of the minimal value if the basis is LLL-reduced. The method trivially generalises
to non-full-rank lattices as long as IV lies in the R-span of the basis. The method trivially
generalises to non-full-rank lattices as long as I lies in the R-span of the basis.

Theorem: 2.3.4 [15] Let X1, - -+ , X,, be an LLL-reduced basis (with factor o = 3) for a latticeL C
R™. Then the output X of the Babai rounding method on input W € R" satisfies

X =W < @ +2009/2") | Y =W .
forallY € L.

Exemple 2.3.2 Let use the same lattice reduced in th Exemple (2.3.1), we try to find a closest vector
for W = (2,76,62) € R3. We tacke the reduced basis of the lattice L
We solve the equation:

W = a1X1 + CL2X2 + CL3X3

= a1(—1,7,6) + as(15,7, —4) + as(4, —11, 15)
which corresponds to the system:
—ay1 + 15a5 + 4as = 2;

7&1 + 7&2 — 11&3 = 76,
6(11 — 4@2 + 15@3 = 62.

We used Cramer’s method to solved the system. We find

—30160 —2296 —5H48
~ 10.37; ay = ~ 0.79 and a5 =

~ 0.22.
—2906 —2906 —2906

a; =
We take the nearest integer
ap=10; as=1; a3=0.

Then:
10(—1,7,6) + 1(15,7, —4) + 0(4, —11,15) = (5,77, 56).

is a vector close to W = (2,76, 62).

LLL as an Approximation to SVP

The LLL algorithm is an approximation algorithm for the problem SVP. Even if the first
vector returned by LLL is not necessarily a shorter vector of the lattice, we know that its
norm can be compared to the first minimum, with however an exponential factor in the
dimension n.

Theorem: 2.3.5 [14] Let X1, --- , X,, LLL-reduced lattice basis. Further, in that case
min || Y [|> 272 X |

where Y is a linear combination of lattice basis vector (Y € L — {0})
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Proof: let X, -, X, LLL-reduced lattice basis. Xi,---,X, be it's GS basis, we have the
following results .

~ 1 ~
1. Forany k, || X}, ||*> 3 | Xe_1 |)?-

1
9k—1

2. More generally || X}, ||>> | X5 2.

3. For any lattice vector X; we have || X, ||2< 251 || X ||*.

Consider any vector Y in the lattice where
Y=> aX;, e, €Z, 1<i<n (2.27)
1=1

since the GS basis is a lattice basis, we must be able to express Y as linear combination of
the GS vectors

Y= X, meR, 1<i<n. (2.28)

i=1
We want to find relationship between a; and
since we have:

meanwhile from: X; = X; — X7, y;; X

from the dot product with X}, we obtain

1=1

consequently, if i # k then X; X, = 0while k =i X; X, =|| X, 1%

From(2.29) and from the dot product in (2.30). The dot product will all be zero, execept
for the dot product will the k — th basis vector giving us

consequently, (i, = ay.

Since Y is non zero lattice vector. We have Y = > | 4, X;, where at least one of the a}s is
non zero integer, since the same coefficients can be used to obtain " using the GS basis we
also have Y =" , a,;X;, consequently

1Y P> af || X |, (2.33)

1Y (P> X [ (az > 1), (2.34)
1 ~

| Y |I*> ST | X, |2 (from (2.30) and result2), (2.35)
1 -

1Y 122 sy I X0 P (2.36)
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1
Y =

> o X (2.37)

Thus any non zero vector in the lattice satisfy

1
2 —
1Y P2 s

X )17 (2.38)

So the shortest vector also satisfy this inequality. This means that X; will no more then
2(=1/2 times the length of the shortest vector, so the LLL-reduced basis will allow us to
solve the SVP within a factor of 2(*~1/2,
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Chapter 3

Lattices and cryptography

Cryptology is defined as the science of secrecy. It is an essential science and technique in
information security, it combines two main types of activity: cryptography and cipher anal-
ysis.

Encryption aims to design protocols, prove their security, or even improve their algo-
rithm Basics. In this chapter, we are interested in applications related to cryptology. We start
with a very general introduction to cryptography, security objectives, we are looking at a
new type of challenging problem emerging in lattices theory that can be used as the basis
for a public key cipher system.

We will see that lattices theory has cryptographic applications that go beyond just pro-
viding a new source for difficult problems. We will discuss two public key cryptosystems
based on lattice. We will start with GGH cryptosystem, which is most concise, though it has
been subject to cryptanalytic attacks. Then we will discuss NTRU cryptosystem, which is
most practical lattice-based cryptosystem. We will also discuss the role of these lattices in
cryptanalysis the RSA cryptosystem.

3.1 Introduction to cryptography

3.1.1 Symmetric cryptography

Symmetric cryptography or private key encryption is to use the same key for encryption and
decryption the cipher, an algorithm that is used for converting the plaintext to ciphertext,
operates on a key, which is essentially a specially generated number (value).

One simple example of symmetric key cryptography is the Monoalphabetic substitu-
tion. In this case, the relationship between a character in the plaintext and a character in the
ciphertext is always one-to-one[12]. An example Monoalphabetic substitution is the shift
cipher. In this approach a character in the ciphertext is substituted by another character
shifted by "n" places. [3]Example: A is substituted by D. Key feature of this approach is that
it is very simple but the code can be attacked very easily.

Another example of symmetric key cryptography is the Polyalphabetic substitution this

is an improvement over the shift cipher. Here the relationship between a character in the
plaintext and a character in the ciphertext is always one to [12].
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An example of polyalphabetic substitution is the Vigenere cipher and block ciphers. In

the Vigenere cipher, a particular character is substituted by different characters in the ci-
phertext using the correspondence A = 0, --- , Z = 25, we can associate each key K with an
alphabetic string of length m, called a keyword the Vigenere cipher encrypts m alphabetic
characters at a time: each plaintext element is equivalent to m alphabetic characters[4].
The block ciphers: block encryption replace a block of fixed length with a block of m’ length.
Encryption and decryption operations of a block cipher: Some operations, such as permuta-
tion and substitution, are performed on the block of bits based on a key (a secret number) to
produce another block. In the decryption process, operations are performed in the reverse
order based on the same key to get back the original block.

3.1.2 Asymmetric cryptography

Asymmetric protocols are based on mathematical operations (exponentiations modular, etc.)
which are much more expensive in time compared to time in symmetric protocols. These
protocols are more efficient compared to symmetric protocols because they are more diffi-
cult. Asymmetric encryption works with a pair of keys: a public key which is freely acces-
sible by any entity wishing to send a message, and a second so-called key private which
is kept secret. Messages are encrypted using the public key and can only be decrypted by
whoever has the corresponding private key.

RSA cryptosystem

The RSA system was invented by Ron Rivest, Adi Shamir and Len Adleman. The RSA
protocol is both the oldest asymmetric encryption protocol and one of the most used proto-
cols in the world. Its variants are the subject of intense scientific activity, but to this day the
RSA has resisted all known attacks.

The security of the RSA system is based on the difficulty of factoring a large integer N, which
is the product of two prime numbers p and q.

Description:[17] Here is how the RSA algorithm works. Chooses two distinct large
primes p and ¢ and multiplies them together to form n = pg. And also chooses an encryption
exponent e such that

ged(e, ¢(n)) = 1.
Where ¢(n) = (p —1)(q — 1).

Sends the pair (n, e) to the sender but keeps the values of p and ¢ secret. In particular, the
sender, who could possibly be an enemy, never riccds to know p and ¢ to send her message
securely. The sender writes his message as a number m. If m is larger than n, he breaks the
message into block, each of which is less than n. However, for simplicity, let’s assume for
the moment that m < n. The sender computes

c = m° mod n.

Since to find the message knows p and ¢, and therefore can find the decryption exponent
d with
de = 1 mod ¢(n).

Then:
m = ¢ mod n.
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So we have now the system was created as follow:

Private key: (p, ¢, d) where p and ¢ are primes and de = 1 mod ((p — {)(¢ — 1)).
Public key: (n,¢e) n = pq, ged(e,(p—1)(¢—1)) = 1.

Encryption: ¢ = m® mod n.

Decryption: m = ¢ mod n.

3.2 Lattice Based Cryptography

3.2.1 GGH Public Key Cryptosystem

This cryptosystem was developed by Goldreich, Goldwasser and Halevi in 1997. The GGH
cryptosystem relies on the difficulty of the closest vector problem (CVP) in a lattice[5].
The basic idea is that, one chooses a nice basis B for a full rank lattice L C Z" and publishes
a disguised basis H.

Description:[11] Let L a full rank lattice of rank n.

Private key: A good lattice basis B. Good in the sense of consisting of short(nearly or-
thogonal) vectors, that allows to solve certain instances of CVP efficiently.

Public key: A bad basis H for the same lattice. Bad is in sense of being worst possible
basis from a cryptanalysis point of view. H = UB, where U is a unimodular matrix chosen
appropriately.

Encryption: Encode a message m = (my;mg;--- ;m,) € Z" to a lattice point v = m. H
and add a short noise vector e, i.e. the cipher text is

c=7v-+e.

Decryption: For description one computes
cBl'=(m.H+e)B'=mUBB '"+eB ' =mU+eB™".

The term eB~! being small, can be removed using Babai’s rounding technique. Finally com-
pute m = mUU " to get the message.

Exemple 3.2.1 Let L C R? be the lattice with basis matrix B

Private key:
L
B = ( (7) g ) ,andso B~ = g 1 | -LetU= ( g g ) be a unimodular matrix.
3
Public Key:

14 9
H_UB_<21 15)'
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Encryption: Let the message vector v = (3, —7). And the error vector e = (1, —1)
Cipher text c = vB + e = (104, —79).
104 79
773
m = (=15,-26)U""' = (3,-7).

Decryption: ¢cB~! = (
message as

). Which is rounded to (—15, —26). Now one can recover

Cryptanalysis of GGH Cryptosystem

[11]For attack the GGH cryptosystem, we simply run a lattice basis reduction algorithm
(such as LLL)on the public basis matrix H, may give us a sufficiently good basis to solve
required CVP efficiently.

To computing the plain text the idea is to compute c. ! = m + e. H!, and try to
deduce possible values for some entries of e. H~!. For example, if the i-th column of H~!
has particularly small norm then one can deduce that the i-th entry of e. H~! is always small
and hence get an accurate estimate for the i-th entry of m.

Remark: 3.1 One can use the Babai nearest plane algorithm to solve CVP with c as a target vector
and with public basis H.
To prevent such an attack it is necessary that the dimension of the lattice be sufficiently large.

3.2.2 NTRU Cryptosystem

The NTRU cryptosystem proposed by Hoffstein, Pipher and Silverman, it is based on trun-
cated polynomial rings with convolution multiplication where it has its initial name from
(N-th degree truncated polynomial ring), but it can also be expressed using lattices.[5]

Note: Truncated polynomial rings is the ring of polynomials with integer coefficients over
the variable X modulo the polynomial X — 1.

Description:[11] The NTRU system has the three integer parameters N, p and g, where
ged(p, ) = 1. Further, dy, d, and d, are integer bounds for the coefficients of the polynomials
f,gand rin R

F(dy,ds) = {h(x) € R|hhas d; 1’s and d; -1’s , and the rest of the coefficients are 0 }.

N-1
h € F(dl,d2>, h(l‘) = Z ai:ci |ai = =+1.

=0

We can also be described as a matrix operation. For this, we first define the cyclic rotation
C that sends a vector (z1;22;- - ;2,)" to (2y;21;- -+ ;2,-1)". For an arbitrary z € R” the
circulant matrix of z is defined as

T Ty cee o @T9
:L‘ x DY 'I
[C*x] = [x,0x%, -+ ,C" x| = ’ ' ’
Tp Tp—1 - 1

We now have the matrix operation [C*f]|g if we consider f and g as vectors consisting of
the coefficients of f and g. This operation is associative, commutative and distributive, so
(R; +; *) forms a ring. We define the spaces F, F; and F, as follows:

Fy=F(ds,d;— 1),  F,=F(dyd,), F, =F(d,,d,).
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Key Creation: Chooses polynomials f € Fyand g € F;, f must be invertible modulo p
and q, denote the inverses f, ' and f, ! respectively.

Private Key: f and g.
public key: h =p- fq_1 *x g mod ¢. Or in matrix notation h = p - [C*f]q_lg mod g.

Encryption: To encrypt a message m € R}, we randomly chooses a polynomial € F,
and computes ¢ = h * r +m mod gq.

In matrix notation, h = p - [C*h]r + m mod g¢.

Decryption: To decrypt the message ¢, multiply the ciphertext and the secret key to get

t=c- fmod g,

such that all values ti are bounded by % <t < % The original message can then be

computed by
mEt-fp_lmodq.

Exemple 3.2.2 [11]Let N = 5,p = 3 and q = 16, Further, the integer bounds for the coefficients of
the polynomials f, g and r are dy = 2, d, = 2 and d, = 1. We chose the polynomials

f=X’+X~-1,g=-X"+X*— X + lasprivate key and r = — X" + X.

computed the inverse of f modulo p and q we find respectively,

[l =X 42X 4 2X% + 2and f71 = 15X" +12X°% + 3X? 4+ 9X + 10, and the corresponding
circulant matrices are

2 1220 10 15 12 3 9
02122 9 10 15 12 3
Cft=120212]; [CA =] 3 9 10 15 12
22021 12 3 9 10 15
1220 2 15 12 3 9 10

The public key becomes h = p - f;' * gmod q = 4X* + 9X? 4+ 8X? + X + 10, so in matrix form

10 4 9 8 1
1 10 4 9 8
C*H=| 8 1 10 4 9
9 8 1 10 4
4 9 8 1 10

Let the message be the vector m = (—1,0,1,1,0). The ciphertext

c=hsxr+mmodqg=—-X"+5X3—7X>+2X +2mod q
In matrix form [C*hlr + m = (2,2, —7,5,—1) mod q.
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To decrypt this ciphertext we first compute the product t = [C*flc = (2,—1,11,—10, —1), then

align its coefficients to values x between - <t < 5 which gives the vector t' = (2, —1,—5,6, —1).

Multiplying this vector by [C*f]’! gives the original message

m = (2,0,1,1,0) mod p

Cryptanalysis of NTRU Cryptosystem:
[11]The basic concept is, define a lattice Lj,., given the public key h and the ciphertext c as

follows.
In 0
H Iy.qc )’

where H = [C*h]. So this is a basis for the lattice containing all the points
Lp..={(u;v) € P x Pluxh=vmod ¢}.

and additionally the point v, = (0;¢). Recall that ¢ = r * h + m mod ¢. Consider now the
point v, = (r;7 % h) € Ly,. Since v, and v, are both in Ly, also v. — v, = (—r;m) is in the
lattice. Only to be an element of the lattice does not suffice to find this element in the lattice,
but when we take a closer look on the norm of this vector, we see that it is at most v/2d, + N
Compared to the norm of the expected shortest vector, the desired vector is relatively small,
and therefore has a good chance to be the shortest vector. This means, that we can reduce the
lattice Lj,. until we find a vector with the right amount of 1’s and -1’s in the first N entries.
The rest of the entries will be the message with very high probability.

Exemple 3.2.3 [11]Let use the system in the Example 3.2.2. The first step is to construct the
lattice basis B for the lattice L;, . with the public key h = 4X* +9X? 4+ 8X?% + X + 10 and the
ciphertext ¢ = —X* +5X3 — 7X? + 2X + 2

1 6 0 0 6 00 0 O 0 O
o 1 0 0 0O O O O O 0 O
o 06 1 0 0 O O O 0 0 O
o 0 0 1 0 O O O 0 0 O
o 6 0 0 1 0 O O 0 0 O
B=]110 4 9 8 1 16 0 0 0 0 2
1 10 4 9 8 0 16 0 0 0 2
g8 1 10 4 9 0 0 16 0 0 -7
9 8 1 10 4 0 0 0 16 0 5
4 9 8 1 10 0 0 O 0 16 -1
o 0o 0 0 o0 0 0 0o o0 0 1
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Then we reduce this with the LLL algorithm, we obtain the following matrix.

-10 -1 -2 0 3 -1 -2 0 0 O
-1 -1 0 1 0 -1 1 3 2 -1 1
-10 -1 1 0 o0 1 -1 2 -1 -1
-1 0 o0 1 2 1 -1 0 -3 0 2
-1 0 -1 0 -2 -1 -1 O O -2
B = O -1 1 2 -2 -2 0 -2 0 1 3
o o0 -1 -1 0 0 2 0 -1 0 2
o 1 0 -1 -1 0 1 O 1 -4 2
o 1 0 2 -1 0 1 1 -1 2 4
o o 2 -1 3 1 -1 1 0O O 2
o 1 2 1 -1 -1 3 0 -1 -1 -3

Recall that d, = 1, so we search for a column vector in the reduced basis whose 5 first entries
contains a 1 and a -1. This holds for the 2nd and 10-nth column. By checking the next 5
entries, we see that the second vector contains the message (—1,0,1,1,0).

3.2.3 An Attack on RSA

[17] A sender wants to send a message of the form (Theansweris *  x *). In these cases, the
message is of the form m = B + x, where B is fixed and |z| < Y.

For some integer Y. We present an attack that works when the encryption exponent is
small. Suppose public RSA key (n,e) = (n,3). Then the ciphertext is

c= (B + ) mod n.

We applie the LLL algorithm to the lattice generated by the vectors
v1 = (n,0,0,0), vy = (0,nY,0,0), v3s = (0,0,Y?n,0), vy = (ag,a1Y, asY? Y?)

This gives a new basis uy, - - - , u4, but we need only v, the theorem 2.3.1 tells us that
| uy (1< 2%*(det(vy, -+, va)'), (3.1)
= /Py )1 = 23/Any?2, (3.2)

We can write
2
U = o1 + - -+ cavg = (eg, Yer, Y e, Y3€3)

with ¢; € Z, and with eg = c1n + cuay,
€1 = Con + c401,
€3 = €3N + C400,
€4 = C4.

It is easy to see that (¢; = c4a, mod n, 0 < ¢t < 2). Form the polynomial
g(T) = esT? + 7% + e, T + e

Then, since the integer x satisfies f(z) = 0 mod n and since the coefficients of ¢; f(7) and
g(T) are congruent mod n,
0=c¢f(T)=g(T) mod n.
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Assume now that

Y < 277/6p1/, (3.3)
Then

l9(x)| = lesa®| + |e2a?| + |ex| + [eo]
< |es|T? + |ea|T? + |e1|T + |eo|
= (1,1,1,1).(g(T) = esT3,e5T?, 1T ¢)
SH (17 L, 171) H . || (Q(T) = €3T3762T2,61T7 60) H
=2 u |-

Since, by 3.2 and 3.3

| uy ||< 23403432 < 93/403/4(27T/6p1/6)3/2 — 91y

we obtain |g(z)| < n. Since g(x) = 0 mod n, we must have g(z) = 0. The zeros of g(7") may
be determined numerically, and we obtain at most three candidates for x. Each of these may
be tried to see if it gives the correct ciphertext. Therefore, we can find z.

Exemple 3.2.4 [17] Let
n = 1927841055428697487157594258917, p = 757285757575769 and q = 2545724696579693,

one sending the message (The answer is **). where (* *) denotes a two-digit number. There-
fore the message is m = B+x where B = 200805000114192305180009190000 and 0 < z < 100.
Suppose the ciphertext ¢ = (B +z)* = 30326308498619648559464058932 mod n. We can form
the polynomial

f(T)=(B+T) c=T%+ayT?* + aiT + ap mod n,

where

as = 602415000342576915540027570000

ay = 1123549124004247469362171467964

ay = 587324114445679876954457927616.
Note that ay = B?> — ¢ mod n. We use LLL to find a root of f(7") mod n. We let Y = 100 and
forms the vectors

v; = (n,0,0,0), v, = (0,100n,0,0), vs = (0,0,10%*n,0), vs = (ag, 100a;, 10*ay, 10°)
The LLL algorithm produces the vector

308331465484476402v; —589837092377839611v,+316253828707108264v3—1012071602751202635v,4
= (246073430665887186108474, —577816087453534232385300, 405848565585194400880000,
—1012071602751202635000000).

Then g(T) = —1012071602751202635T+4058485655851944008872 —5778160874535342323853T
+ 246073430665887186108474.

The roots of ¢g(7) are computed numerically to be
42.000000000, —0.949612039 £ 76.0796085115.
It is easily checked that g(42) = 0, so the plaintext is

The answer is 42.
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Conclusion

In this memory, we wanted to review some encryption systems that depend on lat-
tices problems and the methods of attacking. More precisely, the role of lattices on encryp-
tion systems.

The different basis of lattices pose two main problems, CVP and SVP.

The GGH cryptosystem based on the difficulty of the closest CVP in a lattices.
The NTRU security and based on CVP and SVP issues in lattices.

For this, we needed to understand these Lattices, and know the most important problems
on which modern cryptography are based, so it is necessary to know the best algorithm of
reduction, which allows finding a nearest orthogonal basis that facilitates the solution of
those problems, and then breaks the security of systems that depend on their difficulty. One
of the most important of those reduction algorithms is the LLL algorithm, which turns out
to be the most practical in terms of time and convergence of results, which is exploited to
find an approximation to shortest vector, and the Babai’s algorithm which is used to find
closest vector.

Lattices reduction has an important role in breaking the security of modern cryptogra-
phy. In this remark, we review one of the methods of attacking the RSA cryptosystem.
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Abstract

In this memory we will study lattices and their applications in cryptography. Firstly, we will
study lattices ( basis and characteristics) and the most important problems raised by their
differnt basis (shortest vectore problem and closest vector problem ), algorithms for reduction
basis and methods for finding solutions to these problems.

In conclusion, we offer cryptosystems that depend on lattices problems and methods of
attacking them by solving those problems.

Key words :

Lattice, basis, lattice problems, reduction algorithms, lattices based cryptography.

Résumé

Dans ce mémoire, nous étudions les réseaux et leurs applications en cryptographie. Dans un
premier temps, nous étudierons les réseaux (base et caractéristiques) et les problémes les plus
importants posés par leur différente bases (probleme de vecteur le plus court et probleme de
vecteur le plus proche), les algorithmes du réduction des base et les méthodes pour trouver
des solutions a ces problemes.

En conclusion, nous proposons des cryptosystemes qui dépendent des problemes de réseaux et
des méthodes pour les attaquer en résolvant ces problemes.

Mot-clés :

Réseau, base, problemes de réseau, réduction algorithmes, cryptographie basée sur des
réseaux.



