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General Introduction

Security and the authentication of individuals is necessary for many different areas of our
lives, with most people having to authenticate their identity on a daily basis; examples include
ATMs, secure access to buildings, and international travel. Biometric identification provides a
valid alternative to traditional authentication mechanisms such as ID cards and passwords,
whilst overcoming many of the shortfalls of these methods; it is possible to identify an
individual based on "who they are" rather than "what they possess" or "what they remember".

Biometrics is to identify a person from physical or behavioral characteristics such as iris,
signature, fingerprint, voice, face, gait, and hand gesture. These features, as they are innate or
acquired iris such as signature, are attached to each individual and therefore do not suffer from
weaknesses methods based on knowledge or possession. Indeed, a physical or behavioral
attribute can not be forgotten or lost. In general, they are very difficult to guess or steal and to
duplicate. ‘ "

Iris recognition is a particular type of biometric system that can be used to reliably identify
a person by analyzing the patterns found in the iris. The iris is so reliable as a form of
identification because of the uniqueness of its pattern. Although there is a genetic influence,
particularly on the iris color, the iris develops through folding of the tissue membrane and then
degeneration (to create the pupil opening) which results in a random and unique iris, also it's
protected from the external environment, yet it is easily visible from within one meter of
distance makes it ‘a perfect biometric for an identification system with the ease of speed,
reliability and automation.

Information fusion refers to the reconciliation of evidence presented by multiple sources of
information in order to generate a decision. In the context of biometrics, evidence reconciliation
plays a pivotal role in enhancing the recognition accuracy of human authentication systems and
is referred to as multibiometric. Multibiometric systems combine the information presented by
multiple biometric sensors, algorithrﬁs, samples, units, or traits. Besides enhancing matching
performance, these systems are expected to improve population coverage, deter spoofing and
impart fault tolerance to biometric applications.

Based on the nature of these sources, a multi biometric system can be classified into one of
the following six categories: multi-sensor, multi-algorithm, multi instance, multi-sample,
multimodal and hybrid. And based on the type of information available in a certain module,
different levels of fusion may be defined. The various levels of fusion are categorized into two

broad categories: fusion before matching and fusion after matching. before matching schemes



include fusion at the sensor and the feature levels while after matching schemes include fusion
at the match score, rank and decision levels. The objective of this work is to developing and
implementing a power person recognition system using his two modalities Face and Iris
(multimodal system), with the goal of improving recognition.
This work include four chapter, which allow us to present the various aspects of our work.
e In the chapter one, we will discuss about the biometric system, its characteristics,
different technologies and the biometric based on iris specially.
e In the chapter two, the Iris recognition system is described with its different
phases.
e In the chapter three, we will discuss about the multibiometrics based a multimodal.
o In the chapter four, we present the experimental results obtained for each stage of
the system made and the different discussions about these results.

A general conclusion will take stock of our work and we will unveil our outlook.



General Conclusion

A biometric system provides automatic recognition of an individual based on some unique
feature or characteristic possessed by the individual. Biometric systems have been developed
based on fingerprints, facial features, voice, hand geometry, handwriting, the retina and the one
presented in this work, the iris.

Human identification via multibiometrics is a very promising approach to improve the
overall system’s accuracy and recognition performance. In recent years, several approaches
toward studying the fusion strategies of different biometric evidence have been proposed.

In this work, we have implemented some of Iris recognition methods, which are PCA and
LBP. Three measures of distance (L1, L2 and COS) are used for evaluating the similarity
between two iris images and the experiments are carried out on the CASIA V1 iris database.

We have introduced as well as the multibiometric system since unibiometric systems fail in
some cases. To improve the performance of the identification system, we have utilized
multimodal fusion scenario between Face and Iris based on four fusion rules: minimum,
maximum, mean, and product.

All of our expériments are implemented in the C# language. We have developed a graphical

user interface (GUI) for testing the adopted approaches.

o We have compared between PCA and LBP methods; we have found also that
LBP 45 % outperforms PCA 42.5%.
o Experimental results show that the multimodal fusion scenario (Iris + Face) with

the application of LBP and LDA on the iris and face respectively has given a recognition rate
of 98.33% using mean rule of fusion.

o The performance of multimodal fusion scenario 98.33% improve the unimodal

one 45%.

Some perspectives that may help extend the work in this work are:

4 Use another database like BATH, (ICE), WVU Databases and the other criteria
such as the false acceptance rate (FAR) and the false rejection rate (FRR) for evaluate the
system performance.

v In the implemented system, the recognition was done without detection of the

Iris region. We suggest improve normalization step to obtain a more robust system.
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v In this work, we have chosen the iris as biometrics, we propose to see other
biometrics such as retina, signature ...etc.
4 Implementing supervised algorithms like Artificial Neural Network (ANN),

Support Vector Machine (SVM) for an eventual comparison.
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Abstract

The increasing need for information security has led to more attention being given to
biometrics-based, automated personal identification. Among existing biometric approaches, the
human iris is the most promising technique. This work is proposed the Iris recognition
method using local binary pattern(LBP) and component analysis(PCA) with measure distance.
In addition, we have introduced the multi biométrics system particularly multimodal system to
improve the performance of the identification system. For the validation of this work, we use
database CASIA V1. Experimental results show that the multimodal fusion scenario (Iris +
Face) with the application of LBP and LDA on the iris and face respectively gives the best
recognition rate of 98.33% using mean rule of fusion.

Keywords : Iris recognition, face, Biometrics, PCA, LBP, LDA, Multibiometrics, fusion.
Résumé

Le croissant besoin pour la sécurité de l'information a possédé un intérét dans la biométrie
basée sur l'identification automatique des personnes. Parmi les approches biométriques existe,
I'iris humain utilisé€ le mode¢le locale binaire (LBP) et analyse de composantes principales (ACP)
avec les mesures de distance. Ce travail propose la méthode de reconnaissance d’iris en utilisant
trois méthodes différentes : le modéle binaire locale (LBP) et analyse de composantes
principales (ACP) avec différentes mesure de distance. En plus, nous nous sommes introduire
un systéme multi-biométriques et plus précisément aux multimodal pour d'améliorer la
performance du systéme de reconnaissance d’iris. pour la validation de ce travaille, on a utilisé
la base de données CASIA v1. Les résultats expérimentaux montrent que le scénario de fusion
multimodale (Iris + Visage) avec I’application de LBP et LDA sur I’iris et le visage
respectivement a permet de donner un taux de reconnaissance de 98,33% en utilisant la régle
de fusion moyenne.

Mots clés: reconnaissance d’iris, face, biométrie, PCA, LBP, LDA, multi biométrie, fusion.



