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General introduction

General introduction

1 Context of the study

Web applications are becoming more popular and widely being used in all aspects of
work and social activities.

Now web applications are the dominant method for implementing and providing access
to on-line services and becoming truly pervasive in all kinds of business models and
organizations.

Today, most systems such as Social Networks, health care, banking, or even emergency
response are relying on these applications.
However, the exponential development of web technologies comes at a price, because ihe

number of Web application security issues increases rapidly as well and Web applications are

becoming more prone to worrisome vulnerabilities.

Cross-site scripting (XSS) attack considered as one of the top 10 web application
vulnerabilities of 2013 by the Open Web Application Security Project (OWASP) [13].
According Cenzic Application Vulnerability Trends Report (2013) Cross Site Scripting

represents 26% of the total population respectively [42] and considers as top most first attack.

Cross Site Scripting attack carried out using HTML, J avaScript, VBScript, ActiveX,
Flash, and other client-side languages. A weak input validation on the web application leads
Cross Site Scripting attacks to gather data from account hijacking, changing of user settings,
cookie theft. '

2 Statement of the Problem

The Detection of XSS is a topic of active research in the industry and academia. To
achieve those purposes, automatic scanners have been implemented.

XSS Vulnerability scanner is a tool that detects the XSS vulnerabilities in web
applications, generally, there are two types of vulnerability scanners:
White Box scanner: provides the penetration testers with the knowledge of implementation

details (e.g. the internal structure of the program).From this information; test cases are created

according to the coverage criteria [27].
Tools taking white-box approaches suffer from the following shortcomings:

e Sometimes source code is not available.
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e Different programming languages are used for building Web applications.

Black-box scanner: Black-box means that the implementation details are not examined by
the tester. According to inputs, outputs are verified with expected (predefined) behavior.
Since code details are unknown, black-box testers should identify as many inputs as possible
[28], to help him to detect as many vulnerabilities as possible, for this reason the XSS attack
vector of input may have a large number.

By using a large-number of attack vector , XSS vulnerability detection may cost too :
much time, and the result may have a high false positive.

3 Objectives

In order to solve the above problem of black box scanner with large number of attack
vector, we propose an approach to implement an efficient XSS scanner which aims to
optimize its XSS attack vector in order to reduce the scan time and maximize the detected
vulnerabilities point. Our work makes the following contributions:

e A method for generating and optimizing XSS vector attack: we propose a grammar to
dynamic generation of all possible XSS scripts but we select the most promising ones.

e A method for detecting stored XSS; we search for each not searchable form (entry point for
stored XSS injection) its related searchable form (entry point for stored XSS detection) ,
this link help us to go directly to the page in which the stored XSS code will be executed.

4 Report Qutline ,

This report divided in four chapters:

The first chapter provides the basic concepts of Web Applications and Web Security , we
present the top 10 OWASP web vulnerabilities, we focus on the Cross-Site Scripting(XSS)

The second chapter provides a general overview of Web Security Testing and different
approaches of web scanners implementation, then we present the most popular web scanners.

The third chapter presents the conceptual design of our scanner with its different modules
and methods for generating and optimizing XSS vector attack ,and for detecting stored XSS.

In the fourth chapter we will present the implemented XSS scanner, and discuss the results
obtained from running the scanner, to demonstrate the effectiveness of the method proposed
in this work.

Finally, we conclude this project by a general conclusion and perspectives.
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General conclusion

Current-day scanner of XSS vulnerability are used to detect most of the vulnerabilities
(Reflected or Stored XSS). However, none of them are complete or accurate enough to
guarantee an absolute level of security on web application.

In this project, we developed our scanner of XSS vulnerability, which have three basic
phases :

e Crawling phase : for collect and save the information from the Web application.

e Injection phase : for simulating XSS attacks based on the injection codes generated by
the Code Generator and the user data entry points collected in the Crawling Phase

e Detection phase: for detecting failures resulting from the Injection phase (detection of
vulnerabilities)

Time and number of Qulnerabilities detected are the‘ most factors to evaluate the Success of
scanners, for this reason ,We proposed a method to optimize the detection of stored XSS
vulnerabilities, and other method for generating and optimizing XSS vector attack.

In the experimentation phase we choose three of the most popular scanners used to conduct
a comparative study with our approach. The OWASP ZAP scanner , Acunetix Web
Vulnerability (IBM), and Vega Vulnerability Scanner .
we choose three vx;ebsites for testing: Damn Vulnerable Web App (DVWA),

testphp.vulnweb.com ,and template site.

The results prove the effectiveness of our scanner in identification of vulnerabilities and
reduce the time of scan.

Perspective: detection of DOM vulnerabilities
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The Web applications are becoming more popular with the advancement of technology.

However, the web security is becoming one of the most common security issues.

This report focuses on the XSS vulnerabilities which commonly present in most Web
applications and can create serious security problems.

In our work, we propose a black box detection approach using optimal attack vector. This
method generates an attack vector automatically, optimizes the attack vector repertory using a
mutation operator model, and detects XSS vulnerabilities in web applications dynamically.

+» Keywords: XSS 4vu1nerabi1ity detection, attack vector optimization, black box scanner,

XSS vulnerability scanner. /

Résumé

L’avancement de la technologie web prépare la-voie a la popularité des applications Web,
Cependant, la sécurité de Web est devenu 1'un des problémes de sécurité les plus courants.

Ce mémoire porte sur les vulnérabilités XSS qui sont généralement présentent dans la plupart
des applications Web et peuvent créer des problemes de sécurité graves.

Dans notre travail, nous proposons une approche de détection de boite noire utilisant le
vecteur d'attaque optimale. Cette méthode génére automatiquement un vecteur d'attaque, puis
’optimise a I'aide d'un modéle basé sur la mutation, puis détecte dynamiquement les
vulnérabilités XSS dans les applications web.

+ Mots-clés : détection de vulnérabilité XSS, optimisation du vecteur d'attaque, scanner

boite noire, scanner de vulnérabilité XSS.




