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Abstract

The Internet of Things (loT) has become among the most emerging
technologies in various fields such as medical monitoring, electronic implants,
creation of small and inexpensive microelectronic components etc. Technology
has played an important role in every aspect of our lives. Wireless Body Area
Networks or WBAN:S is used for automatic and electronic monitoring of human
physiological parameters. Routing is one of the principal challenges facing the
use and the design of these networks , our aim in this thesis is to study and
classify the exiting routing protocols in this type of networks, from one side and
implement it in one of the existing simulators dedicated for this type one
networks. It is a Cooja emulator

By using a routing protocol dedicated to the internet of things RPL .
Key words: 1oT,WBANSs,Physiological parameters,Routing,Cooja , RPL .

Résumé :

L'Internet des objets est devenu l'une des technologies les plus émergentes
dans divers domaines tels que la surveillance médicale, les implants
électroniques, la création de composants microélectroniques petits et peu
colteux, etc. La technologie a joué un réle important dans tous les aspects de
nos vies. Les réseaux corporels sans fil ou WBAN sont utilisés pour la
surveillance automatique et électronique des parameétres physiologiques
humains. Le routage est I'un des principaux défis auxquels sont confrontés
I'utilisation et la conception de ces réseaux, notre objectif dans cette thése est
d'étudier et de classer les protocoles de routage existants dans ce type de
réseaux, d'un coté et de I'implémenter dans I'un des simulateurs existants dédiés
pour ce type de réseaux. C’est un émulateur Cooja

En utilisant un protocole de routage deédi¢ a I’internet des objets. RPL .

Mots clés : I'Internet des objets, WBAN , parametres physiologiques,Routage
Cooja, RPL .
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General introduction

In recent decades, rising life expectancy in many parts of the world has led to
an increase in the elderly population. The United Nations predicts that by 2050,
there will be 2 billion older persons in the world (22%). Cardiovascular diseases
are the leading causes of death worldwide, accounting for 30% of all deaths.
According to statistics, heart disease kills nearly 17.5 million people worldwide
every year. Moreover, about 246 million people suffer from diabetes. By 2025,
380 million people will lack adequate healthcare conditions. Availability of
healthcare can reduce a number of diseases such as Parkinson's disease, kidney
problems, Alzheimer's disease, etc. In addition, the outbreak of epidemic
diseases such as COVID-19 has existed since 2019 and has claimed many lives
in the world. In the first year of this pandemic, many hospitals and health centers
were occupied, while many people avoided going to these places for other
essential treatments. In such a situation, the importance of joining WBANSs and
the Internet of Things becomes even more important. With this harmonic
system, treatment and control [1].

However, creating a WBAN is a very delicate task that comes with many
difficulties, from developing small and light mobile devices to avoid interfering
excessively with patients' lifestyle and especially without endangering their
health to ensuring the safety of their operations. This is done by ensuring secure
and efficient communication with respect to: power consumption of nodes,
support for node dynamics generated by patient mobility, etc. Routing protocols
are responsible for providing all of this.

Many routing protocols have been proposed for WBANS, and these protocols
have been categorized into five categories which: QoS-aware routing protocols,
cluster-based routing protocol, cross-layer (multi-layer), postural-movement-
based routing protocols, temperature routing protocols, implementing these
protocols is not an easy task.

This dissertation is organized into three chapters dealing with relevant topics.
After the general introduction, Chapter 1 introduces Body Sensor Networks
(WBANSs), and we give a general outline of WBANS, their architectures,
application areas, topologies, and the communication technologies they use.
Chapter two is devoted to previous work on routing in WBANs. We begin by
classifying routing protocols for WBANS, then introduce the different classes of
these protocols while citing the characteristics of the most well-known protocols
for each class. Chapter 3 discusses the RPL protocol available for the Internet of




Things. Various loT research ideas need to design the 10T protocol so that the
detailed analysis of the Routing Protocol (RPL).

Knowing the findings, discussions, and conclusions in this chapter are

important for improving our way of life. Finally, we will end our thesis with a
general conclusion.
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CHAPTER 1: Wireless body area network basics

Introduction

Technology has advanced dramatically in recent years.
the microelectronics industry, which gave rise to novel, inexpensive, low-power
small biological sensors. such sensor facilitated the development of a new class
of wireless sensor networks known as WBANSs (wireless body area networks).
In this chapter, we give an overview of WBANSs, and theirs Architecture and its
application areas, topologies and technologies communication they use.

1. Definition of WBAN

Wireless Body Area Networks (WBAN): Are electronic gadgets that can be
worn or implanted on or within the body to track a variety of physiological
factors, including heart rate, blood pressure, body temperature, blood glucose
levels, oxygen saturation, and brain activity. They are used to track performance
and improvement in sports and fitness as well as in healthcare settings for
disease diagnosis, treatment, and monitoring. Body sensors can deliver ongoing,
real-time data, enhancing the precision of diagnosis and therapy and allowing
for patient remote monitoring.

Wearable fitness trackers, glucose monitors for diabetes management, and
electroencephalography (EEG) monitors for brain activity are a few examples of
body sensors ,Figure (1) shows the typical location of some sensors on the body
human.

EEG. sensor

Figure 1:wireless body area network.
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2. Sensor Node Architecture

In Figure (2), a typical sensor architecture is shown. The sensor consists of
four basic components, each of which performs a specific task. Data processing
units, data acquisition, data transmission, and battery.

f COMPUTING \

COMMUNICATION

SENSING

processor

ADC protocoles —>| Transoeiver

Sensor unit

— |
K PAWER UNIT ] j

Figure2. sensor-node architecture.

The following table shows some body sensor functions.

Sensor Description
ECG The heart’s electrical activity
Blood flow Measurement of accelerating forces

in three-dimensional space of the
body

Blood pressure

The force applied by the circulation
of blood on the walls of the blood
vessels

Body temperature An indicator of the body’s ability to
create and release heat

Oxygen level Indicates the oxygen that is flowing
in the patient’s blood

Heart rate The frequency of the cardiac cycle

Blood sugar Measures the amount of sugar (type,
source, energy) in the blood

Muscle signal The electrical activity of skeletal

muscles (nervous, muscular system)

Electroencephalography

Measures automatic brain activity
and other brain capacities

Table 1. Various medical sensors deployed on the human body [5.6].
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3. Body sensor Network architecture
The design of body sensors can be categorized into three levels as shown in
Figure (3).

Sink Node : Hospital

= = = Internet }

 ——

: Data Server

Emergency
i/ @ *
- 3’)
Tier-2 Tier- 3

Figure 3. The architecture of wireless body sensor networks [2].

Tier-1 Medical sensor nodes are implanted on or in the human body along with
the sink located at this level [2].

Tier- 2. Sensor nodes transmit the data to the sink, and the data are then
transmitted to the BS by aggregating and processing the data [2].

Tier-3. After the data are received by the BS, they are transmitted to the
medical center through the Internet infrastructure for remote monitoring and
treatment. In general, in the architecture of this type of network, each sensor
monitors the individual’s health by receiving the sensory information from the
patient’s body, then sending the data to sink node before transfer to the BS to
call for medical care [2].
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4. WBAN network topologies

The star topology figure (4a) consists of a central node (trough) to which each
WBAN node is connected. All data traffic passes through the central node;
Therefore, a sufficiently strong central node is required. This architecture is easy
to design, implement and extend. This is the most proposed and widely used
structure for WBANSs. The main disadvantage of this structure is the
vulnerability of the central node, if it fails, then no connection is possible.

In terms of mesh topology figure (4b), nodes broadcast their own data and also
act as relays to propagate data from other nodes. There are two types of network
topologies: partially connected network, and some in its nodes are connected
to more than one other node and the fully connected network, where each node

Is connected to all other nodes in the network. In general, WBANSs use a partial

grid. The advantage of this architecture is its flexibility and scalability. While
the main disadvantage of this architecture is the latency created by passing
messages through several nodes before reaching the destination node [4].

5

Star topology (a) mesh topology (b)

Figure 4. The structure of topology in WBAN.
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5. WBAN communication technologies

WBAN is implemented using various short-range technologies ensuring the
exchange of data between the different nodes of the network and the gateway,
they are used in intra-WBAN communications. These technologies include
among others Bluetooth, Bluetooth Low Energy, ZigBee and IEEE 802.15.6.
Each of these technologies is short-range and has a variety of characteristics
with respect to operating frequencies, network topology, throughput, and
bandwidth, energy consumption. in this section, we focus on some short-range
technologies that can be used in WBANS.

5.1. Bluetooth

Bluetooth is a short-range technology, it works in the 2.4 GHz frequency band
and the typical operating range is 10 to 100 m which makes it a possible choice
to implement a WBAN. Bluetooth offers high data rates, it works on 79
channels of 1 MHz each. However, Bluetooth consumes a lot of power, so it is
not ideal for WBAN applications. In addition, Bluetooth technology works like
a star topology, where a master and seven slaves form the network. This
limitation implies that only seven slaves can be active at a time, which puts a
threshold on the maximum number of nodes to be used in the WBAN
Network [3].

5.2. ZigBee

ZigBee technology is one of the widely used wireless network technologies
adopted by applications that require low data rate and long battery life, which
makes it widely used for WBAN applications. ZigBee supports a variable data
rate ranging from 20 Kbps to 250 Kbps. It operates on 16 channels on the 2.4
GHz ISM band (250 Kbps), on 10 channels on the 915 MHz bands (40 Kbps)
and on a single channel on the 868 MHz bands (20 Kbps) [3]. The major
disadvantage of ZigBee for WBAN applications is due to interference with
WLAN transmission, especially in the 2.4 GHz band, where many wireless
systems operate. Another disadvantage is related to its low data rate, which
makes it unsuitable for real-time WBAN applications, especially in health care.
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6. Difference between WSNs and WBANS

WSNs WBANS

Cover the environment Cover the human body

Large number of nodes Fewer sensor nodes

Multiple dedicated sensors Single multitasking sensors
Low level security High security

High power demand Lower power availability
Solar, wind power Thermal, piezoelectric energy
Wireless solutions available Lower power wireless

Data loss less of an issue Sensitive to data loss

Table 2. Difference between WSNs and WBANS.

7. WBAN Applications

WBAN has allowed it to invade many areas of application. In fact, we find
WBANSs ubiquitous in healthcare, the military, sports, and entertainment
many other areas in which humans are involved.

7.1 . Medical Applications

With a wide range of potential applications, WBAN has dominated the
medical industry. The effectiveness of doctor-patient interactions, including
patient remote monitoring, timely health status updates, notification, emergency
communication, etc., is improved by using WBAN technology.

7.2.Non-Medical Applications
7.2.1 Sports
Wearable WBAN-enabled devices are possible. Monitoring the physiological
functions of the user, such as heart rate, temperature, respiration rate, blood
pressure, activity, and posture of any athlete participating in sports, is highly
useful. WBAN sensors may be used to measure navigation, time, and distance.
7.2.2 Military
There are many possibilities for using WBAN in the military. WBANS can be
used on the battlefield to communicate between troops and relay information to
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the base commander about their operations, useful for tracking a soldier's
position, temperature, and hydration level while on the battlefield.

The uniform can be equipped with sensors including cameras, GPS,
surveillance and RF sensors.

So WBAN can provide greater accuracy, survivability, and connectivity on
any military mission.

8. WBAN Challenges and Implementation Problems
8.1. WBAN Challenges
As an evolving technology, there are many issues with WBAN that need to
be addressed, both technically and ethically, such as privacy. Some of the
most important technical challenges that need to be addressed are scope,
power consumption, security, quality of service and placement.

e Range: WBAN range is limited, a few meters away from the object.
Thus, a reliable wireless connection is made within or near the human
body.[7]

e Power Consumption: WBAN requires constant power to operate
properly, which requires a constant power supply.[8]

e Security: Due to the lack of power supply, it is difficult to add complex
security mechanisms.[9]

e Quality of Service: One of the most important challenges in WBAN is
improving the quality of service.[10]

® Placement: It is difficult to place many nodes in a limited space.[11]

8.2.Implementation Problems in WBAN

These sensors have the ability to communicate and send physiological
messages to the human body with the lowest energy consumption. However,
economic and technical barriers destroy the system necessary for reliable and
effective WBAN decision-making. In this section, attempts are made to rely on a
more detailed and effective investigation of the infrastructure problems of
WBAN sensors during implementation on the patient's body [16].

10
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8.2.1 Physical Problems

(@) Sensitivity of Sensors

Sensors implanted on the body in industrial environments that are always
exposed to inflammable and flammable substances must have significant
sensitivity so that they can react, when necessary, when the surrounding
environment heats up and when the temperature of the human body rises.
However, in such cases, intense human sweat and steam from the surrounding
environment can have a destructive effect on the sensitivity of these types of
sensors, which causes damage and inaccurate recording of vital body data.
To solve this problem, it is recommended to utilize mechanisms and algorithms
that have the ability to calibrate on time and quickly [17].

(b) Battery Charging and Maintaining Energy Consumption

In closed environments such as medical clinics that are not sufficiently
exposed to direct sunlight, in cases that sensors are worn under clothing, or with
people suffering from Alzheimer’s and forgetfulness, charging the sensors can
remain a potential problem. Using the natural heat of the patient’s body and
charging the batteries during the patient’s movement can be feasible solutions

[18].
(c) Body Data Collection Strategy

There are always concerns about the collection of vital information of the
human body by sensors, which in some cases can cause wrong decisions after
processing the physiological information. In some cases, the use of a sensor may
not be efficient on its own for accurate and sensitive recording and conclusions.
In such cases, integrating sensors for collecting and then processing can be more
effective [19].

Conclusion

In this chapter, we have introduced wireless body sensor networks.
After a general introduction to wireless body sensor networks, we talked about
the structure of the body sensor network and the structure of WBAN, making a
comparison between WBAN and WSN.

Finally, we identified the challenges and Implementation Problems faced by
the proposed technology. In the next chapter we will discuss and classify the
routing protocols used in WBANS.
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CHAPTER 2 : Routing protocols for WBANs

Introduction

Communication in WBAN networks depends on the used routing protocol.
Following the capture of the quantities to be measured, each node routes the
packet in accordance with the established routing protocol ,but creating a routing
system for WBAN:S is a challenging undertaking because of issues including
postural body motions, power consumption, network lifetime, etc. In this
chapter we will present the classification of the routing protocols used in
WBANS.

1. Classification of Routing Protocols in WBANS

During last decade, researchers have proposed different types of routing
protocols. In this chapter, we provide a general overview of the existing routing
protocols, which may be classified as QoS-aware routing protocols,
temperature-aware routing protocols, cluster-based routing protocols, postural-
movement-based routing protocols and cross-layered routing protocols [21].

1.1. Temperature-based Routing protocols

Wireless communication uses radio signals that produce magnetic and
electrical fields. Electromagnetic fields cause human tissue to absorb radiation
and experience temperature rises. Even with modest heating, some organs highly
sensitive to temperature changes (e.g., lens cataract) may suffer thermal damage.

The continuous operation of sensor circuitry contributes to tissue temperature
rise as well. SAR (Specific Absorption Rate, unit W/kg measures how much
radiation energy is absorbed by a unit weight of tissue. In order to understand
how radiation affects SAR, let us consider the following relationship:[22]
olE|? W

(&) (1)

p

SAR=

where " ¢" denotes the electrical conductivity of the tissue, "E" is the radiation-
induced electric field, and " p " denotes the tissue density.
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For the past ten years, numerous scientists and engineers have worked to find
a solution to the issue of temperature rise and overheating. Reducing the
temperature increase of the implanted WBANs nodes is the goal of all
temperature-aware routing strategies for WBANs. We have covered the
temperature-aware routing protocols for WBANSs that were put forth over the
past ten years in the sections that follow [21].

1.1.1. Thermal aware routing algorithm (TARA)

Thermal-aware routing algorithm, the first routing algorithm that takes
temperature into account (TARA). The proposed algorithm tries to lessen the
possibility of the body sensor implant's internal temperature rising. Hotspots are
described by TARA as the overheated nodes, and data from these nodes is sent
away during transmission. To determine a node's temperature rise based on
SAR, the author developed the Temperature Increase Potential (TIP).

Each node monitors the communication of nearby nodes while data is being
transmitted by counting packets see figure (5), measuring communication
radiation, and calculating power usage to determine the nodes' current
temperatures. When a node's temperature exceeds the predetermined threshold
value, this algorithm does not include that node in data transmission. By using
temperature as a metric, TARA ensures that all nodes in the network are
distributed at the same temperature. Since the only metric is temperature, TARA
must deal with problems including network lifetime, packet drop, and
dependable transmission [23].

2 Low temperature nodes
@ Hotspots

S e e

O ) )
g ..@’ — T /
e ()
I‘\-E).« )] Sender
Destination

Figure 5. An example of TARA [24]
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1.1.2. Least temperature routing (LTR)

To decrease the amount of heat created in body sensor networks, power
consumption, and end-to-end latency, a thermal-aware routing protocol called
least temperature increases was developed. By examining their communication
activity, the researchers presume that each node knows the temperature
information of its adjacent nodes. This technique chooses the node with the
lowest temperature until the destination is reached as the next-hop node. Unlike
TARA, which delays data packets if the destination is a hotspot node, it
transmits the packet immediately to the destination node, as shown in the figure
(5).

Each packet is assigned a hop-count, which is increased by one each time a
node passes it. A packet is discarded if it exceeds the threshold value (MAX
HOPS), which is determined by the network's width. In addition to the hop
count, each packet maintains track of the nodes it passes through to avoid
looping. Figure (6) depicts an illustration of how LTR works [25].

N, @ Hot spots

- [ ) . | ©Lowtemperature nodes
() I‘/ ‘\_/'kiﬁ'—_‘( )
L

/ . (E)
[:/”D :l . Sender
M
Destination

Figure 6. An example of LTR [24]
1.1.3. ALTR (adaptive least temperature routing)

The adaptive least temperature routing (ALTR) protocol solves the difficulty
that LTR had. ALTR's method is similar to LTR's, with the exception that MAX
HOP is replaced with MAX HOP ADAPTIVE. Instead of dropping the packet
when it exceeds the MAX HOP ADAPTIVE threshold, ALTR uses the Shortest
Hop Algorithm (SHA) to send it to the destination, as shown in the figure (7)
[26].
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High temperature
node

Low temperature
Source node Destination

Q — Q_’ JO . ..... 4 O
MAX_HOPS_ADAPTIVE O _____ -

reached; use SHR ‘
Alternative path
Q using SHR

Figure 7. An example of ALTR [21]

1.1.4. LTRT (least total-route temperature)

The authors suggested a thermally sensitive routing protocol called least total
route temperature (LTRT), which was aimed to locate routes with the lowest
temperature while also addressing the issue of superfluous hops. This protocol
picks routes with the lowest total temperature from the source node to the
destination node and also saves network capacity by reducing the hop count.
Single Source Shortest Path (SSSP) graph theory techniques, see the figure (8)
(for example, Dijkstra's Algorithm) is used to determine the route with the
lowest total temperature and then employ these routes for data connection. This
approach observes neighbor node communication events to acquire temperature
information and assigns the estimated temperature of each node as that node's
weight. The following actions can help you accomplish your LTRT goal [25].

Source /' @ _ @\ Destination

® ®
\®>§@/

Weight of nodes:

Node 1=1 Path 1-3-Destination = 4 €< best route
Node2=2 Path 1-4-Destination =5

Node3=3 Path 2-3-Deslination = 5

Node 4 =4 Path 2-4-Destination = 6

Figure 8. An example of LTRT [27]
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1.1.5 HPR (hotspot preventing routing)

Hotspot preventing routing (HPR) is a routing protocol designed for time-
critical biomedical applications such as medical monitoring. It seeks to reduce
average packet latency and avoid the establishment of hot spots. Unless hotspots
exist, HPR sends packets through the best nodes from the sender node to the
destination with the fewest hops. If the number of hops exceeds MAX SAUT,
the packet is rejected.

Packets also maintain a list of most recently visited nodes to avoid loops. The
temperature change of neighboring nodes is calculated through the number of
neighbor transmissions and the estimation of the number of packets transmitted
in a certain time interval [25].

1.1.6 Routing algorithm for networks of homogenous and Id-less
biomedical sensor nodes (RAIN)

Routing algorithm for networks of homogenous and Id-less biomedical
sensor nodes (RAIN) is a routing protocol aimed at lowering the average
temperature increase and power consumption of WBANSs nodes, and a fault-
tolerant that works efficiently even if some of its nodes fail due to energy
exhaustion. RAIN is divided into three phases: setup, routing, and status update.
The phrase ID-less does not imply that the sensor nodes never utilize IDs. RAIN
employs transient ldentifiers rather than static global IDs. These temporary IDs
are created at random during the setup phase and are valid for the duration of the
operation. The sink node has the ID 'zero' designated for it. Via hello packets, all
nodes, including the sink node, announce their Identities [29].

1.1.7. TSHR (thermal-aware shortest hop routing)

The Thermal-aware shortest hop routing (TSHR) has been presented for the
application where sending a packet to the destination is of high priority, and if
the packet is dropped, it is retransmitted.

The TSHR algorithm is divided into two stages:

1) The setup phase, during which each node generates its routing table.
2) the routing phase, during which nodes attempt to route packets to the
destination using the quickest path [29].
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1.1.8. A new energy-efficient routing protocol (M-ATTEMPT)

A new energy-efficient routing protocol (M-ATTEMPT) is an energy-
efficient and thermally sensitive routing algorithm for WBANs that uses
heterogeneous bio-medical sensor nodes to reduce node temperature and latency
for crucial data. The sink node (base station) is located in the core of the
network architecture of this scheme, whereas nodes with high data rates are
located in less mobile areas of the human body.

For important or query-driven data packets, sensor nodes raise their
transmission strength to deliver the data packets straight to the sink node (single-
hop), but multi-hop communication is employed for routine data packets. If two
or more routes are available for multi-hop communication, the route with the
fewest hops is chosen. If two or more next-hop neighbor nodes have the same
hop-count, the node with the lowest energy consumption to the sink is chosen.

M-ATTEMPT establishes a temperature threshold to regulate the rise in
temperature, and if any node's temperature exceeds that level, it breaks all routes
with the neighbor node [30].

After presenting the temperature routing protocol class, the table [3]
summarize the studied protocols.
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Protocol Goal Temp. Delay Energy
Rise Cons
TARA [23] To reduce the Very Very High | Very High
possibility of High
overheating
LTR [25] To reduce the High High High
temp rise and
energy
consumption
ALTR [26] To reduce the Low Medium | High
temp rise, energy
consumption and
end-to-end delay
LTRT [25] To find routes Very Low Low
with minimum Low
temperature
HPR [28] To prevent the Very Low High
formation of Low
hotspots and
reduce end-to-end
average delay
RAIN [29] To reduce Very Low Low
average temp rise | Low
and average delay
TSHR [29] To reduce temp Very Medium | Low
rise, energy Low
consumption and
delay
M- To reduce temp Low Low Low
ATTEMPT | rise, energy
[30] consumption and

delay

Table 3: temperature aware routing protocols in body area network [21].
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1.2.QoS-aware routing protocols

The QoS-aware routing protocols are modular-based and employ several
modules for various QoS metrics. The coordination between these modules and
the intricacy of taking into account various modules for various QoS metrics
make the design of these protocols a difficult task. The next sections explore few
QoS-aware routing methods for WBANS [21].

1.2.1.Routing service framework

In order to provide diverse QoS support and routing service according to
priority in the network, Liang and colleagues suggested a QoS-based routing
protocol for sensor networks in the biomedical field. The following actions are
taken to implement this protocol [28]:

Establishing and maintaining QoS-based routes

e Arrangement of packet routing priorities.
e User application input on network status.
e Traffic balancing on networks.

e Interfaces for Application Programming (I1AP).

1.2.2.New QoS and geographic routing (LOCALMOR)

The localized multi objectives routing protocol (LOCALMOR) are routing
protocol for biomedical applications in WBANSs was put out. Depending on the
needed QoS metric for the multi-objective problem, such as dependability,
latency, throughput, or residual energy in the sensor nodes, it divides the data
flow into several categories. Where several methods and route specifications are
offered for each category. Additionally, because an acknowledgment mechanism
is employed, the suggested protocol may be used with any MAC protocol, as in
the figure (9) [28].
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i & H & Secondary)
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i Server
e High Quality
Network
ﬁ = = Wireless Links

(a) (b)
Figure 9. System architecture of LOCALMOR, (a) On-body network, (b)

In-hospital network [31].
1.2.3.Data-centric multi-objectives QoS-aware routing (DMQoS)

The goal of the multi-objective, module-based DMQoS routing protocol is to
satisfy the QoS criteria of many categories of produced data. Ordinary data
packets (ODs), reliability-driven data packets (RPs), delay-driven data packets
(DPs), and Critical Data Packets are the four classifications of data packets in
DMQoS. receives the detected data from the bio-medical sensor nodes.
Compared to bio-medical sensor nodes, the body sensor mote is a central node,
and has less energy and compute capacity restrictions.

The DMQoS network design is depicted in figure (10). After the necessary
data processing and aggregation, the body sensor mote sends the data via several
body sensor mote hops in the direction of the sink [31].
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Figure 10. Network architecture for DMQoS [31].

After presenting the QoS-aware routing protocol class, the table [4]
summarize the studied protocols.

Protocol Goal Network | Mobility | Delay Energy
Size Cons

Routing To provide Small Yes N/A N/A
Service priority-based
FW routing & user
[28] specific QoS

Support
LOCALM | To provide Medium | Yes Low High
OR QoS support
[28] based on

nature of Data
DM QoS To provide Large Yes Low Medium
[28] Data Centric

QoS support

Table 4: Qos routing protocols in body area networks [21].
1.3. Cluster-based routing protocols

The technique used in cluster-based routing is taken from WSNSs, several
tests have shown that the clustering approach is more suited for WBANSs
than the LEACH (Low Energy Adaptive Clustering Hierarchy) protocol,
which is a classic work in the WBANS.
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The clustering approach can guarantee network connection, balance
network core and edge power consumption, adapt to dynamic structure, and
improve network robustness as the number of nodes and the relative distance
between nodes both grow [32].

1.3.1.Hybrid indirect transmission (HIT)

Hybrid indirect transmission (HIT) is based on a hybrid architecture that
consists of one or more clusters, each of which is based on multiple, multi-
hop indirect transmissions. In order to minimize both energy consumption
and network delay, parallel transmissions are used both among multiple
clusters and within a cluster. This is made possible by having each sensor
independently compute a medium access controlling TDMA schedule [33].

1.3.2. Any body

The five phases that Any Body: A node first determines which other
nodes it may directly connect with by exchanging hello messages with its 1-
hop neighbors (step 1), nodes are then organized into clusters using this data,
with one cluster leader for each cluster (step 2 and 3). In step 4, clusters are
joined, and routing pathways are established for the sink node, as in the
figure (11) [34].

Cluster A Cluster C

Figure 11. Hierarchical structure of cluster-based routing [34].

After presenting the Cluster-Based routing protocol class, the table [5]
summarize the studied protocols.
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Protocol | Goal Metrics Avg. Delay | Securit | Energy
y Cons
HIT [33] | To maximize | Geographic | Low Yes Low
the network | information
life and & residual
reduce the energy of the
direct nodes
transmission
s to the sink
Any To reduce Nodes N/A No N/A
Body the direct density
[34] transmission
of the nodes
to the sink
node

Table 5. Cluster- based routing protocol [21].
1.4. Postural-movement-based routing protocols

Body movements, link failure, and environmental obstacles all have an impact
on the topology of the network, causing linkages to disconnect.

This problem has been studied extensively, and a cost function has been
developed to determine the most effective way to send packets to the sink on a
regular basis.

The following is a list of a few protocols that fit under this category [35].
1.4.1. On-body store and flood routing (OBSFR)

On-body store and flood routing (OBSFR) are proposed on-body packet routing
technique for wireless body area networks (WBANS) that provides improved
routing time and hop count. The proposed protocol employs an opportunistic
forwarding strategy depending on node distance from the on-body sink node, see
the figure (12). Furthermore, the end-to-end packet delay, number of packets per
transmission, and packet delivery ratio are checked and compared to existing
routing protocols [35].
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Modalities:
- Blood pressure
- Heart rate

- Breathing rate
- Diabetes

- Temperature

- Humidity
- ECG

- Movement
- Proximity
- Direction

Sourc@

Source

Sink

Out-of-body 0 H
Server e S B A

Figure 12: Network Architecture of OBSFR [35].
1.4.2. Opportunistic routing

An opportunistic routing is proposed to overcome this body movement
problem. Actually, the idea of this protocol is simple, it is how to transmit data
in LOS (Line of Sight) condition as long as possible. The idea could be realized
by using a relay node located at a right place. In this proposal, it is assumed that
the sink node is located on wrist and a sensor node is placed on chest. While the
person is walking, his hand will go back and forth so sometimes the sensor node
will transmit a LOS signal (when the wrist is in front of the body), while at other
times, the signal is a NLOS (when the wrist is behind the body).

When the hand node is in LOS position, the sensor node will transmit the data
directly to sink node, while when the hand node is in NLOS position, the sensor
node will make use of relay node - which is in LOS position to both sink and
sensor node - to send data to the sink node. The sensor node will
opportunistically use the relay node to be able to transmit data in LOS condition
as long as possible [36].

1.4.3. Energy efficient thermal and power aware routing (ETPA)

Authors proposed an energy efficient thermal and power aware routing
protocol (ETPA), based on the posture-movement of the human body. ETPA
aims to decrease the temperature rise and power consumption. ETPA uses the
same network architecture used by PRPLC.
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In this protocol the frames are divided into time slots using a Time Division
Multiple Access (TDMA) scheme, where each node transmits in its own time
slot. During each cycle (after every four frames), all nodes broadcast their hello
messages to their neighbors containing the temperature and residual energy and
then every node estimates the received power from neighbors nodes.

ETPA uses temperature, residual energy and transmission power of the node
to calculate the cost function. When a node has a packet to send, it searches for
an efficient route with minimum cost. If it finds nodes with an efficient route, it
forwards the packet, otherwise it buffers the packet. A packet is dropped if it has
been buffered for more than two frames. In order to decrease the delay, each
packet can only pass through a pre-defined number of hops (max_hop_count),
otherwise it will be dropped [37].

After presenting the Postural-movement-based routing protocol class, the table
[6] summarize the studied protocols.

Protocol Goal Mobilit | Metrics Avg. Energy.
y Delay | Cons
OBSFR [36] | Todecrease | Yes Link 1.88s | High
end-to-end Quiality
delay and
hop-count
Opportunisti | To increase Yes LoS & N/A Very Low
C the life time NLoS
[37] of the Comm
network
ETPA [38] To reduce the | Yes Link High Low
temperature, quality &
rise & energy nodes
consumption temp.

Table 6. Postural-movement-based routing protocols [21].
1.5.Cross-layered routing protocols

The cross-layered routing protocols are the final group of WBANS routing
protocols covered in this search. In order to enhance the network's overall
performance, these protocols simultaneously address and attempt to resolve the
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problems and challenges of the network and MAC levels. In the sections that
follow, we've covered a few of the most significant cross-layered routing
methods [21].

1.5.1. Wireless autonomous spanning tree protocol (WASP)

Wireless autonomous spanning tree protocol (WASP) is defined to achieve
low delay and increased network reliability for WBANSs. In WASP scheme a
message is disseminated to update parent nodes with information of its child
nodes. However, power balancing issue is not discussed. Authors applied tree
algorithm with prioritization for WBANSs, as shown in the figure (13). Where, a
channel is dedicated for emergency data delivery and normal data transmission
is lagged until the successful delivery of critical data. However, the dedicated
channel results in loss of available resources [30].

(a) (b)
Figure 13. (a) Network on the body (b) Abstract view of the network [38].

1.5.2. Time zone coordinated sleeping scheduling (TICOSS)

By configuring the shortest path route to the WBAN coordinator, conserving
energy, and reducing hidden terminal collisions through V-scheduling (due to
V-shape communication flow), Time zone Coordinated Sleeping Mechanism
(TICOSS) adjusts all nodes as Full Functional Devices (FDD) and enhances the
IEEE 802.15.4 standard, doubling its operational lifetime for high traffic
scenarios and extending IEEE 802.15.4 to support mobility [39].
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1.5.3. BIOCOMM

Another cross-layer routing protocol for WBANs called BIOCOMM was
created based on how the MAC and network layers interact to improve overall
network performance. A distributed spanning-tree based method called
"adaptive multi hop tree-based routing" (AMR) has been developed. It takes into
account the battery level, the Received Signal Strength Indicator (RSSI), and the
number of hops.

AMR extends network longevity and maximizes the number of transmissions
per delivered packet by balancing energy consumption across nodes [40].

After presenting the Cross-layered routing protocol class, the table [7]
summarize the studied protocols.

Protocol | Goal Mobility | Metrics Avg. Energy
Delay Cons

WASP To decrease | No Hop count | 324 milli- | Medium
[30] PLR, energy and routing | seconds

consumption,

& end-to-end

delay
TICOSS |Toimprove |Yes Hop count | N/A Low
[39] IEEE and routing

802.15.4

standard
Bio- To optimize | No Node temp, | Medium | Medium
comm the overall hop count,
[40] performance and delay

of the

network

Table 7. Cross-layered routing protocols [21].
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Here we have summarized the routing protocols in a diagram as shown in the
figure (14).

routing protocol
for WBAN

Postural "
" QOS sensitive C!uster
mobility aware . oriented
. routing :
routing routing

tocol protocols
protocols protocols

Temperature

Cross-layered
routing
protocols

sensitive routing
protocol

Figure 14: Categories of WBAN routing protocols.

Conclusion

We have tried through this chapter to provide a classification of routing
protocols in WBAN networks and highlighting the work and purpose of each
protocol.

In the next Chapter, we will implement RPL a routing protocol in application
Contiki Cooja and Presentation of the results of evaluating the performance of
the studied protocol.
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Introduction

After seeing the previous chapter concerning the classification of routing
protocols .Implementing new algorithms or protocols for real networks is not
an easy task. Therefore, developers and researchers use different simulation
tools. In this chapter, we will use the cooja simulator dedicated to the
Internet of Things and its descriptive studies, and from there we present the
result of evaluating the performance of the studied protocol from: average
power consumption , node information, network graph, etc...

1. Working environment and tools

we give a brief presentation of the ContikiOS operating system and its Cooja
network emulator used to perform our simulations.

1.1.VMWARE workstation

VMware workstation is a line of desktop hypervisor products which lets
users run virtual machines, containers and kubernetes cluste, the following
figure represents it,see the figure (15) [41].

VMuware Workstation 17 Player (Mon-commercial use only) - u] ¥

= )

Player = [D]

Welcome to VMware Workstation |

r‘DInstantCﬂnﬁMZJ 17 Player

Create a New Virtual Machine

| | I Create a new virtual machine, which will then be added to the top |
of your library. |

Open a Virtual Machine

EI.'_D Open an existing virtual maching, which will then be added to the

top of your library.

Upgrade to VMware Workstation Pro

Get advanced features such as snapshots, virtual network
management, and more.

| Help
1 View online help.

Ty
S

g

This product is not licensed and is authorized for non-commercial
i nse. Buy nov

use only. For commercial use, purchase a license. Buy now.

Lo _— — S

Figurel5: VMWare Workstation 17 Player.
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1.1.1. What is the VMware used for?

Although the VMware platform creates virtual machines and cloud
computing solutions, it can be used for several applications. Key benefits
include enabling seamless scalability, network flexibility, automated
operations, remote workforces, and better security all of which businesses
can use to cut costs [41].

1.1.2 What does VMware work?

In simple terms, it takes a single computer and creates multiple virtual
computers that share the original’s resources.

Imagine that your desktop Windows PC uses VMware on a single home-
user basis. You could operate two or three other Windows environments,
which function like two or three separate PCs. The only difference is that
they’re reliant on the underlying hardware of the original physical system
[41].

1.2. CONTIKI

Contiki is an open source, light, flexible and generic system based on a hybrid
operating model. This system was developed by a group of developers from industry
and academia by Adam Dunkels of the Swedish Institute of Computing en 2002.
Intended to be embedded in miniature sensors usually with limited resources, Contiki
has presented the idea of using IP communication in low-power sensor networks.

In addition, it supports the IPV6 and 6LOWPAN protocols, which is particularly
useful insofar as the nodes communicate in IPV6 and use the 802.15.4 standard
defined by the IEEE. Contiki contains two communications stacks : ulP and Rime.

UIP is a small TCP/IP stack that allows Contiki to communicate over the internet.
Rime is a light weight communication stack designed for low power radios.

It provides a wide range of primitive communications.
Cooja is a simulator that come with Contiki [42].

2. working stages
2.1.Installing Contiki 2.7

In this part, we will describe the installation steps of Contiki 2.7 on Ubuntu
12.04 LTS 64 bits.
e Download contiki 2.7 from the following link :
https://sourceforge.net/projects/contiki/files/Instant%20Contiki/
e Unzip the file in /home/user/contiki using the command sudo
unzip contiki —2.7.zip.
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2.2. Cooja

COOQJA is the acronym for Contiki OS Java Simulator.

To develop programs within Contiki, the system provides a network simulator
called Cooja. The software allows you to emulate nodes and load a compiled
program. This is particularly useful for testing programs before putting them into the
flash memory of real nodes, since the software simulates the running and memory
conditions of the | MSP430. Data collected from the sink via its standard output can
be saved to files or read by software which can then process and present the data to
the user.

Cooja can be loaded using command “sudo ant run-bigmem”.A new simulation
can be generated in Cooja window. Cooja window is occupied by the main
simulating tools. The functionality of each tool is given below:

» Network-It defines the location of each node in the network. It visualizes the status
of node, including LED's, mote IDs, addresses, log outputs etc, After some time this
window .

will occupy sensors information.

» Simulation Control- this panel is used to handle the simulation parameters such as:
pause, start, load execution time and simulation speed. It means that the events can
run faster than actual execution .

 Notes-this is a simple notepad for making notes of the simulation. Mote output-
output of all the nodes is in one window. If required, separate window for each node
in the simulation is also possible.

» Timeline-here messages and events such as channel variation, log output, LEDs
changes are displayed [43].

3. How to create the 10T network scenario using cooja simulator
Step-1:

e Go to contiki/tools/cooja in terminal.

e Then give command ant run.

e Go to File option select New Simulation.
as in the figure(16).

@ — 0 user@instant-contiki: ~fcontikiftools/cooja

File Edit View Search Terminal Help
user@instant-contiki:~$ cd contiki/
user@instant-contiki:~/contiki$ cd tools/
user@instant-contiki:~/contiki/tools$ cd cooja/
user@instant-contiki:~/contiki/tools/coojas ant runl

Figure 16: launch cooja from terminal.
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Step-2 :

Create new simulation, as shown in the figure (17).

- o %

ial use only)
= | B

InstantContiki2.7 - VMware Workstation 17 Player (Non-commercia
Player = | ] -~ &= 1) i}
EE en BE R T3 4)) 12:15PM R Instant Contiki
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x — = Cooja: The Contiki Network Simulator

Eile Simulation Motes Tools Settings Help

@ Create new simulation
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Advanced settings
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Mote startup delay (ms)
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Random seed

Mew random seed on reload
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(&=] [ | |

& [@ Terminal .. | @ Update Manager

Figure 17: creation of a new simulation.

Step-3:
The network simulation is created, as in the figure(18).

My simulation - Cooja: The Contiki Network Simulator
Notes

(B E])] simulation control (=J@)(x]|(+]

Run Speed limit Enter notes here

\View Zoom
Start | Pause | Step | Reload

Time: 00:00.000
Speed; -

®-=
File Simulation Motes Tools Settings Help

J Hetwork

= Mote output

File Edit View
Time | Mote |Message

File Edit View Zoom Events Motes

Figure 18: network simulation.

Step-4:
Then go to mote option select add motes and give create new mote type and select

sky mote, as in the figure(19).
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@ Create Mote Type: Compile Contiki For sky

Description: | Sky Mote Type #skyl | r

Contiki process j Firmware: Browse
Clean Create

_[ Compile ccmmandsT Mote interfaces | Tips

Figure 19 :create new mote.
Step-5:

Select any file for simulation then give clean and compile. Select create option, as
in the figure(20).

@ Create Mote Type: Compile Contiki For sky

Description; Sky Mote Type #skyl

Contiki process / Firmware: fhomejuserfcontikifexamples/ipué/rpl-collect/udp-sender.c Browse

| clean | | compile | [ Create }

[ Compile commands T Mote interfaces | Tips ]| Compilation output |

cC udp-sender.c
udp-sender.c: In function 'collect_common_send":
udp-sender.c:14m:%; warning: passing argument L of 'rpl_get_parent_rank' from incompatible pointer type [enabled by def:
In file included from udp-sender.c:34:0:
Lfodofcoref netfrplirpl h:247:12: note: expected 'struct uip_lladdr_t *' but argument is of type 'union rimeaddr_t +'

cc .. A dplatform/sky/.fcontiki-sky-main.c
1 LD udp-sender.sky

rm obj_sky/contiki-sky-main.o udp-sender.co Jv
ELS D

[a

Figure 20: compilation terminated.
Step-6:

Now add motes and positioning, as in the figure(21).

R N |

P
& Add motes (Sky Mote Type #sky1)

Mumber of new motes | 10| |
Positioning | Random positioning .']
Pasition interval X 0 == 100
W a == 100 F
Zz [u] =-=> ]

l Do not add motes J [ Add motes ]

Figure 21: create motes.
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Step-7:

Now the nodes are deployed in the network area, as shown in the figure (22).

=] Netwaork B8:a

E@ 1007, 10,92 E@ es.85 10.74
5@ 28.68, 16.72

E@ 82 92, 25.80
5@ 97.99. 33.71

E@ 4 3210, 22,89

5@ 7131, 70:23

2@ 45.67,/85.18
5.42,91.03
B@s7.51 96.42

Figure 22: Node in the network area.

Step-8:

the sink are deployed in the network area, as in the figure(23).

(<] Network [=[o]X]

View Zoom

E@10.07, 10,92 E@ss.88 1D.74
E@ 2858, 16,72

BiD 34,23, 23.31

@ 8292, 25.8)

E@|97.95. 33.71

E@ 4.310, 42,69

5@ 7131, 70.23

E@a5.67, 8516

H@=s7.51, 95,42

Figure 23 : the sink are deployed in the network area.
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Finally launch the simulation with start,as shown in the figure(24).

(® Applications Places EGen M § 13 1)
@ - o test - Cooja: The Contiki Network Simulator
File Simulation Motes Tools Settings Help

) o)X |&@ Simulation control (SEEI ([~

View Zoom Run Speed limit

F[the sepyer & localiremote port 8775/56 REIEH
localf L Facee J

@ Created a connection with the 55&
X %Q?“igpa\‘f%bﬁespe@ﬁﬁgﬁéﬁm"‘e port 8@@BSesE ||

Speed: 165.60%

Created a connection with the sepyer :: loca

nwith BFS%S&&‘:PM%W@M%%W g5gskidgcalremote po Ty

ess u: localfremote port 5688 T Mote | Message
00:01.183 ID:3  MAC 00:12:74:03:00:03:03:03 Contiki-2,6-900-9a6227el started. Node id is set to 3.
hannel ¢ d: h;

00:01,192 ID:3 heck rate 8 Hz, radio channel 26, CCA threshold -45
| donnection with the se@sem localiremote port 8775/5688 00:01.202 ID:3 Tentative linl

00:01.206 ID:3

address feB0:0000:0000:0000: 0212: 7403: 0003: 0303

ocess' ‘collect common process

00:01.209 1D:3 ted

d @ connection with the & localiremote port 8775/5688 | | 00:01.214 1D:3 & e
00:0L,216 ID:3  feg0::212:7463:3:303

55@5%: localfremote port 8775/5688 ©0:0L.222 ID:3 Created a connection with the server :: local/remote port 8775/5638

aa: :212:7403: 3: 303

Filter:

Figure 24: Launch the simulation.
4. Simulation and performance evaluation

This research analyzes the RPL protocol using the Contiki operating system and
the Cooja emulator. This study is for the straightforward reason that researchers
frequently use it to create real-time applications, and for a researcher to expand on
their findings and create new applications, they need basic analysis information.
Since simulations are event-driven, analyzing any scenario using them is more
realistic.

4.1 RPL

RPL is a distant vector protocol designed for IPv6 lowpower devices, it operates
on the IEEE 802.15.4 standard with the support of 6LoWPAN adaptation layer.
This protocol creates a multi-hop hierarchical topology for nodes, where each node
can send data to its parent node which in turn forwards it upward until it reaches the
sink or gateway node. In the same way, the sink node can send a unicast message to
target a specific node in its network.

RPL successfully and efficiently manages data routing for nodes that have
restricted resources, it provides an operation framework that ensures bidirectional
connectivity, robustness,reliability, flexibility and scalability. The key features of
RPL come from its efficient hierarchy, the use of timers to minimise control
messages and the flexibility of the objective function [44].
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4.1.1.simulation parameters

Parameters Value

0S Contiki OS 2.7
Number of Nodes 7.10.15
Number of Sink 1.2.56

Node Transmission Range 20m

Node carrier sensing range 50m
Simulation duration 3min

MAC Layer IEEE 802.15.4
Network protocol ContikiRPL
Application program Examples/ipv6/rpl-collect
Mote Type Sky Mote
Network addressing IP V6

Table 8: Simulation Parameters.
4.1.2.static network stability

7NODES

10NODES 15NODES

5/56

Figure 25: static network stability.
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4.1.3. Multiple Sink Node

Figure 26: Multiple Sink Node.

4.1.4.Result and evaluation

Different scenarios are used to investigate each particular aspect of the routing
protocol. Measurement has a significant impact on network and protocol behavior.
To improve packet delivery and path selection with the help of concurrent metrics
evaluation. Expected Transfer (ETX), power consumption, number of packets
received and lost, and number of consumption received and lost are all included in
our analysis of RPL performance.

a. Network Scalability

Here, we take into account a variety of measures related to network scalability,
including hop count, ETX, packet delivery ratio , and energy consumption.
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e ETXand HC

The availability of neighbors was found to be justified by a cluster of 15 nodes,
increasing ETX and HC, it was determined. Nodes can travel to their destination
using HC. As packet transmission grows in a dense network, nodes are encouraged to
send more packets. They thereby raise the possibility of packets being successfully
received at the target. The increase in network density causes an increase in ETX.

e Packet Delivery Ratio

The simulation demonstrates that as the number of nodes rises, the packet ratio
falls. This demonstrates RPL's superior performance in low-density networks in
comparison to the supplied high packet ratio value. In contrast to low network
density, which allows nodes with the same minimal rank to deliver data to various
destinations, interference causes nodes to lose more packets. In this network can
provide low link quality due to of density.

Received Packets Per Node Received Packets Per Node

i 2
i 3
b :
@
& a
ol — - - - - — - — o
22 a3 4.4 55 66 77 28

1 Sink 7 Nodes 1 Sink 10 Nodes

Received Packets Per Node

3
2
0
g |||||| ||\ |||I||||| ||||||||| |||||||||“\ ||||||
B
o
1
ol | - - 11 .-
22 33 44 55 66 77 88 89 1. 1. 1. 1. 1. L. 1
Nodes

1 Sink 15 Nodes

P

Figure27: Example of delivery ration.
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e Traffic Control overhead
The nodes in a dense network provide the control message, which reduces the
traffic management burden of the nodes in the low-density networks. In a high-
density multicast network, nodes deliver more messages than they do spreading the
routing table. While neighboring nodes continue to issue new DIO messages to
update routing information, they transmit a DAO message in the routing tables. The
importance of traffic control has increased with the increase in network density.

e Energy Consumption

We chang ed the network density to calculate the energy used. As the network got
denser, it used more energy. The network grows as a result of nodes' transmission of
packets. As the number of nodes rises from 7 to 15, more energy is used.

Average Power Consumption Average Power Consumption
14

085 12

10

03

08

2 05 E
= 07
L os
05

0.4

0z

23 44 1111 55 1010 33 28 66 53 22

33 66 7.7 22 55 88 44

Nodes Nodes

[ LPM m CPU 1 Radio listen [ Radio transmit [ LPM m CPU I Radio listen O Radio transmit

1 Sink 7 Nodes 1 Sink 10 Nodes

Average Power Consumption

Power (mw)
e o o 0 O F F P F PP
a8 && 5 EN

Nodes

= LPIM W CPU [ Radio listen O Radio transmit

1 Sink 15 Nodes

Figure28: Example of Energy Consumption.
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b. Multiple Sink

In this we consider the various metrics ETX and HC, packet delivery ratio, and
energy consumption as per the multiple sink .

e ETX and Hop Count
As sink nodes grow, the hop count reduces. This shows that the sink node receives
the data from the senders. Additionally, the sender node distributes the data to one or
more sink nodes within the same transmission range. If they are far from the senders,
some sink nodes won't be able to receive any data. The outcome demonstrates that
sink nodes have a direct impact on lowering the ETX and Hop Count measures.

e Packet Delivery Ratio

According to the simulation results, the sink nodes have been raised while
remaining the same as the sender nodes to calculate the packet loss ratio. When using
fewer sink nodes, "RPL performance™ suffers greatly. A small proportion of packets
are lost during the data transmission from the sender to the closest sink due to the
huge number of sink nodes.

Received Packets Per Node Received Packets Per Node

2 I
| I I
0

66

88 9.9

Nodes

6 Sink 4 Nodes 2 Sink 8 Nodes
Figure29: Example of Packet Delivery Ratio in multiple sink.

e Traffic Control Overhead
Since the traffic management overhead is significant, high value nodes provide
traffic reduction. In addition, there are more sink nodes with fewer packets sent.
Compared with a single-tub network, the basin with several troughs is more reliable.
Redundancy and retransmissions by the sender are reduced thanks to the rank-based
sink node.

e Energy Consumption
The ability to consume fewer resources is enabled by an increase in sink nodes. As
a result, it can be demonstrated that as the number of sink nodes increases, energy
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consumption from nodes 1 to 10 decreases. Because the sink node simply receives
data from the sender and does not required to transmit the packet, it uses very little
energy. To enable the sink node to send the first message, all nodes must be present.
After that, sink nodes operate as a server and all sender nodes attempt to deliver their
acquired data to them. Low energy usage is present in this situation.

Average Power Consumption Average Power Consumption
14

Power (miw)
s © o © & B8 H B W
T T )

Power (mw)

© o o © 8 P B &~
b m a1 @m0 o b om oW

Nodes Nodes

[ LPM m CPU 1 Radio listen [ Radio transmit] = LPM m CPU 1 Radio listen [ Radio transmit]

6 Sink 4 Nodes 2 Sink 8 Nodes
Figure30: Example of Energy Consumption in multiple sink.
After the implementation, we summarize the following:
1- The higher the number of nodes, the higher the power consumption.
2- Energy consumption decreases as the sinks increases.
3- The number of nodes increases and the percentage of packates increases.
4- A network with multiple sinks is more stable than a single sink.
5- The pelvic node receives only the proximal nodes.
Conclusion

The Internet of Things has emerged as the latest technology in a number of
industries, including medical monitoring.

There are several protocols. In this chapter, we have examined the RPL protocol,
which is used to transfer data from one node to another. and evaluation The behavior
of the RPL protocol on fixed and multiple sink nodes .
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General Conclusion

The development of information and communication technology has reached a
new stage represented by WBANSs. Due to the diversity of its applications in
various sectors, especially in the field of human health monitoring, this new issue
IS receiving increasing attention. A top priority for WBANSs is finding ways to
reduce the power consumption of sensors, which are typically powered by cells or
batteries with limited storage space.

First, we made a broad introduction to our thesis in which the problem and goal
were defined. In Chapter 1, we gave an overview of WBANS, including body
sensor network architecture and operation, working topologies and applications of
WBAN:Ss, as well as WBAN issues. We have categorized the routing protocols and
identified the most important thing each protocol does in Chapter 2.

In Chapter 3, we briefly analyzed the current routing protocol used in WBAN:Ss,
particularly in the Internet of Things (RPL). Clearly, a routing protocol is essential
to the development of any effective, reliable, and affordable wireless sensor
network. Routing protocols for WBANS are divided into five classes based on the
shape and type of networks: block-based, layer-based, traffic-based, QoS-
sensitive, and temperature-sensitive. It was found that each protocol must meet
four conditions to be classified as the best protocol, namely that it must consume
the minimum amount of energy, the information transmission process must be fast
because the measurement or the delay in transmission leads to the death of the
person, that the temperature is not high So much so that the nodes may overheat
due to transmitting and receiving, so that the standards do not conflict and are
complementary to each other.

Distinctive protocols are used for regular tracking and critical medical cases. A
parameter comparison study was performed for each protocol in order to select the
best one for the target application. In order to focus on the challenges of open
research, the two challenges should focus on the different parameters that need to
be addressed while designing routing protocols in WBAN. It is also useful while
examining the WBAN routing protocols currently used in healthcare systems.
They are power consumption, traffic control, and packet delivery ratio And ETX
and the number of hops.

Among the tasks to be completed in the future is the creation and application of
a body sensor prototype using an innovative, energy-efficient and reliable routing
protocol for rehabilitation of the elderly using a microcontroller-based system with
appropriate sensors. Future routing protocols for WBANs must be taken into
account for reliable QoS and data. So, data security must be taken into
consideration.
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To transfer data successfully, networks must be upgraded in terms of capacity
and quality. More biosensors can be applied to the human body to prevent hotspot
nodes, by designing a steering system that consumes as little energy as possible,
this can be achieved. As a result, the tissues of the human body will not be
affected.
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