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Abstract

The fact that phones have become an important part of our lives and
their value increases over time also the risk of them being stolen increase,
putting us at risk of losing all our personal information in addition to the
financial cost of the phone. The question remains: how can we recover
the phone in case it is stolen?, This study proposes Protectin application
for mobile phones. Protectin works by automatically activating internet
and Global Positioning System (GPS) after the system is activated via a
text message,allowing it to retrieve phone information and phone’s location
through GPS, capturing a picture of the potential thief, and then sending
it via email and Short Message Service (SMS) messages to pre-specified
mobile phone numbers and email addresses.

Keywords: anti theft system; SMS Trigger; GPS; Artificial Intelligence
(AI); Facial Recognition; Mobile ; application, Flutter , Dart , Tensorflow.
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General introduction

Hardly you find someone who does not have a smartphone these days,
since the phone plays an important role storing personal and sensitive data,
according to Bankmycell stats [1]. By the end of 2024,there is almost
6.5 billion users have smartphones, which represent 80% of the world’s
population [2], and by 2025, more than 85% of people will only be using
smartphones to access the internet.

With this comes the risk of losing the phone or having it stolen, which
exposes all our private and important information to the risk of loss, this
has led numerous developers to create apps that try to recover the phone
in case its stolen, but they are filled with problems and weaknesses that
prevent them from operating as efficiently as they should.

Using advanced tools and techniques, we have identified various de-
fects and weaknesses that face most common applications, and based on
that, we have developed an application, which enables you to protect your

phone better and more effectively.

Motivation

People are increasingly concerned about the security of their mobile
phones, which contain valuable personal information and sensitive data.
The loss or theft of a mobile phone not only results in financial loss but
also puts the user’s privacy at risk. The impact of mobile phone theft ex-
tends to the emotional distress caused to the phone owners. So what are
the main solutions to reduce the incidence of mobile phone theft, protect

user data, and improve overall mobile security?.



Objectif

The main goal of this work is to propose an innovative solution to the
problem of mobile phone theft by developing a robust anti-theft mobile

application.

manuscript structure

This manuscript is divided into four chapters organized as follows: The
first chapter introduces the mobile phones in general and why their security
is impotent giving some famous solutions and their limitations and our pro-
posed solution. The second chapter provides basic concepts and features in
mobile phones that is useful in recovering the phone including fundamental
concepts in security and user authentication. furthermore, the skills and
tools needed in order to build an anti theft mobile system. In the third
chapter, we present our approach for developing and implementing an ad-
vanced anti-theft mobile application. In the fourth chapter, We focus on
examining its strengths and limitations. detailing the methodologies used

and the effectiveness of our solution.



Chapter 1

Smart Phones

1.1 Introduction

Mobile phones evolved from being simply helpful communication tools
to becoming an essential part of practically every aspect of life today. The
early mobile phones were huge, heavy, and primarily used for voice com-
munication. However, as technology has advanced and lowered the size
of these devices throughout time, a vast range of functions have come up,

changing the way people engage with mobile phones.

The field of mobile technology advanced rapidly in the late 20th and
early 21st century. The 1990s saw the debut of SMS text messaging and
a notable improvement in call quality with the switch from First Gener-
ation Mobile Network (1G) analog networks to Second Generation Mobile
Network (2G) digital networks.[3] With the introduction of Fourth Gener-
ation Mobile Network (4G) networks in the early 2000s, people could now
access the internet on their mobile devices and conduct online activities,

send emails, and surf the web.[4]

The subsequent deployment of 4G Long-Term FEvolution (LTE) net-
works improved connectivity and data rates even more, opening the door
for the creation of advanced mobile services and apps.[5] Today, with the

ongoing deployment of Fifth Generation Mobile Network (5G) technol-



ogy, mobile phones are ready to provide unimaginable speeds, reduced la-
tency, and better connection, ushering in a new era of innovation in fields
such as the Internet of Things Internet of Things (IoT), augmented reality
Augmented Reality (AR), and artificial intelligence Al
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Figure 1.1: Evolution of Internet Generations

1.2 Uses and Roles of Smartphones

Smartphones are important in today’s environment since they serve so
many purposes. They are effective in many different areas, including pro-
ductivity, entertainment, communication, information access, navigation,

and health management.

e Communication: Mobile phones changed communication by en-
abling fast, worldwide connectivity. Modern smartphones provide
a range of communication channels in addition to traditional voice
chats, including SMS, multimedia messaging Multimedia Messaging
Service (MMS), email, and instant messaging systems such as What-
sApp and Telegram. Furthermore, video calling and conference fea-
tures provided by programs such as Zoom, Skype, and FaceTime have
transformed both personal and professional interactions, allowing for

real-time, face-to-face communication around the world.[6]



¢ Information Access: Smartphones provide exceptional access to
information, functioning as portable windows into the digital world.
Users with an internet connection may surf the web, read the news,

conduct research, and use educational resources.

e Productivity: Smartphones important productivity tools, with fea-
tures that promote business and personal organization. Email clients,
calendar software that helps users manage their professional and per-

sonal responsibilities effectively.

e Navigation and Travel: Smartphones equipped with GPS technol-
ogy help users navigate new areas, get directions, and locate nearby
services. Navigation apps like Google Maps and Waze offer real-time
traffic reports, route planning, and information about local businesses
and attractions. Travel applications improve the travel experience by
providing services like flight booking, hotel reservations, and itinerary

management, making smartphones useful companions for travellers.

Figure 1.2: Smartphone Use Cases



1.3 The Importance of Smartphones Security

Given the importance of mobile phones in modern life, protecting these
devices against loss or theft is important. The effects of losing a smartphone
go far beyond the cost of replacement including the potential of losing

all personal data.|[7]

e Personal Data Security: Smartphones include plenty of personal
information, such as contacts, emails, images, financial information,
and critical documents. Unauthorized access to this data can result
in identity theft, financial fraud, and privacy concerns. Ensuring mo-
bile phone security is critical for protecting sensitive information from

unscrupulous attackers.

e Access to Essential Services: Many individuals rely on their smart-
phones to access essential services such as banking, email, and social
media accounts. The loss or theft of a phone can disrupt access to
these services, causing significant inconvenience and potential delays
in completing important tasks. Protecting their Smartphones ensures
continuity in accessing these critical services without the risk of losing

this data or getting to wrong hands.

e Confidentiality and Privacy: For business professionals, smart-
phones often contain confidential and sensitive information related
to work. Unauthorized access to this informations can cause a huge

damage.

1.4 The challenge encountered by the field

As the number of smartphone users grows, the phone theft rate also
grows. In fact, it has started to become a nightmare for every smartphone
user, especially those who have sensitive data. Unfortunately, there is

currently no effective mobile phone anti-theft solution.



Many applications allow you to locate the phone and retrieve or delete
data when its stolen. however, this method is ineffective in preventing the
phone from being stolen because it requires both the use of GPS and mobile
data in order to locate, send, and receive data from the phone. But This
choice isn’t often available, makes the question of how to keep smartphones

from being stolen at all times remains unanswered.

1.5 Limitations of the Existing Solutions

Popular anti theft applications today try to reduce the impact of Smart-
phone theft. These apps often rely on GPS and mobile data to be activated

in order to perform properly. However, they have disadvantages:

Table 1.1: Popular Anti Theft Applications

Name Description Weaknesses
Prey  Anti- | Prey is a comprehensive | - Limited features in free version
Theft anti-theft app available for | - Requires internet connectivity
both mobile devices and | - GPS needs to be activated
computers. [§]
Cerberus Cerberus is an anti-theft | - Only available for Android
Anti-Theft app for Android devices.[9] | - Subscription-based
- Requires GPS and internet connec-
tivity
Avast  Anti- | Avast offers an anti-theft | - Some features may be locked be-
Theft feature as part of its mo- | hind a paywall
bile security app for An- | - Can be disabled by advanced users
droid devices.|[10] - Requires GPS and internet connec-
tivity
Lookout Mo- | Lookout Mobile Security in | - Some features are paid-only

bile Security

an anti-theft application.

- Requires internet connectivity for
real-time tracking
- GPS needs to be activated

McAfee Mo-
bile Security

McAfee Mobile Security of-
fers anti-theft features along
with antivirus.

- Can be resource-intensive

- Some features require a premium
subscription

- Requires internet and GPS for ac-
curate location

Norton Mo-
bile Security

Norton Mobile Security in-
cludes anti-theft features as
part of a broader suite of se-
curity tools for mobile de-
vices.

- Requires a subscription for full
functionality

- Internet connectivity needed for
real-time tracking

- GPS needs to be activated




From the table 1.1 we note that each application has disadvantages that
may stop the process of recovering the phone, but all applications depend
on the Internet and GPS to be activated in order to work correctly which in
most cases the Internet and GPS are not running making those applications

useless, in addition to:

¢ Dependence on Connectivity Solutions that rely on GPS and net-
work. if those services are disconnected or the thief turns off the
phone, removes the SIM card, or disables GPS, these solutions be-

come ineffective.

e Power Dependency Most anti-theft measures are rendered useless
if the phone’s battery is depleted or if the device is turned off. This
dependency on the phone’s power state limits the effectiveness of ex-

isting solutions.

e Limited Preventive Measures While current solutions focus on re-
covery and data protection, they do not actively prevent theft. There
is a need for more measures that can determine theft or detect it early

to enhance the chances of recovery.

1.6 Proposed Solution

This study provides an innovative anti-theft application for smartphones
that goes beyond what existing anti-theft solutions provides currently on
the market. The application has the ability to turn on GPS and network
services automatically, saving the user from having to do it manually. This
makes it more efficient in tracking down and recovering lost or stolen de-
vices.

We used Flutter framework, which is well-known for its ability to pro-
duce natively built applications for both the iOS and Android platforms
from a single codebase, which makes the application available for most

smartphone operating systems.



1.7 Conclusion

In this chapter, we have explored the important role that Smartphones
plays in our today lives and how their value has increased over time. Mod-
ern Smartphones store sensitive personal informations such as photos, Bank
accounts, and other informations, making the security side important be-
cause when the phone is stolen or lost this could result in the loss of both
personal information stored on the phone and financial cost of the phone
itself.

Current solutions for Smartphones theft involve locating the phone and
retrieving or deleting data, but these methods are often ineffective as they
rely on GPS and mobile data to be turned on, which usually its not avail-

able, or just disabled by thieves.

This study provides a solution to all the drawbacks mentioned previ-
ously by designing Protectin application, which automatically activates

the GPS and Mobile Data (NET), and then collects the device and location

information, including a picture of thief’s face.



Chapter 2

Basic Concepts and Tools

2.1 Introduction

In the previous chapter we covered the history of mobile phones
and how they evolved into smartphones. We then discussed the phone’s
primary functions and what it has to offer. The risks of losing the phone
and the limitations of the commonly available solutions which might not
be enough to recover the phone.

Within this chapter, we will discuss the most important features and
tools found in smartphones that we can rely on to design an anti-theft

application.

2.2 Concepts About Smartphones

Mobile smartphones are multi functional devices equipped with advanced
hardware and software capabilities, essential for the development of anti-
theft systems, with the use of this components we can identify the thief

and location of our mobile, the Key components and features include:

e Hardware Components:
— Central Processing Unit (CPU): Responsible for executing
instructions and managing tasks efficiently.

— Random Access Memory (RAM), and storage: Provides

temporary storage for running applications and permanent stor-

10



age for data. Commonly used types include LPDDR4X RAM,
UF'S storage.[11]

— Sensors (GPS, accelerometers, gyroscopes): Enable func-
tionalities like location tracking, orientation detection, and mo-
tion sensing. For instance, the device’s GPS sensor is essential for

real-time location tracking in anti-theft systems.[12]

— Cameras (front and back): Integrated for capturing images
and videos. Anti-theft systems can utilize camera feeds to identify

potential thieves.|13]
— Connectivity modules ( Wireless Fidelity (Wi-Fi), Bluetooth

Low Energy (BLE), cellular): Allow communication and data

exchange with other devices and networks.[14] [15]
e Operating Systems:

— Android (Google): Open-source OS widely used in smartphones.
— IOS! (IOS!): Closed-source OS exclusive to Apple devices.
— Other proprietary systems: Various manufacturers develop
custom operating systems for their smartphones.
e Software Capabilities:
— Mobile applications: Enable diverse functionalities through
downloadable apps.

— Location tracking (GPS): Provides real-time geographic coor-

dinates.

— Data storage and management: Stores personal data, includ-

ing photos, contacts, and app-related information.

— Connectivity to networks: Facilitates internet access and com-

munication.

— Camera functionalities: Supports photo and video capture,

essential for security-related applications.

11



2.3 Technologies and Parameters in Smartphones

The anti-theft system is based on numerous tools and settings that is
defualt in the phone, such as location identification, contact information,
and the number on the Subscriber Identity Module (SIM) card, providing
us with sensitive and critical information in the process of retrieving the
phone, Which in the end will help us identify the thief and from those

settings:

e SIM Card Detection: Changing the SIM card may cause issues
during the phone recovery process, but by monitoring the network
state and SIM card connectivity, we can perform counter actions that

allow us to send information based on SIM card state.[16]

e GPS Location Data: The locating feature enables the system to
send information about the device’s location and a link to its location
on a geographical map, allowing the relevant authorities to find the

phone faster and more practically.[17]

e SMS Communication: SMS messages play a pivotal role in the
process of retrieving the phone, as they are considered the primary
means of sending and receiving messages, and in addition to that,
they are among the triggers that are relied upon by the system to
activate the anti-theft mode.[18]

And this is done through sending alerts or data (e.g., GPS coordinates)

via SMS to predefined numbers or servers.

e Camera Integration: Utilizing front and back cameras for capturing

images or videos of potential thieves.[19]

e Device Sensors: Employing motion sensors (e.g., accelerometers) to
detect movement or tampering, triggering theft alerts or activating

anti-theft measures.[20]

12



2.4 Skills Needed to Achieve the System

The process of capturing images is similar to that of the human eye. An

array of a large number

e Mobile App Development Skills: Knowledge of mobile app ar-
chitecture, state management, and user interface design, crucial for

creating responsive and intuitive interfaces.

e Integration of Hardware Features: Understanding how to access
device features (e.g., GPS, camera) using Flutter plugins for seamless

integration with the anti-theft system.

e Security Concepts: Familiarity with data encryption, secure stor-
age, and permissions management to protect sensitive user informa-

tion stored on the device.

e Neural Networks: Leveraging deep learning models for accurate

and efficient face recognition tasks, trained using labeled datasets.

e Algorithm Selection: Choosing suitable algorithms for face detec-
tion, feature extraction, and matching based on performance and re-

source constraints of the mobile device.

e Model Training and Deployment: Training custom models us-
ing frameworks like TensorFlow and integrating them into the mobile

application for real-time face recognition and verification.

2.5 Used Development Techniques And Tools

Developing the anti-theft mobile application demands proficiency in

specific tools, technologies, and skills:

e Flutter Framework: A cross-platform Ul toolkit developed by Google,
used for building natively compiled applications for mobile, web, and

desktop platforms.[21]

13



e Dart Programming Language: The language used with Flutter
for developing applications, featuring asynchronous programming and
UI design capabilities.[22]

e Python: A versatile programming language used for various purposes

including back-end development, data processing, and scripting.[23]

e TensorFlow: An open-source machine learning framework developed
by Google, utilized for implementing machine learning models and
algorithms. [24]

e Keras: An open-source software library that provides a Python inter-

face for artificial neural networks, acting as an interface for TensorFlow.

e Photoshop: An Adobe software application used for image edit-
ing and graphic design, essential for creating visual assets for the

application.[26]

e Figma: A web-based vector graphics editor and prototyping tool used

for designing user interfaces and user experience workflows.[27]

e Adobe XD: A vector-based user experience design tool for web and
mobile applications, used for wireframing, prototyping, and designing
User Interface/User Experience (Ul/UX) elements.[28]

2.6 Used AI Models And Algorithms

The anti-theft system incorporates Al techniques, particularly for face

recognition and verification:

e Facial Detection:

Utilizing Haar cascades and deep learning-based methods, such as
those discussed in the study by Viola and Jones (2001) and recent
advancements in deep learning frameworks, to identify faces in images

and video frames.

14



These methods combine feature-based and neural network approaches

to enhance detection accuracy, especially under challenging conditions.[29]
[30]

e Facial Recognition:

Leveraging Convolutional Neural Network (CNN) for facial recog-
nition to identify individuals based on unique facial features. Inspired
by studies on CNN and Deep Learning (DL) algorithms, these models
provide a robust foundation for developing anti-theft systems through

accurate individual identification.[31] [32]

We were inspired by the working method and algorithms that allow

us to perform facial recognition based on previous work by Professor

G.Said [33]

-
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2.7 Conclusion

By leveraging these technologies and skills, the proposed anti-theft ap-
plication Protectin enhances smartphone security and offers advanced
features beyond traditional solutions, Which is usually limited by several
obstacles, such as the need to connect to the internet and the need for GPS
to be activated.

By using the Smartphone features and hardware, such as the camera,
GPS and SMS Messages, and the appropriate development tools for the
implementation of this application (figure 2.1), We can collect the necessary
information and send it, which will finally help us to identify the thief and

recover the phone.

16



Chapter 3

Implementation of The Proposed

System

3.1 Introduction

In this chapter, we will explain the steps followed to implement the
system starting from the work background until the system is complete,
With explanation for the steps taken to develop the application and how

will We employ everything we discussed previously.

3.2 Work Background

The idea of the development of our mobile-based anti-theft system comes
from the increasing dependency on smartphones in daily life.[34]

The existing solutions to safeguard smartphones largely focus on locat-
ing the device and securing data post-theft, typically using GPS and mobile
data. However, these methods have significant limitations. They rely heav-
ily on the phone being powered on, connected to a network, and having
an active SIM card.[35] Additionally, thieves can easily circumvent these
measures by turning off the phone, removing the SIM card, or depleting
the battery.

Our approach to developing this anti-theft system is inspired by several
previous projects and studies that highlight these limitations and suggest
alternative strategies. One such project, detailed in the study by [36], ex-

17



plored the integration of biometric authentication methods to enhance se-
curity. This study revealed that incorporating fingerprint and facial recog-
nition technology can provide a more robust security mechanism that does
not solely rely on external factors like GPS or network connectivity.

Another influential study by [37] investigated the use of [oT (Internet of
Things) devices in creating a more interconnected security system. Their
findings suggest that leveraging IoT devices, such as smartwatches and
connected home security systems, can offer additional layers of protection
by enabling remote monitoring and control even when the smartphone is
offline.

Furthermore, the research by [38] presented a machine learning-based
approach to detecting unusual patterns of phone usage, which could indi-
cate theft or unauthorized access. This proactive method aims to identify
potential threats before they fully materialize, providing an early warning
system to the user.

Building on these insights, our system aims to incorporate a multi-
faceted security approach. By combining biometric authentication, IoT
integration, and machine learning-based anomaly detection, we aim to cre-
ate a comprehensive anti-theft solution that addresses the shortcomings of
existing methods. This holistic approach ensures that even if one layer of
security is breached, others remain active, thereby providing continuous
protection for the user’s smartphone.

The transition from the conceptual phase to the implementation of our
anti-theft system requires us to define the problem, what are the basic
reasons for which the system will work, and how can we realize it as an

application.

3.3 Problem Identification

The core problem identified was the inadequacy of existing anti-theft
solutions in preventing theft and ensuring data security under various sce-

narios where the phone might be disconnected.[39]
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Among these possible events we have:

e Removing Battery: for phones with removable battery.
e Turn off the phone

e Turn off Mobile data and GPS

e Remove the SIM card

Therefore, in order to prevent losing the phone, we have eliminated every-

thing mentioned in ways that we will explain later.

3.4 Design Phase

After completing the preliminary study of the anti-theft system, this
chapter will move on to the design phase, which will enable us to determine
how to implement and manage the system. UML will be used to analyze
and document the key processes occurring within the system, as well as to

illustrate its main components and how they interact with each other.

3.4.1 UML

While working on this project, UML is a standardized general-purpose
modeling language in the field of software engineering. It provides a set of
graphic notation techniques to create visual models of software-intensive
systems. UML is used for specifying, visualizing, constructing, and docu-
menting the artifacts of software systems, as well as for business modeling

and other non-software systems.[40][41]

3.4.2 Use Case diagram

To guarantee that the system satisfies requirements, it is important to
develop a use case diagram early in the application design process. De-
pending on the following relationships and functions we can create use

case Diagrams for our system.
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Actors:

e User: The owner of the phone who can manually trigger the anti-theft

measures.
e Thief: The person attempting to steal the phone.

e System: The anti-theft system itself which performs various actions

automatically.

Use Cases:

e Detect SIM Card Change: The system detects when the SIM card

is changed.

e Retrieve Location via GPS: The system retrieves the current lo-

cation of the phone.

e Send Location via SMS: The system sends the location data to

pre-selected mobile numbers.

e Capture Photos: The system captures photos using the front and

back cameras.

¢ Send Photos via Email: The system sends the captured photos to

a specified email address.

e Manual Trigger Activation: The user can manually trigger the

anti-theft system.

e Automatic Activation: The system automatically activates when

suspicious activity is detected.

Relationships:

e The User can Manually Trigger Activation.

e The System can Automatically Activate upon detecting suspi-

clous activities.
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The System Detects SIM Card Change.

The System Retrieves Location via GPS.

The System Sends Location via SMS.

The System Captures Photos.

The System Sends Photos via Email.

a). General Use Case Diagram

By those parameters we can create the General Use Case diagram below
to improve the application’s design and get a general idea of how the sys-
tem works and the most important factors involved in it as shown in the

following Use Case Diagram:

Anti-Theft Mobile System

reciver emails

Email Message [>(_ Capture Photos )<} @

winclude»

activate Mebile Data

% +Stale Phane

thief

face recognization

j ..mubile location
\m%
SMS Message
.. «includes
+send SIS
- -
= Manual Trigger
owner
AN
battrey percentage

Figure 3.1: General Use Case Diagram
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b). SIM Card Change Use Case Diagram

When a SIM card is replaced, this system recognizes it automatically and
takes protective action to keep the device safe. The diagram on figure 3.2
highlights key features like location tracking, photo taking, and notification
alerts as it describes the interactions between the user, the system, and a

potential thief, guaranteeing complete protection against theft.

Anti-Thetft Mobile System

reciver emails

j

N __4__{> Capture Photos
Email Message

cincludes .-

activate Mobile Data

Get Mew Number Info

... sextents - :
activite services

Yﬁ-‘ N

winclude»

Phone Mumber Serial Code

SIM Card Change

+action
i /_____,———B'

Thief

SMS Message

/ sincludes

battrey percentage

Figure 3.2: SIM Card Change Use Case Diagram
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3.4.3 Flowchart Diagram

flowcharts provide a detailed visual representation of processes, making

them valuable tools for understanding and communicating the dynamic

aspects of a system and the sequence of actions within it.

demonstrates the system’s dynamic aspects and the order in which the

actions are performed. as well as mapping out the detailed steps within a

process identified in use case diagrams.

By following the flowchart, we can trace the sequence of actions and

decisions then designing sequence diagram, the flowchart of our system is

represented in by the following:

a). Flowchart Steps

1.

Start: The system is running and monitoring for any suspicious ac-

tivity.

. Manual Trigger Activation: The user can manually trigger the

anti-theft system at any point using SMS code.

. Automatic Activation: The system automatically activates when

suspicious activity is detected.

. Retrieve Device informations & Location: The system retrieves

the current location of the phone.

. Send informations & Location via SMS: The system sends the

location data to pre-selected mobile numbers.

Capture Photos: The system captures photos using the front and

back cameras.

. Send Photos via Email: The system sends the captured photos to

a specified email address.

. End: The process completes its cycle and returns to monitoring.
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Start_In_BackGround

Manual_Triggeer Self_Activate_Triggeer

Movment

2
Lisining Suspecied?

TrigQeers

MS_Recived
Face_Recogization

Owner ?

Y

Do The Following }(—

Send the picture

‘ Disable_PowerOfiiNavigation

Rase Volume 100% ‘ Make Black_Screen

Start Services ‘

I }

Mobile_Data GPS ‘ Face_Recogization F—
in pocket
Mo——— Is on? Light sensor?
No ————  IsOn?
non GPS '7
Yes

out of pocket

Faceis
Detected?

nd ‘ Get GPS Data

Selected Emails ng Et /Ou\ d Take Picture

Selected

PhoneNumbers

Figure 3.3: FlowChart Diagram
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3.4.4 Sequence Diagram

Sequence diagrams are particularly helpful for simulating the dynamic
parts of software systems because they offer an easily understood visual
representation of the interactions between system components. messages
sent and received between objects that help us understand how the system

behaves.

Actors

e Person: The Person who sends the activation code to the phone(not

necessarily the owner).
o System: The anti-theft system.

e Thief: The person attempting to steal the phone.

Main Flow

1. Manual Trigger by User

2. Automatic Trigger by System

a) Manual Trigger Sequence Diagram

1. User manually activates the system.

2. System activates mobile data.

w

. System activates services:

e Captures photos (front and back cameras).
e Retrieves GPS location.

e Gets device information (IMEI, phone number, battery percent-

age...).
4. System sends photos via email.
5. System sends location via SMS to pre-selected numbers.
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The following sequence diagram describes how the system behaves when

an SMS activation code is sent to the mobile phone:

&d Manual Trigger Case J

Hoble bel

-

1: send SMS activation Code -

>

2 :take picture

3 : activate net

5 : GET Location I G : Detect face

S B

8 : Picture —
9 : get device D and state

i 10 : ask for sending email

4 : activate GPS

7z return location

e e

11 : send message to email

email message wi
the device data and
location and picture
of thief to already
specified emails

...............................................................

12 : confermation

13 - send SMS message

SMS message wit!
the device data and
location of the
phane to already
specified numbers

Figure 3.4: Manual Activation Sequence Diagram

b) Automatic Trigger Sequence Diagram

The automatic trigger is done through the following algorithm:
1. Thief interacts with the phone (e.g., changes SIM card).

2. System detects SIM card change.

3. System performs face recognition.

4. If the face is not recognized as the owner:

e System activates mobile data.
e System activates services:

— Captures photos.
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— Retrieves GPS location.

— Gets device information.
e System sends photos via email.

e System sends location via SMS to pre-selected numbers.

Which we can represent through the following sequence diagram:

sd Automatigue Trigger Case J

1: Suspected Activity

Camera

2 :take picture L

" 3 : Detect face
S B
= 4 - Picture
5 : not owner? ! '

>

£ activate net

7 - activate GP'S

8 : GET Location

G -mmmm e e SCCCCTLLPR
9 : return location

14} : get device ID and state

+ 11 : ask for sending email

12 : send message to email

email message wi
the device data and
: location and picture
T SO of thief t aiready
13 : confermation speciied emeils

14 - send SMS message

SMS message wit!
the device data and
location of the
phone to already
specified numbers

Figure 3.5: Automatique Activation Sequence Diagram

3.5 Class Diagram

To define the relationships between the classes in the Protectin applica-
tion, we need to identify the associations, dependencies, and compositions

among them, as it shown in the following class diagram:
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User
+Email: String
SMSHandler -Passwaord: String
-activationCode: String +Name: String

+sendActivationSMS
+checkForActivationSMS() 0
+1
+1.
ProtectinApp
+user: User +1
R +smsHandler: SMSHandler
“~ | +gpsModule: GFSModule
+internetModule: Internettodule
- +cameraModule: CameraModule
Thief CameraModule +alertService: AlertService InternetModule
-picture: Image 011 I ameraStatus: Boolean +phonelnfo: Phonelnio -isintemetEnabled: Boolean
+capturePicturef) +activateProtection() +enableinternel()
+retrievePhonelnfod
+locatePhone()
+captureThiefPicture()
+sendAlen( +1
+1
- Phonelinfo
AlertService SMERint
-recipientFhoneMumbers: List<String= +Battery Percentage: int
-recipientEmails: List<String= GPSModule +Service Stalue: Boolean
+sendEmailAlert)) -currentLocation: Coordinates +getCureniBatery)
+sendSMSAlen) +enableGPS0 +1 +1 |+getCurrentServices(
+getCurreniLocation() +getDeviceSerialMumber()
+GetCallLog{)
+GetNetworkinfol)
EmailNotificationModule SMSNotificationModule
+recipientEmails: List<String= +recipientPhoneNumbers: List<String>

+SimCardMumber: int
+isBalanceSufficient: Boolean
+isSimCardinseried: Boolean

+sendSMSAlen(

+sendEmailAlert)

Figure 3.6: Class Diagram

3.6 Development Phase

We have divided the system’s development phase into three sections for

better understanding.
1. Triggers
2. Procedures

3. Restrictions

3.6.1 Triggers

When a system encounters specific conditions or events, it often responds
by executing predefined procedures. These procedures serve various pur-
poses, Triggers are the incentives for which the system moves to procedures,
meaning it knows that it is in a state of theft, and they are classified into

two primary types:
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A. Manual Trigger:

It is done by the phone owner after sending an SMS message containing
the password that was already set to the SIM card connected with the
phone, the system starts the procedures immediately. as it shows in the

following Flowchart :

1

Lisining? —_—

MS_Recived

Yes

Figure 3.7: Manual Trigger Flowchart

SMS password is set by the mobile phone owner in the setup interface,
which will be used by the owner to trigger the system. We must enter
two SMS passwords. The first Password is to switch into anti-theft mode,
triggering the phone to begin the procedures automatically. The second
Password is used to turn off the anti-theft mode after the phone has been

resorted. and this can be done in the setup interface as its shown bellow :

B. Automatic Trigger:

Automatic Trigger basically activates the system automatically if a sus-
picious change in the owner’s speed or an unusual pattern in his movement

is detected.

Movement tracking, SIM card removal, and error in PIN code are all
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€< Settings

Setup SMS Password

Let's get set you up by filling out the form
below.

To activite anfi-theft mode:

SMS Password (ex: 1234) LSy

To disactivite anti-theft mode:

SMS Password (ex: recovered) LR

Figure 3.8: SMS Activation Code Setup interface

included as a automatic triggers for the system. In the following screenshot
we can see the automatic features to trigger the system, automatic triggers

is based on two features:
e a). Movement Detection.

e b). Face Detection & Recognization.
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The FlowChart representation for the automatic trigger was shown in
the bellow figure 3.9:

Self_Activate Triggeer

L
-

qected?

v ! v
Movment Suspected SiM-card Removed Wrong unlock
Y

Face_Recogization |—

Yes

Figure 3.9: Automatic Trigger Flowchart

The system works in the background to monitor any suspicious behavior
if there is any then the system activates facial recognition feature, which

allows it to confirm if it is a false alarm or the phone is stolen.
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a) Movement Detection:

Movement detection is the main trigger, and it detects suspected move-
ment according to multiple factors. It is trained to recognize the intended
movement using reinforcement learning by processing the phone movement
in the background, We relied on previous research related to Parkinson’s
disease.[42]

With some adjustments, we were able to extract a unique movement
pattern for each individual that sets them apart from the others, by re-
moving the noisy data like jumping and driving a bike or car we get smooth

data that will be the fingerprint for the owner, as it shown in the following

graphs:[43]
30 T T T T T I T T T
— Raw data Jumping
20 | """ Smoothed data W 4

o

Acceleration (m/sz)
o

ox
o

Time (s)

Figure 3.10: jumping

30 ‘ ‘ :
— Row data
20 | memee Smoothed data

I I T T T 1

Acceleration (m/sz)

Figure 3.11: Step On a Stair
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c
0 10
E e Movement fluctuations
i
8 0 E " -
Q
- \
-10 : : ' ' Smooth Data
0 2 4 6 8 (real movement
. print for the
Time (s) owner)

Figure 3.12: Smooth Data

The model we are currently working on was able to reach a 50% rate of
recognizing the movement pattern when the phone user is different. This
percentage is not considered an appropriate percentage to put the model
into action, so we will work to improve it and make its performance better

and more accurate.

This concept is being developed, remains to be studied, and

will eventually be put into use in future updates.

b) Face Detection & Verification:

Face detection comes after automatic trigger is activated, where we can
verify if it’s the real owner of the phone or not. According to this result,
the system decides whether to start the anti-theft mode or not. it was
sufficient to use earlier studies because there are numerous facial recogni-

tion models accessible.

to achieve this purpose, we relied on andrew’s research for the face verifi-

cation model.[44]
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3.6.2 Procedures

After the system is activated (it is in theft mode), the application per-
forms a series of sequential actions, according to previously specified ac-
tions, It takes place through three basic and necessary stages to ensure the

recovery of the phone.
e Locking Phone
e Collecting Data

e Sending Data

The first step is to lock the phone and its considered very important,
which will hinder any external interference made by the thief, preventing
any unexpected actions.

the application then activates phone services, then collects the neces-
sary information that was previously specified in the application, and then

sends them to the contacts previously registered on the application.

e SMS Code : * get IGPPSS¢ LO(iatIOI;. - . Sending \ e Send Email
e Suspected e : network information Data e Send SMS
Movement e Face Picture )

Figure 3.13: Procedures Sequence

34



A. Locking Phone:

Locking phone works to prevent the thief from using the phone and

change its state Or/And delete data in the phone, and it works as the

following:
Do The Following ]
v ¥ v
Rase Volume 100% Make Black_Screen Disable_PowerOfffNavigation
> Start Services
¥ ¥ v
Mobile_Data GPS Face_Recogization [¢——
Figure 3.14: Procedures Flowchart
e Change brightness to 0% (Black screen).

Lock the navigation bar.

Lock power off button.

Lock volume at 100%.

e Use SMS-Pass code to unlock the phone.

with this actions thieves can’t control the phone or get access to the
data inside the phone, allowing as to have the full control of data and the

phone.
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e Lock the navigation bar: In some cases even after the phone is
protected by PIN Code or pattern the thief still can turn on/off mobile
data and GPS and other parameters from the navigation bar, disabling

it will eliminate the chance to control the phone.

e Black screen: allows us to make the phone looks like its powered
off so the thief will not try to turn it off, and by sending the recovery

code by owner the phone will go back to normal.

e SMS-Pass code to unlock the phone: we can specify the lock and
unlock SMS-password codes in the setup page.

e Lock power off button: This step prevent the thief from turning the
device off, allowing the system to keep working and collecting data.
B. Collecting Data:

In order to recover the phone, we decided to rely on collecting information
that helps achieve this goal In this case, we collected two different kinds of
data:

e a). Internal information.

e b). External information.

a). Internal Data:

The types of internal information typically gathered include:

e Connected services (WIFI/NET... ): These services can indicate
the phone’s connectivity status and can help in finding the phone’s

current location based on the available networks.

¢ GGeographical location GPS: The phone’s GPS data provides pre-
cise location information, which is helpful for finding the exact location

of the device, wish will help us to find the phone.
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e Phone number and call log: This data includes the current phone
number assigned to the device and the recent call history, which can
help identify recent contacts and potentially locate the phone through

social connections.

e Phone serial number & IMEI code: The serial number and Inter-
national Mobile Equipment Identity (IMEI) code are unique identifiers
for the phone. These identifiers can be used to report the phone as lost
or stolen and can aid in tracking and recovering the device through
official channels, and sending it will make the procedures of finding

the phone much easier.

e Battery percentage: Knowing the battery percentage is useful to
estimate how much longer the phone will remain operational, which

is crucial for timely recovery efforts.

and as we see in the following chart the main procedures that will be

executed after the trigger are activated manually or automatically.

b). External Data:

external information is which we collect from the camera, voice recordings,
or changes that occur on the phone, such as inserting a new SIM card,

which can help identify the thief, and it is as follows:

e Capturing Images of the thief: These photos can give law enforce-
ment visual proof, which will facilitate the suspect’s identification and

capture.

e New SIM card detecting: When a new SIM card is inserted, the
system recognizes it and uses it to send information to the pre-specified
numbers. In addition, it sends the new number with its call history,
Which in the end will lead to find the owner of the number and recover

the phone.
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e Audio recording: Audio recording helps to identify the thief, as well
as some important information that the thief can say, such as places,

names of people, and phone numbers.

C. Sending Data:

After the collection of the necessary data, we send it in two formats.
Firstly, the system transmits the phone’s GPS location via SMS to a set
of predefined emergency contact numbers. This ensures that the location
information can be delivered even if the mobile data is disabled, providing
a reliable way to track the stolen device. The use of SMS is particularly
advantageous in areas with limited internet connectivity, ensuring that the
critical location data reaches the intended recipients promptly and effi-

ciently.

Secondly, the system captures images using both the front and back
cameras whenever suspicious activity is detected, such as unauthorized at-
tempts to unlock the phone or sudden movement indicating potential theft.
These images are then sent to a pre-configured email address, accompanied
by the device’s location details. Sending images to an email address serves
multiple purposes: it preserves visual evidence of the potential thief, aids
in the identification process, and provides law enforcement with valuable
information that can assist in the recovery of the stolen device.

Moreover, this dual-format data transmission ensures a multi-layered

approach to security.

e 1. SMS Message: for texture information like: battrey percent-
age,IMEI code ...

¢ 2. Email Message: for media data like images and voice recordings...
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a) Sending Data With SMS Message:

The recipients’ phone numbers are determined in advance, those numbers

will receive the phones informations Using SMS messages, like:
e battery percentage.
e phone’s serial number, IMEI...
e geographical location if it is running.
e phone number and call log.

To do this, numbers are specified in their interface and we make sure that

sms data sending is activated, as shown in the following figure 3.16:

& Settings %

Setup Recivers

Those Numbers will recive your phones
data & information when you lose it.

First Number
[ ] Activate the Services Bellow :

& Background Listening

second Number detecting any wrong inputs

. . if your phone is stealed we will find
third Number out just from your movement
Face Detection

Enter reciver email for your data: ) verifiying if its you every time we
detect wrong input

Reciver Email

SMS data sending

. you need to configer at least one

Make sure those numbers are not WRONG ! recives number

Email data sending

»
“ e ———

Figure 3.15: Receivers Numbers & emails Figure 3.16: Services activation interface
setup interface
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b) Sending Data With Email Message:

As for visual information, such as images and audio recordings, it is sent
via email to the email that was previously specified in the settings.

To achieve this, it is necessary to have Internet connection data or to
connect to a nearby Wi-Fi network, If the two conditions are not met,
the device will monitor any available Wi-Fi network without connection
restrictions, and when connected to the Internet, all information will be

automatically sent to the specified email account.

3.6.3 Restrictions

The restrictions aims to stop the anti-theft mode and occurs after the
phone is found so that it allows you to return the phone to its original
state, Whether it is a Personal Identification Number (PIN) code or an
SMS message to disable the anti-theft mode.

Deactivating Anti-Theft Mode

Once the device is recovered, it is crucial to have a secure and user-friendly
method to deactivate anti-theft mode. The following are common methods

used:

a) PIN Code

A PIN code is a personal identification number set by the user during the

initial setup of anti-theft mode. To disable the anti-theft mode using a
PIN code:

1. After recovering the phone the PIN code interface will be shown.
2. Enter the predefined PIN code.
3. Confirm the action to disable anti-theft mode.

The simplicity and effectiveness of using a PIN code make it a popular

choice for users.
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b) SMS Message

In cases where the device owner does not have physical access to the
phone, an SMS message can be sent to the device to disable anti-theft

mode. The process generally involves:

1. Sending a predefined SMS command from a trusted phone number to

the lost device.
2. The device receives the SMS and verifies the sender’s number.

3. If the verification is successful, anti-theft mode is disabled automati-

cally.

This method provides a remote and convenient way to regain control of

the device.
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3.7 Screenshots Form Protectin Application

using the Flutter environment to represent the system after relying on
all of the earlier guidelines and procedures. Here are a few screenshots that
illustrate the main layout of the application and its primary features in a

more precise and understandable manner.

3.7.1 General Prototype

General prototype of the application and the relationship between differ-
ent interfaces. and how do they communicate and pass parameters between

each other.

Setup SMS Password
A ———

Setup Recivers

Figure 3.17: Prototype of the Overall System
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3.7.2 Dashboard Interface

Dashboard represents the application main interface through which all
the application features are accessed, and services can be activated and

deactivated directly through this Dashboard interface.

= Dashboard e

LAl Slassdl Jeoad clsy I
Activate the Services Bellow : dAlalzl dslasdl ;
- - Y
Background Listening
detecting any wrong inputs ds \,DJ! et Leaams

Movement Detection

if your phone is stealed we will find d.?g“ L,J.C Lﬁ)ﬂ.ﬂl

out just from your movement

Face Detection wailgll eali
verifiying if its you every time we
detect wrong input

cailall 5eali gy
SMS data sending

you need to configer at least one
reciver number

Email data sending

you need to add at least one email

/0 0 06

Figure 3.18: Dashboard Interface
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3.7.3 Drawer Interface

The Drawer provides quick access to the application settings and fa-
cilitates the process of moving between the application interfaces. It also

provides some features such as changing the application language, and con-

tacting support team.

. Protectin

@1 Seftings >

modify and customisa settings

@ Aifeatures >
Protactin Al features and sabilites
Configuration
Definewhat data youwant to >
protect

@ Premium features S

Subscripe for More features

© About >

about protectin spplication

@ English & arabic

>v< ContactUs
A SchaibHom@gmail.com

Protectin .

< Cilalae]
Slalagil ouumsdy  basi

e ST s
<7 el 541 Slige
Protectin

T I | P

< F i el S BB
Protectin

< o apall Gle gl clil
Elygall
< =

Protectin  §odat | Jo->

L Josl y

SohaibHom@gmail.com A

Figure 3.19: Drawer Interface
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3.7.4 Settings Interface

The settings interface allows us to access the application settings and

modify them as required.

Protectin ¢ Settings

SWelcome

Welcome,
Protectin will make sure you stay Protected

GMILJ_II_;_ZJIC& Q My Subscription
saall Slpall 22 Unlock Premuim Featuers
( Jemadll g8 ﬂ] (ﬂ SMS Password ]
[ d8gigall al8ydl \.j [\. Reciver Numbers j
[ delgall gdnll dalhia Ciljeo .)j (.) Your Data ]
[ dungasdl duless oj (o Configuration ]
[ coayhall g gl Ej (E Terms & Conditions ]
+ oelazzdl Jiolodll Jilig e Lingl Follow us on social media:

o|(f)(in)(0) ©)(in)(£)(®)

I_' Log Out
zooidl Jeaad ) R
e ot LEE N

Figure 3.20: Settings Interface
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3.7.5 Setup Interface

which in it we can setup the System activation/disactivation SMS code,

and the receivers emails and numbers.

¢ Settings %% ¢ Settings %

Setup Recivers

Those Numbers will recive your phones
data & information when you lose it.

[ First Number ]

Setup SMS Password

Let's get set you up by filling out the form second Number
below.
To activite anti-theft mode: third Number

SMS Password (ex: activate)
[I [\

To disactivite anti-theft mode:

Enter reciver emall for your datx

Reciver Email

SMS Password (ex: recovered) @
Make sure those numbers are not WRONG !

T

Figure 3.21: Setup Interface
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3.7.6 Configuration Interface

Where we specify the type of information we want to receive in email
and SMS Messages, in addition to that the interface allows us to view the
information that we had previously entered in case we forgot it so that we

can modify or change it.

c . %, _ o,
< Your Configuration *¢ & Configuration %
System Activation code: data we will send to your recivernumbers:

SMS Code @® GPSlocation

System Disable code:

SMS Code @® BattreyPercentage

Reciver Number 1: IMEI Code

smsReciver .
@® Services Status

Reciver Email 1:

; . Phone Numbre
reciveremaill

® caliog

Figure 3.22: Configuration Interface
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3.8 Conclusion

After laying the foundations for building the application and represent-
ing the theoretical side by designing use Case, Sequence and Flow Chart
Diagrams, we have built the application using flutter environment, Dart
language and Tensorflow and many other tools, furthermore Determining
how the application will work, as well as the restrictions that stops the
application, which in the end enabled us to produce Protectin anti theft

application.
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Chapter 4

Practical test and feedback

4.1 Introduction

In the previous chapter, we talked about the basics of designing anti-
theft system, and we determined the dimensions of the application and
work plans by designing each of the Use Case, FlowChart and Sequence
Diagrams. In addition for that, We have developed the application with a
view of some of the application’s interfaces and the most important func-
tions within it.

In order to test the system and determine its ability to achieve what is
required, We conducted various experiments on the system We noted his
accuracy in providing information and sending it to the required numbers,
As well as taking pictures of the potential thief and sending them to the

required emails.

4.2 Testing Methodology

To evaluate the system’s performance, We conducted a series of tests
focusing on accuracy, reliability, and response time. The testing included

the following steps:
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4.2.1 Trigger Testing:

We test the system’s ability to activate when trigger is sent, first We
configure the activation trigger to the (code : 1234) after We send the
SMS activation code We notice that the system activated Mobile Data and
GPS automatically.

6:52 PM I all Sl @224

= . Sohaib Hom o

® | ast seen now

Sohaib Hom is on Truecaller chat
you will chat for freel

1234

CHAT  SMsS @@e
i & L B el O A

@ # S _ & -

:\< * n 1

Figure 4.1: SMS Trigger Testing
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4.2.2 Activating Services:

after the system is activated it starts the GPS and Mobile Data as it

shown bellow:

o

< il Eall @225

@ Today: 1.55GB  This month: 37.66GB

’ Truecaller « now ~

S Sohaib Hom
1234

Mark as read Delete Reply
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4.2.3 Gathering Informations:

Protectin then starts geting the device data and a picture for the possi-

ble thief and then send it to the pre-defined emails and numbers.

711PM @ atll Eall @154 7:07 PM il Sl @174
< @ 0 & < Protectin_images
Device Info  nbox Y Today

fb sohaibh... 709PM @ ¢
‘ tome v

Date: Tuesday, 28/05/2024 Time:
7:00:40 pm

IMEL: [imei]

Device Serial: [device_serial]
Mobile Country Code: 603
Mobile Network Code: 1
Location Area Code: 28002
Cell id: 18507517

IP Address: 10.240.111.20
Wifi ssid: No SSID

Wifi Signal: -127

Battery Level: 21%

Battery Temp: 44°C

Uptime: 34:00:30

“
Reply a” °
e

- @ [ ] | @® ]

Figure 4.2: Activation of GPS & Net services
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4.2.4 Sending SMS message:

We tested the timeliness and accuracy of SMS sent to predefined con-

tacts, the length of time it takes to send the message.

7:11PM il Sl @155 7:03PM M < all il @18+
o "
« 9 Sohaib Hom % ® &
® [ ast seen now
Date: Tuesday, 28/05/2024 - ¥
Time: 7:09:36 pm
IMEL: [imei]

Device Serial: [device_serial]
Redmi Note 7SXiaomi
Mobile Country Code: 603
Mobile Network Code: 1
Location Area Code: 28002
35.1956319,4.1601745
http://maps.google.com
/maps?q=35.1956319,4
.1601745&center=35
.1956319,4.1601745

Cell id: 18507517

IP Address: 10.240.111.20
Wifi ssid: No SSID

0

einiSignal 127 Your Location
Battery Level: 16%
Battery Temp: 45°C Bou Saada

Uptime: 34:09:26

SMS @ -7:11 PM 2) Share location ® Calibrate P

%, call +2 Save contact @ View .
Settings
Send Chat
o © Device location is on >
CHAT SMS 8 @ o
Navian laantinm fav Mana
4 @ | < ® =

Figure 4.3: Sending SMS message
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4.2.5 Snding Email message:

We evaluated the timeliness and accuracy of email sent to predefined
contacts, for both location information and device information, as well as

the photo taken of the thief.

7:04PM M Ll Sl E318x
/7:04 o ¢ B O =
Tue, May 28 atll Sl 18
Sharing Location inbox ¥
. f sohaibh... 7.01Pm ® «
@ Today: 1.56GB  This month: 37.67GB tome v
http://mabs.aooale.com/maps?q=
350 170828&center=
357 '083

(M Gmail - sohaibhom@gmail.com - 2m ~
2m v
me

Sharing Location...

am v
me
Sharing photo

“
Reply a"
C

| @ [ ]

Figure 4.4: Sending Email message
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4.2.6 GPS Accuracy:

The system’s location retrieval capabilities were tested by moving the

device to different locations and verifying the reported coordinates.

e RIS 7:03PM M 7 il Eal ©18
< @ O & <
Sharing Location  inbox e p

fj sohaibh... 7:01PMm © «
‘ tome v

http://maps.aooale.com/maps?q=
350 170828&center=
350 '083

)

Your Location

Bou Saada

2) Share location @ Calibrate P

Reply Reply all Forward
.

© Device location is on >
Navian lanatinm far Mana
| @ u < @® u

Figure 4.5: GPS Accuracy
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4.2.7 Photo Capture:

The effectiveness of the front and back cameras in capturing clear images

of potential thieves was tested under various lighting conditions.

7:04PM il Sl @318

<« B U &

Sharing photo inbox e

:‘ sohaibh... 6:59 PM © «
4 tome v

M 2024-.39pg ¥ N R

“«
Reply all
O

< @ ]

7:07PM il Sl @17

< Protectin_images

Today
|

Figure 4.6: Photo Capture and Send to Email
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4.3 Testing Results

The results of For 20 experiments, in different conditions (battery per-

centage, balance on the SIM card, etc.) demonstrated the following:

Trigger Activation: The system consistently detected the trigger

with a success rate of 100% .

GPS & internet Activation: The system consistently activate the
GPS and the internet with success rate of 100% .

GPS Accuracy: Location data retrieved via GPS was accurate

within 10 meters on average.

SMS and Email Notifications: Notifications were sent within an
average time between 15 seconds and 2 minutes after detection, with a
success rate of 100% for both SMS and email, Assuming the is enough
balance in the SIM card.

Photo Capture: The camera successfully captured clear images in

various lighting conditions, with a success rate of 90-99%.

The system provided information that can help to find the thief by 75-90%

succession rate.

4.4 Barriers to the system’s functionality

after what We achieved from the beginning of work until the end of

testing, We encountered some weak points that could delay or disrupt the

system’s operation, however, We contained them to a small circle, Which

is the following:

1.

2.

Insufficient SMS balance: If there is not enough SMS balance, the

system will not be able to send information via SMS messages.

Unavailability of internet credit: If the Internet balance is not

sufficient, the system will not be able to send the necessary information
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as it should, whether it is pictures or information about the phone’s

location.

3. Low phone battery: If the phone completely loses its battery for
any reason, this will prevent any application from working, so the

phone must be turned on to ensure the system is working.

4.5 Comparison with Other Applications

When We compare Protectin with popular anti-theft applications in the
market today like:

Table 4.1: Comparison of Anti-Theft Applications

Name

Description

Disadvantages

Prey Anti-Theft

Prey is a comprehensive anti-
theft app available for both mo-
bile devices and computers. (8]

- Limited features in free
version
- require internet connectiv-

ity

Find My iPhone

Apple’s Find My iPhone and

- Limited to iPhone Oper-

for Android devices.[10]

/ Find My De- | Google’s Find My Device of- | ating System (i0S) and An-
vice fer anti-theft features for iOS | droid ecosystems

and Android devices, respec- | - Requires device to be on-

tively. [45] line for accurate location
Cerberus Anti- | Cerberus is a powerful anti-theft | - Only available for Android
Theft app for Android devices with a | - Subscription-based

wide range of features.[9] - require GPS and internet

connectivity

Avast Anti- | Avast offers an anti-theft feature | - Some features may be
Theft as part of its mobile security app | locked behind a paywall

- Can be disabled by ad-
vanced users
- require GPS and internet
connectivity

We can see that none of the mentioned applications in the table 4.1 can
activate the GPS or mobile data automatically, unlike what Protectin
application provides. It also acts completely automatically and does not

require any intervention or modification to work.
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(General conclusion

Protectin efficacy in identifying and reacting to theft scenarios has
been validated by real-world tests. These tests confirmed an accurate un-
derstanding of the system’s capabilities by including a range of real-world
conditions and theft scenarios. The system’s strength in real-time track-
ing and monitoring is demonstrated by its high accuracy in reading SMS
activation triggers and retrieving precise GPS location data as it captures
a picture of the thief. Furthermore, the system’s data sharing mechanisms
guarantee that users are immediately getting those data in both SMS and

email messages.

This project provided a wealth of new information and abilities that
raised our level of practical and scientific understanding. We learned many
new skills that we used in the project, such as design, Photoshop, program-
ming phone applications with Flutter, and connecting artificial intelligence
systems with mobile phone applications using TanserFlow Lite. We also
discussed many new concepts in various fields of telephones, artificial intel-
ligence, and the nature of human thinking. which, in the end, made many

new things clear to us and educated us in areas we were unaware of.

Future improvements will enhance the system’s performance for in-
stance, Including machine learning algorithms for identifying more theft
scenarios. Improving the user interface of the system to make it more intu-
itive and user-friendly. Furthermore, increasing the system’s compatibility
with a wider range of hardware and operating systems would increase its

user base.
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Finally, Protectin offers a strong and dependable way to secure smart-
phones. Its extensive features lessen the financial and psychological effects
of smartphone theft in addition to protecting private data. Improvements
to the system over time will guarantee that it stays a useful and practical

in protecting personal information and prevent Smartphones theft.
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