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INTRODUCTION GENERAL

INTRODUCTION GENERAL

SQL injection is the vulnerability That results when you give an attacker the

ability to influence the Structured Query Language (SQL) queries that an application

passes to a back-end database. By being able to influence what is passed to the database,

the attacker can leverage the syntax and capabilities of SQL itself, as well as the power

and flexibility of supporting database functionality and operating system functionality

available to the database. SQL injection is not a vulnerability that exclusively affects

Web applications; any code that accepts input from an unhusted source and then uses

that input to form dynamic SQL statements could be vulnerable (e.g., "fat client"

applications in a client/server architecture).

A lot of works have been engaged to remedy to SQL attacks, the goal is to build

a scanner that can reveal the r,ulnerability included in the web sites. Several approaches

are proposed; they can be categorized. In our'research we focus on the structure of the

web page rather than the content, so, we proposed a method based on the variation of
the number of the tags between the original page and the resulted one after being

injected by an SQL aitack. .

The experiments realized to evaluate the proposed detection SQL injection

rnethod is done on'web sites proposed by the researchers' community in the area. Three

scanners are considered in order to appreciate the perfbrmance of our scanner. The

results reveal a better performance.

The dissertation is structured as follow, In the first chapter we have seen a view

in web security is presented and the major threats are discussed, In the second chapter

a view in SQL injection, what is SQL injection, understanding SeL Injection, how it
happens and more things about SQL injection is a ful1 and comprehensive definition,

In the third chapter we discuss the proposed approach is motivated and explained and

all SQL Injection various tlpes of attacks are explained, and a suffey of the famous

detection methods are listed, ln the last chapter is like a series of experiments are done

to evaluate the performance of the rnethod.



CONCLUSION GENERAL

CONCLUSION GENERAL

SQL injection is a serious threat with deep dangerous consequences on the

integrity and security of web applications. In our work, we proposed a method,ilesigned

upon the structure of the web page cached by its number of tags. The detection is based

on the statement that "the behavior of any SQL attack changes the number of tags from

the original page to the injected one".

This statement reveals being a good one, because the detection performance is

highly appreciated over the well-known scanners used by the community of researchers

and professionals. a series of experiments have shown this fact.
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Abstract

In this work we propose a new algorithm for detecting SQL
injections in web applications, which is a serious and dangerous issue.
The proposed method considers the structure of the web page and
particularly the number of its tags. A series of experimentations are
done to valid the performance of ooT-Scan" the scanner built upon the
proposed method. The results confirm its high detection performance
over the famous known scanners.

R6sume

Dans ce travailr. on propose un nouvel algorithme pour la
d6tection des injections SQL au sein des applications web, qui est un
sujet d6licat et dangereux. La mdthode propos6e considire la structure
de la page web et particuliirement son nombre de tags. De sdrieuses
exp6rimentations soht r6plis6es afin de valider la performance de << T-
Scan >> qui est le scanner congu i partir de la m6thode propos6e. Les
r6sultats confirment sa performance de d6tection par rapport aux
scanners c6libres connus.
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