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Abstract:

The Cryptology is the most indispensabte science used in the guarantee of the confidentiality

of the exchanged information. It consist of creating and studying algorithms that secure the

transnission over the intemet. A new algorithrn appeared in 2011, similar to the ariginal AES

algorithm, provides more security by enhancing the reliability against the brute force attack.

How6ver, it cannot handle the heavy encryption-processing load with the existence of the

modern ressurce-limited systems. Our work presents an improvement design of 512-bit AES

*lgorithm that provides high security level and ameliorates the prfonnance by minimizing the

use of memory space and time eacryption to be able to work in specific characteristics of

resourceJ imited systems.
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Resumd :

Lacryptologie est la science la plus indispensable utilis€ dans la garantie de la confidentialit€

des infonnations echangees. Il consiste i creer et €tudier des algorithmes qui securisent la

transmission sur Internet. Un nouvel algorithme est apparu en 2011, sirnilaire i I'algorithme

AES original, fogrnit plus de securit€ en am€liorant la fiabilitd contre!'attaque de la recherche

exhaustive. Cependant" il ne peut pas gdrer la lourde charge du processus de chifffuemert avec

I'existence des systernes de ressources limitdes modemes. Notre travail presente uRe

am6lioration de I'algorithme 512-bits AES qui foumit haut niveau de securitd et am€liore les

perforrrances en rdduisant l'utilisation de I'espace m€moirc et le temps de chiftment pour €tre

enmesure detraraillerdans lescarrcrerisiqrm spccifiqrrsdessystdmes de ressources limitees-

MoG c*6: Cryptographie. Cmfifutialit€, S1'st&rns de ressaurces limites,


