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Abstract:

Cybercrime represents a legal challenge and an evolving reality that requires careful handling within the framework
of criminal investigation, due to its complex technical nature and unconventional methods of execution. This has necessitated
a re-evaluation of classical crime concepts by defining cybercrime, identifying its elements and characteristics, determining
the parties involved — both perpetrator and victim — and examining the motives driving the offender.

Investigating this type of crime is a sensitive matter that requires the intervention of specialized judicial authorities,
most notably the investigating judge and judicial police, within the bounds of their legally granted powers, while taking into
account the challenges posed by the digital environment, which complicates search and investigation tasks. Judicial and
technical cooperation at both national and international levels also emerges as a pressing necessity, given the transnational
nature of this form of crime.

Digital evidence forms a central axis in proving cybercrime, owing to its technical specificity and the need for precise
procedures that ensure its admissibility in court, whether during its collection, preservation, analysis, or presentation. All of
this must be done while respecting the legal principles governing the legitimacy of evidence, in order to safeguard rights and
freedoms.

In light of the above, it is evident that effectively combating cybercrime requires continuous development of

investigative mechanisms, as well as integration between legal and technical aspects to achieve legal security and ensure

judicial efficiency in a constantly changing digital environment.

Keywords:
Cybercrime, criminal investigation, digital evidence, investigating judge, judicial police, electronic investigation, digital

forensics, legal privacy, international cooperation, cybersecurity




