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General introduction

In recent decades, data from the U.S. Census Bureau shows that rising life expectancy
worldwide has led to an increase in the elderly population. Globally, the percentage of elderly
individuals grew from 6.9% in 2015 to an anticipated 12% by 2025. In Europe, this
demographic is projected to rise from 14.08% to 19.37% over the same period, while in the
United States, it is expected to increase from 15.5% in 2015 to 24.3% by 2025. Cardiovascular
diseases are the leading cause of death worldwide, with heart disease causing approximately 17
million deaths in 2019. Access to healthcare can mitigate several diseases, including

Parkinson's disease, kidney problems, Alzheimer's disease, and others.

Furthermore, the COVID-19 pandemic, which has persisted since 2019, has claimed many
lives globally. In the first year of the pandemic, many hospitals and health centers were
overwhelmed, and many individuals avoided these facilities for other essential treatments. In
this context, the importance of integrating Wireless Body Area Networks (WBANS) and the
Internet of Things (IoT) becomes even more significant. This integrated system would enhance

treatment and disease management.

However, designing a WBAN is a highly delicate endeavor that involves numerous
challenges. These range from developing small and lightweight mobile devices that do not
excessively interfere with patients' lifestyles or compromise their health, to ensuring the secure
and reliable operation of the network.

Many techniques used to detect faults have been proposed for WBANS, these techniques

may be classified as machine learning and statistics.

This dissertation is organized into four chapters dealing with relevant topics. After the
general introduction, Chapter one introduces Body Sensor Networks (WBANSs), and we give a
general outline of WBANS, their architectures, application areas, topologies, and the
communication technologies they use. In the second chapter considered as background in
which we present the essential theoretical concepts used to detect faults in WBANS .In the third
is devoted to previous work on techniques used for fault detection in WBANS, the fourth chapter

is reserved to the experimentation.
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CHAPTER 1
WIRELESS BODY AREA NETWORK BASICS

1. Introduction

Over the years, the dynamic field of WBANSs has gained much interest, mainly due to new
and exciting developments in microelectronics and wireless communications. The criteria for
adopting such a technology must are strict, including reliability, energy efficiency, and low
device complexity this requires the design of new protocols specifically intended for WBANS
to set them apart from the typical sensor networks widely known as general-purpose.
Consequently, substantial research efforts as well as a standardization process have been
underway recently. In this chapter, we provide an overview of WBANS covering their
architecture and application areas, communication technologies, and challenges facing such

network.

2. Sensor definition

Sensors are devices that convert physical events or conditions into quantifiable signals, they
detect and measure various phenomena in the environment. Sensors are critical components in
systems that monitor and control conditions in numerous industries and applications. They can
be classified according to the type of physical quantity they measure, such as temperature,
pressure, humidity, light intensity, sound level, and chemical composition. Sensor
characteristics include sensitivity, accuracy, and resolution.

The figure 1.1, presents the essential components of a sensor node, these components are:

sensing module, communication module, processing module and energy module.

Sensor unit Computational unit Transceiver
Sensor
Processor "
l' Transmitter /
ADC I
1‘ Memory Receiver
Sensor

Energy unit

Figure 1.1: Sensor Node Architecture. [1]
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3. WSN defenition

Wireless sensor networks (WSN) typically consist of thousands of sensor nodes, each of
which is capable of sensing, processing, and transmitting environmental information and used
to monitor specific physical phenomena or detect and track specific objects in an area of
interest. Since sensor nodes are limited batter power, energy-efficient information processing

is crucial for extended network operation.

as shown in figure 2.1 :

Sensing region

Internet BS

Base Station

Uiner Sensor Node

Figure 2.1: Wireless sensor networks (WSN). [2]

4. Wireless body area network (WBAN) definition

Wireless body area network (WBAN) is a network system designed to connect wearable
health sensors directly attached to or near a patient’s body, enabling communication and data
transfer. These networks are used in healthcare to ensure effective monitoring of physiological
parameters such as blood pressure, heart rate, respiratory rate and body temperature. WBANS
facilitate fast data transfer, allowing the health care worker to monitor patients’ health
conditions and make timely decisions regarding medical intervention. WBAN plays a role in
improving healthcare delivery by providing treatment to patients and enabling rapid
intervention strategies.

as shown in figure 3.1:
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motion se!

5. Body sensor functions

¢ ¢

Base Station

_mm_

Intra-WBAN Beyond-WBAN —

PDA

Clinical Database

H

Medical Researcher

=

Assessment, Assistance, Treatment

Figure 3.1: wireless body area network. [2]

The following table shows some body sensor functions:

Sensor

Description

ECG

The heart’s electrical activity

Blood pressure

The force applied by the circulation of blood
on the walls of the blood vessels

Body temperature

An indicator of the body’s ability to create
and release heat

Respiration rate

Number of inhale and exhale movements per

unit time

Oxygen level Indicates the oxygen that is flowing in the
patient’s blood

Heart rate The frequency of the cardiac cycle

Blood sugar Measures the amount of sugar (type, source,

energy) in the blood

Table 1.1: Various medical sensors deployed on the human body. [3]
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6. Body sensor network architecture

The design of body sensors can be categorized into three levels as shown in figure 4.1:

Tier-1 Tier-2

Access point
(; 7) \
A ()

Other WBAN

EEG Sensor

ECG Sensor

Glucose node
WBAN

Insulin Pump®’_ coordinator 9

Sensor'Nodes

Inertial Node

Data Processing towards

Data Sensing access point /Accumulation

Data Analysis, Visualization and Event Detection

Figure 4.1: Architecture of Wireless Body Sensor Networks. [4]

Tier-1: Medical sensor nodes are implanted on or in the human body along with the sinkhole
located at this level. [2]

Tier- 2: Sensor nodes transmit the data to the sinkhole, and the data are then transmitted to the

BS by aggregating and processing the data. [2]

Tier-3: After the data are received by the BS, they are transmitted to the medical centre through

the Internet infrastructure for remote monitoring and treatment. In general, in the architecture
of this type of network, each sensor monitors the individual’s health by receiving the sensory
information from the patient’s body, then sending the data to sink node before transfer to the
BS to call for medical. [2]

7. Wireless Communication Technologies

In the area of short-range wireless networks, various types of short-range wireless
technologies can be utilized at different stages. Within this section, we will provide an overview
of the most prevalent technologies, including Bluetooth [5], ZigBee [5], WIFI [5], and IEEE
802.15.6[5], all of which can be implemented for the deployment of WBAN:

7.1. Bluetooth

Bluetooth is a wireless communications technology that uses short UHF radio waves in the
ISM band between 2.4 and 2.485 GHz. It is operated by the Bluetooth Specialist Group (S1G),
which has more than 35,000 member companies in the fields of telecommunications,

computers, networking and electronics.[5]

6
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7.2. ZigBee
ZigBee is a wireless communications standard designed for low power, low data rate, and
Near Field communications. It is based on IEEE 802.15.4 and is used in a variety of

applications such as home use, industrial control, and medical data collection. [5]

7.3. WIFI

WiFi is a networking technology that uses radio waves to create a high-speed Internet
connection. It is based on IEEE 802.11 standards and is widely used in local area network
equipment and Internet devices. [5]

7.4. IEEE 802.15.6

IEEE 802.15.6 is an international wireless communication standard that has been specifically
designed for Wireless Body Area Networks (WBAN). It supports both in-body and on-body
communication and has been optimized for low-power, short-range devices. It is used in a

variety of applications, including medical and non-medical applications. [5]

8. Difference between WSNs and WBANSs
Wireless Sensor Networks (WSNs) and Wireless Body Area Networks (WBANS) share
certain similarities but also exhibit notable differences. The following table (2) will delineate

the key distinctions between these two networks.

WSNs WBANS

Cover the environment Cover the human body
Large number of nodes Fewer sensor nodes
Multiple dedicated sensors Single multitasking sensors
Lower accuracy Robust and accurate
Resistant to noise Predictable environment
Failure reversible Failure irreversible

Fixed structure Variable structure

Low level security High security

Accessible power supply Inaccessible power source
High power demand Lower power availability
Wireless solutions available Lower power wireless
Data loss less of an issue Sensitive to data loss

Table 2.1: Difference between WSNs and WBAN:S. [6]

7
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9. WBAN applications
WBAN applications are increasingly recognized for their potential across various fields,

including the medical domain and beyond.

9.1. In medical applications
WBANSs play a pivotal role in enhancing healthcare delivery, facilitating investigative

monitoring, and improving patient care. They enable remote patient monitoring, timely health
status updates, emergency communication, and notification systems, ultimately leading to

improved doctor-patient interactions.[7]

9.2. In non-medical applications
WBAN:Ss are utilized in various sectors such as sports, military, and entertainment.

» Insport
WBAN:Ss are utilized in various sectors such as sports, military, and entertainment. [7]
» In the military
WBAN:Ss are employed for communication between troops on the battlefield and data
relay to enhance situational awareness and coordination.[7]
» In entertainment
WBANSs can monitor performers' vital signs or enhance interactive experiences

through physiological data tracking. [7]

10. WBAN topologies

There are two topologies that we have identified thus far:

The first is the star topology, which involves all nodes on the network sending data to a
central collector unit.

The second is the hybrid mesh-star method, which establishes communication among the
coordinating units of each group. In the event of problems in one node, the other nodes are
notified immediately. This topology also incorporates collector units and bridges to facilitate
connections to broader networks.

The structure of a mesh-star composite topology involves nodes connected to a central node.
Another characteristic of these networks is their hierarchical structure. This network is designed
to continuously receive large amounts of data, which microprocessors must then extract and

process in order to extract the necessary data and properties.




Chapter 1- Wireless body area networks basics

&

Star topology(a) mesh topology (b)

Figure 5.1: Topology structure in WBAN. [8]

11. WBAN challenges

The technical challenges that need to be addressed in Wireless Body Area Networks (WBANS)
primarily revolve around security and privacy concerns. These challenges are crucial for
ensuring the confidentiality, integrity, and privacy of patients' health records. Additionally,

wins face other challenging techniques, which are as follows:
11.1. Challenges related to the Mac layer

Since wireless sensor networks are always monitoring the human body, and they must send
sensitive and important data of the human body to the medical teams at any moment, so it is
useful to establish a system able to classify the sensed data, and to distinguish between the
faulty and abnormal data, also there are concerns about the delay in sending vital and important
information.

In order to reduce the dela in critical information sending, it is recommended to use quality
control services that can prioritize essential and sensitive information and send it with the least
delay. Using the technique of sending sensitive information directly is another method to reduce

the delay, which is recommended. [9]

11.2. Challenges related to the Network layer
WBAN body sensor network traffic by itself can cause energy consumption and create
bottlenecks if proper routing protocols are not utilized. For this purpose, to reduce energy

consumption and distribute traffic in a balanced way, it is recommended to use router

9
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protocols that have load-balancing capabilities. Furthermore, using quality and weight control
and prioritizing network traffic can eliminate the bottleneck. [9]

11.3. Challenges related to the transportation layer

It is necessary to have a highly reliable transport mechanism to be able to provide vital and
essential information instantly and quickly in the case of data loss since, in WBAN, correct data
delivery is very sensitive, and the loss of, destruction of, and damage to vital body information
during sending can increase the risk of death. In order to reduce energy consumption, this
system can use a periodic or periodical system for recording and reporting unnecessary
information. [9]

11.4. Application layer challenges

As this layer is responsible for communicating with the user in the form of an interface at
the highest level, having an intelligent mechanism that can send rich and meaningful
information in medical environments seems crucial. For this purpose, it is possible to use
intelligent methods of artificial intelligence and machine learning algorithms in this layer to use

more valuable information to produce knowledge and experience.[9]

12. Conclusion
In this chapter, we have introduced wireless body sensor networks. After a general definition
of sensors and wireless sensor networks (WSN), we discussed the body sensor network

architecture and wireless communication technologies, comparing WBAN and WSN.

Finally, we identified some of the challenges and problems that the proposed technology
may face. In the next chapter, we will discuss fault detection and some of the algorithms that

detect errors and false alarms in WBANSs.

10
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CHAPTER 2
BACKGROUND

1. Introduction

In this chapter, we will present few technics that have commonly used to detect faults in

WBANS, when it happens. These technics are: Decision tree, SVM, LR ...

2. Machine learning

2.1. Decision Tree

2.1.1.

Definition

Decision tree is a supervised classification model, created through algorithmic methods that

determine ways to split a data set based on various criteria. It is one of the most widely used

and practical methods in supervised learning. A decision tree is a tree-like graph whose nodes

represent where we select attributes and ask questions. Edges represent answers to questions

and leaves represent actual outputs or class labels, which are used for nonlinear decisions with

simple linear decision surfaces[11]. Decision Trees have O(Nlog(N)Pk) complexity.[12]

Let’s look at the basic components of the decision trees:

1.

Root Node: It represents the entire population or sample, and this further gets divided

into two or more homogeneous sets.
Leaf/ Terminal Node: Nodes do not split is called Leaf or Terminal node.

Decision Node: When a sub-node splits into further sub-nodes, then it is called a

decision node.
Branch / Sub-Tree: A subsection of the entire tree is called a branch or sub-tree.

Parent and Child Node: A node, which is divided into sub-nodes, is called the parent

node of sub-nodes, whereas sub-nodes are the child of the parent node.
Splitting: It is a process of dividing a node into two or more sub-nodes.

Pruning: Pruning is when we selectively remove branches from a tree. The goal is to
remove unwanted branches, improve the tree’s structure, and direct new, healthy

growth.

See Figure 1.3:

12
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Branch/ Sub-Tree

Splitting {/‘ x\
| Decision Mode | A | Decision Mode J
[ Terminal Node ] [ Decision Node ] [ Terminal Node ] [ Terminal Node |
‘. B c S
| Terminal Node ] | Terminal Node J

Mote:- A is parent node of B and C.

Figure 1.3: decision tree [11]

To construct a decision tree two notions are used: entropy and information gain as given by
the following equations[13]:
Calculated using probabilities (p(i)) of each class (i) in the data:

Entropy = — )i, Pi * log(Pi) 9)

Gini Impurity (Classification):
n
i=1

Gini Impurity =1— ), Pi? (10)

2.1.2. Algorithm steps [11]

o Step-1: Begin the tree with the root node, says S, which contains the complete dataset.

« Step-2: Find the best attribute in the dataset using Attribute, Selection, Measure (ASM).
o Step-3: Divide the S into subsets that contains possible values for the best attributes.

o Step-4: Generate the decision tree node, which contains the best attribute.

o Step-5: Recursively make new decision trees using the subsets of the dataset created

o Step-6: Continue this process until a stage is reached where you cannot further classify

the nodes and called the final node as a leaf node.
2.2. Linear Regression
2.2.1. Definition

Linear regression is one of the easiest and most popular Machine Learning algorithms. It is
a statistical method that is used for predictive analysis. it makes predictions for continuous/real

or numeric variables such as sales, salary, age, product price, etc.[14]

13
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Linear regression algorithm shows a linear relationship between a dependent (y) and one or
more independent (y) variables as shown by the equation(), hence called as linear regression.
Since linear regression shows the linear relationship, which means it finds how the value of the

dependent variable is changing according to the value of the independent variable.[14]
Linear regression can be further divided into two types of the algorithm:

e Simple,Linear,Regression:
If a single independent variable is used to predict the value of a numerical dependent

variable, then such a Linear Regression algorithm is called Simple Linear Regression.[14]

Multiple,Linear,regression:

If more than one independent variable is used to predict the value of a numerical dependent
variable, then such a Linear Regression algorithm is called Multiple Linear
Regression[14]. the time complexity of this linear regression is :0(m"n) [15].

The linear regression model provides a sloped straight line representing the relationship
between the variables. See Figure 2.3:

Y A

dependent Variable

regression

independent Variables X

Figure 2.3: Linear Regression. [14]
Mathematically, we can represent a linear regression as:

o Y=aptaiX+z

¢}
<
1

Dependent Variable (Target Variable)
o X

Independent Variable (predictor Variable)

o a0= intercept of the line (Gives an additional degree of freedom)

14
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o al = Linear regression coefficient (scale factor to each input value).

o z =random error.[14]
2.3. Support vector machine algorithm (svm)
2.3.1. Definition

Support Vector Machine (SVM) is a supervised machine learning algorithm used for both
classification and regression. Though we say regression problems as well it’s best suited for
classification. The main objective of the SVM algorithm is to find the optimal hyperplane in an
N-dimensional space that can separate the data points in different classes in the feature space.
The hyperplane tries that the margin between the closest points of different classes should be
as maximum as possible [16]. The complexity of SVM: O(n?).[17]

As shown by the Figure 3.3:

xz{

O g
o 2
L3

X1

Figure 3.3: Support vector machine algorithm (svm). [16]

SVM Formulation (Linear Case):

Decision Function: The SVM aims to find a hyperplane represented by the equation:

W: Weight vector, defining the hyperplane's orientation in the feature space.

X: Input data point (vector).

15
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b: Bias term, shifting the hyperplane.

T: Transpose operator [16].

2.3.2. Algorithm steps

Based on the search results, the key steps in the Support Vector Machine (SVM) algorithm

are:

* Step-1: Understand the Problem.

* Step-2: Prepare the Data.

* Step-3: Split the Data.

* Step-4: Choose the Kernel Function.
* Step-5: Train the SVM Model.

* Step-6: Tune Hyperparameters.

* Step-7: Evaluate the Model.

* Step-8: Make Predictions.
« Step-9: Interpret the Results.

The key aspects of the SVM algorithm are finding the optimal hyperplane that maximizes
the margin between the classes, and the use of kernel functions to handle non-linear decision
boundaries [16].

16
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2.4. K-Nearest Neighbor (KNN) Algorithm
2.4.1. Definition

KNN is one of the most basic yet essential classification algorithms in machine learning. It
belongs to the supervised learning domain and finds intense application in pattern recognition,

data mining, and intrusion detection [18]. The formul is:

distance(x, Xi) = \/Z?:l (xj—Xij)%......... (12)

KNN Algorithm working visualization. see Figure 4.3:

Y Axis | Y Axis Y Axis
) o} o)
© o Target Point o O o o

o © o | © o

O 0 _ /o oo OO'.O 00 OO.O 00

o © o © o ©
O o O o C o
X Axis X Axis X Axis
O Class 1 O Class 1 O Class 1
O Class 2 O Class 2 O Class 2

Figure 4.3: KNN Algorithm working.[18]

2.4.2. Algorithm steps

* Step-1: Selecting the optimal value of K. [18]

« Step-2: Calculating distance. [18]

* Step-3: Finding Nearest Neighbours. [18]

» Step-4: Voting for Classification or Taking Average for Regression. [18]

After presenting few technics of ML, now we move to present two technics: MV and Median
Absolute Deviation. The complexity of K Nearest Neighbors (KNN): O(knd).[17]

3. Statistic
3.1. Majority Voting Algorithm
3.1.1. Definition
The Boyer-Moore voting algorithm is one of the popular optimal algorithms which is used
to find the majority element among the given elements that have more than N/ 2 occurrences.
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This works perfectly fine for finding the majority element which takes 2 traversals over the
given elements, which works in O(N) time complexity and O(1) space complexity. [19]

3.1.2. Algorithm steps[19]

* Step-1:

1. Find a candidate with the majority —Initialize a variable say i, votes = 0, candidate =-1.
2. Traverse through the array using for loop.

3. If votes = 0, choose the candidate = arr[i], make votes=1.

4. else if the current element is the same as the candidate increment votes.

5. else decrement votes.

* Step-2:

1. Check if the candidate has more than N/2 votes.

2. Initialize a variable count =0 and increment count if it is the same as the candidate.
3. If the count is >N/2, return the candidate.

4. else return -1.

3.2. Median Absolute Deviation
3.2.1. Definition

The median absolute deviation (MAD) is a robust measure of how spread out a set of data is
the variance and standard deviation are also measures of spread, but they are more affected by

extremely high or extremely low values and non-normality.

If your data is normal, the standard deviation is usually the best choice for assessing
spread.[20]

The formul is:
MAD = med(|Xi — median(X)|)............... (13)

3.2.2. Algorithm steps

« Step-1: Find the median. [20]
« Step-2: Subtract the median from each x-value using the formula |yi — median|. [20]

» Step-3: find the median of the absolute differences. [20]
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4. Conclusion

This chapter is considered as a background, where we present a plethora of technics used to
detect faults in Wireless Body Area Networks, the next Chapter, represent the state of the art
for the fault detection in WBAN’s.
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CHAPTER 3
RELATED WORKS

1. Introduction

In this chapter we focus on the techniques used to detect faults in WBANS, these techniques
may be classified as machine learning and statistics, concerning the machine learning both
support vector machine and decision tree are gathered with linear regression, also the statistics

is used in this literature.
2. Machine Learning techniques

2.1. Support vector machine (SVM) with Linear regression

Machine learning's vast toolbox of methods remains a key player in diagnosing faults within
WBAN:Ss, citing the work of the authors in [21], the paper proposes a machine learning approach
for anomaly detection in WBANS. This approach utilizes Support Vector Machines (SVMs) as
the initial step, this supervised machine learning method used for binary classification that uses
training data to build a classification model. The SVM then uses this model to classify each

instance in the test set using attribute data.

The main concept is to construct a linear hyperplane (a decision boundary) to separate
instances of one class from the other class. The separation between the classes is optimized by
obtaining the separating hyperplane which is defined as the plane having the greatest distance

(margin) to the nearest training data points of any class defined by the following equation:

The main concept behind linear SVMs is to maximize the distance between two
parallel hyperplane (boundary) which are defined by support vectors:

The first hyperplane vector:

The second hyperplane vector:
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Separating hyperplane
Boundary hyperplane

Figure 1.2: Linear SVM and data separation. [21]

In the event of an anomalous measurement being identified, the authors proposed applying
linear regression as a predictive technique is a statistical modeling method used to predict the
current value of monitored attribute, after that they use Euclidean distance and threshold (10%
of estimated value) to compare between the measured value xik and the estimated value (perfect

value)

Rik.

If | xik - Xik | > 0.1, then the measured value considered faulty and replaced by estimated value
with linear regression.

Algorithm: detection algorithm [21]

1: for each received X record during T do

Classify Xi using SVM

3: if Class(X) == "ABNORMAL" then

N

4: for each xjk do

5: fikzzjllljikai.xij

6: Ctr+=((|xik—5c‘ik|20.1 X Xik)?1:0
7 end for

8: if (Ctr > K) then

9: Raise alarm for healthcare

10: end if

11: endif

12: end for
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2.2. Decision tree with linear regression

In this article [22] , the authors focus on anomaly detection in medical wireless sensor and

They propose a new technique based on machine learning to detect data as normal or abnormal

in the collected measurements for physiological parameters are represented by data matrix X =

( Xij / i is the time , j is the monitored parameter ) where they use firstly the decision tree (J48)

, this supervised learning algorithm used to classify records (line) and to reduce temporal

complexity , the attributes are represented by nonterminal nodes and terminal nodes represent

the decision result.

To build the nodes of the tree from the root to the leaves the Gain ratio (GR) for each attribute

is calculated by equation 4:

1G(x ,xp)

GR(x,x;) = S 4)

Entropy (X) = Y{_; @;log, a; ...... (5)

The information Gain IG (X, Xx) in equation 5 of an attribute is given by:

16X, X,.) = H(X) — z Beakl prege y 6)

Xik€X X1

DECISION NODE DECISION NODE

TERMINAL NODE TERMINAL NODE
TERMINAL NODE EZECEIDNIIDE S

TERMINALNODE TERMINAL NODE

Figure 2.2: Decision tree
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When an abnormal record is detected, the authors use linear regression (LR) algorithm to
predict current measurements for each parameter, is a statical method which models a

dependent variable (Yix) using a vector of independent variables (Xix) called regressors.

The model Itself is represented by:
VYie = Co + C1x1 + Coxjp + -+ CpXiyy ... (7)

After that they use Euclidean distance and threshold to compare between the measured value

xikand the estimated value (perfect value) Xix.

If | xik- Xik| > 0.1, then the measured value considered faulty and replaced by estimated value
with linear regression. But, if at least two readings are higher than the threshold, we trigger an

alarm for response caregiver emergency team to react.

Algorithm: detection algorithm [22]
1: for each received R; record during T do
2:  Classify Rj using J48

3: if Class(Ri) == "ABNORMAL" then

4: for each Xxjk do

5: fik:S}l:l’jiij.xij

6: Ctr+=((|xik-9?ik|20.1 X Xik)?1:0
7 end for

8: if (Ctr > K) then

0: Raise alarm for healthcare

10: end if

11: endif

12: end for

2.3. Under Bayesian Network Model

In this paper the authors [24], they utilize a Bayesian network-based method for fault
detection in BSNs. They formalize a Bayesian network model to represent the body sensor
network and propose a method to identify faulty sensor readings. They conduct a theoretical
analysis of the fault detection rate, false alarm rate, and error probability after applying the
fault diagnosis algorithm, and present an approximate algorithm for determining the discrete

decision threshold.
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Their experiments experiments demonstrate that the simulation results align with theoretical
predictions, and the number of errors can be reduced by 60% using our fault diagnosis method

by applying algorithm.
Algorithm: detection algorithm

Input: A probability distribution set of a Bayesian network and a discrete threshold set ©
Output: The optimal threshold &op

1:80p=0;

2:min=1;

3:foreach 6 e ® do

4: if w(P/@)<minthen
5: min=pn((P/);
6: dop= 03

7: end if

8: end for

9: return Jdop;

3. Statistical techniques

3.1. Median absolute deviation (MAD) with Majority voting (MV)

The approach described utilizes the Median Absolute Deviation (MAD) for anomaly
detection, the authors [23] using a distance-based measure, where a data point is considered an
outlier if a fraction or less of the total points fall within a certain distance (radius). Distance-
based outlier detection calculates the distance or similarity between every pair of points, and

points with distances longer than a specific threshold are considered outliers.

MAD = median (|Xi — median(X)|) ...... (8)

In the context of a Wireless Body Area Network (WBAN), sensed values are compared
against predicted values for a subject attribute at a given time t serves as the input for the
anomaly detection. The MAD is used to determine if a data point falls within a dynamic range,
based on a sliding window method. If a point is outside this range, a majority-voting (MV)

algorithm is triggered to vote on sensor values (0 for normal, 1 for anomalous).
Each sensor monitors specific attributes and if the residual falls within the range, the
patient is considered healthy, and a simple classifier labels the physiological attribute.
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The MV algorithm aggregates votes for each physiological parameter measured by different
sensors. If the votes for anomalous values exceed the average number of physiological
parameters, it determines if the sensor value is faulty. This process aims to detect faulty

measurements and minimize false alarms.

Looks the figure 3.2 bellow:

Collection of Physiological Datasets

; Pre Processing of Sensor Data IY

‘ Outlier Detection algorithm (MAD) Y

} Majority Voting Algorithm Y

; Determine Abnormal Detection Rate

Figure 3.2: Method of the proposed work.[23]

3.2. Markov Model (MM)

The authors in [25] present a novel approach using a Markov chain-based model is defined
as a model built from random variables that evolve over time, where the future state depends
only on the current state and is independent of past states. The model consists of countable
states with transitions between them, forming a Markov chain. This model used for
centralized anomaly detection in Wireless Body Area Networks (WBANS) utilized in
healthcare monitoring. This model focuses on distinguishing faults from abnormal
physiological changes by analyzing the number of deviated attributes. By leveraging the Root
Mean Square Error (RMSE) between forecasted and measured values, the system effectively
detects changes and achieves high detection accuracy with low false alarms. Additionally, the
system optimizes energy consumption by transmitting only deviated measurements to a Local
Processing Unit (LPU) for analysis, contributing to enhanced efficiency and accuracy in

remote healthcare monitoring.
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Algorithm: detection algorithm

1: Collect Markov Model training data
2: Derive lower and upper bound of Tukey box
3: Replace X: by si

4: Calculate N, Ni, Ni j and Ti j

5: Calculate gi=Ni/ N and Pi,j= N;j j/ Ti
6: Set the size of SWi and threshold h

y

8

9

: Replace new X: by state s;

: for each SWje Testing do

P(SW;) = q; H‘:;l Pr_y¢
10: if P(SW;) <hthen

11: Raise an alarm for spatio-temporal analysis
12: endif
13: end for

4. Conclusion

In this chapter, we examined machine learning and statistical techniques for fault detection
in WBANSs. Methods like SVM, decision trees, Bayesian networks, MAD, and Markov
models enhance anomaly detection accuracy and reliability. These approaches ensure robust

health monitoring by effectively identifying and correcting faulty measurements.

27



CHAPTER 4

WBANSs Implementation




Chapter 4- WBANSs Implementation

CHAPTER 4
WBANs IMPLEMENTATION

1. Introduction

In this chapter, we will present the working environment and tools used in our analysis,
including WEKA and the PhysioNet database, followed by a useful comparison between few

technics used in this literature.
2. Working environment and tools

2.1 Weka

WEKA - an open-source software provides tools for data preprocessing, implementation of
several Machine Learning algorithms, and visualization tools so that you can develop machine

learning techniques and apply them to real-world data mining problems, see Figure 1.4.[26]

O Program Visualization Tools Help
Applications

Experimenter

WEKA

g WAIKATO KnowledgeFlow

b NEW ZEALANE
N~

Workbench

Knowkedge Anayss Simple CLI

Figure 1.4: Weka GUI chooser with Explorer window open with Student dataset.[27]

2.2 Using Weka Tools

The Weka workbench contains a collection of visualization tools and algorithms for data
analysis and predictive modeling, together with graphical user interfaces for easy access to this
functionality. It is freely available software. It is portable & platform independent because it is

fully implemented in the Java programming language and thus runs on almost any modern

e
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computing platform.

Weka has several standard data mining tasks, data preprocessing, clustering, classification,

association, visualization, and feature selection. see the figure 2.4.[28]

€ Weka Explore: a
Preprocess  Classify  Cluster  Associate  Selectattributes  Visualize
Open file... Open URL... Open DB... Generate... Undo Edit... Save...
Filter
Choose |None Apply
Current relation Selected attribute
Relation: samples Attributes: 8 Name: ABPmean Type: Nominal
Instances: 3517 Sum of weights: 3517 | Missing: 0 (0%) Distinct: 50 Unique: 6 (0%)
Aibutes No. Label Count Weight
Al None Invert Pattem 1 mmHg 1 1
2 118000 a7 a7
No. Name 3 119.000 109 109
11 Time and date 4 117.000 12 12
2| ABPmean 5 0000 9 9
3[ 1 ABPsys 6 120000 213 213
4[| ABPdias 7 121000 210 210
5CIHR 8 122000 333 333
6| PULSE 9 124000 340 340
TP Cl: SpO2 (N Visualize All
o Isp02 lass: SpO2 (Nom) isualize
[ ]
-
nmonal
o B
4 2
36,3331 0 302877
24 Wz
1 IIEL'I 'I | [ EEFEERUELON I PP PRRRES )
Status
oK g | g O

Figure 2.4: Weka with Explorer window open with Student dataset.
3. Data sete

The dataset used in our research has been obtained from PhysioNetan online database of
recorded physiological signals. We will be using the dataset, which contains 121 records and
each recording contains total of attributes: Time and date, ABPmean, ABPsys, ABPdias, HR,
PULSE, RESP, SpO2. See Figure 3.4.

B HE S Bl
ACCUEIL INSERTION MISE EN PAGE FORMULES DONNEES REVISION AFFICHAGE Connexion
S R e A a = S [Standard 5 ) i) [y Erinserer - 23 Ay i
e - =) > Fx supprimer = | [§+ £
6T sy|EY| Ay El- .0 m ¢ 5 Mieenforme Mettresous forme Stylesde .-, _ Treret Rechercheret
conditionnelle = detableau~  cellules~ I Format~ €~ filtrer  sélectionner v
Presse-papiers fu Police n Alignement 5 Nombre Style Cellules Edition ~
R21 - fe v
A B C D E F G H | J K L M N 0 &
Time and date ABPmean  ABPsys ABPdias HR PULSE RESP Sp02
2 1 hh:mm:ss dd/mm/yyyy mmHg mmHg mmHg bpm bpm bpm %
3 2 [11:50:31 18/05/1995] 118.000 182.000 80.000 75.000 75.000 23.000 99.000
4 3 [11:50:32 18/05/1995] 118.000 182.000 80.000 76.000 75.000 23.000 99.000
5 4 [11:50:33 18/05/1995] 118.000 182.000 80.000 76.000 76.000 22.000 99.000
6 5 [11:50:34 18/05/1995] 118.000 182.000 80.000 76.000 76.000 22.000 99.000
7 6 [11:50:35 18/05/1995] 118.000 183.000 80.000 76.000 76.000 22.000 99.000
8 7 [11:50:36 18/05/1995] 118.000 182.000 79.000 76.000 76.000 22.000 99.000
9 8 [11:50:37 18/05/1995] 118.000 182.000 80.000 76.000 75.000 20.000 99.000
10 9 [11:50:38 18/05/1995] 118.000 182.000 80.000 76.000 75.000 20.000 99.000
1 10 [11:50:39 18/05/1995] 118.000 182.000 80.000 76.000 75.000 20.000 99.000
12 11 [11:50:40 18/05/1995] 115.000 183.000 80.000 76.000 75.000 20.000 99.000
13 12 [11:50:41 18/05/1995] 119.000 183.000 80.000 76.000 75.000 20.000 99.000
14 13 [11:50:42 18/05/1995] 119.000 183.000 80.000 76.000 75.000 20.000 99.000
15 14 [11:50:43 18/05/1995] 118.000 183.000 80.000 76.000 75.000 20.000 99.000
16 15 [11:50:44 18/05/1995] 118.000 183.000 80.000 75.000 75.000 20.000 99.000
17 16 [11:50:45 18/05/1995] 118.000 183.000 80.000 75.000 75.000 20.000 99.000
18 17 [11:50:46 18/05/1995] 118.000 183.000 80.000 75.000 75.000 20.000 99.000
19 18 [11:50:47 18/05/1995] 118.000 183.000 80.000 75.000 74.000 20.000 99.000
20 19 [11:50:48 18/05/1995] 118.000 183.000 80.000 75.000 74.000 20.000 99.000
A 20 [11:50:49 18/05/1995] 118.000 183.000 80.000 75.000 73.000 20.000 99.000
21 [11:50:50 18/05/1995] 118.000 183.000 80.000 74.000 73.000 20.000 99.000
118.000 182.000 79.000 74.000 99.000
< >

i M -—————+ 10%

Figure 3.4: Data base
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3.1. PhysioNet

PhysioNet tutorials are intended to provide hands-on introductions to the data and software
available from this resource. This index lists currently available PhysioNet tutorials by
category, as well as reference manuals, workshop materials, and links to other tutorials likely

to be of interest to PhysioNet visitors, see Figure 4.4.[29]

PhySiONet Find Share About News Account v/ Q

Responsible use of MIMIC data with online services like GPT
Guidelines for creating datasets and models from MIMIC
George B. Moody PhysioNet Challenge 2024 is teaming up with Data Science Africa

PhysioNet

The Research Resource for Complex Physiologic Signals

Data J Software { Challenges Tutorials

Figure 4.4: PhysioNet website.[29]

Lo A 2 —

PHYSIOBANK ATM
Input Database:
| MIMIC Database (mimi v
037/ vl
Record: 037 v|
Signals: [all v
Annotations: [arterial blood pressure ions (abp) v
OUpIE Length: @10sec O1min O1hour O12hours Otoend

Time format:  @time/date Oelapsed time Onours Ominutes Oseconds O samples

Data format: @ standard O high precision O raw ADC units

Toolb Plot wavefo v

Navigation 1<) <] <][*][][3>][>]

‘ Previous record \ + \ Next record l

[ Help |[ About ATM

Figure 5.4: PhysioBANK ATM window. [30]
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3.2. MIMIC-I11

The MIMIC-II (Multiparameter Intelligent Monitoring in Intensive Care) Databases contain
physiologic signals and vital signs time series captured from patient monitors, and
comprehensive clinical data obtained from hospital medical information systems, for tens of
thousands of Intensive Care Unit (ICU) patients. Data were collected between 2001 and 2008
from a variety of ICUs (medical, surgical, coronary care, and neonatal) in a single tertiary
teaching hospital. The MIMIC-II Clinical Database contains clinical data from bedside

workstations as well as hospital archives. The MIMIC Il

Waveform Database includes records of continuous high-resolution physiologic waveforms
and minute-by-minute numeric time series (trends) of physiologic measurements. Many, but
not all, of the Waveform Database records are matched to corresponding Clinical Database

records, see Figure 6.4.[31]

B MIMIC Docs Community

Medical Information Mart for Intensive Care

Freely available medical data for research.

Documentation © Getting Started & Code )

Click or scroll to learn about the components of MIMIC.

&

Figure 6.4: Medical Information Mart for Intensive Care web site.[30]

4. Evaluation

We have used weka and we have selected MIMIC 11 data base from physionet ATM BANC
data sete that contains seven physiologie si forals (Time and date Nominal, ABPmean, ABPsys,
ABPdias, HR, PULSE, RESP, Sp0O2) our evaluation.

4.1. Tools

4.1.1. JA8 Classifier
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J48 is a machine learning decision tree classification algorithm based on lIterative
Dichotomiser 3. It is very helpful in examine the data categorically and continuously.[32]

4.1.2. Self organing map (SOM)

The Self Organizing Map is one of the most popular neural models. It belongs to the category
of the competitive learning network. The SOM is based on unsupervised learning, which means
that is no human intervention is needed during the training and those little needs to be known
about characterized by the input data. We could, for example, use the SOM for clustering
membership of the input data. The SOM can be used to detect features inherent to the problem
and thus has also been called SOFM the Self Origination Feature Map.SOM also represents the

clustering concept by grouping similar data together.[33]

4.1.3. Instance-based k-nearest neighbors classifier (IBK)

IBK is a k-nearest-neighbour classifier that uses the same distance metric. The number of
nearest neighbours can be specified explicitly in the object editor or determined automatically

using leave-one-out cross-validation focus to an upper limit given by the specified value.[34]

4.1.4. BayesNet

Bayes Nets or Bayesian networks are graphical representation for probabilistic relationships
among a set of random variables. Given a finite set X={X1...Xn} of discrete random variables

where each variable Xi may take values from a finite set represented by Val (Xi).[34]

4.2.The specific domain

sPo2 75-100 mm Hg [35]
Heart rate Is 60 to 100 (bpm)[36]
RESP 8-16 breaths per minute[37]
ABPmean 120/80 mm Hg [38]

Table 4.1:The specific domain.
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4.3. The variation
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13.
TP + TN
TP + TN + FP + FN
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d as evaluation metric. It is calculated according to the following

is a use
ACC

equation:

For comparison, we have used the following evaluation metrics.

5. The comparison

5.1. Accuracy
Accuracy detection
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* TP (True Positives): Number of instances correctly classified as positive.
* TN (True Negatives): Number of instances correctly classified as negative.
* FP (False Positives): Number of instances incorrectly classified as positive (Type I error).

* FN (False Negatives): Number of instances incorrectly classified as negative (Type Il error),

BayesNet SOM k_nn

see Figure 14.4.[39]
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ja8

Figure 14.4: Detection accuracy compared to 4 relevant alternative approaches in the

literature.
5.2. Kappa statistics

The Kappa statistic is a widely used evaluation n metric for classification tasks that provides a
more robust measure of performance compared to accuracy alone. It is particularly useful when

dealing with imbalanced datasets or multi-class problems. See Figure 15.4. [40][41]
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Figure 15.4: Kappa statistics compared to 4 relevant alternative approaches in the literature.

5.3. Mean absolute error
Mean absolute error (MAE) is the average of the absolute difference between actual and
predicted values [42]. the following equation:

MAE = W ......... (15)

See the figure 16.4
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Figure 16.4: Mean absolute error compared to relevant alternative approaches in the
literature.

6. Receiver operating characteristic (ROC)

ROC curve is a performance measurement for the classification problems at various
threshold settings. ROC is a probability curve and AUC represents the degree or measure
of separability. It tells how much the model is capable of distinguishing between classes.
[43]

The TPR (also called sensitivity or recall) is the proportion of actual positives that are

correctly identified as such.

The FPR (also called fall-out) is the proportion of actual negatives that are incorrectly

classified as positive

It is calculated as:

TP

TPR = (16)
TP+FN

FRP = —— (17)
FP+TN

e TP =True Positives

e FN = False Negatives
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Plot (Area under ROC = 0.816)
1

/

Figure 17.4: Dicition tree(ROC)

Plot (Area under ROC = 0.816)
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Figure 18.4: Bayse (ROC)
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Plot (Area under ROC = 0.7675)
1

Figure 19.4: Support vector machine (SVM OR SOM) (ROC)

Plot (Area under ROC = 0.8764)
1 -

0.5 1

Figure 20.4: 4.K_NN (IBK) (ROC)

7. Conclusion

In order to choose the best algorithm from the given results, the results have shown that the

best method is Knn.

In this chapter, we compared several machine learning algorithms. The results showed that
in terms of accuracy, Knn achieved 75.064%, Kappa statistics 54.82%, SOM 23.03%, and ROC
0.8764%.
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GENERAL CONCLUSION

With the advancement of technology and the increasing use of telecommunications
networks, the miniaturisation of these devices led to the development of WBAN devices that
play a role in all fields, especially in the field of health and human health monitoring. WBAN
devices are currently receiving a lot of attention and one of the most important priorities is to
correct fault detection and ensure that the information or signals reach the concerned parties
correctly and without errors.First, the thesis begins with a comprehensive introduction,
outlining the specific problem and desired outcome of the research. In Chapter 1, we gave an
overview of WBANSs, including body sensor network architecture and operation,
Communication Technologies and applications of WBANs and WBAN challenges, as well as
WBAN issues.In Chapter two, considered as background in which we present the essential
theoretical concepts.

In the third,we talked about the previous work, the algorithms used and the results obtained.

In the fourth chapter, we conducted a comparative analysis of various machine learning
algorithms. We identified the algorithm that yielded the best results in terms of accuracy and

ROC (Receiver Operating Characteristic) ...
Leveraging the PhysioNet database, we utilized WEKA to connect the algorithms to the data.

The transmission process requires high speed and zero tolerance for errors. Any malfunction
or error can have detrimental consequences for human health. Sensor data should be
transmitted seamlessly to healthcare professionals or relevant parties, enabling prompt
intervention without delay. Conversely, communication failures can leave patients in danger
without the necessary notifications reaching the concerned authorities, potentially leading to a

deterioration in their health.
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Abstract: \

The primary focus of this work is on fault detection in Wireless Body Area
Networks (WBANS). It emphasizes the critical importance of ensuring that
information and signals from WBAN devices are accurately and reliably
transmitted, particularly in the context of health monitoring.

Additionally, this work aims to address the challenges related to fault
detection in WBANs by conducting a comparative analysis of various

machine learning algorithms (ML) and statistics.

Keywords: Wireless Body Area Networks, fault detection, machine learning

algorithms, statistics. /

Résumeé : \

L'objectif principal de ce travail est la détection des pannes dans les réseaux

de capteurs corporels sans fil (WBANS). Il souligne I'importance cruciale de
garantir que les informations et les signaux provenant des dispositifs WBAN
soient transmis de maniére précise et fiable, en particulier dans le contexte de
la surveillance de la santé.

De plus, ce travail vise a relever les défis liés a la détection des pannes dans
les WBANS en effectuant une analyse comparative de divers algorithmes

d'apprentissage automatique (ML) et des méthodes statistiques.

Mots-clés : Réseaux de capteurs corporels sans fil, détection des pannes,

algorithmes d'apprentissage automatique, statistiques.



