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اिऻڪٌۘ
ᄭᄟ؇ڣأ آܳ٭؇ت ሌᇿإ ۰༥؇੆اࠍ أݬٴۜب اৎ৊ޝݿފ؇ت، دا༠ܭ ۰ਃ಻وଫଐܳـܝ৕৑ا واৎ৊ިارد اܳލٴႤၽت আॻ༟ ఈዳዧ؜ٺ݄؇د اৎ৊ފٺ݄ݠ ا଩ଐܳاࢴࣖ ޖܭ ሒᇭ
۱ڍه ዛኤڎف ا৖৑ݿٺ༱ڎام. ܳފ٭؇ݿ؇ت ا৖৑݁ٺټ؇ل وᆙᆕ؇ن اৎ৊أߺࠊ݁؇ت أ݆݁ ܳٺأݞߌ߳ ؇ً࿌ور๤ཚ أਵਦاً ؇ዛዀڣ ુળ༲واܳٺ ೞಱިܳا ᄎცරඞ ৎ৊ݠاڢٴ۰
ل۰، ஼ணਵਦ إدارة ۰༡ًߺࠊ ਲ਼ਦود (Web Filtering Proxy Server) ೞಱިܳا ܳٺݱڰ٭۰ وভ঒ܭ ༠؇دم وّޚިߌߵ ّݱ݄ࡗࡲ ሌᇿإ اৎ৊ڍாணة

.Flask اܳأ݄ܭ وᎂޗ؇ر Python ۰෠੼ଫଊܳا ܳ؞۰ আॻ༟ ً؇৖৑؜ٺ݄؇د ዻዧوذ
HTTPSو HTTP ޗܹٴ؇ت ଫଐ༟৖৑اض (Socket Programming) اৎ৊گ؇ืྵ ۰෠੼ߓߵ ّگٷ٭؇ت আॻ༟ اৎ৊گଫଐح اܳٷޙ؇م ୋଲّߌߵ
اܳٺݱڰ٭۰. ڢݠارات ෛູ৖৑؇ذ اఈዳዧز۰݁ ا৖৑ّݱ؇ل ݁أߺࠊ݁؇ت اݿٺۛݠاج ؕ݁ اࠍ੆گ٭ࠔࠫ، ݆݁ෑෂا ሒᇭ ؇ዛው੊و݁أ؇ࠍ ඔ൹݁ڎ༱ފٺৎ৊ا ݆݁ اܳݱ؇درة
ቕሶًگިا اܳިاردة اܳޚܹٴ؇ت ݁گ؇ر۰َ ّࡤࡲ ۋ٭ت ݁ފٴگً؇، ا௱௯௫ڎدة اܳگިا༟ڎ ݆݁ ۰༟ިᆇ୞୘ আॻ༟ ቕሶ؇ڢ ّݱڰ٭۰ ො੼ݠك আॻ༟ اܳٷޙ؇م لأٺ݄ڎ و
ا௰௯௫؇ܳڰ۰ ل؇ت ا௱௯௫ٺި ሌᇿإ اܳިݬިل ݆݁ واࠍ੆ڎ ؇ዛኞ ا๤ཡৎ৊ح ଫଃ༚ اৎ৊ިاڢؕ ොຳޙݠ ૭૏݄ں ؇ᆙᆘ ا௰௯௫ݞ۰َ، اৎ৊ڰٺ؇ۋ٭۰ واగၵၽܳ؇ت اࠍ੆ޙݠ

اৎ৊ޝݿފ۰. ܳފ٭؇ݿ؇ت
threaded Architecture) اࠍ੅٭ިط ݁ٺأڎدة ྲྀྡྷ٭۰ ا؜ٺ݄؇د ቕቆ ا଩ଐৎ৊ا݁ٷ۰، ا৖৑ّݱ؇৖৑ت واݿྥ٭أ؇ب اܳྥލ؞٭ܭ ܋ڰ؇ءة وܳٺۜگ٭ݑ
ّڰ؇༟ܹ٭۰ إدارة ۰༡ިܳ اܳٷޙ؇م لިڣݠ პაႰ ا৙৑داء. اݿٺگݠار আॻ༟ اࠍ੆ڰ؇ظ ؕ݁ اܳޚܹٴ؇ت ݆݁ ଫଃ܋ٴ ༟ڎد ۰੊݁أ؇ࠍ ّݯ݄݆ (Multi-
ا૰૙৕৑؇ء ᆇᅦܹ٭؇ت ఈః༠ل ݆݁ اࠍ੆ޙݠ ቕሶڢިا وᎂدارة اࠍ੆گ٭ࠔࠫ، ݆݁ෑෂا ሒᇭ اܳލٴܝ٭۰ اৎ৊ݠور ᄎცරඞ ਵਦاڢٴ۰ ݆݁ ඔ൹ܳފޝوৎ৊ا ஓُܝّ݆ ஄

.௧ௌاܳލٴ ً؇ܳྡྷލ؇ط اৎ৊ٺأܹگ۰ وا৕৑ۋݱ؇ਃಮ؇ت اܳފఈః༶ت ؜ਵض ሌᇿإ ً؇৕৑ݪ؇ڣ۰ ،(CRUD) واࠍ੆ڍف واܳٺأڎلܭ وا৕৑ݪ؇ڣ۰
ೞಱިܳا ሌᇿإ اܳިݬިل ሒᇭ ુળ༲ٺይዧ ᄭᄟ؇وڣأ ل۰ ஼ணਵਦ ۰٪྘ྲྀ ଫଃّިڣ আॻ༟ اܳٷޙ؇م ڢڎرة اܳأ݄ܹ٭۰ واܳٺگ٭٭݄؇ت ا৖৑ۊٺٴ؇رات ༇຀؇ਐ಻ أޖ۳ݠت
ਵਦّڰأ۰ ل۰ اܳٺ༶؇ر ࠯࠵࠺ߺࠊل ݁ٷ؇ݿٴً؇ ఈًఃࢻࣖل ᄩᄥأ෠ຬ ؇ᆙᆘ واৎ৊ݠو۰َ، ا৙৑داء ݆݁ ۏ٭ڎ ݁ފٺިى ොູگ٭ݑ ؕ݁ اܳލٴܝ٭۰، ا૰૙৙৑ޚ۰ وਵਦاڢٴ۰

واৎ৊ٺިݿޚ۰. اܳݱ؞ଫଃة واৎ৊ޝݿފ؇ت اܳٺأܹ٭݄٭۰ اܳٴ྘٪؇ت ሒᇭ اܳٺၯၽڰ۰
۰෠੼ߓߵ اܳލٴܝ٭۰، اৎ৊ݠور ᄎცරඞ ਵਦاڢٴ۰ ،೑಻ଫଐَ৕৑ا ሌᇿإ اܳިݬިل ሒᇭ ુળ༲اܳٺ ،ೞಱިܳا ّݱڰ٭۰ وভ঒ܭ، ༠؇دم اिऻء׫ոؼמ١: اڤոஈ࿦࿮ت

.Flask اܳލٴႤၽت، أ݆݁ اৎ৊گ؇ืྵ،

Abstract

Modern network environments demand robust, granular, and centralized security monitor-
ing mechanisms to regulate web traffic and mitigate organizational data risks. This Master's
thesis presents the design and implementation of a centralized web filtering proxy server in-
tegrated with an interactive management dashboard developed using Python and the Flask
framework. The core system leverages low-level socket programming to intercept outbound
client HTTP and HTTPS requests, extracting hostnames and protocol layers in real time. En-
forced by a custom-built rule matchingmechanism, the filtering engine cross-references these
connection streams against flat-file configurations to block restricted domains and optimize
content compliance via text-based keyword matching. Concurrently, a multi-threaded archi-



tecture ensures fluid bidirectional socket relays and structural HTTPS tunneling via protocol-
transparent handshakes. To eliminate command-line complexities for system administrators,
the integrated Flask dashboard provides a centralized interface for real-time traffic auditing,
interactive CRUD management of blacklists, and automated activity log visualization. Em-
pirical validation shows that the prototype establishes a responsive, lightweight, and single-
pane-of-glass solution for boundary network access control without commercial infrastruc-
ture overhead.

Keywords:Web Filtering Proxy Server, Content Filtering, Internet Access Control, Network
Traffic Monitoring, Socket Programming, Flask Dashboard, Network Security.
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General Introduction

General Introduction
The field of network security and traffic management has undergone remarkable transfor-
mation in recent years, becoming a cornerstone for boundary defense and content regulation
across organizational domains. As data complexity and corporate network volume continue
to grow exponentially, the need for robust, dynamic, and centralized web filtering frame-
works has never been more critical. This research addresses fundamental challenges in net-
work socket interception and request compliance while proposing an innovative, centralized
proxy architecture for real-world administrative applications.

The key research aspects explored in this work span the current state of network proxy
boundaries in access control and perimeter security, the critical challenges associated with
real-time multi-threaded traffic parsing, and the emerging needs for centralized administra-
tive auditing environments capable of meeting modern organizational demands.

Among the core problems identified, three stand out as particularly significant: the high
computational latency encountered during deep payload keyword checking, the complexity
of command-line interface rule configurations for network administrators, and the lack of uni-
fied logging platforms that bridge low-level packet data with modern web interfaces. These
challenges collectively hinder the deployment of effective and manageable proxy solutions
in real-world settings.

To address these issues, this project pursues three primary objectives. The first is the devel-
opment of a lightweight, multi-threaded socket-based web filtering proxy architecture using
Python. The second is the implementation of a rule-based content filtering engine targeting
domains and keyword combinations. The third is the design of an interactive, centralized
dashboard using the Flask framework for real-time event visualization and log monitoring.

The methodological framework adopted in this research follows a structured progression
beginning with the theoretical foundation development of proxy topologies and application-
layer protocols, followed by prototype design and socket synchronization testing under con-
current client simulation, and concluding with a comprehensive functional verification and
performance evaluation process conducted via simulated web traffic.

Recent cybersecurity studies demonstrate that over 72% of corporate environments strug-
gle with unauthorized data exposures and web-based security vulnerabilities, particularly in
enterprise private networks where preliminary security audits reveal high vulnerability rates
during unmonitored user browsing. These empirical findings underscore the urgent need for
the centralized perimeter access control and auditing solutions proposed and validated in this
work.

The remainder of this thesis is organized as follows: Chapter 1 presents the theoretical
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background on proxy servers and related concepts; Chapter 2 covers system design; and
Chapter 3 details the implementation, testing, and evaluation of the proposed system.
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Chapter 1: Introduction to Proxy Servers

Chapter 1: Introduction to Proxy Servers
1.1 Introduction to Proxy Servers

A proxy server is an intermediary system that sits between client devices and destination
servers, acting as a gateway for requests [1] [2]. The term 'proxy' derives from the concept
of a representative or substitute in networking terms, a proxy acts on behalf of clients when
communicating with servers, or vice versa.

In essence, when a client makes a request to access a resource on the internet, the request
first goes to the proxy server. The proxy then forwards this request to the destination server,
retrieves the response, and sends it back to the client. This intermediary position enables
proxy servers to provide various services including caching, filtering, load balancing, and
security enhancement [3] [4].

Proxy servers have evolved from simple forwarding mechanisms to sophisticated systems
that handle millions of requests daily, implementing complex routing logic, content trans-
formation, and security policies [5] [6]. They form a critical component of modern internet
infrastructure, deployed across enterprises, telecommunications networks, and cloud plat-
forms worldwide [7] [8].

Figure 1.1: Proxy Servers

1.2 How Proxy Servers Work

The operational mechanism of a proxy server follows a request-response pattern with several
key stages :
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1.2.1 Request Interception

When a client application is configured to use a proxy, all network requests are directed to
the proxy server instead of going directly to the destination [9]. This configuration can
be explicit (manually specified in browser or system settings) or transparent (automatically
redirected by network infrastructure) [3] [4].

1.2.2 Request Processing

Upon receiving a request, the proxy server performs several operations : validating the re-
quest format, checking access control policies, examining cache for previously fetched re-
sources, and applying any content filtering rules [3]. If the requested resource exists in
cache and is still valid, the proxy returns it immediately, bypassing the origin server entirely
[10] [11].

1.2.3 Request Forwarding

If the resource is not cached or requires validation, the proxy establishes a connection with
the destination server [12] [1]. It may modify request headers to add information about the
proxy chain, remove sensitive client details, or inject additional parameters [4] [5]. The
proxy maintains state information to correlate the eventual response with the original client
request [2] [3].

1.2.4 Response Handling

When the response arrives from the origin server, the proxy processes it according to config-
ured policies [3] [13]. This may include caching the response for future requests, scanning
content for malware or policy violations, compressing data to reduce bandwidth, or modify-
ing headers [11] [14] [15]. The processed response is then forwarded to the client [1] [2].

1.3 Proxy Protocols and Standards

Several protocols and standards govern proxy server operations, each designed for specific
use cases and network architectures.

1.3.1 HTTP/HTTPS Proxy

The most common proxy type, operating at the application layer (Layer 7) of the OSI model
[1]. HTTP proxies understand and can modify HTTP traffic, enabling features like content
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filtering and caching [3] [4]. For HTTPS traffic, proxies typically use the CONNECTmethod
to establish a tunnel, allowing encrypted data to pass through without inspection [12] [16].

1.3.2 SOCKS Protocol

SOCKS (Socket Secure) operates at a lower level than HTTP proxies, working at the session
layer (Layer 5) [17] [2]. SOCKS5, the current version, supports various authentication meth-
ods and can handle any type of traffic, not just HTTP . This protocol is particularly useful for
applications requiring UDP support or those that don't use HTTP [17] [1].

1.3.3 PAC (Proxy Auto-Configuration)

PAC files contain JavaScript functions that determine whether requests should go through a
proxy and which proxy to use [9]. This standard, originally developed by Netscape, enables
dynamic proxy selection based on URL patterns, destination domains, or network conditions
[3]. Organizations use PAC files to implement sophisticated routing policies without manual
client configuration [9] [18].

1.3.4 WPAD (Web Proxy Auto-Discovery)

WPAD automates the discovery of PAC files on a network using DHCP or DNS queries [3].
This protocol allows clients to automatically configure proxy settings without manual inter-
vention, simplifying deployment in large organizations [18]. However, security concerns
have led to decreased adoption in recent years [15] [19].

1.4 Types of Proxy Servers

1.4.1 Forward Proxy

A forward proxy sits between client devices and the internet, forwarding client requests to
external servers [1]. Organizations deploy forward proxies to control internet access, enforce
security policies, cache frequently accessed content, and hide internal IP addresses [18] [20].
Users must explicitly configure their applications to use a forward proxy [9] [3].

1.4.2 Reverse Proxy

Reverse proxies sit in front of web servers, intercepting requests from the internet before
they reach the origin servers . They provide load balancing across multiple servers, SSL
termination to offload encryption overhead, caching to reduce server load, and protection
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Figure 1.2: Types of Proxy Servers

against attacks. Popular reverse proxy software includes NGINX, HAProxy, and Apache
Traffic Server [4] [5] [7] [13].

1.4.3 Transparent Proxy

Transparent proxies intercept network traffic without requiring client configuration [3]. Im-
plemented at the network layer through routing or firewall rules, they are invisible to end
users [2]. Internet Service Providers often use transparent proxies for caching and traffic
management, though privacy concerns have limited their adoption [19].

1.4.4 Anonymous and Elite Proxy

Anonymous proxies hide the client's IP address but identify themselves as proxies in HTTP
headers . Elite (or high-anonymity) proxies go further by neither revealing the client IP nor
identifying as a proxy . These types are primarily used for privacy protection, bypassing
geo-restrictions, and web scraping operations [21] [19].

1.5 Proxy Server Architecture and Components

Modern proxy servers comprise several architectural layers and components working in con-
cert :

1.5.1 Connection Handler

The connection handler manages incoming client connections, typically using non-blocking
I/O or event-driven architectures to handle thousands of concurrent connections efficiently
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[4] [6]. It implements connection pooling, keepalive mechanisms, and timeout management
to optimize resource utilization [5] [13].

1.5.2 Request Router

This component analyzes incoming requests and determines their routing based on URL pat-
terns, headers, or custom rules [6]. Advanced routers implement content-based routing,
geographic load balancing, and failover mechanisms [8] [22]. They maintain routing tables
and health check results to make intelligent forwarding decisions [4] [5].

1.5.3 Cache Manager

The cache manager stores frequently accessed resources in memory or on disk, implementing
cache eviction policies like LRU (Least Recently Used) or LFU (Least Frequently Used)
[3] [11]. It validates cached content using ETags, Last-Modified headers, and Cache-Control
directives [12] [11]. Sophisticated caching systems support cache hierarchies and distributed
caching across multiple nodes [3] [8].

1.5.4 Security Module

Security components enforce authentication, authorization, and access control policies [20].
They implement SSL/TLS termination, certificate validation, and may include intrusion de-
tection capabilities [14] [7]. Modern security modules integrate with threat intelligence feeds
to block malicious sources and implement rate limiting to prevent abuse [7] [15].

1.5.5 Logging and Monitoring

Comprehensive logging captures request details, response codes, bandwidth usage, and error
conditions [4] [5]. Monitoring systems track performance metrics like response times, cache
hit rates, and connection counts [6] [8]. This data feeds into analytics platforms for capacity
planning and security analysis [7] [18].

1.6 Uses of Proxy Servers

1.6.1 Security and Access Control

Organizations deploy proxies as a security perimeter, filteringmalicious content, blocking ac-
cess to dangerous websites, and preventing data exfiltration [14] [20]. Proxies inspect traffic
for malware, enforce acceptable use policies, and provide detailed audit logs for compliance
requirements [7] [18] [15].
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1.6.2 Performance Optimization

Caching proxies significantly improve response times and reduce bandwidth consumption by
serving frequently accessed content from local storage [3] [10] [11]. They implement com-
pression to reduce data transfer volumes and connection multiplexing to optimize network
utilization [12] [23] [24]. Content Delivery Networks (CDNs) leverage proxy architectures
extensively [7] [8].

1.6.3 Load Balancing

Reverse proxies distribute incoming requests across multiple backend servers, preventing any
single server from becoming overwhelmed [13]. They implement various load balancing
algorithms including round-robin, least connections, and weighted distribution [6]. Health
checks ensure traffic only routes to healthy servers [4] [5].

1.6.4 Privacy and Anonymity

Privacy-focused proxies hide user IP addresses and browsing patterns from destination servers
[19]. They enable access to geo-restricted content and protect against tracking . Anonymous
proxy networks like Tor use multiple proxy layers to provide strong anonymity guarantees
[21].

1.6.5 Content Filtering

Educational institutions and enterprises use proxies to enforce content policies, blocking in-
appropriate material and restricting access during work hours [15]. Advanced systems im-
plement category-based filtering, SSL inspection for encrypted traffic, and integrate with user
directories for policy enforcement [7] [18] [20].

1.7 Advantages and Limitations

1.7.1 Advantages

Proxy servers offer numerous benefits: enhanced security through centralized traffic inspec-
tion and policy enforcement [14] [15] [20]; improved performance via caching and compres-
sion [3] [10]; bandwidth savings by reducing redundant data transfers [11] [8]; centralized
logging and monitoring for compliance and troubleshooting [4]; and the ability to implement
sophisticated routing and load balancing strategies [5] [6]. They provide a single point for
implementing organization-wide policies and enable gradual migration between infrastruc-
ture changes [18] [25].
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1.7.2 Limitations

However, proxies introduce certain limitations: they add latency to request processing, cre-
ating a potential bottleneck if not properly scaled [1] [2]; they represent a single point of fail-
ure requiring redundancy and high availability measures [5] [25]; SSL/TLS inspection raises
privacy concerns and adds complexity [19] [26]; configuration errors can cause widespread
connectivity issues [3]; and they increase infrastructure costs and operational complexity
[18] [27]. Encrypted traffic presents challenges for content inspection, and sophisticated
applications may not work correctly through certain proxy types [12] [23] [26].

1.8 Proxy vs Related Technologies

1.8.1 Proxy vs VPN

While both proxies and VPNs intermediate network traffic, they differ fundamentally [2].
VPNs create encrypted tunnels at the network layer, routing all traffic from a device through
the tunnel regardless of application . Proxies typically operate at the application layer, han-
dling traffic from specific applications configured to use them [12] [17] [1]. VPNs provide
stronger security through encryption but add overhead, while proxies offer more granular
control and caching capabilities [3] [11] [20].

1.8.2 Proxy vs Firewall

Firewalls operate at the network layer, making decisions based on IP addresses, ports, and
protocols [2]. They block or allow traffic without understanding application-level content .
Proxies understand protocols like HTTP, enabling content-aware decisions and modifications
[12] [3] [15]. Modern deployments often use both: firewalls for network-level security and
proxies for application-level control [14] [20].

1.8.3 Proxy vs NAT

Network Address Translation (NAT) maps internal IP addresses to external ones, enabling
multiple devices to share a single public IP [2]. While NATprovides basic IP hiding similar to
proxies, it operates transparently at the network layer without application awareness [1] [2].
Proxies offer richer features including caching, content filtering, and protocol-specific opti-
mizations that NAT cannot provide [3] [11].
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1.8.4 Proxy vs API Gateway

API gateways are specialized proxies designed for managing API traffic . They provide
features like rate limiting, authentication, request transformation, and API versioning . While
traditional proxies handle general HTTP traffic, API gateways understand API semantics and
implement API-specific policies [16] [22]. Modern API gateways often build upon proxy
servers, adding higher-level API management capabilities [6] [25].

1.9 Real-World Applications

1.9.1 Enterprise Networks

Large organizations deploy forward proxies to control employee internet access, enforce se-
curity policies, and reduce bandwidth costs through caching .Companies like Zscaler and
Cisco Umbrella provide cloud-based proxy services that protect remote workers . Enterprise
proxies integrate with Active Directory for user-based policies and generate detailed reports
for compliance auditing [18] [20] [27].

1.9.2 Content Delivery Networks

CDNs like Cloudflare, Akamai, and Amazon CloudFront operate massive distributed net-
works of reverse proxies . These proxies cache content at edge locations worldwide, serving
users from geographically nearby servers to reduce latency . They also provide DDoS pro-
tection, SSL termination, and web application firewall capabilities, protecting origin servers
from attacks and overload [7] [8] [15].

1.9.3 Web Scraping and Testing

Developers use proxy pools to distribute web scraping requests across multiple IP addresses,
avoiding rate limits and blocks [17]. Testing frameworks leverage proxies to simulate traffic
from different geographic locations and network conditions [3] [4]. Services like BrightData
and Oxylabs provide residential and datacenter proxy networks for these purposes.

1.9.4 Microservices Architecture

Modern microservices deployments use service mesh proxies like Envoy and Linkerd to han-
dle inter-service communication . These proxies provide service discovery, load balancing,
circuit breaking, and observability . They implement sophisticated traffic management poli-
cies, enabling canary deployments, A/B testing, and gradual rollouts without application code
changes [6] [25] [28] [22].
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1.9.5 Privacy Networks

Privacy-focused networks like Tor route traffic through multiple proxy layers operated by
volunteers worldwide . Each proxy layer encrypts the traffic, and no single proxy knows
both the source and destination . This onion routing provides strong anonymity guarantees,
enabling secure communication in surveillance-heavy environments and protecting whistle-
blowers and journalists [21] [19].

1.10 Future Trends in Proxy Technology

1.10.1 HTTP/3 and QUIC Protocol Support

The adoption of HTTP/3 and its underlying QUIC protocol presents both challenges and op-
portunities for proxy servers . QUIC's encryption and multiplexing at the transport layer
require proxies to evolve beyond traditional TCP-based architectures . Future proxies will
need to support QUIC connection migration and integrate with the protocol's built-in encryp-
tion while maintaining visibility and control capabilities [23] [24] [26].

1.10.2 AI-Powered Traffic Analysis

Machine learningmodels are increasingly integrated into proxy servers for intelligent caching
decisions, anomaly detection, and threat prevention [8]. AI systems analyze traffic patterns
to predict popular content, optimize routing decisions, and identify zero-day attacks [14].
Future proxies will leverage AI to automatically adapt policies based on learned user behavior
and evolving threat landscapes [7] [15].

1.10.3 Edge Computing Integration

As edge computing grows, proxy functionality is being pushed closer to end users . Edge
proxies will execute application logic, process data locally, and make autonomous decisions
without contacting centralized servers . This trend enables ultra-low latency applications,
reduces bandwidth costs, and improves resilience against network failures [8] [29].

1.10.4 Zero Trust Architecture

Zero Trust security models are transforming proxy deployment patterns. Rather than tradi-
tional perimeter-based security, Zero Trust proxies continuously verify every request regard-
less of origin . They implement micro-segmentation, least-privilege access, and continuous
authentication . Cloud-based Zero Trust proxies enable secure access to applications without
traditional VPNs [27] [20].

11



Chapter 1: Introduction to Proxy Servers

1.10.5 Privacy-Enhancing Technologies

Growing privacy concerns drive development of privacy-preserving proxy technologies .
Encrypted ClientHello (ECH) prevents SNI-based surveillance, while oblivious DNS over
HTTPS hides DNS queries from proxies . Future proxies will balance security and monitor-
ing requirements with user privacy through techniques like differential privacy and homo-
morphic encryption [19] [26].

1.10.6 Containerization and Kubernetes Native

Proxy servers are evolving to be cloud-native, designed specifically for containerized envi-
ronments . Kubernetes-native proxies like Envoy and NGINX Ingress Controller integrate
deeply with orchestration platforms, automatically adapting to dynamic service scaling . The
future sees proxies as lightweight sidecars deployed alongside applications, providing per-
service policies and observability [6] [25] [28] [22] [29].

1.10.7 WebAssembly Extensibility

WebAssembly (Wasm) is emerging as a standard for extending proxy functionality . Prox-
ies like Envoy support Wasm filters, allowing developers to write custom logic in languages
like Rust or Go that runs safely within the proxy . This enables rapid deployment of cus-
tom features without recompiling proxy software, accelerating innovation and customization
[6] [30] [29].

1.11 Conclusion

Proxy servers have evolved from simple forwarding mechanisms into sophisticated systems
that form the backbone of modern internet infrastructure . Their ability to provide security,
enhance performance, and enable complex routing policies makes them indispensable in con-
temporary network architectures .

As networking technologies continue to evolve, proxy servers adapt to meet new chal-
lenges [23]. The integration of artificial intelligence, adoption of modern protocols like
QUIC, and alignment with Zero Trust security models demonstrate the ongoing relevance and
innovation in proxy technology . Whether deployed in enterprise networks, content delivery
systems, or microservices architectures, proxy servers remain essential tools for managing,
securing, and optimizing network traffic [18] [22].

The future of proxy technology lies in balancing increasingly stringent security and pri-
vacy requirements with the need for visibility and control [19]. As encrypted traffic becomes
ubiquitous and edge computing proliferates, proxy servers will continue to evolve, finding
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new ways to provide value while respecting user privacy and adapting to changing network
paradigms .

Understanding proxy server technology its protocols, architectures, applications, and fu-
ture directions provides essential knowledge for network engineers, security professionals,
and anyone involved in building and maintaining modern internet infrastructure . As the dig-
ital landscape grows more complex, the role of proxy servers in managing this complexity
only becomes more critical [7] [8] [1] [2] [20] [26].
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Chapter 2: System Design
2.1 Introduction

This chapter presents the overall design of the proposed system and explains how the identi-
fied requirements are transformed into technical models that guide the development process.
The design phase is an essential step, as it helps clarify system functionalities and defines the
relationships between different components.

In software development, system design plays an important role in connecting the analysis
phase to the implementation phase. It provides a clear view of how the system is structured,
how its components interact, and how data moves within the application. This makes the
development process more organized and reduces the risk of errors.

In this chapter, we focus on the use of Unified Modeling Language (UML) diagrams to
represent the system. These diagrams are used to describe both the structure and behavior
of the system in a visual way. They also help improve communication between stakeholders
and provide a better understanding of the system before implementation.

2.2 Overview of UML

Unified Modeling Language (UML) is a standardized modeling language used in software
engineering to represent, visualize, and document the structure and behavior of complex sys-
tems. It provides a set of graphical notations that enable developers, analysts, and system
designers to describe system components, their relationships, and interactions in a clear and
organized manner.

UML supports both the analysis and design phases of the software development life-cycle
by offering multiple types of diagrams, such as use case, class, sequence, and state diagrams.
These diagrams help in modeling both the static aspects (structure) and dynamic aspects
(behavior) of a system.

Moreover, UML establishes a common communication language among stakeholders, in-
cluding developers, analysts, and project managers, facilitating better understanding and col-
laboration throughout the project. Its flexibility allows it to be applied to various types of
systems, not limited to software, and across different programming languages and platforms.
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2.3 Use Case Diagram

2.3.1 Definition

A Use Case Diagram is a type of UML diagram used to represent the functional require-
ments of a system from the user's perspective. It illustrates how different users, known as
actors, interact with the system through various use cases, which represent the services or
functionalities provided by the system.

This diagram helps identify the main interactions between external users and the system,
making it easier to understand what the system is expected to do without focusing on inter-
nal implementation details. It is commonly used during the analysis phase to define system
boundaries and clarify user needs.

Additionally, Use Case Diagrams improve communication between stakeholders by pro-
viding a simple and visual representation of system functionalities. They serve as a founda-
tion for further design and development activities.

2.3.2 Identification of Actors

The proposed system involves two main actors whose roles are defined based on their level
of access and interaction with the system.

Table 2.1: System Actors Description.
Actor Type Description
Admin Primary The privileged administrator responsible for the full

management of the web filtering proxy. The Admin
manages blocked sites and keywords, monitors sys-
tem logs, tests the filtering engine, and customises the
display mode. All administrative actions require prior
authentication.

User Primary A standard end-user who accesses the internet through
the proxy. The User's browsing requests are automat-
ically subject to the content filtering rules enforced by
the system.

2.3.3 Use Cases Description

To provide a clear and structured understanding of the system's behavior, the identified use
cases are detailed through a combination of structured templates for core functionalities and
focused operational descriptions for auxiliary operations.
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Core Use Cases Descriptions

Table 2.2: Login Use Case Description.
Use Case Name Login
Actor Admin
Description Allows the Admin to authenticate and gain access to the sys-

tem's administrative interface.
Pre-condition The Admin is not yet authenticated.
Main Flow Admin enters credentials → System validates → Access

granted.
Alternative Flow Invalid credentials→ System displays error message→Ad-

min retries.
Post-condition Admin is authenticated and redirected to the dashboard.

Table 2.3: Monitor Logs Use Case Description.
Use Case Name Monitor Logs
Actor Admin
Description Allows theAdmin to supervise system activity through three

sub-functions: Consult Logs (view/search/clear), Export
Logs, and identification of connected users through their IP
addresses recorded in the activity log.

Pre-condition Admin is authenticated.
Main Flow Admin navigates to the logs section → Views, exports

records, or identifies connected clients via logged IP ad-
dresses.

Alternative Flow No logs available → System displays an empty state mes-
sage.

Post-condition Logs are consulted, exported, or cleared as requested.
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Table 2.4: Browsing Use Case Description.
Use Case Name Browsing
Actor User
Description Allows the User to navigate the web through the proxy. All

requests are automatically intercepted and filtered against
the blocked sites and keywords lists before being forwarded
or denied.

Pre-condition User is connected to the network and routes traffic through
the proxy.

Main Flow User requests a URL → Proxy checks domain blocklist →
Proxy checks keyword blocklist→ Page is delivered.

Alternative Flow URL or content matches a blocked entry → Access denied
page is returned to the User.

Post-condition Requested page is displayed or access is blocked.

Secondary Use Cases Operational Descriptions

To maintain a concise and professional documentation layout, the secondary and straightfor-
ward administrative behaviors are formalized through focused contextual descriptions rather
than full textual templates:

• ManagementOperations (CRUD):The operations includingAdd, Search,Modify/Delete,
and Import .txt embedded within both Manage Blocked Sites and Manage Keywords
follow identical backend behaviors. The authenticated Admin interacts with the dash-
board interfaces to issue data updates. The Flask Backend validates the format con-
straint (e.g., domain structure syntax) before modifying the configuration stores, fol-
lowed by an asynchronous data push to guarantee immediate synchronization with the
active core Python filtering architecture.

• Test Filter (Simulator): This operational flow serves diagnostic and evaluation pur-
poses. It permits the authenticated Admin to manually input an arbitrary URL or string
payload directly into a dashboard simulation field. The system processes the target
query through the inner validation routines without modifying the operational system
parameters, intercepting live sessions, or appending records to the system history log.

• Choose Display Mode: This front-end feature optimizes the administrative user ex-
perience. The Admin triggers the theme toggle button to switch between light and
dark visualization layouts. The execution alters the CSS properties exclusively via
browser client-side logic (localStorage), removing any overhead or communication
requirements with the Python web server.
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• Logout Use Case: This process guarantees secure context termination. When the
Admin triggers the session termination, the system immediately clears active cookies,
invalidates server-side storage structures, and forces a browser context redirection back
to the Login view.

2.3.4 Use Case Diagram of Our System

The following figure presents the use case diagram of the proposed web filtering proxy sys-
tem, illustrating all interactions between the system's actors and its core functionalities.

Figure 2.1: System Use Case Diagram.

The diagram involves two actors: the Admin and the User. The <<include>> relation-
ships model mandatory dependencies, meaning that administrative actions such as Manage
Blocked Sites, Manage Keywords, Monitor Logs, and Test Filter all require a prior successful
Login. The User actor is associated solely with the Browsing use case, where all outgoing
requests are subject to the filtering rules enforced by the proxy.
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2.4 Class Diagram

2.4.1 Definition

A Class Diagram is one of the main diagrams in UML used to represent the static structure
of a system. It describes the system by showing its main classes, along with their attributes,
methods, and the relationships that exist between them.

This diagram is widely used during the design phase, as it helps organize the system into
logical components and provides a clear view of how data and functionalities are structured.
In object oriented development, classes are considered the basic building blocks of the sys-
tem, where each class groups related data and behaviors.

In addition, the relationships between classes such as association, inheritance, and compo-
sition define how different parts of the system interact and collaborate. Therefore, the Class
Diagram serves as a foundation for implementation by guiding developers in structuring the
code in a consistent and maintainable way.

2.4.2 Our Class Diagram

The class diagram of our web filtering proxy system is presented in the figure below. It
models all system entities, their attributes, their methods, and their inter-class relationships.

Figure 2.2: System Class Diagram.
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2.4.3 Description of Classes and Relationships

The class diagram of the proposed system is structured around two central entities: the Ad-
min and the Proxy. The Admin is responsible for the overall governance of the system and is
linked to the Proxy through a bidirectional one-to-one Manage association, reflecting a strict
administrative dependency between the two. The Admin further interacts with the Block-
list class via a Fill in relationship, through which blocked content entries are registered and
maintained.

The Proxy, acting as the core request filtering component, is connected to the Blocklist
through an Includes dependency with a multiplicity of 1..2, indicating that it references two
specialised subclasses derived from the Blocklist: Keywords and Sites, each encapsulating a
distinct category of restricted content.

In addition, the Proxy maintains a one-to-many association with the Log class, whereby
every processed request generates a corresponding audit record, ensuring the full traceability
of system activity.

Finally, the Blocklist includes a SiteAlternative class in the design model, which rep-
resents a planned extension enabling the system to propose a redirection URL as an alter-
native when access to a requested domain is denied. This feature is identified as a future
development direction and is not implemented in the current version of the system.

2.5 Sequence Diagram

2.5.1 Definition

A Sequence Diagram is a type of UML diagram used to represent the dynamic behavior of
a system by illustrating how different objects interact with each other over time. It focuses
on the exchange of messages between system components in order to accomplish a specific
function or scenario.

This diagram shows the sequence in which interactions occur, starting from an initial ac-
tion and continuing through the various steps until the process is completed. Each object in-
volved is represented by a lifeline, and the communication between them is illustrated through
messages.

Sequence Diagrams are particularly useful during the design phase, as they help in under-
standing the flow of operations, clarifying the order of events, and identifying how different
components collaborate. They also support the detailed analysis of use cases and contribute
to improving system organization and performance.
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2.5.2 Sequence Diagrams of Our System

The following sequence diagrams illustrate the dynamic interactions between the system
components for each main functional scenario. Both Admin and User scenarios are covered.

a. Admin Scenarios:
1. Add Domain
The following diagram models the interaction triggered when the Admin adds a new do-

main to the blocked sites list. The participants are the Admin, the Graphical Interface, the
Backend, and the Blocked Sites data store.

The Admin first requests the domains dashboard, which causes the Graphical Interface
to fetch the current blocked sites list from the Backend. Once the dashboard is displayed,
the Admin submits an add domain request. The Backend then performs an internal check to
verify whether the domain already exists. An Alt combined fragment governs the outcome:

• [Domain exists]: The Backend returns a Domain already exists error, which is prop-
agated back to the Admin via the Interface.

• [Else]: The Backend saves the new domain to the Blocked Sites store and returns a
Domain added successfully confirmation, which is displayed to the Admin.
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Figure 2.3: Add Domain Sequence Diagram.

2. Import Domain
The following diagram illustrates the bulk import process, triggered when the Admin up-

loads a .txt file containing a list of domain names. The participants are the Admin, the
Graphical Interface, the Backend, and the Blocked Sites data store.

The Admin selects and uploads a .txt file. The Graphical Interface forwards the file
payload to the Backend via a POST /Domain/import request. The Backend parses the file
and extracts the domain list. A Loop fragment then iterates over each domain in the list, and
for each entry the Backend checks whether the domain already exists:

• [true --- already exists]: The domain is skipped and logged.

• [false --- new domain]: The domain is saved to the Blocked Sites store.

Once all entries are processed, the Backend returns an execution summary, and the Interface
displays an imported new domains successfully notification to the Admin.
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Figure 2.4: Import Domain Sequence Diagram.

3. Delete Keyword
The following diagram illustrates the interaction that occurs when the Admin deletes a

keyword from the blocked keywords list. The participants are the Admin, the Graphical
Interface, the Backend, and the Blocked Keywords data store.

The Admin first requests the keywords dashboard. The Graphical Interface fetches the
keywords list from the Backend, which retrieves it from the Blocked Keywords store and
returns it for display. The Admin then triggers a delete action with a browser confirmation.

The Graphical Interface sends the delete request to the Backend, which issues a Delete
keyword command to the Blocked Keywords store. Finally, the store confirms with aDeleted
acknowledgement, and a Keyword deleted successfullymessage is passed back to the Admin.
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Figure 2.5: Delete Keyword Sequence Diagram.

4. Test Filter
The following diagram models the interaction triggered when the Admin uses the filtering

simulator to test a URL, domain, or keyword without affecting real traffic. The participants
are the Admin, the Graphical Interface, the Backend, and the Blocked List data store.

The Admin requests the test filter page, which the Backend serves back to the Interface.
The Admin then submits a test input (URL, domain, or keyword). The Backend sends the
payload for security analysis, reads the security policies and lists from the Blocked List store,
and matches the input against them. An Alt combined fragment governs the result:

• [Input is clear]: The Backend returns a status: ALLOWED response, and the Interface
displays the ALLOWED status to the Admin.

• [Input matches blocklists]: The Backend returns block details including the sta-
tus, triggered policy, and matched keyword or domain. The Interface displays the
BLOCKED status along with the triggered policy.
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Figure 2.6: Test Filter Sequence Diagram.

5. Monitor Logs
The following diagram illustrates the log management interaction available to the Admin.

The participants are the Admin, the Graphical Interface, the Backend, and the Logs File data
store. This scenario covers three sub-functions: filtering/searching logs, exporting logs, and
clearing logs.

The Admin accesses the logs dashboard. The Graphical Interface fetches the latest traffic
logs from the Backend, which queries the last network events from the Logs File and returns
the data. The Interface renders the log table in real time. ThreeAlt fragments then model the
possible Admin actions:

• [Admin filters logs (search)]: The Admin types a query or applies a filter. The Back-
end filters the log records and returns the matching rows, which are displayed in the
updated Interface.

• [Admin clicks export]: The Interface requests a text file download. The Backend
fetches all log records, streams a text file back to the Interface, and the browser down-
load is triggered.

• [Admin clicks clear]: The Interface sends a POST /LOGS/CLEAR flush request. The
Backend truncates the logs table and returns a success status, after which the Interface
refreshes and displays an empty table.
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Figure 2.7: Monitor Logs Sequence Diagram.

b. User Scenarios:
Browsing Site
The following diagram models the complete request lifecycle when a User attempts to

access a website through the proxy. The participants are the User, the Browser, the Proxy,
and the Internet.

The User types a site URL, which the Browser forwards to the Proxy as a URL request.
The Proxy performs a Check blocked list domain operation. A first Alt fragment governs the
domain-level filtering decision:

• [The site is in the blocked list]: The Proxy returns a This site cannot be reached
message to the Browser, which notifies the User. The interaction terminates.

• [Else]: The Proxy forwards the request to the Internet, which returns a response page.
The Proxy then performs a Check blocked list keywords operation on the response
content. A nested Alt fragment governs the keyword-level decision:
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– [A blocked keyword is found]: The Proxy returns This site cannot be reached
to the User.

– [Else]: The Proxy delivers Show website to the User.

Figure 2.8: Browsing Site Sequence Diagram.

2.6 Conclusion

This chapter presented the analysis and design phase of the proposed web filtering proxy
system using the UML modelling language. The modelling was structured around three
complementary diagram types: the use case diagram, the class diagram, and the sequence
diagrams.

The use case diagram defined the system boundaries and identified the interactions be-
tween the two actors the Admin and the User and the core system functionalities. The class
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diagram described the static structure of the system, revealing the relationships between its
main entities. The sequence diagrams detailed the dynamic behaviour of the system by illus-
trating the step-by-step message exchanges for each functional scenario.

These modelling steps allowed us to clearly define the system's architecture and verify
that all functional requirements are addressed. This theoretical foundation guides the imple-
mentation phase presented in the following chapter.
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Chapter 3: Implementation
3.1 Introduction

Building upon the analysis and conception presented in the previous chapter, this chapter
focuses on the practical realization of the proposed web filtering proxy system. It covers the
transition from theoretical models to a fully functional application, detailing every step of the
development process.

The chapter begins by presenting the development environment, including the hardware
and software configurations used throughout the implementation phase. This is followed by
an overview of the technologies and tools selected to build the system, with a justification
for each choice. The overall system architecture is then described to provide a clear picture
of how the different components interact with one another.

The core of this chapter is dedicated to the implementation of the system's main function-
alities, including authentication, blocked sites and keywords management, log monitoring,
the filtering engine, and the test filter simulator. Each functionality is presented alongside its
corresponding user interface.

Finally, the chapter concludes with a testing and validation section, where the system's
behavior is evaluated against the defined requirements to ensure correctness, reliability, and
consistency.

3.2 Development Environment

3.2.1 Hardware Environment

The development and testing of the proposed system were carried out on a personal computer
with the following hardware specifications:

Table 3.1: Hardware Specifications.
Component Specification
Processor Intel® CoreTM i3-6100U CPU @ 2.30 GHz
Installed RAM 8.00 GB (DDR4, 2133 MHz)
Graphics Card Intel® HD Graphics 520 (128 MB)
Storage 112GBSSD (ADATASU650) + 466GBHDD (WDC

WD5000LPCX)
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3.2.2 Software Environment

The software tools and platforms used throughout the development process are summarized
in the following table:

Table 3.2: Software Environment.
Software Version Role
Windows 10 Pro 22H2 Operating system used for development

and testing.
Python 3.11.4 Primary programming language for the

backend and proxy logic.
Visual Studio Code 1.120.0 Main code editor used throughout the de-

velopment phase.

3.3 Technologies and Tools

This section presents the main technologies and libraries used to develop the proposed web
filtering proxy system, along with a justification for each choice.

3.3.1 Python

Python 3.11.4 was chosen as the primary programming language for this project. Its sim-
plicity, readability, and extensive ecosystem of libraries make it particularly well-suited for
developing network-oriented and data-driven applications. Python also offers strong sup-
port for web frameworks, making it an ideal choice for building the backend of the proposed
system.

3.3.2 Flask

Flask (v3.1.2) is a lightweight and flexible Python web framework used to build the adminis-
trative interface of the system. Unlike heavier frameworks, Flask provides only the essential
components needed for web development, giving the developer full control over the appli-
cation structure. It handles routing, request processing, and session management throughout
the system.

3.3.3 HTML / CSS / JavaScript

The front-end of the administrative dashboard was developed using standard web technolo-
gies: HTML for page structure, CSS for styling and layout, and JavaScript for dynamic in-
teractions. These technologies ensure a responsive and user-friendly interface accessible
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through any modern web browser. The interface additionally supports a Dark/Light mode
toggle, implemented via CSS custom properties (variables) and a JavaScript function that
reads and writes the user's preference to localStorage, ensuring the selected theme persists
across sessions without requiring any server-side changes.

3.3.4 File-based Storage

The system adopts a lightweight file-based storage approach. Blocked sites, blocked key-
words, and activity logs are persisted in plain text files: blocked_sites.txt, blocked_keywords.txt,
and logs.txt. This design choice eliminates the need for a dedicated database engine, sim-
plifying deployment and reducing system dependencies. This approach is particularly suited
for small-to-medium network environments where log volumes remain manageable, and rep-
resents a deliberate trade-off between simplicity and scalability.

3.3.5 Supporting Libraries

In addition to the core technologies, several Python libraries were used to support specific
functionalities of the system:

Table 3.3: Supporting Libraries.
Library Version Role
Werkzeug 3.1.5 ProvidesWSGI utilities and request handling

for Flask.
Jinja2 3.1.6 Template engine used to render dynamic

HTML pages.
Bootstrap 5.3.2 CSS framework used for the responsive

dashboard UI.
Font Awesome 6.4.2 Icon library used throughout the interface.
Chart.js latest JavaScript library used to render the traffic

analysis chart on the dashboard.

3.4 System Architecture

The proposed web filtering proxy system is organized into four distinct layers, each respon-
sible for a specific role within the overall application. Figure 3.1 illustrates the interactions
between these layers and the data flow across the system.
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Figure 3.1: System Architecture.

The proposed system is organized into four distinct layers. The Client layer consists of
devices (browsers, computers, or mobile phones) configured to route their traffic through
the proxy. The Proxy core handles all incoming connections on port 8888, using a multi-
threaded architecture to process HTTP andHTTPS requests simultaneously, applying domain
and keyword filtering before forwarding or blocking. The Admin panel, served by Flask on
port 5000, provides a web-based interface for managing blocked content, monitoring logs,
and testing the filter engine. TheData layer relies on three plain text files stored in the /data
directory, eliminating the need for a dedicated database engine.

3.5 Implementation of Main Functionalities

This section presents the practical realization of each core functionality of the system. For
each module, the implementation logic is described and illustrated with the corresponding
user interface.

3.5.1 Authentication

The system implements a session-based authentication mechanism using Flask's built-in ses-
sion management. When the Admin submits their credentials via the login form, the backend
hashes the entered password using SHA-256 and compares it against the stored hash. If the
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credentials are valid, a session flag logged_in is set to True and the Admin is redirected to
the dashboard. All administrative routes are protected by a login_required decorator that
checks for this flag on every request, redirecting unauthenticated users to the login page.

Figure 3.2: Login Interface.

The login page provides a username and password form. In the event of invalid credentials,
an error message is displayed inline without redirecting the user.

Figure 3.3: Login Success Notification.

A green banner is displayed at the top of the Dashboard immediately after successful
authentication, confirming session establishment before any data loads.

3.5.2 Manage Blocked Sites

The blocked sites management module allows the Admin to maintain the domain blacklist
through four operations. The Add operation accepts a domain name, cleans it using the
clean_domain() function which strips protocols, www prefixes, ports, and query strings,
then checks for duplicates before appending it to blocked_sites.txt. The Edit operation
replaces an existing entry with a new value. The Delete operation filters out the target domain
and rewrites the file. The Import operation accepts a .txt file, iterates over each line, and
adds only non-duplicate entries, returning a count of successfully imported domains.

Figure 3.4 presents the main domain management interface, displaying the current black-
list alongside the add and import forms.
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Figure 3.4: Domain Management Interface.

The following figures illustrate the complete Add Domain workflow, from entering the
domain name to receiving the success notification and observing the updated blacklist.

Figure 3.5: Add Domain --- Entering the domain name.

Figure 3.6: Add Domain --- Success notification after submission.
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Figure 3.7: Add Domain --- Updated blacklist reflecting the new entry.

The bulk import workflow is illustrated below, showing the file selection step followed
by the import confirmation and the updated domain list.

Figure 3.8: Bulk Import --- Selecting the .txt domain file.
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Figure 3.9: Bulk Import --- Confirmation showing the number of imported domains.

Figure 3.10: Bulk Import --- Final updated domain blacklist after import.

3.5.3 Manage Keywords

The keywords management module follows the same architecture as the blocked sites mod-
ule, operating on blocked_keywords.txt. All entries are normalized to lowercase before
storage to ensure case-insensitive matching during filtering. The module supports single key-
word addition, bulk import from .txt files, inline editing, and deletion. A real-time search
field on the interface allows the Admin to quickly locate specific entries within the list.
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Figure 3.11: Keyword Management Interface.

The following figures illustrate the Delete Keyword workflow, showing the confirmation
prompt, the deletion notification, and the updated keyword list.

Figure 3.12: Delete Keyword --- Browser Confirmation Dialog.

Figure 3.13: Delete Keyword --- Deletion Success Notification.
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Figure 3.14: Delete Keyword --- Updated Keyword List After Deletion.

3.5.4 Monitor Logs

The log monitoring module provides the Admin with full visibility over network activity.
On dashboard load, the system reads the last 50 entries from logs.txt and renders them
in a structured table displaying the timestamp, client IP address, HTTP method, destination
hostname, and filtering status (ALLOWED / BLOCKED). The IP address column additionally
serves to identify connected users, as each log entry records the client address that initiated
the proxied request. The interface includes a client-side search filter that dynamically hides
non-matching rows without reloading the page. Two additional actions are available: Export,
which triggers a direct file download of the complete log file, and Clear, which truncates
logs.txt after an explicit browser confirmation. The dashboard also displays aggregate
statistics (total requests, allowed sessions, blocked threats) and a doughnut chart visualizing
the traffic distribution.

Figure 3.15 shows the statistics panel at the top of the dashboard, presenting the total,
allowed, and blocked request counts.

Figure 3.15: Dashboard --- Statistics Panel (Total, Allowed, and Blocked Requests).

Figure 3.16 presents the traffic analysis section, including the doughnut chart and the top
blocked destinations table.
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Figure 3.16: Dashboard --- Traffic Analysis Chart and Top Blocked Destinations.

Figure 3.17 shows the operations log table with real-time filtering status for each inter-
cepted request.

Figure 3.17: Dashboard --- Operations Log Table with ALLOWED and BLOCKED Status.

Figure 3.18: Dashboard --- Log Table Showing Blocked Entries with Domain Reason.
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Figure 3.19 illustrates the Export Logs action, which triggers a direct download of the
complete logs.txt file.

Figure 3.19: Dashboard --- Export Logs File Download.

Figure 3.20 demonstrates the real-time search filter, showing results filtered by a specific
keyword.

Figure 3.20: Dashboard --- Real-time Log Search Filter in Action.

The following figures illustrate the Clear Logs workflow, from the confirmation dialog to
the resulting empty log state.
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Figure 3.21: Clear Logs --- Browser Confirmation Dialog.

Figure 3.22: Clear Logs --- Success Notification After Clearing.

Figure 3.23: Clear Logs --- Dashboard Reset to Zero Statistics.

Figure 3.24: Clear Logs --- Empty Log Table Awaiting New Traffic.
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3.5.5 Filtering Engine

The filtering engine represents the architectural core of the proxy system, implemented pro-
grammatically within filter_engine.py. This module intercepts every routing payload to
evaluate transactional compliance prior to packet forwarding. For domain-level filtering, the
engine executes the is_blocked() routine, which normalizes the destination host syntax via
normalize_domain() and compares it directly against the active rules in blocked_sites.txt.

When an HTTP or HTTPS request targets a blacklisted domain, the socket connec-
tion is immediately severed, and the proxy injects a dynamic, localized 403 Forbidden
administrative page back into the client runtime browser environment, as demonstrated
in Figure 3.25. For unencrypted HTTP traffic, the engine performs deep packet inspec-
tion via contains_blocked_keyword(), scanning response bodies for elements persisted
in blocked_keywords.txt. Secure HTTPS connections are handled through an isolated
CONNECT tunnel mechanism in https_handler.py, applying structural domain-level check-
ing before establishing the encrypted tunnel interface.

Figure 3.25: Browser Block Page ReturnedWhen Accessing a Blocked Domain (Instagram).

To guarantee systematic visibility and data persistence, every interception event handled
by the core socket pipeline is logged asynchronously via logger.py into the underlying flat-
file repository (logs.txt). This file employs a pipe-separated matrix structure capturing
strict metadata parameters: timestamp | IP | method | host | status | reason.

Finally, to bridge this low-level file data with the administrative layer, the Flask backend
extracts these raw transactional lines and parses them into a structural view. As illustrated in
Figure 3.26, the management dashboard serializes the raw logs into a readable, reactive data
grid equipped with client-side dynamic search and status color tokens.
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Figure 3.26: Administrative Flask Dashboard Interface Displaying the Processed Event Log
Data Table.

3.5.6 Test Filter Simulator

The test filter simulator, accessible at /check, allows the Admin to evaluate the filtering en-
gine against any input without generating real network traffic. The Admin submits a URL,
domain, or keyword via the interface. The backend applies the same clean_domain() nor-
malization, then checks the input sequentially against the domain blacklist and the keyword
list. The result is displayed immediately on the page with a clear ALLOWED or BLOCKED sta-
tus badge, along with the triggered policy type (Domain Blacklist Policy or Keyword
Content Policy). Each test is also recorded in logs.txt with the source IP 127.0.0.1 to
distinguish simulator entries from real proxy traffic.

Figure 3.27: Test Filter Simulator Interface.

Figure 3.28 shows the result returned when the submitted input matches a domain blacklist
entry.
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Figure 3.28: Test Filter --- BLOCKED Result with Triggered Policy.

Figure 3.29 shows the result returned when the submitted input does not match any active
security policy.

Figure 3.29: Test Filter --- ALLOWED Result After Clearing All Security Policies.

3.6 Testing and Validation

3.6.1 Testing Approach

The system was validated through functional testing, where each feature was tested against
a defined set of inputs to verify that the output matched the expected behavior. Testing was
performed on a local network using a mobile hotspot to simulate a real deployment environ-
ment, with client devices configured to route traffic through the proxy at port 8888 and the
admin panel accessed at port 5000.
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Functional Test Cases

Table 3.4: Functional Test Cases.
Test Feature Input Expected Result Result
T01 Login Valid credentials (ad-

min / admin123)
Redirect to dashboard Pass

T02 Login Invalid credentials Error message displayed Pass
T03 Add domain facebook.com Added to blacklist Pass
T04 Add domain facebook.com (dupli-

cate)
Duplicate error message Pass

T05 Import domains .txt file with 5 domains
(2 duplicates)

3 new domains imported Pass

T06 Delete domain facebook.com Removed from blacklist Pass
T07 Add keyword violence Added to keyword list Pass
T08 Proxy filtering Request to face-

book.com
403 block page returned Pass

T09 Proxy filtering Request to google.com
(not blocked)

Page loaded normally Pass

T10 Keyword filtering HTTP response con-
taining ``violence''

403 block page returned Pass

T11 Test Filter facebook.com BLOCKED --- Domain
Blacklist Policy

Pass

T12 Test Filter google.com ALLOWED --- Cleared
All Policies

Pass

T13 Test Filter violence BLOCKED --- Keyword
Content Policy

Pass

T14 Export logs Click Export button .txt file downloaded Pass
T15 Clear logs Click Clear + confirm Logs table emptied Pass
T16 Logout Click Logout Session cleared, redirect to

login
Pass

Validation Summary

All defined test cases passed successfully. The proxy correctly intercepts and filters both
HTTP and HTTPS traffic at the domain level, and applies keyword-based filtering on HTTP
response content. The administrative interface accurately reflects all changes in real time, and
the logging system maintains a complete and consistent record of all network events. The
test filter simulator produces results identical to those of the live proxy engine, confirming

45



Chapter 3: Implementation

the consistency between the simulation and the actual filtering logic.

3.7 Limitations

Although the proposed system fulfils its core objectives and passed all defined test cases,
several limitations were identified during development and testing:

• HTTPS keyword filtering is not supported. Because HTTPS traffic is encrypted
end-to-end, the filtering engine can only apply domain-level blocking for HTTPS con-
nections. Keyword inspection is restricted to unencrypted HTTP responses, which
represent a diminishing share of modern web traffic.

• File-based storage does not scale to high-traffic environments. Storing blocked
lists and logs in plain text files is practical for small networks, but concurrent write
operations under heavy load could introduce race conditions or slow down the proxy
response time.

• Single-administrator model. The system supports only one administrator account.
Multi-user access control with role-based permissions is not available in the current
version.

• No SSL/TLS inspection. The proxy does not perform Man-in-the-Middle (MITM)
decryption of HTTPS traffic. This means that content filtering cannot be applied to the
body of encrypted responses, limiting the depth of inspection for secure connections.

• Testing was conducted in a controlled local environment. All validation was per-
formed on a private network using a mobile hotspot. Behaviour under real-world con-
ditions, such as high concurrency or very large blocklists, was not evaluated.

3.8 Future Work

Based on the limitations identified above and the feedback gathered during testing, the fol-
lowing extensions are proposed for future development:

• SSL/TLS inspection (HTTPS keyword filtering). Integrating a MITM certificate
authority would allow the proxy to decrypt, inspect, and re-encrypt HTTPS traffic,
enabling keyword-level filtering for encrypted connections and significantly extending
the system's coverage.

• Database-backed storage. Migrating from plain text files to a lightweight relational
database such as SQLite would improve concurrency handling, enable more efficient
querying of large log files, and support atomic write operations under heavy load.
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• Site alternative redirection. A planned feature would allow the administrator to as-
sociate a blocked domain with a suggested alternative URL, which would be presented
to the user on the block page instead of a plain error message, providing a more infor-
mative user experience.

• Multi-administrator support. Adding role-based access control would allow multi-
ple administrators with different privilege levels to manage the system independently,
improving usability in institutional environments.

• Real-time dashboard updates. Replacing the current static log table withWebSocket-
based live updates would give administrators an instant view of network activity with-
out requiring manual page refreshes.

• Category-based filtering. Integrating a domain classification API would allow the
system to block entire categories of websites (e.g., social media, gambling, adult con-
tent) rather than requiring manual entry of individual domains.

3.9 Conclusion

This chapter presented the complete implementation of the proposed web filtering proxy
system, covering all phases from the development environment to functional testing and val-
idation.

The development environment and the selected technologies were described, justifying
the choice of Python, Flask, and a file-based storage approach as appropriate solutions for
the targeted deployment context. The system architecture was then detailed, illustrating the
separation between the proxy core, the administrative panel, and the data layer.

The implementation of each core functionality was presented alongside its corresponding
user interface, demonstrating the practical realization of the use cases defined in the previous
chapter. The filtering engine was shown to correctly intercept and evaluate both HTTP and
HTTPS traffic, applying domain-level and keyword-level policies as designed. The test filter
simulator was confirmed to produce results consistent with the live proxy engine, validating
the coherence of the system.

All sixteen functional test cases passed successfully, confirming that the system behaves
as expected under normal operating conditions. The identified limitations and the proposed
future extensions provide a clear roadmap for improving and scaling the system beyond its
current scope.
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General Conclusion
Throughout the lifecycle of this Master's research, we have successfully conceptualized, de-
signed, and developed a centralized network auditing and security environment focused on
a custom Python-based web filtering proxy platform integrated with an intuitive Flask man-
agement dashboard.

The implemented prototype demonstrates the technical feasibility of combining low-level
multi-threaded socket programming with lightweight web-driven configuration layers. In
terms of runtime evaluation, the custom proxy engine successfully performed real-time con-
nection interception, extracted hostname targets from application-layer packet sequences, and
enforced dynamic rule-based blocklists efficiently. Furthermore, the administrative dash-
board successfully mitigated manual configuration errors by providing structural CRUD fa-
cilities, modular flat-file database updates, and responsive activity log visualization.

Our core practical and technical contributions can be summarized as follows:

• Developing an independent, socket-based web filtering proxy architecture that han-
dles baseline application-layer protocol routing without relying on heavy commercial
network tools.

• Designing an integrated, single-pane-of-glass administrative layout using the Flask
framework to facilitate real-time log analysis and domain-level database interactions.

• Delivering a structured validation test bench that empowers system administrators to
inspect, filter, and audit network traffic patterns dynamically.

To advance the capabilities, security posture, and overall throughput performance of the
proposed proxy management ecosystem, we suggest the following future directions:

• Implementation of Full SSL/TLS Inspection: Integrating an internal dynamic Cer-
tificate Authority (CA) into the proxy infrastructure to perform full Man-in-the-Middle
(MitM) decryption, enabling deep packet inspection and keyword filtering across se-
cure HTTPS body layers.

• Migration to a Robust DBMS Environment: Replacing the local file-based storage
architecture with an enterprise-grade database engine (such as SQLite or PostgreSQL)
to enhance data transactional velocity and optimize log searching speeds.

• Integration of Asynchronous Optimization: Re-engineering the core connection
handlers utilizing Python's asynchronous libraries (asyncio) to minimize network la-
tency and handle a higher volume of concurrent client requests under heavy traffic
loads.
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We believe these empirical findings lay down a reliable architectural framework for lightweight,
secure, and centralized private corporate boundary defense deployment.
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