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Notations

Σ: Finite alphabet.

Σ∗: Free monoid on Σ.

|w|σ: Number of occurrences of the letter σ in the word w.

|w|: Length of the word w.

card : Cardinal of a set.

P (Σ∗): Set of languages over Σ.

S: Semi-group.

R: Binary relation.

R0: Identity relation.

Rn: nth composition of R.
Rr: Reflexive closure of R.
Rs: Symmetric closure of R.
Rt: Transitive closure of R.
S = (Σ;R): A word rewriting semi system.

L: Language over alphabet Σ.

L∗: Iterative of a language L (or Kleen closure).

≡: Congruence.
∼=: Isomorphic.

(QQ, ◦): Monoid of all functions from Q to Q.

Σ∗/ ∼L: Monoid quotient.

Hom(Σ∗,∆∗): The set of monoid morphism between Σ∗ and ∆∗.

Iso(Σ∗,∆∗): The set of monoid isomorphism between Σ∗ and ∆∗.
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Introduction

Computational semi-group theory is an area of research that is subject to growing

interest.

Congruence is an important part of semi-group theory.

A semi-group’s congruence determine its homomorphic images in a manner anal-

ogous to a group’s normal sub-group’s.

The syntactic relation is widely used in computation theory due its applications

in automate theory and regular languages.

This thesis is organized as four chapters:

In chapter 1: we begin with some elementary material concerning of binary rela-

tions and its properties, congruence semi-groups and public key cryptography.

In chapter 2: we present free monoid and we will give some results of languages

and compatible relations on monoids.

In chapter 3: we will be studying presentation of monoid by generators and rela-

tions.

In chapter 4: we interested in the ATS-monoid (proposed by P.J. Abish, D.G.

Thomas and K.G. Subramanian).
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Chapter 1

Preliminaries

1.1 Introduction

This first chapter contains the definitions and properties of the tools that we will

use later: Semi-group, Monoid, and finally The public Key cryptography.

Content:

1.2 Semi-group.

1.3 Monoid.

1.4 The public key cryptography.
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1.2 Semi-group

Definition 1.1

A semi-group is a set S equipped with an internal law, i.e, with an

application ”.” : S×S → S, that satisfies the following one condition:

1. Associativity:

∀x, y, z ∈ S : (x· y)· z = x· (y· z).

Example 1.2

1. (N,+), (Z,+) are semi-groups.

2. Let A and B be two nonempty sets. We define on A × B the law

” ∗ ” as follows:

∀(a, x) ∈ A×B, ∀(b, y) ∈ A×B, (a, x) ∗ (b, y) = (a, y).

We show that (A×B, ∗) is a semi-group.

• The law ” ∗ ” is associative on A×B.

We have ((a, x) ∗ (b, y)) ∗ (c, z) = (a, y) ∗ (c, z) = (a, z)

and, (a, x) ∗ ((b, y) ∗ (c, z)) = (a, x) ∗ (b, z) = (a, z)

Then, ” ∗ ” is associative.

Definition 1.3

Let (S, ·) be a semi-group. A nonempty part B of S is called sub

8



semi-groups of S if it’s "stable" for the operation ” · ”, i.e

∀a, b ∈ B : a · b ∈ B.

1.2.1 Congruence on a semi-group

Definition 1.4

Let S be a semi-group, a congruence on S is a stable equivalence re-

lation R under right and left, i.e

∀x, y, z ∈ S : xRy ⇒

xzRyzzxRzy

1.2.2 Homomorphism of semi-group

Definition 1.5

Let (S, .) and (T, ∗) be two semi-groups and f : S −→ T a map. We

call f a semi-group homomorphism if:

∀a, b ∈ S : f(ab) = f(a) ∗ f(b).

1.3 Monoid

Definition 1.6

A monoid (M, ·) consists a set M together with a binary operation

” · ” onM such that:

• a · (b · c) = (a · b) · c, ∀(a, b, c) ∈M3 (associativity).

9



• There exist an identity 1M ∈M such that a ·1M = 1M ·a, ∀a ∈M.

An element m′ ∈M is said symmetric of the element m ∈M if

m.m′ = m′.m = 1M.

Example 1.7

1. Let

K =


1 0

s m

 , s ∈ N,m ∈ N


1. We show that (K,×) is a monoid.

• The law ”× ” is internal on K.

Let 1 0

s m

 ∈ K and

1 0

s′ m′

 ∈ K
We have: 1 0

s m

×
1 0

s′ m′

 =

 1 0

s+ms′ mm′

 ∈ K
• The law ”× ” (matrix product ) is associative.

• The neutral element:

I2 =

1 0

0 1

 ∈ K
and ∀A ∈ K, A× I2 = I2 × A = A.

Then, (K,×) is a monoid.

10



Remark 1.8

1. A monoid (M, .) which is such that every element of M has a

symmetric is a group.

2. Any group is a monoid but inverse is not always true.

1.3.1 Submonoid

Definition 1.9

LetM be a monoid and N ⊆M. we say that N is a sub-monoid of

M if:

1. N ⊆M.

2. 1M = 1N .

3. ∀m,m′ ∈ N : m.m′ ∈ N .

1.3.2 Congruence on a monoid

Let (M, ., 1M) be a monoid, a congruence on (M, ., 1M) is an equiv-

alence relation denoted ≡ stable by right and left multiplication, i.e:

∀x, y, z ∈M : x ≡ y ⇒ (x.z ≡ y.z and z.x ≡ z.y).

Definition 1.10

Let M be a monoid, and ≡ a congruence defined on M. The quo-

tient M/ ≡ is the monoid of the congruence classes of M for the

equivalence relation ≡, the composition law of M/ ≡ is defined as

11



follows

ū ∗M/≡ v̄ = (u ∗M v).

Example 1.11

We define on the monoid (Z,+) the congruence relation modulo n by:

x ≡ y[n]⇔ ∃k ∈ Z, x− y = k.n .

• The relation ≡ is reflexive: for all x ∈ Z, we have

x− x = 0 = 0.n, then x ≡ x[n].

• The relation ≡ is symmetric: Let x, y ∈ Z, suppose that x ≡ y[n],

i.e ∃k ∈ Z, x− y = k.n.

Then, ∃k ∈ Z, y − x = (−k).n. So, y ≡ x[n].

• The relation ≡ is transitive: Let x, y, z ∈ Z, suppose thatx ≡ y[n].

y ≡ z[n].
i.e

∃k ∈ Z : x− y = k.n

∃l ∈ Z : y − z = l.n

Then, (x− z) = (k + l).n. So, x ≡ z[n].

• The relation ≡ is compatible with the monoid law.

x ≡ x′[n],∃k ∈ Z, x− x′ = k.n.

and

y ≡ y′[n],∈ l ∈ Z, y − y′ = l.n.

So by addition: x+ y − (x′ + y′) = (k + l).n.

Then, x+ y ≡ (x′ + y′)[n].
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1.3.3 Homomorphism of monoid

Definition 1.12

Let (M, ·, 1M) and (N, ∗, 1N) a two monoids, a homomorphism of

monoid h :M→ N is a map that satisfies:

• ∀x, y ∈M : h(x · y) = h(x) ∗ h(y).

• h(1M) = 1N .

Definition 1.13

An isomorphism of monoids is simply a bijective monoid morphism.

Example 1.14

We consider the monoide (N× N, ∗) where the law ” ∗ ” is defined by

∀(s,m), (s′,m′) ∈ N× N, (s,m) ∗ (s′,m′) = (s+ sm′,mm′)

Let the application:

h : (N× N, ∗)→ (K,×)

(s,m)→

1 0

s m


We show that h is isomorphism of monoid.

• h is a morphism:

Let (s,m), (s′,m′) ∈ (N× N)

We have:

h((s,m) ∗ (s′,m′)) = h((s+ms′,mm′))

13



h((s,m) ∗ (s′,m′)) = 1 0

s+ms′ mm′

 =

1 0

s m

×
1 0

s′ m′


h((s,m) ∗ (s′,m′)) = h(s,m)× h(s′,m′)

• h is bijective.

1. h is injective.

Let (s,m), (s′,m′) ∈ (N× N)

we have: h(s,m) = h(s′,m′)

⇔ 1 0

s m

 =

1 0

s′ m′


⇔ s = s′

m = m′
⇔ (s,m) = (s′,m′)

2. h is surjective.

Let A ∈ K, then

A =

1 0

s m


we have: h(s,m) = A, then h is surjective.

Finally, h is isomorphism.
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1.3.4 Action of a monoid on a set

Definition 1.15

An action of a monoidM on a set X is a function:

M×X −→ (g.x) ∈ X.

that takes a pair (g, x) of an element x ∈ X and a monoid element

g ∈M to (g, x) ∈ X such that:

• (g1.g2).x = g1.(g2.x) for all x ∈ X, g1, g2 ∈M.

• 1M.x = x for all x ∈ X.

1.4 The Public key cryptography

The creation of public key cryptography by Diffie and Hellman in

1976 and the subsequent invention of the RSA public key cryptosystem

by Rivest, Shamir and Adleman in 1978 are comma events in the

long history of secret communications. Public key cryptography draws

on many areas of mathematics, including number theory, abstract al-

gebra, and information theory.

In public-key cryptography, a user U has a pair of related keys (pK,sK):

the key pK is public and should be available to everyone, while the key

sK must be kept secret by U. The fact that sK is kept secret by a single

entity creates any asymmetry,hence the name asymmetric cryptogra-

phy.

15



The essential steps are the following:

1. Each user generates a pair of keys to be used for the encryption and

decryption of messages.

2. Each system publishes its encryption key (public key) keeping its

companion key private.

3. If Alice wishes to send a private message to Bob, Alice encrypts

the message using Bob’s public key.

4. When Bob receives the message, she decrypts it using her private

key. No one else decrypt the message becauce only Bob knows its

private key.

16



One-way function

Definition 1.16

• A one-way function f is a function that maps a domain into range

such that every function value has a unique inverse, with the condition

that the calculation of the function is easy where the calculation of the

inverse is infeasible:

y = f(x) easy

x = f−1(y) infeasible

1. "Easy" is defined to mean a problem that can solved in polynomial

as a function of input length (n). For example, the time to compute is

proportional to na where a is a fixed constant.

2. "Infeasible" is not well defined however. Generally we can say that

if the effort to solve is greater than polynomial time the problem is

infeasible, if time to compute is proportional 2n.

• Trapdoor one-way function are a family of invertible functions

ft such that y = ft(x) is easy if t and x known, and x = f−1
t (y) is

infeasible if y is known but t is not known.

Remark 1.17

The development of a partical public-key scheme depends on the dis-

covery of a suitable trapdoor one-way function.

17



Example 1.18

1. Discrete logarithm

Let (G, ∗) be a cyclic group of order n and g a generator of G such

that:

G =< g >, ∃g ∈ G with |G| = n

G = { g, g2, g3, ..., gk, ..., gk−1, gk = 1G}

Let the function f : [0, n − 1] −→ G, k −→ f(k) = gk, f is one-way

if G is a cyclic group

y ∈ G⇒ ∃n ∈ N : y = gk.

We have: Loggy = Loggg
k = k (Discrete logarithm)

Solving y = gk is difficult for secret k (this is the discrete logarithm

problem) there are several algorithms to solve the discrete logarithm

but they are all exponential in size n of G.

2. The factorization of an integer

Let (p, q) be two very large prime numbers.

It easy to calculate N = p× q, but it is very hard to find (p, q) primes.

18
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Chapter 2

Free monoid

2.1 Introduction

In this chapter, we will give some notes of words, languages and syn-

tactic monoids.

Content:

2.2 Free monoid.

2.3 Words and languages.

2.4 Syntactic monoids.
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2.2 Free monoid

Definition 2.1

An alphabet is a finite non empty set. The elements of an alphabet

Σ are called letters or symbols. A word over an alphabet Σ is a finite

sequence of symbols of Σ. The set of all words on the alphabet Σ is

denoted by Σ∗ and is equipped with associative operation defined by the

concatenation of two sequences α1α2...αn and β1β2...βm is the sequence

α1α2...αnβ1β2...βm.

The string consisting of zero letters is called the empty word, written ε.

Thus { ε, α, β, ααβα, αααβα} are words over alphabet { α, β}. Thus

the set Σ∗ of words is equipped with the structure of a monoid. it’s

called the free monoid on Σ. The length of a word w, denoted |w|, is

the number of letters in w when each letter is counted as many times

as it occurs. Again by definition, |ε| = 0.

Example 2.2

1. |ααβα| = 4 and |αααβα| = 5.

2. Let w be a word over an alphabet Σ. For σ ∈ Σ. The number of

occurrences of σ in w shall be denoted by |w|σ, for example, |ααβα|β =

1 and |αααβα|σ = 4.

21



Proposition 2.3

Let Σ be any alphabet. The monoid Σ∗ has the following two properties:

1. Any element of Σ∗ is a finite sequence of elements of Σ.

2. Two distinct sequences of element of Σ define two distinct elements

of Σ∗.

Proposition 2.4

Let Σ be an alphabet. Then,

1. The set Σ∗ is infinite.

2. The set Σ∗ is countable.

Proof 2.5

1. The set Σ∗ is infinite indeed we have:

Σ∗ = ∪∞n=0 Σn = Σ0 ∪ Σ ∪ ...Σn ∪ ...

2. We show that Σ∗ is countable.

• As Σ is finite, we can therefore number its elements, for example, if

Σ = { α, β, γ}, then n(α) = 1, n(β) = 2, n(γ) = 3.

• Then, let u be a word of Σ∗, we consider the lengths |u| prime num-

bers, for example if |u| = 5, we have 5 the first prime numbers are

p(1) = 2, p(2) = 3, p(3) = 5, p(4) = 7, p(5) = 11.

• We form the number f(u) =
∏i=|u|

i=1 P (i)n(u(i)), where u(i) designates

the letter of u, for example if u = αβααα, then

f(u) =
∏i=|u|

i=1 P (i)n(u(i)) =
∏i=5

i=1 P (i)n(u(i)) = 21 × 33 × 52 × 72 × 111.
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• So we can define an application:

f : Σ∗ −→ N

u −→ f(u) =
∏i=|u|

i=1 P (i)n(u(i))

by the uniqueness of the decomposition of an integer into prime fac-

tors, the map f is injective.

Finally, as f is injective and the set N is countable, then Σ∗ is count-

able.

Definition 2.6

A morphism between two free monoids Σ∗ and ∆∗ is a map

h : Σ∗ −→ ∆∗ which satisfies:

∀x, y ∈ Σ∗ : h(xy) = h(x)h(y).

Remark 2.7

1. Define a morphism h, it suffices to list all the words h(σ), where a

ranges over all the (finitely many) letters of Σ.

2. If M is a monoid, the any mapping f : Σ −→ M extends to a

unique morphism f : Σ∗ −→ M. For instance, if M is the additive

monoid N, and f is defined by f(σ) = 1 for each σ ∈ Σ, then f(u) is

the length |u| of the word u.

3. Let h : Σ∗ −→ ∆∗ be a morphism of monoids, if h is one-to-one

and onto, then h is an isomorphism and the monoids Σ∗ and ∆∗ are

isomorphism.

23



Example 2.8

1. Let Σ = { α1, α2, ..., αn} be an alphabet, n ∈ N { 0, 1}

Let:
λ : Σ −→ N

αi −→ λ(αi)

We define:

ϕ : Σ∗ −→ N

ϕ(ω) =
∑n

i=1 λ(αi)|ω|αi

We show that ϕ is a morphism of monoids.

• Let u, v ∈ Σ∗, we have:

ϕ(uv) =
∑n

i=1 = λ(αi)(|u|αi + |v|αi).

ϕ(uv) =
∑n

i=1 λ(αi).|u|αi +
∑n

i=1 λ(αi).|vαi|.

ϕ(uv) = ϕ(u) + ϕ(v).

• Also, we have:

ϕ(ε) =
∑n

i=1 λ(αi).|ε|αi (|ε| = 0).

ϕ(ε) =
∑n

i=1 λ(αi).0 = 0.

Definition 2.9

If f : A∗ −→ B∗ is a morphism of monoids, Then Kerf is a congru-

ence defined by:

∀u, v ∈ Σ∗ : uKerfv ⇔ f(u) = f(v).

24



Proposition 2.10

Let M be any monoid and f is a mapping from an alphabet Σ into

M. There exists a unique homomorphism f̃ from Σ∗ into M which

extends f , i.e

∀α ∈ Σ, f̃(α) = f(α).

Proof 2.11

• Existence: let’s put

f̃(ε) = 1M and f̃(α1α2, ..., αn) = f(α1)f(α2)...f(αn), n ∈ N, αi ∈

Σ, 1 6 i 6 n

And easy to see that f̃ is indeed a homomorphism.

• Uniqueness: Let f̃ and g̃ be two homomorphism from Σ∗ toM such

that:

∀α ∈ Σ, f̃(α) = g̃(α) and f̃(ε) = g̃(ε) = 1M and for any word w =

{ α1α2, ..., αn} ∈ Σ∗.

We have:

f̃(w) = f̃(α1α2, ..., αn).

f̃(w) = f(α1)f(α2)...f(αn).

f̃(w) = g̃(α1α2...αn).

f̃(w) = g̃(w).

2.3 Words and languages

Definition 2.12

Let Σ be an alphabet. We call formal language any subset L ⊆ Σ∗.

25



Remark 2.13

Σ∗ is the largest language over Σ in the sense of inclusion.

Example 2.14

1. L0 = { ε} is the language containing the single word ε.

2. L = ∅ is the empty language.

3. Consider the alphabet Σ = { a, b, c}. The set L = { ε, a, aa, bbc, ccca, aba, bab}

is a finite language.

Definition 2.15

Language being sets, we can apply the operations defined by:

• The union of two language L1 and L2 is the languages, denoted

L1 ∪ L2

L1 ∪ L2 = { x : x ∈ L1 or x ∈ L2}.

• The intersection of two languages L1 and L2 is the languages, de-

noted L1 ∩ L2

L1 ∩ L2 = { x : x ∈ L1 and x ∈ L2}.

• The difference of two languages L1 and L2 is the languages, denoted

L1 − L2

L1 − L2 = { x : x ∈ L1 and X /∈ L2}.

26



• The complement of L is the language, denoted Lc

Lc = { x : x /∈ L}.

Definition 2.16

For L ⊆ Σ∗, L+ denotes the language

L+ = L ∪ L2 ∪ ... ∪ Ln ∪ ...

We definite the star (Known as of Kleene ) of L by:

L∗ = L+ ∪ { ε}

Example 2.17

With Σ = { a, b}, let us set L1 = { a, b} and L2 = { ab} when then

have L1L2 = { aab, bab} and L∗2 = { ε, ab, abab, ...}.

Definition 2.18

Let Σ be an alphabet. The family of rational language denoted Rat(Σ∗)

is the smallest language family of Σ∗ satisfying the following condi-

tions:

• ∅ ∈ Rat(Σ∗).

• ∀σ ∈ Σ : { σ} ∈ Rat(Σ∗).

• Rat(Σ∗) is closed (stable) by union and finite products, i.e: ∀L1, L2 ∈

Rat(Σ∗) : L1 ∪ L2 and L1L2 are also in Rat(Σ∗).

• ∀L ∈ Rat(Σ∗), L∗ ∈ Rat(Σ∗). (The star closure).
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2.4 Syntactic monoids

Definition 2.19

Let Σ be an alphabet. For any subset L of Σ∗, we call context of w ∈ Σ∗

the set

c(w) = {(u, v) ∈ (Σ∗)2 : uwv ∈ L}.

The relation ≡L defined on Σ∗ by:

w ≡L w′ ⇔ c(w) = c(w′)⇔ ∀u, v ∈ Σ∗ : (uwv ∈ L⇔ uw′v ∈ L).

is called the syntactic congruence of L.

Definition 2.20

If L ⊆ Σ∗ is a language over Σ, The quotient monoid Σ∗/ ≡L is called

the syntactic monoid of L and denoted by syn(L).

∀u, v ∈ Σ∗.(u ≡L v)⇔ (∀x, y ∈ Σ∗ : xuy ∈ L⇔ xvy ∈ L).

Σ∗/ ≡L = { ū, u ∈ Σ∗}.

(Σ∗/ ≡L,�) is the syntactic monoid of L where ”� ” is defines by

� : Σ∗/ ≡L ×Σ∗/ ≡L→ Σ∗/ ≡L
(ū, v̄)→ ū� v̄ = (u, v)
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Example 2.21

Let Σ = { 0, 1} and let’s two languages.

L = { w ∈ { 0, 1}∗ : |w|1 ≡ 0[2]} and L′ = { w ∈ { 0, 1}∗ : |w|1 ≡

1[2]}.

We calculate the syntactic monoid of L.

u ≡L v ⇔ (∀x, y ∈ Σ∗ : xuy ∈ L⇔ xvy ∈ L).

u ≡L v ⇔ (∀x, y ∈ Σ∗ : |xuy|1 ≡ 0[2]⇔ |xvy|1 ≡ 0[2]).

u ≡L v ⇔ (∀x, y ∈ Σ∗ : |x|1 + |u|1 + |y|1 ≡ 0[2]⇔ |x|1 + |v|1 + |y|1 ≡

0[2]).

Then, Σ∗/ ≡L= { [w]/w ∈ Σ∗}, such that: [w] = { u ∈ Σ∗/u ≡L v}.

• Let w ∈ L, then:

[w] = { u ∈ Σ∗/∀x, y ∈ Σ∗ : |x|1 + |u|1 + |y|1 ≡ 0[2] ⇔ |x|1 + |v|1 +

|y|1 ≡ 0[2]}.

[w] = L.

• Let w ∈ L′, then:

[w] = { u ∈ Σ∗/∀x, y ∈ Σ∗ : |x|1 + |u|1 + |y|1 ≡ 1[2] ⇔ |x|1 + |v|1 +

|y|1 ≡ 1[2]}.

[w] = L′.

Then, Σ∗/ ≡L= { L,L′}.
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Chapter 3

Presentation of monoid by generators and

relations

3.1 Introduction

In this chapter, we will study the closure of relation, the congruence

generated by a relation and some properties of presentation by gener-

ators and relations.

Content:

3.2 Closure of relation.

3.3 The congruence generated by a relation.

3.4 Some properties of presentation by generators and relations.
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3.2 Closure of relation

Definition 3.1

A binary relation on Σ∗ is a subset R ⊆ Σ∗×Σ∗. If (x, y) ∈ R, we say

that x is related to y by R, denoted xRy. The inverse relation of R is

the binary relationsR−1 ⊆ Σ∗×Σ∗ defined by { yR−1x⇔ (x, y) ∈ R}.

The relation IΣ∗ = { (x, x) : x ∈ Σ∗} is called the identity relation.

The relation (Σ∗)2 is called the complete relation.

Definition 3.2

Let R ⊆ Σ∗ × Σ∗ and S ⊆ Σ∗ × Σ∗ two a binary relations. The

composition of R and S is a binary relation S ◦R ⊆ Σ∗ ×Σ∗ defined

by:

x(S ◦ R)z ⇔ ∃y ∈ Σ∗ such that xRy and ySz.

Definition 3.3

The relation R is called an equivalence relation if, it’s reflexive, sym-

metric, and transitive. and in this case, if xRy, we say that x and y

are equivalent.

Proposition 3.4

Let R be a relation on a set Σ∗. The Reflexive closure of R is the

smallest reflexive relation Rr on Σ∗ that contains R, that is

1. R ⊆ Rr.

2. If R′ is a reflexive relation on Σ∗ and R ⊆ R′, then Rr ⊆ R′.

3. Rr = R∪ IΣ∗ or IΣ∗ = { (x, x), x ∈ Σ∗}.
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• The Symmetric closure of R is the smallest symmetric relation Rs

on Σ∗ that contains R,that is

1. R ⊆ Rs.

2. If R′ is a symmetric relation on Σ∗ and R ⊆ R′, then Rs ⊆ R′.

3. Rs = R∪R−1, or R−1 is the inverse relation of R.

• The Transitive closure of R is the smallest transitive relation Rt on

Σ∗ that contains R, that is

1. R ⊆ Rt.

2. If R′ is a transitive relation on Σ∗ and R ⊆ R′, then Rt ⊆ R′.

3. Rt = ∪∞k=1Rk,R0 = 1Σ∗,Rk+1 = R ◦Rk = Rk ◦ R

Proof 3.5

1. Rr = R∪ IΣ∗ is the smallest relation containing R:

• It’s clear that R ⊆ Rr.

• the relation Rr = R∪ IΣ∗ is reflexive :

we have (∀x ∈ Σ∗ : x(R∪ IΣ∗)x).

If R′ is a reflexive relation on Σ∗ and R ⊆ R′, then Rr ⊆ R′.

We show that R∪ IΣ∗ ⊆ R′.

Let (x, y) ∈ R ∪ IΣ∗.

if (x, y) ∈ R, we have (x, y) ∈ R′ (because: R ⊆ R′).

if (x, y) ∈ IΣ∗, we have (x, y) ∈ R′ (because : R′ is reflexive relation).

2. Rs = R∪R−1 is the smallest relation containing R:

• It’s clear that R ⊆ Rs.
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• We show that Rs = R∪R−1 is symmetric relation:

Let (x, y) ∈ Σ∗ × Σ∗, xe show that

x(R∪R−1)y ⇒ y(R∪R−1)x.

We have

x(R∪R−1)y ⇒ (x, y) ∈ R ∪R−1.

x(R∪R−1)y ⇒ (x, y) ∈ R ∨ (x, y) ∈ R−1.

x(R∪R−1)y ⇒ (y, x) ∈ R ∨ (y, x) ∈ R−1.

x(R∪R−1)y ⇒ (y, x) ∈ (R∪R−1).

x(R∪R−1)y ⇒ y(R∪R−1)x.

• if R′ is a symmetric relation on Σ∗ and R ⊆ R′, then Rs ⊆ R′.

We show that R∪R−1 ⊆ R′.

We have R ⊆ R′ and R−1 ⊆ R′, then R ∪ R−1 ⊆ R′, then Rs =

R∪R−1.

3. Rt = ∪∞n=1Rnis the smallest relation containing R:

• It’s clear R ⊆ Rt.

• We show that Rt = ∪∞n=1Rn is transitive relation.

Let x, y, z ∈ Σ∗, we suppose thatx(∪∞n=1Rn)y

y(∪∞n=1Rn)z

⇒ i.e: (x, y) ∈ Rn

(y, z) ∈ Rn
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⇔∃i ∈ N∗such as : (x, y) ∈ Ri = R ◦R ◦ ... ◦ R(i − times)

∃k ∈ N∗such as : (y, z) ∈ Rk = R ◦R ◦ ... ◦ R(k − times)

There is a dialing chain

We have (x, z) ∈ Ri+k ⇒ (x, z) ∈ ∪∞n=1Rn

• LetR′ is a transitive relation on Σ∗ andR ⊆ R′, show that ∪∞n=1Rn ⊆

R′

Let R′ be another transitive relation such as : R ⊆ R′, show that:

Rt = ∪∞n=1Rn ⊆ R′

let (x, y) ∈ ∪∞n=1Rn, then∃k ∈ N∗such that : (x, y) ∈ Rk, i.e

∃(x1, x2, ..., xk−1) ∈ Σsuch that : (xRx1, xRx2, ...xk−2Rxk−1)

⇒ (xR′x1, xR′x2, ...xk−2R′xk−1) R ⊆ R′

then: ∪∞n=1Rn ⊆ R′ ⇒ Rt = ∪∞n=1Rn

Proposition 3.6

Let R be a binary relation on a set E we have:

• (Rr)s = (Rs)r.

• (Rr)t = (Rt)r.

• (Rt)s ⊆ (Rs)t.
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Proof 3.7

Note that for any two binary relations R1 and R2 on the same set E,

we have:

(R1 ∪R2)
−1 = R−1

1 ∪R−1
2

• For any binary relation R on a set E, we have: (R0)−1 = R0.

We have: (Rr)s) = (R ∪R0)s) = (R ∪R0) ∪ (R ∪R0) = R ∪R0 ∪

R−1 ∪ (R0)−1 = R∪R−1 ∪R0 = Rs ∪R0 = (Rs)r

Then, (Rr)s = (Rs)r.

• For any binary relationR on a set E, and for any integer n, we have:

(R∪R0)n = ∪nk=0Rk, is written (Rr)t = (R∪R0)t = ∪∞n=1(R∪R0)n =

∪∞n=1 ∪∞k=0 Rk = (∪∞n=1Rn) = (∪∞n=1Rn) ∪R0 = (Rt)r

Then, (Rr)t = (Rt)r.

•We have: (Rt)s = (∪∞n=1Rn)∪(∪∞n=1Rn)−1 = (∪∞n=1Rn)∪(∪∞n=1R−n)

from the fact that R−n is the relation (R−1)n

by definition (Rs)t = ∪∞n=1(R∪R−1)n

For any non-null integern, Rn and R−n are contained in (R∪R−1),

therefore in (Rs)t, therefore Rt and (R−1) are also contained in (Rs)t.

Which indeed gives (Rt)s ⊆ (Rs)t.

3.3 Congruence generated by a relation

Definition 3.8

Let Σ∗ be the free monoid over a finite alphabet Σ and R a binary

relation on Σ∗. The congruence generated by R is defined as follows:
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• xuy ↔R xvy, whenever x, y ∈ Σ∗ and uRv or vRu.

• w ↔∗R w′, whenever u0, u1, ..., un ∈ Σ∗ with, u0 = w, ui ↔R
ui+1,∀0 6 i 6 n− 1, un = w′.

Definition 3.9

We consider the congruence generated by a relation denoted by ↔∗R
and

[w]↔∗R = { x ∈ Σ∗ : x ↔∗R w} be the equivalence class with respect to

↔∗R. Hence, we can define the quotient monoid Σ∗/↔∗R.

Definition 3.10

A presentation of a monoid M is a pair S = (Σ,R) such that M is

isomorphic to the quotient of Σ∗ by the congruence noted↔∗R generated

by R, i.e:

M∼= Σ∗/↔∗R .

The element of Σ are called generators, and those of R are called

relations. If there are finitely many generators and relation, i.e:

Σ = { a1, a2, ..., an} and R = { (r1, r
′
1), ..., (rq, r

′
q)}, we say that the

monoidM is finitely presentable, and we write

M∼=< a1, ..., an/r1 = r′1, ..., rq = r′q > .

Example 3.11

1. Let A = { a, b} and R = { (ab, ε), (ba, ε)}, for all w ∈ { a, b}∗,

there is only three cases to be considered
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• If |w|a = |w|b, in this case we have w ↔∗R ε.

• If |w|a > |w|b, i.e, |w|a = |w|b + k, k ∈ N − { 0}, in this case we

have w ↔∗R ak.

• If |w|b > |w|a, i.e, |w|b = |w|a + l, l ∈ N−{ 0}, in this case we have

w ↔∗R bl.

Then Z ∼= { a, b}∗/ ↔∗R= { [ε]↔∗R, [a
k]↔∗R, (k, l) ∈ (N − { 0})2}, with

the isomorphism ∅ : Z → { a, b}∗/ ↔∗R defined by: 0 7−→ [ε]↔∗R, if

n > 0, then n 7−→ [an]↔∗R, if n < 0, then n 7−→ [b−n]↔∗R.

Therefore the monoid presented by < a, b/ab = ε, ba = ε >, is isomor-

phism to the additive monoid (Z,+).

3.4 Some properties of presentation by generators

and relations

Proposition 3.12

Every finite monoid has a finite presentation.

Proof 3.13

LetM = { x1, ..., xn} be a finite monoid of cardinality n, n ∈ N∗ and

neutral element 1M.

Let Σ = { αxi, xi ∈M, 1 6 i 6 n} be the relationR = { (αxi, αxj , αxixj),

where ε is the empty word, then for all w ∈ Σ∗, (αε, ε), xi, xj ∈M there

exists { xi, ..., xj} ⊆ M, such that:

w = { αxi, ..., αxj}, and w ↔∗R αxk, where xk = { xi, ..., xj}.
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Finally, we have Σ∗/ ↔∗R= { [wxk]↔∗R, xk ∈ M, 1 6 k 6 n}, and

hence we defined isomorphism ψ as follows:

ψ :M−→ Σ∗/↔∗R, ψ(xk) = [wxk]↔∗R, where

xk = { xi, ..., xj}, w = αxi, ..., αxj , { xi, ..., xj} ⊆ M.

Let us show that ψ is a homomorphism of monoids for (xk, xl) ∈M2,

we have ψ(xkxl) = ψ(xm) = [wxm]↔∗R, where xm = xkxl and

w = αxkαxl, then [wxm]↔∗R = [αxk]↔∗R · [αxl]↔∗R = ψ(xk)ψ(xl).

The surjectivity of ψ is trivial given that ψ([wxk]↔∗R) = xk.

For the injectivity of ψ, we have ∀(xk, xl) ∈M2, there exists

{ xi, ..., xj}, { xs, ..., xt} ⊆ M : xk = { xi, ..., xj} and xl = { xs, ..., xt},

if ψ(xk) = ψ(xl), then:

ψ(xi, ..., xj) = ψ(xs, ..., xt)⇒ [αxi, ..., αxj ]↔∗R = [αxs, ..., αxt]

ψ(xi, ..., xj) = ψ(xs, ..., xt)⇒ xi, ..., xj = xs, ..., xt

ψ(xi, ..., xj) = ψ(xs, ..., xt)⇒ xk = xl

Example 3.14

Consider the monoid

M =


1 0

0 1

 , x1 =

1 0

1 0

 , x2 =

0 1

0 1


provided with matrix multiplication. The Cayley table ofM is defined
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as follows (see Table 1):

· x0 x1 x2

x0 x0 x1 x2

x1 x1 x1 x2

x2 x2 x1 x2

The monoidM satisfies the following two properties:

for all xi ∈M, xi.x1 = x1 and xi.x2 = x2.

Let A = { axi, xi ∈M, 0 6 i 6 2} and

R = { (ax0, ε), (axiaxj , axixj), xi, xj ∈M}.

Then for all w ∈ Σ∗, there exist { xi, ..., xj} ⊆ M such that

w = { axi, ..., axj} and w ↔∗R, with xk = { xi, ..., xj}. There is only

three cases to be considered:

• If w = uax1, u ∈ Σ∗, in this case we have w ↔∗R ax1.

• If w = uax2, u ∈ Σ∗, in this cases we have w ↔∗R ax2.

• If w = ax0, ..., ax0, in this cases we have w ↔∗R ε.

Then Σ∗/ ↔∗R= { [ε]↔∗R, [ax1]↔∗R, [ax2]↔∗R} and we define the isomor-

phism λ :M−→ Σ∗/↔∗R by:

λ(x0) = [ε]↔∗R, λ(x1) = [ax1]↔∗R, λ(x2) = [ax2]↔∗R.

FinallyM∼= Σ∗/↔∗R.

The following propositions, make it possible to give conditions on re-

lations that ensure the existence of morphism between two monoids

quotient.

Proposition 3.15

We consider two systems of rewriting S1 = (Σ1,R1), S2 = (Σ2,R2)
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and f : Σ∗1 −→ Σ∗2 is a morphism of monoids such that for all

(r, s) ∈ R1 : [f(r)]↔∗R2
= [f(s)]↔∗R2

, then there exists a unique mor-

phism

ψ : Σ∗1/↔∗R1
−→ Σ∗2/↔∗R2

with ψ ◦ πR1
= πR2

◦ f .

Proof 3.16

We have for all (r, s) ∈ R1 : [f(r)]↔∗R2
= [f(s)]↔∗R2

, then the mor-

phism πR2
◦ f satisfies the following property:

for all (r, s) ∈ R1, (πR2
◦ f)(r) = (πR2

◦ f)(s), then there exists a

unique morphism

ψ : Σ∗1/↔∗R1
−→ Σ∗2/↔∗R2

with ψ ◦ πR1
= πR2

◦ f .

Example 3.17

Let S1 = (Σ1,R1) and S2 = (Σ2,R2) be two systems of rewriting,

where,Σ1 = { a, b}

R1 = { (ab, a), (ba, a)
and

Σ2 = { c, d, e}

R2 = { (ec, c), (de, d)}

We consider the morphism f : Σ∗1 −→ Σ∗2, with:f(a) = cd

f(b) = e

We have πR2
: Σ∗2/↔∗R2

satisfies following equalities:

πR2
(ec) = πR2

(c) and πR2
(de) = πR2

(d).
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Now we show that for all (r, s) ∈ R1, (πR2
◦ f)(r) = (πR2

◦ f)(s), we

have

(πR2
◦f)(ab) = πR2

(cde) = πR2
(c)πR2

(de) = πR2
(c)πR2

(d) = πR2
(cd)(πR2

◦

f)(a).

(πR2
◦f)(ba) = πR2

(ecd) = πR2
(ec)πR2

(d) = πR2
(c)πR2

(d) = πR2
(cd)(πR2

◦

f)(a).

Consequently there exists a unique morphism ψ : Σ∗1/↔∗R1
−→ Σ∗2/↔∗R2

with ψ ◦ πR1
= πR2

◦ f .

Proposition 3.18

Let S1 = (Σ1,R1), S2 = (Σ2,R2) be two systems canonical and

f : Σ∗1 −→ Σ∗2 is a isomorphism of monoids where for all (r, s) ∈ R1 :

[f(r)]↔∗R2
= [f(s)]↔∗R2

and f(Irr(R1)) ⊆ Irr(R2), we have,

Σ∗1/↔∗R1

∼= Σ∗2/↔∗R2

Proof 3.19

We have for all (r, s) ∈ R1 : [f(r)]↔∗R2
= [f(s)]↔∗R2

, then for all

(r, s) ∈ R1 : (πR2
◦ f)(r) = (πR2

◦ f)(s), then there exists a unique

morphism ψ : Σ∗1/↔∗R1
−→ Σ∗2/↔∗R2

with ψ ◦ πR1
= πR2

◦ f .

Specifically the morphism ψ is defined by: ψ([x]↔∗R1
) = [f(x)]↔∗R2

.

We show that ψ is one-to-one: Let [x]↔∗R1
, [y]↔∗R1

∈ Σ∗1/ ↔∗R1
, since

S1 = (Σ1,R1) is canonical, then there exists u, v ∈ Irr(R1) such that

[x]↔∗R1
= [u]↔∗R1

and [y]↔∗R1
= [v]↔∗R1

.

We have ψ([x]↔∗R1
) = ψ([y]↔∗R1

)⇔ ψ([u]↔∗R1
) = ψ([v]↔∗R1

)⇔ [f(u)]↔∗R2
=
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[f(v)]↔∗R2
, since f(Irr(R1)) ⊆ Irr(R2) and S2 = (Σ2,R2) is canoni-

cal, we have f(u) = f(v), then u = v because f is one-to-one, which

shows that [x]↔∗R1
= [y]↔∗R1

.

Now we show that ψ is onto: since f is onto, then for all y ∈ Σ∗2, there

exists x ∈ Σ∗1 such that y = f(x), which to write [y]↔∗R2
= [f(x)]↔∗R2

=

ψ([x]↔∗R1
).

Finally:

Σ∗1/↔∗R1

∼= Σ∗2/↔∗R2

Example 3.20

Let S1 = (Σ1,R1) and S2 = (Σ2,R2) be two systems of rewriting,

where,Σ1 = { a}

R1 = { (aa, ε)}
and

Σ∗2 = N = < 1 >

R2 = { (0 + 0, 0), (0 + 1, 1), (1 + 0, 1), (1 + 1, 0)}

We consider the isomorphism of length

f : Σ∗1 −→ N

w −→ |w|

We have (πR2
◦ f)(aa) = πR2

(2) = πR2
(0) = (πR2

◦ f)(ε), and

Irr(R1) = { ε, a}, f(Irr(R1)) = { 0, 1} = Irr(R2).

Finally

Σ∗1/↔∗R1

∼= N/↔∗R2

In the following proposition we give a condition on the relation of a
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rewrite system to show that the congruence generated by this relation

is included in the syntactic congruence class of any word modulo con-

gruence associated morphism of monoids

Proposition 3.21

Let f : Σ∗ −→M be a monoids morphism and R is a binary relation

on a set Σ∗ such that for all (r, s) ∈ R, f(r) = f(s).

Then for all w ∈ Σ∗, the congruence generated by R is included in the

syntactic congruence of the equivalence class of w modulo Kerf , i.e

↔∗R⊆≡[w]ker f

Proof 3.22

Since for all (r, s) ∈ R, f(r) = f(s), we have R ⊆ Kerf , then

↔∗R⊆ Kerf .

Now we show that ↔∗R⊆≡[w]ker f
, let (u, v) ∈ Σ∗ × Σ∗ such that

u↔∗R v, we check that u ≡[w]ker f
, i.e,

for all (x, y) ∈ Σ∗ × Σ∗ : xuy ∈ [w]Kerf ⇔ xvy ∈ [w]Kerf .

We have xuy ∈ [w]Kerf ⇔ xuy ∈ ∪i∈I [ci]↔∗R, because

↔∗R⊆ Kerf ⇔ ∃i0 ∈ I such that xuy ∈ [ci0]↔∗R, then xuy ↔
∗
R ci0.

Furthermore u↔∗R v implies that xuy ↔∗R xvy.

We have:xuy ↔
∗
R ci0

xuy ↔∗R xvy
⇒ xvy ↔∗R ci0 then xvy ∈ [w]Kerf
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A similar argument shows that if xvy ∈ [w]Kerf then xuy ∈ [w]Kerf .

Finally

↔∗R⊆≡[w]ker f

Example 3.23

Let Σ = { a, b},R = { (ab, ba)} and

f : Σ∗ −→ N

f(u) = |u|

We have Σ∗/ ↔∗R= { [bman]↔∗R, (m,n) ∈ N × N} and for all w ∈

Σ∗, [w]Kerf = { x ∈ Σ∗ : |x| = |w|}.

Now we show that exists (p, q) ∈ N× N : u ↔∗R bpaq and v ↔∗R baaq,

there (|u|a = |v|a = q) and (|u|b = |v|b = p), we check that u ≡[w]Kerf

v, i.e, for all (x, y) ∈ Σ∗ × Σ∗ : xuy ∈ [w]Kerf ⇔ xvy ∈ [w]Kerf .

Let (x, y) ∈ Σ∗ × Σ∗, we have:

xuy ∈ [w]Kerf ⇔ |xuy| = |w| ⇔ |xvy| = |w| ⇔ xvy ∈ [w]Kerf ,

because (|u|a = |v|a = q) and (|u|b = |v|b = q).

Finally

↔∗R⊆≡[w]ker f

In the following proposition we give also a specific relation R on Σ∗

making the quotient monoid Σ∗/↔∗R a group.
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Proposition 3.24

Let Σ = { a1, ..., an} and R = { (aiai, ε), 1 6 i 6 n}.

We have the quotient monoid Σ∗/↔∗R is a group.

Proof 3.25

It suffices to show that every element of Σ∗/ ↔∗R is invertible, let

w = { ai1,...,aik} ∈ Σ∗/↔∗R.

We take ([w]↔∗R)−1 = [w̃]↔∗R, there w is the reverse of a word w, we

have [w]↔∗R · [w̃]↔∗R = [w̃]↔∗R · [w]↔∗R = [ε]↔∗R.

Example 3.26

Let Σ = { a} and R = { (aa, ε)}, we have Σ∗/↔∗R= { [ε]↔∗R, [a]↔∗R},

there

[ε]↔∗R = { w ∈ Σ∗ : |w| ≡ 0[2]} and [a]↔∗R = { w ∈ Σ∗ : |w| ≡ 1[2]}.

The Cayley table of Σ∗/↔∗R is defined as follows (see Table 1)

[ε]↔∗R [a]↔∗R

[ε]↔∗R [ε]↔∗R [a]↔∗R

[a]↔∗R [a]↔∗R [ε]↔∗R

We have the group Σ∗/↔∗R and (Z/2Z,⊕) are isomorphic.
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Chapter 4

The Public-key cryptosystems based on

Thue Monoid Morphism

Interpretation(TMMI)

4.1 Introduction

In this chapter, we are interested in the ATS-monoid protocol (pro-

posed by P.J. Abisha, D.G.Thomas and K.G Subramanian). To

build the ATS-monoid protocol, the idea is transform a system of Thue

S1 = (Σ,R) for which the word problem is undecidable in a Thue sys-

tem S2 = (∆,Rθ) with θ ⊆ ∆ ×∆ and Rθ = { (ab, ba) : (a, b) ∈ θ}

for which the word problem is decidable in linear time.

Content:

3.2 Word rewriting semi system.

3.3 The ATS-monoid protocol.

3.4 Security of ATS-monoid protocol.

3.5 Some attacks against ATS-monoid.
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4.2 Word rewriting semi system

Definition 4.1

A word rewriting semi system, also called a Thue semi system, is a

couple S = (Σ∗,R) where Σ a finite alphabet and R a binary relation

on the free monoid Σ∗. An element (r, s) of R is called a rewriting or

substitution rule. Applying any rule of the form rRs of S = (Σ,R)

to a word f containing the factor r consists in replacing r by s in

f . If there is no rule of S = (Σ,R) applicable to f , then f is said

to be irreducible or in normal form, we denote by Irr(R) the set of

irreducible elements of Σ∗.

Definition 4.2

Given two words u, v ∈ Σ∗, we say that v derives directly from u, and

we write u −→R v if, and only if, there exists a rule (r, s) of R i.e,

rRs and x, y ∈ Σ∗ such that:

u = xry and v = xsy

We say that v derives from u, and we denote by u −→∗R v, if there

exists a finite sequence of a words u0, u1, ..., un of Σ∗ such that,

u0 = u,

ui →R ui+1, ∀0 6 i 6 n− 1

and un = v.
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Definition 4.3

Let (Σ,R) be a rewrite semi-system. Deciding the equivalence of two

modulo ↔∗R is a classic problem called the word problem in a monoid

it’s therefore a matter of being given any two words w and w′ belonging

to Σ∗, deciding if there belong to the same equivalence class modulo the

congruence ↔∗R.

Theorem 4.4

Let u, v ∈ Σ∗, θ ⊆ Σ × Σ and a sub alphabet ∆ ⊆ Σ. We define,

P∆ : Σ∗ −→ ∆∗ by:P∆(σ) = σ, if σ ∈ ∆ and

P∆(σ) = ε, if σ /∈ ∆

Then :

u↔∗Rθ v ⇔

P{σ}(u) = P{σ}(v) for all σ ∈ Σ and

P{σ,µ}(u) = P{b}(v) for all (σ, µ) /∈ θ

4.3 The ATS-monoid protocol

The ATS-monoid protocol. P.J. Abisha, D.G. Thomas and

K.G.Subramanian, used the theorem of R, Cori and D. Perrin,

to build the ATS-monoid protocol.

Definition 4.5

The idea of ATS-monoid protocol is transform a system of Thue S1 =
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(Σ,R) for which the word problem is undecidable in a Thue system

S2 = (∆,Rθ) with θ ⊆ ∆ × ∆ and Rθ = { (ab, ba) : (a, b) ∈ θ} for

which the word problem is decidable in linear time.

• Public-Key (pK): A Thue system S1 = (Σ,R) and two words w0, w1

of Σ∗. (Σ,R, w0, w1) constitute a public-key.

• Secret-Key (sK): A Thue system S2 = (∆,Rθ) where ∆ an alphabet

of size smaller than Σ, a morphism h from Σ∗ to ∆∗, such that for all

(r, s) ∈ R:(h(r), h(s)) ∈ { (ab, ba), (ba, ab)}; for a pair (a, b) ∈ θ, or

h(r) = h(s)

Therefore,

for all u, v ∈ Σ∗, u↔∗R v ⇒ h(u)↔∗Rθ h(v)

Thus if h(u) and h(v) are not equivalent with respect to ↔∗Rθ, then u

and v are not equivalent with respect to ↔∗R.

And, we also we have two words x0, x1 of ∆∗ such that x0 ↔∗Rθ
h(w0), x1 ↔∗Rθ h(w1) with h(w0) and h(w1) are not equivalent with

respect to

↔∗Rθ .(∆,Rθ, h ∈ Hom(Σ∗,∆∗)) constitute a secret-key.

• Encryption : for encrypt a bit b ∈ { 0, 1}, Alice chooses a word c

of Σ∗ in the equivalent class of wb with respect to ↔∗R, i.e, c ∈ [wb]↔∗R

where [wb]↔∗R denotes the equivalence class of wb with respect to ↔∗R
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and then sent to Alice.

• Decryption : Upon receipt of a word c of Σ∗, Bob calculated h(c) ∈

∆∗, since c↔∗R wb and according to the result for all u, v ∈ Σ∗, u↔∗R
v ⇒ h(u)↔∗Rθ h(v) we have h(c)↔∗Rθ h(wb), for example if h(c)↔∗Rθ
x0 the message is decrypted 0.

Example 4.6

• Public-Key (pK):

Σ = { σ1, σ2, σ3, σ4}

R = { (σ2σ3, σ3σ2), (σ2σ4, σ4σ2), (σ1σ3, σ3σ1)}

w0 = σ1σ2σ4σ3σ1σ2σ3σ4.

w1 = σ2σ4σ3σ4σ2σ1.

• Secret-Key (sK):

∆ = { a, b, c}, θ = { (a, b), (a, c)} and h : Σ∗ −→ ∆∗ is defined by:

h(σ1) = ε, h(σ2) = a, h(σ3) = b, h(σ4) = c.

We have Rθ = { (a, b), (a, c)}, h(w0) = x0 = acbabc and h(w1) =

x1 = acbca.

Now we verify the following conditions:

1. h(w0) and h(w1) are not equivalent with respect to ↔∗Rθ.
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2. for all (r, s) ∈ R :(h(r), h(s)) ∈ { (ab, ba), (ba, ab)}; for a pair (a, b) ∈ θ, or

h(r) = h(s)

For condition 1. Just use the theorem of R. Cori and D. Per-

rin, we have P{b}(h(w0)) = P{b}(acbabc) = bb and P{b}(h(w1)) =

P{b}(acbca) = b, then h(w0) and h(w1) are not equivalent with respect

to ↔∗Rθ.

For condition 2. we haveR = { (σ2σ3, σ3σ2), (σ2σ4, σ4σ2), (σ1σ3, σ3σ1)}

then,

(h(σ2σ3), h(σ3σ2)) = (ab, ba) ∈ Rθ

(h(σ2σ4), h(σ4σ2)) = (ac, ca) ∈ Rθ.

(h(σ1σ3), h(σ3σ1)) = (b, b) (we have h(σ1σ3) = h(σ3σ1)).

Therefore:

for all u, v ∈ Σ∗, u↔∗R v ⇒ h(u)↔∗Rθ h(v)

• Encryption:

For example, for encrypt the 0, Alice chooses a word c of { σ1, σ2, σ3, σ4}∗

in the equivalence class of w0 with respect to ↔∗R, i.e, c ∈ [w0]↔∗R

where [w0]↔∗R denotes the equivalence class of w0 with respect to ↔∗R,

and then sent to Bob.

We have:

w0 = σ1σ2σ4σ3σ1σ2σ3σ4 ↔∗R σ1σ4σ2σ3σ1σ2σ3σ4 ↔∗R σ1σ4σ3σ2σ1σ2σ3σ4.
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We choose c = σ1σ4σ3σ2σ1σ2σ3σ4

• Decryption:

Upon receipt of a word c of { σ1, σ2, σ3, σ4}∗, Alice calculated h(c) =

h(σ1σ4σ3σ2σ1σ2σ3σ4) = cbaabc ∈ { a, b, c}∗, Now using the theorem

of R. Cori and D. Perrin, such that h(c)↔∗Rθ h(w0).

We have:

P{a}(h(c)) = P{a}(h(w0)) = aa

P{b}(h(c)) = P{b}(h(w0)) = bb

P{c}(h(c)) = P{c}(h(w0)) = cc.

then for all σ of { a, b, c}, P{σ}(h(c)) = P{σ}(h(w0)). In addition it

is verified that P{σ,µ}(h(c)) = P{σ,µ}(h(w0)), for all (σ, µ) /∈ θ, we have

complementary of θ is C∆×∆θ = { (a, a), (b, a), (b, b), (b, c), (c, a), (c, b), (c, c)},

then P{b,c}(h(c)) = P{b,c}(h(w0)) = cbbc.

Finally h(c)↔∗Rθ h(w0) = x0 and the word is decrypted 0.

4.4 Security of ATS-monoid protocol

An attack against ATS-monoid does not allow to find exactly the

Secret-Key. We will get rather a key that is equivalent to it in the

following direction:

We say that (∆′,Rθ, h
′ ∈ Hom(Σ∗,∆′∗)) is an equivalent key to the

Secret-Key(∆,Rθ, h ∈ Hom(Σ∗,∆∗)) if any message encrypted with

the Public-Key (Σ,R, w0, w1) can be decrypted with (∆′,Rθ, h
′ ∈

Hom(Σ∗,∆′∗)).
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This is the case for example if (∆′,Rθ, h
′ ∈ Hom(Σ∗,∆′∗)) checks the

following three conditions :

1. h′ is non trivial and |∆′| 6 |Σ|.

2. for all (r, s) ∈ R(h′(r), h′(s)) ∈ { (ab, ba), (ba, ab)}; for a pair (a, b) ∈ θ, or

h(r)′ = h′(s)

3. h′(w0) et h′(w1) are not equivalent with respect to ↔∗R′θ .

• Now we recall some keys that are equivalent to the Secret-Key

(∆,Rθ, h ∈ Hom(Σ∗,∆∗)).

1. If h(Σ) = { h(σ), σ ∈ Σ} and θ′ = θ ∩ h(Σ)× h(Σ). Then :

(h(Σ),Rθ′, h ∈ Hom(Σ∗,∆∗)) is an equivalent key to the Secret-Key

(∆,Rθ, h ∈ Hom(Σ∗,∆∗)).

2. If |∆′| = |∆|, i ∈ Iso(∆∗,∆′∗) and i(θ) = { (i(a), i(b)), (a, b) ∈ θ}.

Then, (∆′,Ri(θ), i ◦ h ∈ Hom(Σ∗,∆′∗)) is an equivalent key to the

Secret-Key (∆,Rθ, h ∈ Hom(Σ∗,∆∗)).

• Now describe a general attack against the ATS-monoid protocol. In

the first time we notice that a key (∆′,Rθ′, h ∈ Hom(Σ∗,∆′∗)) equiv-

alent to the Secret-Key (∆,Rθ, h ∈ Hom(Σ∗,∆′∗)) is independent of

alphabet ∆, the only thing that matters is the size of ∆.

On the other hand, we observe that the relation Rθ′ is easily deduced

from the knowledge of h′ ∈ Hom(Σ∗,∆′∗).

Then for a Public-Key (Σ,R, w0, w1) there is a algorithm noted by
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Algo-ATS-monoid which returns an equivalent key to the Secret-Key

(∆,Rθ, h ∈ Hom(Σ∗,∆∗)) to complexity |R|
∑i=k

i=1(i + 1)|Σ|, with

k = |∆|.

Algorithm-ATS-monoid

Data: (Σ,R, w0, w1), Public-Key(pK) of ATS-monoid protocol.

Result: (∆i,Rθi, hi ∈ Hom(Σ∗,∆∗i )), equivalent key to the Secret-

Key.

While i, 1 6 i 6 |Σ| Do

∆i is any alphabet of i lettres

While hi ∈ Hom(Σ∗,∆∗i ) Do

θi ←− ∅

While (r, s) ∈ R Do

Calculate hi(r) and hi(s)

If hi(r) 6= hi(s) Then

If hi(r) = ab and hi(s) = ba, for a, b ∈ ∆i Then

If (a, b) /∈ θi then θi ←− θi ∪ { (a, b)}

If no choose another morphism, i.e. Return to the second loopWhile

End If

End While

If hi(w0) and hi(w1) are not equivalent modulo ↔∗Rθi Then

Return (∆i,Rθi, hi ∈ Hom(Σ∗,∆∗i ))

End While

End While
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4.5 Some attacks against ATS-monoid

In this section we give some attacks against ATS-monoid that is to

say in each case we return equivalent key to the Secret-Key of this

protocol.

Corollary 4.7

Let (Σ,R, w0, w1) be a Public-Key of ATS-monoid protocol.

If ∀(r, s) ∈ R, |r| = |s|, then (∆1 = { a},Rθ = ∅, h1 ∈ Hom(Σ∗,∆1))

where for all σ ∈ Σ, h1(σ) = a, is an equivalent key to the Secret-Key

Proof 4.8

The Key (∆1 = { a},Rθ = ∅, h1 ∈ Hom(Σ∗,∆1)) where for all σ ∈

Σ, h1(σ) = a, checked the following three condition:

1. The morphism h1 is not trivial because for all σ ∈ Σ, h1(σ) = a 6= ε.

2. ∀(r, s) ∈ R, h1(r) = h1(s) = (a)|r| = (a)|s|.

3. If Rθ = ∅, then ↔∗Rθ= IΣ∗ consequently h1(w0) and h1(w1) are not

equivalent modulo ↔∗Rθ since h1(w0) 6= h1(w1). then (∆1 = a,Rθ =

∅, h1 ∈ Hom(Σ∗,∆∗1)) is an equivalently key to the Secret-Key.

Corollary 4.9

Let (Σ,R, w0, w1) be a Public-Key of ATS-monoid protocol. There

exist (r, s) ∈ R, |r| 6= |s|, then (∆1 = a,Rθ = ∅, h1 ∈ Hom(Σ∗,∆∗1))

where h1(Σ) = { a, ε} is an equivalent key to the Secret-Key.
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Example 4.10

Public-Key:

Σ = { σ1, σ2, σ3, σ4}.

R = { (σ1σ3, σ3σ1), (σ1σ4, σ4σ1), (σ2σ3, σ3σ2), (σ2σ4, σ4σ2), (σ5σ3σ1, σ3σ5σ1)}.

w0 = σ4σ2σ4σ3σ4σ2σ3σ4, w1 = σ2σ4σ3σ4σ2σ1.

The key (∆1 = { a},Rθ = ∅, h1 ∈ Hom(Σ∗,∆∗1)) or h1(σ1) =

h1(σ3) = ε, h1(σ2) = h1(σ4) = h1(σ5) = a is verified the following

conditions:

1. The morphism h1 is non trivial.

2. ∀(r, s) ∈ R, h1(r) = h1(s).

3. We have h1(w0) = a6 and h1(w1) = a4 and like ↔∗Rθ= I∗Σ,

then h1(w0) and h1(w1) are not equivalent with respect to ↔∗Rθ. then

(∆1 = { a},Rθ = ∅, h1 ∈ Hom(Σ∗,∆∗1)) is an equivalent key to the

Secret-Key.

Corollary 4.11

Let (Σ,R, w0, w1) be a Public-Key of ATS-monoid protocol.

If there exist σk of the alphabet Σ such that for all (r, s) ∈ R, |r|σk =

|s|σk = 0, then (∆1 = { a},Rθ = ∅, h1 ∈ Hom(Σ∗,∆∗1)) or for all

σ ∈ Σ with σ 6= σk, h1(σ) = ε and h1(σk) = a, is an equivalent key to

the Secret-Key.
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Proof 4.12

The key (∆1 = { a},Rθ = ∅, h1 ∈ Hom(Σ∗,∆∗1)) is checked three

conditions:

1. The morphism h1 is non trivial. because h1(σk) = a 6= ε.

2. ∀(r, s) ∈ R, h1(r) = h1(s) = ε.

3. If Rθ = ∅, then ↔∗Rθ= IΣ∗, so it must verify that h1(w0) 6= h1(w1).
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Conclusion

After some preliminary notions and notations, we presented the free

monoid and its properties. we also gived the closure of relation, the

congruence generated by a relation and some properties of presentation

by generators and relation.

Finally, we are interested in the word rewriting semi system and we

studied the public key cryptosystems security of ATS-monoid protocol

and some attacks against ATS-monoid.
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 الملخص 

موضوعها حول نظرية العلاقات على نصف   رياضيات متقطعةجبر و  هذه مذكرة ماستر

الزمرة الحرة وتطبيقاتها على أنظمة التشفير ذات المفاتيح المعلنة في هذا العمل قمنا 

   : بدراسة مايلي 

 أولية لنصف الزمرة الحرة .م مفاهي 

  المجموعات الجزئية لنصف الزمرة الحرة. 

  علاقات .ف الزمر بواسطة مولدات وانصأتمثيل بعض 

  نظام التشفير ذات المفاتيح المعلنة في نصف الزمرة الحرة. 

 :   الكلمات المفتاحية

 .مولدة بعلاقة  ؤعلاقة التكاف –الكلمات واللغات  –نصف الزمرة الحرة 

Résumé : 

Ce mémoire de master Algèbre et  Mathématique Discrète s’inscrit 

dans la théorie des relations sur le monoïde libre et ses 

applications  à la cryptographie à clé public.  Dans ce travail,  nous 

avons étudié les points suivants :  

 Notions  élémentaires sur le  monoïde libre. 

 Les langages du monoïde libre. 

 Présentation de quelques monoïdes par générateurs et 

relations. 

 Le crypto système à clé public basé sur le problème du mot 

dans un monoïde libre 

Mots clés : 

Monoïde libre, mots et langage, La fermeture d’une relation binaire. 

 



Abstract : 

This memory of master degree Algebra and  discrete  mathematics 

lies within the theory of relation on free monoid and its applications 

in public key cryptography. In this work,  we studied the following 

points  : 

 Elementary notions on free monoid . 

 The languages of free monoid . 

 Presentation of monoid by generators and relations. 

 The public key cryptosystems based on Thue Monoid 

Morphism Interpretation (TMMI). 

Key words : 

Free monoid, words and languages,  the closure of a binary relation  

 


	Notation
	Introduction
	Preliminaries
	Introduction 
	Semi-group
	Congruence on a semi-group
	Homomorphism of semi-group

	Monoid
	Submonoid
	Congruence on a monoid 
	Homomorphism of monoid
	Action of a monoid on a set

	The Public key cryptography

	Free monoid 
	Introduction
	Free monoid
	Words and languages
	Syntactic monoids

	Presentation of monoid by generators and relations 
	Introduction 
	Closure of relation
	Congruence generated by a relation
	Some properties of presentation by generators and relations

	The Public-key cryptosystems based on Thue Monoid Morphism Interpretation(TMMI)
	Introduction 
	Word rewriting semi system
	The ATS-monoid protocol
	Security of ATS-monoid protocol
	Some attacks against ATS-monoid

	Conclusion
	References

