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General introduction

General introduction:

Due to the dramatic increase in high data rate services and in order to meet the
demands of the fifth-generation (5G) networks [1], Visible light communication (VLC)
has been proposed as an alternative standard to radio-based wireless networks. Because
of its physical characteristics, and in line with the slogan "what you see is what you
send”, VLC is considered a secure communication method [2]. where it refers to
wireless communications using a spectral range from 380 to 780 nm for the
transmission of information This type of communication has several advantages respect
to the RF wireless communications, such as free use of the visible spectrum, increased
security in communication, the bandwidth 300THz and null electromagnetic
interference.

In VLC, the receiver receives the signals, if it is opposite the transmitter face to
face, or they cannot receive any information from the transmitters if they are in a
different direction, this is what shows security immunity in wireless communication
to the security issues. also we can use visible light for lighting and communication both.
Due to the advantages of VLC, it can become a related wireless communication
technology that meets all kinds of future applications like in GPS, transportation system
(vehicle to vehicle V2V and infrastructure to vehicle 12V....), smart cities and smart
homes, visible light ID system, hospitals, airports, and in smart phone etc.

This thesis is divided into three chapters, the first one introduces the visible light
communication technology, all main standardizations of this type of communication,
its system and thus its advantages are detailed. The different types of applications of
this technology applied to the visible domain are also illustrated. The second chapter
focuses on key management protocol for wireless devices, Device pairing methods
and protocols in wireless communication are the points studied in this chapter, some
were also shown devices pairing using visible light communication. The last chapter
is devoted to putting the subject into practice. That is, the design of a visible light
communication system using two wireless devices, used respectively for transmission
and reception.

This thesis ends with a general conclusion on the work carried out, as well as on the
various perspectives offered by all the results obtained.

Background and problem motivation:

Users often wish to configure two devices to communicate over a secret and
authentic channel to exchange sensitive documents or personal messages. This is
attainable via a dedicated physical connection such as a cable. However, today’s
devices increasingly feature convenient, wireless communication interfaces (e.g.,
802.11, Bluetooth, and WiMAX). Unfortunately, wireless communication is invisible
to humans, rendering it vulnerable to Man-In-The-Middle (MITM) attacks. A MITM
attack takes place when Alice and Bob believe they are communicating with each
other, when in fact they are both communicating with Charlie, who is able to monitor,

1



General introduction

modify, inject, suppress, or otherwise tamper with Alice and Bob’s intended
communication without their knowledge. [3]

So the challenge lies in achieving the highest level of security in wireless
communications, which has become an important aspect of daily life.

Overall aim:

This thesis concentrates on sharing a Secret key using visible light, where the LED
use as transmitter and light sensor as receiver (photo detector), As an effort to achieve
a required level of safety and the exploitation of light in communication, not just
lighting.

An attempt is also made, in this thesis, to implement a small application mobile using
visible Light.

Concrete and verifiable goals:

The goals of this thesis are listed as follows:

v’ generate a symmetric key by using Password-Based Key Derivation Function
PBKDF

v" Send key (bits) using LED-camera
v' Detect key (bits) using the sensor of a smartphone.



Chapter 01.:

Visible Light Communication and its
applications
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1.1 Introduction:
Now, the mobile data traffic is increasing drastically. This increase is due to the
increase in number of devices accessing the mobile network.

Further, the online social service such as Facebook, WhatsApp and Twitter also
increases the mobile data traffic. Beyond this, interference is another important issue in
radio communication. According to Federal Aviation Administration (FAA), the use of
mobile phones on aircraft causes interference with communication and navigational
systems. The Federal Communication Commission (FCC) states that the mobile phones
on aircraft will cause interference with ground system towers. One of the major need
of any wireless communication system is that it should have very low latency. There is
also a security issue in case of radio frequency communication techniques due to the
penetration of waves through walls.

The increase in the transmission power of RF waves beyond a certain limit results in
risks to human health. There is also power inefficiencies in case of RF communication
due to the requirement of a separate setup for communication of the RF waves. [4]

Due the drawbacks of the RF communication systems, it was imperative to design
new communication technology. Visible Light Communication (VLC) is a preferred
communication technique because of its high bandwidth and immunity to interference
from electromagnetic sources.

In this chapter, we introduce the VLC technology, standardization, system, and some
of its applications.

1.2 Visible Light Communication(VLC):

The visible light communication (VLC) refers to the communication technology
which uses the visible light source as a signal transmitter, the air is used as the
transmission medium, and the appropriate photodiode as a signal-receiving
component. Visible light should be considered as the medium for wireless
transmission because it has few advantages over other standard wireless
transmissions. LED’s can be switched on and off faster, which helps for data
transmission. To encode data in the light can be done by varying the rate at which the
light flickers ON and OFF to give different strings of 1s and 0s. The intensity of the
light is modulated so rapidly that human eye cannot detect, so the output appears to
be constant. The photo detector at receiver side receives different strings of 1s and 0s
and receiver decodes it in its original form. This data then can be saved to receiver
device. In this way, data can be transferred from one computer to another computer.

[5]
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1.2.1 Visible light:

Visible light is the form in which electromagnetic radiation with wavelengths in a
particular range is interpreted by the human brain:

v Visible light is comprised of visually perceivable electromagnetic waves.

v The visible spectrum covers wavelengths from 380 nm to 750 nm [6]
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Figure 1.1. VLC Frequency Spectrum. [31]
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1.3 Standardization of VLC:

To regulate transmission in VLC technology, the Institute of Electrical and
Electronics Engineers (IEEE) working group IEEE 802.15.7, proposes schemes and
techniques. The IEEE 802.15.7standard devises the physical layer (PHY) of VLC
technology in three parts: PHY I, PHY Il and PHY Il specific modulation schemes and
coding techniques are dedicated to each of these layers. PHY | operates from11.67 kb/s
to 266.6 kb/s, PHY Il operates from 1.25 Mb/s to 96 Mb/s, and PHY 111 operates from
12 Mb/s to 96 Mb/s. PHY 111, dedicated to multiple optical sources using CSK. PHY |
and PHY 11 use schemes such as OOK and VPPM. In Japan, VLCC proposes to use
VPPM to implement communication systems in VLC technology. The VLCC member
includes the following: Nippon Electric Company (NEC) Corporation, Panasonic,
Toshiba Corporation, Samsung Electronics, Casio Computer, Nakagawa Laboratories,
and Sharp Corporation. The activities of the VLCC consortium are to develop standards
for VLC technology. In Europe, the Wireless World Research Forum (WWRF) also
works on VLC technology. Its working group 5 is in charge of investigating the VLC
environment. [7]

1.4 VLC system:

All VLC systems consists of two common parts namely the transmitter and the
receiver. These two parts generally have three layers, namely physical layer, MAC layer
and application layer. The layered architecture of VLC system is shown in figurel.2. In
IEEE 802.15.7, only two layers (such as PHY and MAC) are defined for simplicity [4]:
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3\
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IEEE 802.15.7
Figure 1.2. Layered architecture of VLC. [4]

1.4.1 Mac layer:
the tasks performed by Medium Access Control (MAC) layer include:

Mobility support.

Dimming support.

Visibility support.

Security support.

Schemes for mitigation of flickering.

Color function support.

Network beacons generation if the device is a coordinator.
VPAN disassociation and association support.

Providing a reliable link between peer MAC entities.

NN N N NN

The MAC layer support topologies like peer-to-peer, broadcast and star [4].

star peer-to-peer broadcast

/NN

Figure 1.3. IEEE 802.15.7(VLC) topologies. [15]

1.4.2 Physical layer:
The main functions of physical layer include providing physical specification of the

device and the relationship between the device and the medium. Figure 1.4 shows the
typical physical layer system model of VLC.

First, the input bit stream is passed through a channel encoder. The most commonly
used channel encoders are linear block codes, convolutional codes and turbo codes. The
channel encoded bit stream is then passed through a line encoder to produce a line

6



h r1- Visible Ligh mmunication and i lication

encoded bit stream. Then it passes through a modulation module. The most commonly
used modulation techniques include ON-OFF Keying, PPM and PWM. Finally, the data
is fed to the LED or LD for transmission through the optical channel. The bidirectional
transmission of VLC (using of one of RGB LED by transmitter and a color filter by
receiver) system utilizes Wavelength Division Multiplexing (WDM) and Subcarriers
Multiplexing (SCM). [4]

|nPUt Channel

Bits Encader Line Encoder —*| Modulation LED/LD ﬂ

Optical
Channel

b

UUtpUT Channel

Bits — Decoder = Line Decoder p— Demodulation

Photo Diode

F Y

Figure 1.4. Typical physical layer system model of VLC. [15]

1.4.2.1 Coding and decoding Turbo Code:

Turbo codes are a class of concatenated and compound codes that use convolutional
codes as their constituent codes. Specifically, a turbo codes consists of two Recursive
Systematic Convolutional (RSC) codes with a (random) interleaver in between. The
interleaver will re-shuffle the input symbols d« to break up the low-weight error events
from the first branch. the encoder of a typical turbo code is shown below:

dy dy

RSC
»
Encoder 1 Combination | Yk
X1k (puncture) >
Interleaver

RSC
—_—
Encoder 2 -
di

Figure 1.5. Turbo Code Encoder. [8]

The generator matrix for the two RSC encoders can be either the same or the different
but is usually the same for simplicity purpose. In Figure 1.5. dk represents the
sequence of the input symbols, which comes in three replicas. The first replica stream
goes directly to the output, i.e., it becomes the systematic part of the turbo code word.
The second replica stream enter the first RSC encoder produces a coded sequence,
denoted as Xik. At the same time, the third replica stream will go into the interleaver

and be re-shuffled to dic. The “interleaved” stream then goes to the second RSC
encoder and generates coded sequence Xak. The entire code word for the turbo code

7
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consists of the systematic part and the outputs from both RSC codes and the three
parts are usually multiplexed together. [8]

The key advantage for a turbo coding system is the decoding method. A turbo code
uses an iterative algorithm and a soft-input-soft-output (SISO) decoding model. This
soft-iterative paradigm has proven to be extremely effective. It provides near-optimal
decoding capability with a manageable complexity. Since hard decoding presents only
two-level quantized decision without supplying the reliability information, SISO sub-
decoders are necessary in order for the iterative decoder to maximally extract the gains
from both sub-decoders and to refine and improve the decoding result one iteration
after another. Like any iterative system, we expect to see diminishing returns of the
decoding gain after several decoding iterations. The basic decoding structure can be
shown as following:

External Message

| Deinterleaver 1 }4

External Message

z. —»| Decoder1 »| Interleaver »| Decoder 2
. ' "
v d.
Deinterleaver 2 ‘ >
Y

Figure 1.6. Turbo Code Decoder. [8]

The decoding system consists of 2 sub-decoders corresponding to the two
component RSC codes, 2 de-interleavers and 1 interleaver. Zxand Yikand Yrefer to
the received sequence from the channel. Specifically, Zx is the noise-corrupted version
of the systematic subsequence. Y1k and Yakcorrespond, respectively, to the noisy
version of the parity subsequence from RSC1 and RSC2. Decoder 1 and 2 are the
SISO sub-decoders corresponding respectively to RSC1 and RSC2.In each decoding
iteration, each sub-decoder will output three parts of soft messages: system message,
a priori message and extrinsic message. These soft messages take the form of log-
likelihood ratio(LLR). Extrinsic message will be passed through the interleaver/de-
interleaver 1, to the other sub-decoder as the priori message. If the system is well
designed, then one expects to see noticeably improved perform through iterations.
After a few iterations, usually 4 to Stiterations, the performance will reach the point
of diminishing return, and this is where the turbo decode can stop. Please note that the
total soft-output information (in the form of LLR) must combine the extrinsic
information from both sub-decoders. [8]
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1.4.2.2 Modulation techniques:

With comprehension of signal loss due to the distance range occurred is considered
as path-loss, environmental noises, and signal to noise ratio (SNR). Various
modulation schemes are used in VLC. The most prominent difference in VLC and RF
technology is the VLC could not be encoded over phase and amplitude. It implies that
phase and amplitude encoding cannot be employed in VLC. In VLC system, encoding
is done through the intensity of light waves. The demodulation relies upon the direct
detection of the data receiver. The intensity modulation is also known as direct
detection modulation. [9]

Intensity Modulation (IM) is usually considered to be the most appropriate
modulation technique for VLC. IM implies to modulate the desired waveform onto
the instantaneous power of the carrier. The receiver extracts the data from the
modulated light beam by using Direct Detection (DD). The photodetector generates a
current proportional to the incident power. This current is thus transformed into a
voltage by a trans impedance circuit and then the signal is processed through several
filters and amplification stages until the data signal is reconstructed [10]. The
modulation schemes VLC achieved higher data rates and convene the necessities of
visible light to humans [9]. They are organized regarding the number of channels
(carriers).

VLC Modulations
Schemes

! ! —

SCmM MCM Other
Modulations

— 00K
L OFDM CSK

VLC: visible light OFDM: orthogonal frequency
[ EEM communication modulation
SCM: single carrier modulation M-PPM: M-ary pulsc position
>  M-PPM OOK: on-off-keying modulation
PWM: pulse width modulation VPAPM: variable pulse amplitude
PPM: pulse position modulation position modulation
> Y OOK VOOK: variable on-off keying PWM: PPM: pulse position
modulation
VPAPM | CSK: Color shift keving

Figure 1.7. The modulation techniques VLC organized by the number of channels
(carriers). [9]
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a) The single carrier modulation:

v On Off Keying:

OOK is one of the well-known and simple modulation schemes, and it provides
a good trade-off between system performance and implementation complexity. The
802.15.7 standard uses Manchester Coding to ensure the period of positive pulses is
the same as the negative ones but this also doubles the bandwidth required for OOK
transmission. Alternatively, for higher bit rates run length limited (RLL) coding is
used which is more spectrally efficient. OOK dimming can be achieved by:

v" Refining the ON/OFF levels:

Dimming through refining the ON/OFF levels of the LED can maintain the same
data rate, however, the reliable communication range would decrease at low dimming
levels.

v" Applying symbol compensation:
dimming by symbol compensation can be achieved by inserting additional ON/OFF
pulses, whose duration is determined by the desired dimming level.

On off keying (OOK) means the simplest form of amplitude-shift keying (ASK)
modulation that represents digital data as the presence or absence of a carrier wave.
The data is conveyed by turning the LED off and on (shown in Figure 1.8). In its
simplest form a digital ,,1* is represented by the light ,,on” state and a digital ,,0° is
represented by the light “off™ state. The beauty of this method is that it is simple to
generate and decode. As the maximum data rate is achieved with a 50% dimming
level assuming equal number of 1sand 0Os, increasing or decreasing the brightness of
the LED would cause the data rate to decrease. [11]

CLOCK L

DATA 1 0 1 0 0

—h

)

MANCHESTER

ENCODED | |
DATA

Figure 1.8. OOK modulation scheme using Manchester Coding. [11]

v" PPM and VPPM:

L-PPM (in short PPM) as OOK is one of the simplest and intuitive form of
modulation to transmit a signal in VLC.L-PPM, pulse position modulation is based
on the position of the pulse inside the symbol. The symbol time Ts is divided in many
time slots L. The position of the pulse is the value of the symbol. [12]

10
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The duration of the period containing the pulse must be long enough to allow
different positions to be identified, e.g. a “0* is represented by a positive pulse at the
beginning of the period followed by a negative pulse, and a “1* is represented by a
negative pulse at the beginning of the period followed by a positive pulse. When
there is no requirement for lighting or indicating, SCPPM (Sub-Carrier PPM) is used
in order to save energy. [11]

I T e oy

- ’I . PPM
-»
0

The L-PPM is very simple to implement. It has very little susceptibility to LED non-
linearity because it has only two amplitude levels. It has no flickering because every
symbol is represented with the same power. In this way, the average intensity of the
modulation is the same for each symbol. Moreover, the PPM dimming level can be
adjusted simply by varying the duty cycle of the pulse, this variant is called variable
pulse position (VPPM). [12]

Variable pulse position (VPPM) is a dimming variant of PPM. The idea is to change
the time duration of the pulse according to the incoming signal intensity in order to
deal with dimming: changing the time duration of the pulse means changing the duty
cycle of the signal and consequently its average power and brightness. In this way,
the user can change the illumination level of the room. This technique presents some
problem of flickering. Changing the energy of the symbol can bring to large variations
of the signal’s intensity. [12]

- > o > o> S > o > > o>
0 1

1 1 1 0

Figure 1.9.PPM example. [31]

t 0 3 0 ? 1 ?

80%

60%

80%

bncrcccsmncblaccscnccnlacccana

BRIGHTNESS

20%

N
B
w
S

0 ¥

Figure 1.10. Variable Pulse Position Modulation to support dimming. [12]
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b) The multi carrier modulation:

For high-speed optical wireless communication, efforts are drawn to multi-carrier
modulation (MCM). Compared with SCM, MCM is more bandwidth-efficient but
less energy-efficient. [11]

v OFDM (Orthogonal Frequency-Division Multiplexing):

OFDM is a method of encoding digital data on multiple carrier frequencies. This is
a new approach to transmission in which an additional dimension is added to
conventional 2D amplitude/phase modulation (APM) techniques such as quadrature
amplitude modulation (QAM) and amplitude shift keying (ASK). Unlike the
traditional OFDM technique, the Sub-Carrier Index Modulation Orthogonal
frequency-division multiplexing technique splits the serial bit stream into two-bit sub-
streams of the same length. The key idea is to use the sub-carrier index to convey
information to the receiver.

As a result, the OFDM-generated signal is complex and bipolar by nature. In order
to fit the IM/DD requirement imposed by commercially available LEDs, necessary
modifications to the conventional OFDM techniques are required for Li-Fi.
Asymmetrically clipped optical OFDM (ACO-OFDM) is another type of optical
OFDM scheme where, as well as imposing Hermitian symmetry, only the odd
subcarriers are used for data transmission and the even subcarriers are set to zero.
Therefore, the spectral efficiency of ACO-OFDM is further halved. Since only a small
DC bias is required in ACO-OFDM, it is more energy-efficient than DCO-OFDM. To
incorporate dimming support into optical OFDM, reverse polarity optical OFDM
(RPO-OFDM) was proposed to combine the high rate OFDM signal with the slow
rate PWM signal, both of which contribute to the overall illumination of the LED.As
an alternative to ACO-OFDM, flip-OFDM and unipolar OFDM (U-OFDM) can
achieve comparable bit error ratio (BER) performance and spectral efficiency. A
novel modulation scheme, named enhanced unipolar OFDM (eU-OFDM), allows a
unipolar signal generation without additional spectral efficiency loss as in ACO-
OFDM, PAM-DMT, flip-OFDM and U-OFDM. Recently, an alternative to OFDM
has been proposed, which uses the Hadamard matrix instead of the Fourier matrix as
an orthogonal matrix to multiplex multiple data streams. [11]

¢) Other modulation:

v" Color shift keying (CSK):

CSK is an IM scheme outlined in IEEE 802.15.7, where signals are encoded into
color intensities emitted by red, green and blue (RGB) LED:s.

In CSK, incoming bits are mapped on to the instantaneous chromaticity of the
colored LEDs while maintaining constant average perceived color. By combining
different colors of light, the output data can be carried by the color itself and hence

12
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the intensity of the output can be near constant. Mixing of RGB primary sources
produces different colors, which are coded as information bits. The x-y chromaticity
diagram shows the color space and associated wavelengths in blue text (units are nm).
The advantages of CSK over conventional IM schemes are twofold. Firstly, since a
constant luminous flux is guaranteed, there would be no flicker effect over all
frequencies.

Secondly, the constant luminous flux implies a nearly constant LED driving current,
which reduces the possible inrush current at signal modulation, and thus improves
LED reliability. Based on CSK, metameric modulation (MM) was developed and it
can achieve higher energy efficiency and provide further control of the color quality,

however, with the disadvantage of this system is the complexity of both the
transmitter and the receiver. It requiring an additional and independently controlled
green LED. [11]

(LR

O
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Figure 1.11. RGB LEDs that combines different wavelengths for CSK. [11]
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The table 1.1 is summarized comparison between different modulation techniques.

Table 1.1. Comparison of different modulation techniques. [11]

PARAMETERS 00K PPM OFDM CSK

Bit rate, Rb 1x10° 1x10° : 20mbps

Power Effictency(Ep) | Low High Moderate Low

No. of bits or bit|10° M=3 256(Number of

resolution n(M) subcarriers)

Spectral Efficiency(Es) | High Low High Moderate

Samples per symbols | 10 250 128(Number of | number of samples (up to 25)
symbols)

Bit duration, Tb 10° 10° ;

System Complexity | Low Moderate | High High

EbNo 1:10 -10:5 [0:1:15) .

Sampling time, T 10- 0375%10° |- oversampling rate of 25

samples per symbol

More than VLC technology is part of the set of optical wireless communications
(OWC). Hence, the physical optical principles can apply to the VLC systems. In fact,
the carrier in VLC is the visible rays used for illumination. VLC typically
characterized by a non-negative and non-coherent signal transmission. It respects the
communication principle in which three main parts are considered: a transmitter, a
channel and a receiver. For a system corrupted by the additive white Gaussian noise
(AWGN), the transmission is always governed by:

ri = Hsi + wi (1)

Where riand siare the received and the transmitted sets of symbols respectively, H
is the channel response and i the channel noise. A suitable model for VLC
communication systems is depicted in Figure 1.12. It shows two electrical domains
and one optical domain. The modulated signal, added to a DC voltage is used to power
the LED, this constitutes the transmitter. The LED in its operation produces the light
and at the same time, convey the information through the channel. The receiver is
made of the photo detector (PD) and the demodulator. The PD detects the light and
produce an electrical signal composed of the message plus noise. Part of the noise
here is produced by the channel even though in the model, we represent the total noise
in the electrical domain. This is due to the fact that the PD converts both the message
and the optical noise into an electrical current. [7]
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Figure 1.12. Model of VLC communication system. [7]

1.4.3 The VLC channel:

In communication, the channel represents the space between the transmitter and
the receiver. It is characterized by its ability to transmit the carrier signal, and, it is
influenced by many factors such as attenuation, interference and noise. In VLC
technology, the channel is the space between the LED and the PD. It is mathematically
represented by its transfer function H (see (1)). Two main types of channels are
considered in VLC communication systems: the single VLC channel involving a
single LED and a single PD, and the multichannel VLC systems in which the
transmitter is made of multicolor LEDs. In this second case, the PD is made of more
than one detector, each of them being sensitive to a color from the transmitter. [7]

1.4.3.1 Asingle VLC channel (single input-single output system (SISO)):
In single VLC channel, one LED and one PD are used to achieve transmission. The
capacity Csiso of the transmission link is given by:

g2P
Csi50: lOQZ(l T JTBt (2)

Where Py, independent of the illumination, denotes the transmitter power, B the
transmission bandwidth, 2 the variance of the total noise in an AWGN channel, and g

the channel gain. The quantity g°Py/c?B represents the SNR characterizing the
channel. The distribution link is organized in two different types [7]:

a) Line-Of-Sight (LOS direct and non-direct) link:
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Photoaete\ctor

Figurel.13. Non-direct line-of-sight (ndLOS) distribution of a single ray. [7]

In LOS link, there is a straight link without obstacle between the LED and the PD
(see Figure 1.13). We distinguish the direct LOS (dLOS) in which the LED is linked
to the PD with 0o incidence (¢ = 0), and the non-direct LOS (ndLOS) in which the
incidence is not null (¢ 6= 0). dLOS and ndLOS links are similar in terms of model.
In LOS VLC link, (1) becomes:

Where HLOS is the LOS channel response. This model (3) was used to describe the
VLC transmission system. The diffuse link model of a LOS VLC transmission is
represented in Figure 1.13. The bandwidth in this situation can be determined by the
summation of the LOS and diffuse component of the received signal. The transmission
gains g(LOS) is given by:

(E+1)A

S }.(’L?Ss(;).Tf((l‘).g(ﬂ).(’OS(Q).

9gLos) = [

(4)

Where the incidence angle @is given by 0< @< ¢m, T(¢) is the transmission filter
and g(a) the concentration gain. d represents the minimum distance between the
LED and the PD. It is to be noted that g(LOS) is null for ¢ >¢m. The VLC channel is
detailed with more distribution options and different situations is evaluated to
characterize the transmission environment. [7]

b) Non-Line-Of-Sight (NLOS) link:

In NLOS VLC system, the light rays from the LED reach the PD after single or
multiple reflections; this is due to an obstacle between the sender and the receiver. In
a typical NLOS link between sender and receiver, the channel impulse response is
seen as an infinite sum of light rays after many reflections, and can be expressed by:

Hnyros = Z hF)
k=0 (5)
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Where h® is the impulse response of rays undergoing the k™ path. However, this
equation can be rearranged by subdividing the indoor environment into a finite
number of portions. The transmission is characterized in this case by a transmission
equation using the LOS transfer matrix multiplied by a coefficient p characterizing
the NLOS link, for a NLOS link, (1) becomes [7]:

ri =Hyrossi +w: = .IGHLOSS?' - Wi

(6)
1.4.3.2 Multi-channel VLC systems:

Multi-carrier communication systems can be implemented over the VLC channel
by using more than one color LED to inject the message signal to the channel. In this
situation, we have finite numbers n and z of LEDs and PDs used as antenna and
detectors respectively. n can be divided by the number m of groups of LEDs to obtain
the number of LEDs per group. The transfer matrix in multi-carrier VLC systems is
given by:

[ JFI[_] fl[_-_.‘a fl[_;.i ]
flg_] f.f;,_l_-_:-- f.f;,_l_;.i

Hr.l:-m'.'! =

R h:2 ... h:q

Where the entries hi; represent the front-end gain between the i"" LED and the
corresponding PD, and hij represent the crosstalk gain between the i"" LED and the
j™ PD. If there is no crosstalk, Hmuiii becomes a diagonal matrix with hi; entries. The
channel capacity Cmuii in multi-carrier VLC is given by:

Cmulti = chiso (7)

Where I' =min (n, z) and Csiso is given in (2). [7]

1.4.4 The VLC transmitter:
A VLC emitter is a device that transforms data into messages that can be sent over

the free space optical medium by using visible light. The purpose of the VLC emitter
is to emit light and to transmit data at the same time. However, the data transmission
must not affect in either way the primary goal of the appliance, which is illumination
or signaling. From this concern, the VLC emitter must be able to adapt to the lighting
requirements. It means that it is supposed to use the same optical power or if the
application requires it, to allow for dimming. In addition, the VLC emitter must not
induce any noticeable flickering.
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The core component of the VLC emitter is the encoder which converts the data into

a modulated message. The encoder commands the switching of the LEDs according
to the binary data and to the imposed data rate. The binary data are thus converted
into an amplitude modulated light beam [13]. in this context, we find two types of
LEDs are used in VLC systems:

» The single-color LED.

» The multicolor LED groups in one package multiple single-color

LEDs. The most used multicolor LED is the red-green-blue (RGB)

LED. [4]

_ R-LED

DC input

LED :
. 3 G-LED
Data Signal i - Data Signal - *

conditioning conditioning ColaiiE: | 8

mapping

a) b)

Figure 1.14. VLC transmitters: a) the single LED transmitter,
b) A 3 channels VVLC transmitter. [13]

1.45 The VLC receiver:
The VLC receiver is used to extract the data from the modulated light beam. It

transforms the light into an electrical signal that will be demodulated and decoded by
the embedded decoder module.

Depending on the required performances and the cost constraints, the decoder can
be a microcontroller or a FPGA. The careful design of the VLC receiver represents a
serious issue because in most applications, the VLC receiver’s performances have the
greatest influence on the performances of the VLC system, determining the
communication range and the resilience against interferences.

Generally, the VLC receivers are based on photosensitive elements, which have
high bandwidth and offer the possibility of high-speed communications. However,
since the incident, light is not only due to the emitter but also from other light sources
(artificial or natural); the receiver is subject to significant interferences. The
performances of the VLC receiver can be enhanced using an optical filter that rejects
the unwanted spectrum components, such as the IR component. [13]

wmmmp | Optical Filtar | — Photo-detectorl
Electric filter P Equalizer B Amplifier I

VLC receiver

Figure 1.15. Architecture of a VLC receiver. [13]
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1.5 Applications of Visible Light Communication:
VLC attractive for practical use because of its high bandwidth and low power
consumption and non-licensed channels. Among applications that use VLC, we
mention:

1.5.1 Light Fidelity (Li-Fi):

Light Fidelity (Li-Fi) is one of the future technology in wireless communication
area. LI-Fi is similar to Wireless Fidelity (Wi-Fi). Li-Fi is bidirectional
communication with very high speed and is a fully networked communication. In this
technology, the information is transmitted by varying the intensity of the light. This
variation is faster than human eye can capture. The data transmission in Li-Fi uses
LED bulbs with transceiver and it is about 100 times faster than Wi-Fi. Li-Fi
technology was proposed by the German scientist Harald Haas. [4]

Figure 1.16. Symbol of Li-Fi and Wi-Fi. [4]

Li-Fi uses the license free light spectrum and the communication is possible through
use of LED bulbs. The visible light communication spectrum has no side effects. In
this spectrum, 10,000 times more space is available. Li-Fi is the fast and cheap optical
version of Wi-Fi. [4]

BLOCK DIAGRAM

g ==
= . Modulation Light —
ata
(PPM /FSK) Source

— Demodulation Photo
(PPM/FSK) Detector i
i

Figurel.17. Block diagram of Li-Fi Technology. [4]
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The table 1.2 below shows the comparison between Li-Fi and Wi-Fi
Technology:
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Table 1.2. Comparison between Li-Fi and Wi-Fi. [4]

Parameters Li-Fi [Light Fidelity] Wi-Fi [Wireless Fidelity]
Range 10,000 times broader than | much lesser than the spectrum
that of RF range of VL
Speed High High
Data density High Low
Security High Medium
Reliability Medium Medium
Power available High Low
Transmit/receive power High Medium
Ecological impact Low Medium
Device-to-device High High
Connectivity
Obstacle interference High Low
Cost Cheaper than Wi-Fi Costlier than Li-Fi because it
because it uses light uses radio spectrum
Market maturity Low High

1.5.1.1 Advantages of Li-Fi:

v

v
v

It supports the user with more than sufficient communication speed for
downloading movies, music, games and all in very less time.

Capacity: Light has 10,000 times wider bandwidth than radio waves
Efficiency: Since the LED, light consumes only very little energy, the Li-
Fi technology is highly efficient.

Availability: The transmitters and receivers for this communication is
available locally.

Security: Light waves are more secure than electric waves because they
cannot penetrate through walls.

Utilization: The use of Li-Fi technology is mainly concentrated in the
areas where Wi-Fi cannot be used such as under water, aircraft cabins and
nuclear power plant.

Safety: Light communication methods like Li-Fi are safe as compared to
radio means of communication because Li-Fi is not able to penetrate
through the body. [4]

1.5.1.2 Limitations of Li-Fi:

v Interference from natural light sources present within the communication
medium.
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v" The system works only if there is a line-of-sight between transmitter and
receiver.

v Reliability issues.

v Coverage area. [4]

1.5.2 Indoor Positioning:

The advantage of using VLC over the traditionally existing indoor positioning
technique is that, LED supported indoor localization techniques provide the
advantages of high accuracy, no extra equipment for deployment, high security and
short response. There are two methods for indoor location estimation using VLC:
Trilateration, Angulation.

In trilateration approach, the target location is estimated by measuring the distances
from multiple reference points with known coordinates. The distances can be
estimated via different measurements like Received Signal Strength[RSS], Received
Signal Strength Ratio(RSSR), Time Difference Of Arrival(TDOA) and distance based
positioning.

The angulation method estimates the target location by measuring angles from
multiple reference nodes. The most popular method for location estimation is to use
RSS.

The wired BSs together with LED based illumination equipment provide wireless
network access. Data broadcasting through a ceiling bulb realizes a point-to
multipoint connection and a focused spotlight realizes a point-to-point connection.
The Power over Ethernet(PoE) technology can be used to transport data traffic and
supply the BSs as well as the lamps with the required power. The figure 1.18 shows a
block diagram of indoor OW system. [4]

Input electnical signal Output electrical signal

: 1

Modulator Amplifier

I I

Light Light
source detector

-

Optical Optical
system system
Output optical signal Input optical signal

Figure 1.18. Block diagram of a typical indoor OW system. [4]
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The basic OW system consists of a light source, free space as the propagation
medium and a light detector. The analog or digital signals is given as the input to the
electronic circuitry and that modulates the light source. The light source output is
passes through an optical system and then in to free space. The received signal passes
through the optical system. It may be an optical filter or a lens system or concentrator.
The optical filter rejects the optical noise and the lens system or concentrator focuses
light on the detector. The output of such an optical system forwarded to a light detector
and the resulting photocurrent is amplified. The high data rate requirement of indoor
OW systems can be achieved by Multiple Input Multiple Output(MIMO) techniques.

The visible light communication based positioning techniques are of two types. i.e.
photodiodes(PD) and image sensor(lS) based system. Photodiodes are commonly
used because they have high sensitivity to light and are also less expensive. The image
sensors can spatially separate light sources. The performance metrics for indoor
wireless location system includes accuracy, precision and complexity. Accuracy is the
average Euclidean distance between the calculated location and the actual location.
For a better system, the accuracy must be high. Precision is a measure of the toughness
of the positioning process to give the difference in its performance after a number of
chances. VLC communication link is designed for both data transmission and
illumination. So the already existing LED lighting infrastructure reduces the
implementation costs and allow the future expansion of the network. A Modified
Monte Carlo based ray tracing algorithm(MMCA) is employed to evaluate the VLC
channel impulse response for a typical office room as a function of the wavelength,
the physical characteristics of the light sources and their layout in the room. [4]

1.5.3 Intelligent Transport System (ITS):
In ITS, vehicle to vehicle (V2V) and infrastructure to vehicle (12V) communication

ensures the safety of people, traffic flow and comfort of drivers as shown in Figure
1.19. ITS relies on reliable, robust and secure communication among vehicle and
infrastructure (traffic lights, billboards). All vehicles are equipped with head and
taillights that can be used for transmitting information. Traffic lights or billboards can
also be used for sharing useful information about the road, traffic and weather
conditions. These lighting sources can also be used for providing data connectivity to
users and loE (the internet of everything) entities. Cailean et al. have discussed
challenges facing VLC in the context of vehicular communication (VC). VLC is
proposed for ITS communication to complement or replace the existing crowded RF-
based communication. Kunar and all have proposed to integrate LED-based Road
Side Units (RSU) into the existing ITS infrastructure. The RSUs are used to broadcast
information in infrastructure to vehicle (12V) mode using VLC concepts. A robust
modulation technique based on a Direct Sequence Spread Spectrum (DSSS) and
Sequence Inverse Keying (SIK) is employed to minimize the effect of noise sources.
The amount of data received by a car passing by RSU is considered as a performance
metric. The experimental setup involves a movable receiver and a stationary emitter
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both separated by a distance of 1.5 m. Results show that Packet Error Rate (PER)
degrades linearly with distance during day light while at night the packet error varies
due to the local nature of artificial light

The authors have considered VVLC-based ITS for accident avoidance, particularly,
when lorry fleet are moving through intersections. VLC has been used to send signals
related to acceleration, reacceleration and braking to ITS infrastructure (e.g., RSUs)
which can trigger appropriate signal. For example, to reduce the number of emergency
brakes and lane change in a complex environment, a lorry fleet can send VVLC signal
to RSU which can set a green signal or express path. Yamazato and all have used VLC
with imaging sensor-based receiver for automotive applications. Two scenarios 12V
and V2V are considered. The first scenario consists of a transmitter designed from
LED arrays (assumed to be RSUs) while the receiver is considered to be high frame
rate CMOS imaging camera. In the second scenarios, a special CMOS sensor have
been developed which can receive high-speed optical signals. In the field trials, a data
rate of 32 kb/s and 10 Mb/s is achieved for 12V and V2V, respectively. [14]

o

'3

VLC Link
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Figure 1.19. An intelligent transport system using visible light communication. [14]

1.5.4 Smart Cities and Smart Homes:
Smart cities are envisioned to provide seamless connectivity between people,

government, infrastructure, economy and environment. Most of the functional entities
of a smart city are already available around us. However, the reliable, sustainable and
high data rate wireless connectivity is the bottleneck to connect all the enablers. The
already available infrastructure of lightning (street lights, parking lights, billboards)
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can be utilized to provide high-speed, low energy and sustainable network
connectivity for some applications (e.g., utility services) in smart cities whereas
freeing up the precious RF spectrum for other mobile applications. Streetlights or
other lighting sources could be used as a hotspot to provide extremely high data rates
to the user. A three-layer VLC based communication architecture is proposed to
integrate different technologies in smart cities’ applications seamlessly. Layer one
uses VLC to allow user access and a sense of events. Layer two provides
communication between different LEDs and sub gateways. The last layer provides
communication between different sub gateways and the service gateway using optical
communication. Based on this architecture several applications (such as intelligent
communication, event surveillance, and object tracking) have been demonstrated. [14]

1.5.5 In hospitals:
In hospitals, electromagnetic wave sensitive areas (such as MRI scanners) are likely

to switch to VLC because it will not interfere with radio waves of the other machines.
A robot called HOSPI (shown in Figurel.20) was proposed that was used for
transportation in hospitals. The control system enhancements in HOSPI were made
using VLC installed in a building and navigational sensors of the robot. [15]

Receiver for
Touch Panel

L VL ;
Security ) Display
camera \ —

Laser Range Finder

Laser Range Finder Battery & Controller
Inside

Storage

Figure 1.20. HOSPI Robot. [15]

1.5.6 Wireless local area networks (WLANS):
LED based visible light communication can be used in setting up LANSs, an ultra-

high speed full duplex; LAN based on star topology architecture using LED visible
light communication is proposed to provide a speed of more than 10-Gb/s and tested
for massive users. The schematic diagram of the high speed LAN is shown in
Figurel.21. The reason for the design of the network using a star topology is to
provide support for massive users. Fiber is used in connection with each lamp directly.
[15]
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Figure 1.21. The VLC network schematic diagram. [15]

The hybrid access protocol is used in the proposed LAN such as time division
multiplexing (TDM) for bidirectional VLC transmission and frequency division
multiplexing (FDM) for uplink and downlink fiber transmission. The results of the
proposed LAN revealed its potential power of offering high-speed access for massive
users, a 10 Mbps VLC wireless LAN system was proposed using white LEDs. The
lighting system was used for downlink and infrared light was used for up-link. The
VLC wireless LAN has the potential to be used in office buildings and hospitals,
which require a high level of safety. [15]

1.5.7 A Sound communication system:
Red, green and blue LEDs are used for the transmission of music signals as shown

in figure 1.22. [15]

Figurel.22. VLC in a Musical System. [15]
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1.5.8

Information displaying signboards:

Signboards are often made from an array of LEDs, which in turn are modulated to
convey information in airports, bus stops and other places where the broadcasting of
data is necessary. The signboard used for transmitting data was described. This type
of signboard can be used for indications in various locations such as airports, museums
and hospitals. [15]

1.6 VLC Advantages:

v

High bandwidth: The RF communications come with an available spectrum of
300 GHz, where the VLC takes full advantage of the usage of the visible light
spectrum which is between 380 and 780 THz.

The usage of the visible light as a carrier for the data enables VLC to be
completely safe for the human health.

Unrestricted technology: RF communication can cause malfunctions of the
high precision electronic equipment as the one found in hospitals or in aircrafts
and for this reason, such places are RF restricted. On the other hand, besides
being safe for the human body, VLC is safe also for the high precision
electronic equipment, enabling its usage in such places.

VLC provides high security by protect beam width the communication from
eavesdropping.

Low cost implementation: VLC uses the visible light for communication,
which is in an unlicensed region of the electromagnetic spectrum. Since no
cost for a license is implied, the implementation cost is significantly reduced.
And second advantage that helps VLC reducing the implementation cost of
such systems is its ubiquitous nature. VLC will rely on existing infrastructures
that is already accepted and widespread across the world.

Green wireless communication technology: for the earth firstly because it does
not use additional power for the communication The same light which is used
for illuminating or signaling is used for carrying the data. Another important
advantage of VLC is the usage LEDs which provide substantial energy
savings, reducing the CO2 emissions. [13]

1.7 Conclusion:
In this chapter, we offered an overview about the visible light communication as

technology and them standardization between the various poles of the world; we
mentioned also the architecture of VLC and its application in daily life. In the next
chapter, we will introduce some works in pairing devices using visible light.
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Chapter 2-Key management protocol for wireless communication

2.1 Introduction
Wireless communication security is an important issue, which has been investigated

by researchers for years. The most fundamental security problem in wireless
communication is key management that covers the establishment, distribution,
renewing and revocation of cryptographic keys. Several key management protocols
were proposed in the literature.

In this chapter, we describe pairing methods and protocols wireless devices, as well
we present devices pairing using visible light, such as internet using visible light
communication, Secure Barcode-based Visible Light Communication for Smartphones,
sending location Based keys using visible Light Communication, Visible Light
Identification System for Smart Door Lock Application with Small Area Outdoor
Interface.

2.2 Device pairing methods in wireless communication:
The goal of pairing methods is to establish a shared secret key that can be used to
secure subsequent communication over the secure network. This section describes
some secure pairing methods with detailed steps:

[ ]
l

Input ] [ Matching ] [ Guidance ]

Enrollment ]

> Seeing is believing L
'5( Compare & Confirm ‘ﬁ Smart its friend Password Sharing
Loud and Clear
. 2 . Listen-listen
Copy & Confirm . L Shake before use
. Listen-look
-4 Select & Confirm -D{ Video
Visual comparison
™~ . IInage compare
Choose and Enter + Pin compare Ultra sound
. Sentence compare
4 N
Button Press Laser
" . Button to button Audio/ video
. Button to LED synch. -b( over audio
. Button to vibrate - - Beep-beep
\ . Beep-blink
\ Blink-hlink 'ﬁ Talking to strangers
Fig.5. Categories of pairing methods

Figure 2.1. Categories of pairing methods. [16]
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2.2.1 Input:
The users generate information and enter on the user interfaces of their devices. For

example, the Bluetooth pairing process requires its users to enter a passkey into the
devices. It includes:

2.2.1.1 Compare and Confirm:

The user simply compares two 4-, 6- or 8-digit numbers displayed by devices. then
decides to enter. This is quite inefficient and time taking and having high error rate,
Abort and accept on sending device based on receiving device decision

2.2.1.2 Select and confirm:

In this approach, one device displays to the user a set of (4-, 6- or 8-digit) numbers,
the user selects the one that matches the number displayed by the other device. The
same disadvantages of compare and confirm method, and the receiving is the master
of the decision.

2.2.1.3 Copy and confirm:

The device displays the number to the user for copy it in the other device, until in
this method, the decision also is up to the receiving device.

2.2.1.4 Choose and enter:

Which asks the user to pick a ““random" 4- to 8-digit number and enter it into both
devices. Its security is considerably weak due to user’s choice. [17]

2.2.1.5 Button press:

" Button-Enabled Device Authentication (BEDA)" suggests pairing devices with the
help of user button presses, thus utilizing the tactile OOB channel.

a) Button to button:

As name shows, the user simultaneously presses buttons on both devices and
random user-controlled inter-button-press delays are used as a means of establishing
a common secret. 3 bits' secret key is generated in every time interval. this method is
Successful unless synchronization error.

b) Buttonto LED:

Based on the SAS protocol variant, the sending device blinks its LED and the user
presses a button on the receiving device. Each 3-bit block of string is encoded as the
delay between consecutive blinks. As the sending device blinks, the user presses the
button on the other device there by transmitting the SAS from one device to another.
[17]

c) Button to vibrate:

This method also based on the SAS protocol variant, as the sending device vibrates,
the user presses the button on the other device there by transmitting the SAS from one
device to another. Each 3-bit block of string is encoded as the delay between
consecutive vibrations. Acceptation and rejection on sending device is also based on
output of receiving device. [17]

d) Button to Beep:
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This is another approach that is suitable for the situation where LED or display
facility is not available instead, a device has speaker only. Similarly, in previous
method the device B selects a key convert it into appropriate coding format and
transmit to other device A, that has a button, where user hears a beep and response
through pressing button with random time interval. [16]

The input methods are simple, easy to use and to understand, but the user herself
compares the OOB strings output by the devices and decides the pairing outcome. He
can simply “accept” the pairing without having to take part in the decision process
correctly, so these methods are vulnerable and them error rate is high.

2.2.2 Matching:
The users perform comparison of the output of devices in order to establish or
reject a connection. It includes:

2.2.2.1 Seeing is believing:

In its simplest instantiation, SiB requires a unidirectional visual OOB channels: one
device encodes OOB data into a two-dimensional barcode which it displays on its
screen and the other device "reads it" using a photo camera, operated by the user. At
a minimum, SiB requires one device to have a camera and the other a display. Thus,
it is not suitable for low-end devices. [17]

2.2.2.2 Loud and clear:

The vocalized sentences and audio OOB channel are used in combination to
exchange information on wireless channel. In this method Abort and accept on
Depends both devices.

a) Listen-Listen:

Both devices “vocalize” a 3-word sentence and user tries to configure their
resemblance, if they appear to be similar, the final response is added in two connecting
devices separately. Two Speakers are required on both devices.

b) Listen-Look:

As name showed the listening occurs on one end and sighting on other. Device A
show three-word sentence while at the other end three words sentence is spoken by
device B and user inputs the decision after comparing both sentences. One speaker
and a display is required on both devices. [16]

2.2.2.3 Visual Comparison based:

a) Image Compare: It encodes the OOB data into images and asks the user to
compare them on two devices. Prominent examples include " Snowflake",
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“"Random Arts Visual Hash" and "“Colorful Flag". Such methods, however,
require both devices to have displays with sufficiently high resolution.
Applicability is therefore limited to high-end devices, such as: laptops, and certain
cell phones. it based on SAS protocols

b) Pin Compare: In this method, the both devices display a 5-digit number, the user
compares them, ultimate decision is from both devices (accept or reject).

C) Sentence Compare: Three word sentences are appeared on device A and B where
user make comparison and enter the final decision (accept/reject) on both devices.

2.2.2.4 Audio/video synch:
In this technique, users compare simple audio and visual patterns for syncing:

a) Beep-beep: based on synchronized audio patterns, by forming two synchronized
channels for transmitted beeps which comes out of the speakers as simultaneous
streams, this method requires devices to have a speaker.

b) Beep-blink users comparing audiovisual patterns, transmitted as simultaneous
streams, with forming two synchronized channels. It requires devices to have a
LED and a basic speaker.

¢) Blink-Blink: it works at the same principle of the other methods **Beep-Beep"
and “"Beep-Blink", the user comparing visual patterns, it requires devices to have
a LED. [17]

2.2.3 Guidance:

The users perform a physical action (touch, point, proximate) on devices to direct
them to discover each other. For example, the users are required to bring devices
closer to each other as shown in Figure 2.2 to establish a connection in Android Beam.
It includes the following:
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Figure 2.2. Touching device to add it to the group. [16]

2.2.3.1 Smart it’s Friends:

The user input in one devices and shake both devices together that results in a
secret pattern transmission between two devices, it requires to have 2-axis
accelerometers on both.

2.2.3.2 Shake well before use:

The two-axis accelerometer is required on both devices and the devices are shaken
to establish a pairing connection by user just like smart its friends ‘method. But it’s
not usable for bulky or large fixed position devices.

2.2.3.3 Ultrasound:

Using ultrasound as the OOB channel, it requires each device to have a laser
transceiver with 2-axis accelerometers.

2.2.3.4 Laser based:

Laser transceiver is required on both devices through which laser beam could be
used for pairing process.

2.2.3.5 Video:

Device B displays a blinking pattern and the user capture a video of this pattern
with device A then on the basis of A’s output user accept or reject the offer on
device B.

2.2.3.6 Over audio:

The devices that do not possess any common wireless channel preferably use this
method. An audio protocol of cryptographic message is transmitted that is then
closely monitored by user to avoid any third party interruption. Microphone and
speaker should be present in both devices. [16]

2.2.3.7 Talking to stranger:

Which relies on infrared (IR) communication as the OOB channel and requires
almost no user involvement, except for initial setup. However, this method is
deceptively simple since IR is line-of-sight and, setting it up requires the user to find
IR ports on both devices not a trivial task for many users and align them. Also,
despite its line-of-sight property, IR is not completely immune to MiTM attacks.
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the main drawback of IR is that is has been largely displaced by other wireless
technologies (e.g., Bluetooth) and is available on very few modern devices. [17]

2.2.4 Enrollment:
The users set a password for the devices first which is then shared with the other
devices that are intended to be connected.

2.2.4.1 Password sharing:

User enter the secret key on receiving device that was displayed on sender devices
Abort and accept on sending device. This is used when users have to make Wi-Fi
hotspot like a code is generated on the admin, which is shared with the devices which
require connecting with the network. [16]

2.3 wireless device pairing protocols:

Many pairing protocols have already been developed, in particular for the pairing
of devices over specific wireless networks. [18]

Device-pairing protocols extracts the shared secret key from data. If the created
secret key has sufficient entropy to prevent offline brute-force attacks, it may be used
directly as an encryption key. Most of the protocols described in the literature appear
to be of this type. However, as the entropy of the fuzzy input typically is uncertain, it
would be safer to use the extracted key as a transitory secret for authenticating a strong
key exchange such as Diffie—Hellman. and there are only a few protocols of this type
in the literature, all protocols of fist type can be easily converted to the safer second
type. Using the potentially weak shared secret for authenticating a stronger one is also
one of the design principles of protocol. [19]

For example, the current Bluetooth specifications include a pairing protocol that
has evolved over several revisions towards better security and usability (BTLE
Pairing). The Wi-Fi Alliance defined the Wi-Fi Protected Setup process to ease the
setup of security-enabled Wi-Fi networks in home and small office environments
(WPS). Other wireless standards have defined or are defining similar protocols,
tailored to specific technologies. [18]

We limit the goal of the protocol to the establishment of a shared secret between
two parties. Once that secret has been established, it can trivially be used to secure the
exchange of other information, such as for example public keys and certificates. [18]
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Figure 2.3. Simple device pairing protocol. [17]

2.4 Devices pairing using visible light communication

2.4.1 Internet using visible light communication:

In wired transmission, data is transferred through a physical medium or a link
whereas no physical link is used in wireless transmission. Both mediums have its own
characteristics and advantages. Wireless communication uses the RF source to
modulate. But it takes some time. But, if we use a visible light instead of RF wave
source, transmission speed can be increased. Light wave communications also should
have larger bandwidth. The Li-Fi technology uses visible light for the data
transmission as. the wireless medium. In Li-Fi technology, the data transmitted by
illuminating LED or LASER that varies in intensity faster than the human eye can
sense the light. The term Li-Fi is used to label the fast and cheap wireless-
communication system, which is the optical version of Wi-Fi. Harald Haas® says,
“They can be switched on and off faster, which helps for data
transmission.” To encode data in the light can be done by varying the rate at which
the light flicker ON and OFF to give different strings of 1s and 0s. The intensity of
the light is modulated so rapidly that human eye can’t detect, so the output appears to
be constant. [20]

LED send data rate up to 10 Gbps. But the previous wireless network will provide
high data rates is nearly 100 Mbps in IEEE 802.15.7 standard but still it is not

1. Dr. Harald Haas: from the University of Edinburgh he coined the term “Li-Fi” during his appearance at TED
Talk Global 2011. It was at this stage that he was able to highlight one of the newest pieces of technology that is
able to transmit high volumes of data at high-speed capacity with only the use of overhead lighting.
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sufficient for end of the user. Nowadays everywhere using the LEDs that’s why the
rapid increase in the usage of LEDs has provided a unique opportunity.

[21]

Sumit Jaykant Meshram, and Prof Avinash P Wadhe authors of 'Secure data transfer
using visible light communication Technique [21] said that VLC provides the
potential for multi-gigabit-per-second data rate communication at short distances with
~300 THz of available visible light spectrum at low power and cost, using simple
LEDs and PDs. With the growing integration of LEDs in indoor and outdoor light
sources, and advances in the design of low cost LEDs with fast sub nanosecond
switching response times, the integration of lighting and communication provides
significant potential for this technology. The two main challenges in communication
in this spectrum are flicker mitigation and support for dimming.

They also said that Visible light communication is a creative approach to combine
illumination, wireless communication, and novel play patterns for connected toys.
Since it can be implemented at low cost with components that are available in many
toys, VLC facilitates toy networking and, in addition, communication with phones via
cameras and flashlights. This is possible without the need for extra hardware. In the
future, free space optics (infrared or VLC) can play an interesting role complementing
traditional radio communication in consumer electronics. [21]

2.4.2 Secure Barcode-based Visible Light Communication for
Smartphones:

Compared with NFC, 2D barcodes have enjoyed a significantly higher usage rate in
mobile applications. This is largely due to the extremely low barrier to adoption where
almost every camera-enabled smartphone can read and process 2D barcodes. As an
alternative to NFC, 2D barcodes have been increasingly used for security-sensitive
applications including mobile payments and personal identification. for instance,
PayPal recently rolled out a barcode-based payment service for retail customers.
When a customer checks into a store with the PayPal app, the app will generate a QR
code that acts as an individual signature. Merchants can scan the code with a scanner
and the payment will go through.

On the other hand, the security of barcode-based communication in mobile
applications has not been systematically studied. Due to the visual nature, 2D
barcodes are subject to eavesdropping when they are displayed on the screens. The
proliferation of smartphones puts a portable camera in everyone’s pocket, making
eavesdropping much easier. This is exacerbated by widely spread use of surveillance
cameras in public areas like shopping malls. On the other hand, the fundamental
design Principles of 2D barcodes make it difficult to add security features. First, a 2D
barcode only contains a small amount of information and hence cannot simply adopt
advanced encryption primitives. Moreover, most existing barcode applications are
based on a single barcode exchange, which is insufficient for establishing a secure
communication channel. For this a new method was followed are Secure Barcode-
based Visible Light Communication.

SBVLC (Secure Barcode-based Visible Light Communication) a novel secure ad-
hoc wireless communication system for smartphones. where the communication mode
of him is ad-hoc in that the sender and the receiver are not expected to have a common
shared secret knowledge such as secret key in priori to the communication. Similar to
NFC setting, there is an air interface between the sender and the receiver, and the
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typical reception distance is also a few inches. SBVLC supports secure data exchange
for both smartphone and smartphone-terminal scenarios. SBVLC works on top of a
fully duplex VLC channel, and thus the smartphones must be equipped with a color
screen and a front-facing camera as the sender and the receiver are required to ‘talk’
to each other simultaneously. SBVLC works among various mobile platforms without
specific requirement on the screen size and camera resolution, but a better
specification usually leads to higher communication throughput. [22]

Sender Receiver
--.@ Interface @
R
o) JEECSUSSSSSSEN S G ere @
(a) SBVLC System Architecture. }(b) VLC Channel Model.

Figure2.4. SBVLC System Architecture. [22]

2.4.3 Sending Location-Based Keys Using Visible Light
Communication:

Sharing keys securely is an important problem for many applications. The use of
RF for sharing these keys is naturally prone to sniffing attacks especially in none-line-
of-sight conditions. Obstacles that commonly cause NLOS conditions include
buildings, trees, hills, mountains, and, in some cases, high voltage electric power lines.
Some of these obstructions reflect certain radio frequencies, while some simply
absorb or garble the signals; but, in either case, they limit the use of many types of
radio transmissions. [23]

The authors of ‘Poster Abstract: BouKey: Location-Based Key Sharing Using
Visible Light Communication’ describe a multiple light system for security
applications. TmoteSky and UPWIS platforms are used to run the software with data
rates of 32 bps and 128bps respectively. BFKS modulation with option of Manchester
Encoding is used in order to allow transmission from multiple lights. The
demodulation was carried out by applying the Groetzel algorithm to frequencies
detected by a photodiode connected to a built in ADC in the microcontroller. Also,
the Shamir Secret Sharing algorithm is used to encrypt the information by
representing in a polynomial form. [24]
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Figure2.5. BouKey Overview A secret key is split into several parts, and
transmitted using multiple LEDs. The receiver equipped with a photodiode
can receive this key only in specific areas which fall at the intersection of the
reception area of all or the majority of the LEDs. [23]

2.4.4 Visible Light Identification System for Smart Door Lock
Application with Small Area Outdoor Interface:

Visible light identification (VLID) is a user identification system for a door lock
application using smartphone that adopts visible light communication (VLC)
technology with the objective of high security, small form factor, and cost
effectiveness. The user is verified by the identification application program of a
smartphone via fingerprint recognition or password entry. If the authentication
succeeds, the corresponding encoded visible light signals are transmitted by a light
emitting diode (LED) camera flash. Then, only a small size and low cost photodiode
as an outdoor interface converts the light signal to the digital data along with a
comparator, and runs the authentication process, and releases the lock. VLID can
utilize powerful state-of-the-art hardware and software of smartphones. Furthermore,
the door lock system is allowed to be easily upgraded with advanced technologies
without its modification and replacement. It can be upgraded by just update the
software of smartphone application or replacing the smartphone with the latest one.
Additionally, wireless connection between a smartphone and a smart home hub is
established automatically via Bluetooth for updating the password and controlling the
home devices.

As a first step, a user should register a smartphone to a VLID door lock system.
Like conventional systems, a new phone can be registered only when a door is opened.
After the indoor part of a door lock enters the registration mode by pressing a button,
the new password randomly generated by a smart phone is transferred through an
outdoor photodiode. In normal operation, a user places the back-side of a smartphone
on a door lock to contact a camera flash to a photodiode. Consequently, a user can
access the smartphone’s VVLID application program without any inconvenience during
the door lock operation because the smartphone’s screen turns toward the user.
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Figure2.6. Proposed VLID door lock system. [25]

The Figure2.7. shows a block diagram of the proposed VLID system. When a user
enters a password or puts a finger on a fingerprint sensor of a smartphone, an internal
powerful processor identifies the user and generates the corresponding binary
passcode for visible light transmission.

Blustooth Connectien

& Passcode Update
User o ————— Bluetooth
" Module
v F
L
Towoh Pad or
Fingerprint Sensor Mator
Securily Mizro
System Controller
Camera Flash Visible Light Photodicde
Smartphone Door Lock

Figure 2.7. Block diagram of VVLID door lock system. [25]

Then, the generated code is converted into visible light through a camera flash of a
smartphone. The receiver of a VLID door lock senses the flash light sequence that is
recovered into the binary stream. When the received binary data are equal to the binary
passcode stored in advance, the processor of the door lock operates a servo motor and
a Bluetooth module to open a door and to establish the connection with the
smartphone, respectively. After the Bluetooth link is established, the new passcode
randomly made up by a smartphone is updated at both smartphone and door lock
system leading to strong security. Because the passcode is changed every VLID
operation, anybody can not figure out the password by stealing a glance of a flickering
LED.

A detailed process of the proposed VLID system is illustrated in Figure 2.8. After
the smartphone identifies a user, it transmits the binary VLC signal consisted of a
passcode and a user ID to a door lock receiver. And then, the door lock compares the
received passcode with the passcode that is stored in advance and commands a
Bluetooth module to send a connection request to the smartphone with the received
user ID. The smartphone keeps monitoring a connection request and sends a
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connection response to the door lock when the corresponding request is received. The
connection is established by the smartphone and the door lock exchanging the
connection confirm signal. Then, the smartphone generates the new random passcode
that is shared with the door lock via Bluetooth. [25]
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Figure 2.8. Procedure of VLID door lock. [25]

Despite the great impact of optical communication in various fields, there are many
challenges that require a solution in order for VLC to be viable, the latter being
reflected in:

v The mandatory LOS condition: a VLC transmission cannot be fulfilled unless
the receiver can see the transmitter. it represents VLC’s greatest disadvantage
because an object interposed between emitter and received can block the
communication, unless an alternate route is available. it possible to solves that
by using multi-hop communications and retransmissions.

v’ Bandwidth: Limited to a few MHz, so it cannot compete with high-frequency
wireless communication, multi-hop networks are a solution to optimize
bandwidth in an orderly Gbps, with improvement in the transmitter and the
receiver.

v' susceptibility to interferences: VLC suffers from external interference (sunlight,
artificial light ...) it produces low-frequency noise, but it can be eliminated by
reducing the receiver FOV and using optical filters, even if the mentioned
technique mitigates the effect of the interferences, noise still affect the
communication performances.

On the other hand, we do not overlook its unique features that make it the next
generation in wireless communication, the most important of which is VLC, safer than
RF, data transmission is available in addition to the lighting function. Besides, VLC
is a low-cost and easy-to-implement technology. This is what made it the focus of
many researchers in their research, which is still under implementation, as it is still a
modern technology.
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2.5 Conclusion:

In this chapter, a general overview of wireless devices pairing methods and
protocols was offered, we also introduce some related work of secure communication
using visible light communication. In the next chapter, we design and implement a
mobile application using LED and sensor light to share a key.
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3.1 Introduction:
In this chapter, we describe concepts to our project as Password Based
Encryption(PBE), salt and iteration count and Android Studio. Then we introduce our
proposition and implementation.

3.2 Related concepts:

Data security is always associated with cryptography. Cryptography is the study of
how to maintain the security of a message and maintain the confidentiality of
messages from irresponsibility by encoding into an unreadable form (chipper text).
Cryptography studies mathematical techniques related to information security aspects
such as confidentiality, data integrity and authentication. So the authenticity of the
data can be guaranteed. [26]

3.2.1 Password Based Encryption(PBE):
Password Based Encryption (PBE) is a symmetric cryptographic method that uses
a password-like key to perform the encryption process and uses the same key to
perform the decryption process so that it will generate the same data as the original
plaintext data.

PLAINTEXT ~ ——p  ENCRYPTION ——p  CHIPERTEXT ——»  DECRYPTION ~——»  PLAINTEXT

r

USER A

Figure3.1. Symmetric Algorithms Process. [26]

In general Approach, Morris and Thompson described password-based
cryptography as combine a password with a salt to produce a key. The salt can be
viewed as an index into a large set of keys derived from the password, and need not
be kept secret. Although it may be possible for an opponent to construct a table of
possible passwords (a so- called "dictionary attack™), constructing a table of possible
keys will be difficult, since there will be many possible keys for each password. An
opponent will thus be limited to searching through passwords separately for each salt.

Another approach to password-based cryptography is to construct key derivation
techniques that are relatively expensive, thereby increasing the cost of exhaustive
search. One way to do this is to include an iteration count in the key derivation
technique, indicating how many times to iterate some underlying function by which
keys are derived. A modest number of iterations,

say 1000, is not likely to be a burden for legitimate parties when computing a key, but
will be a significant burden for opponents.

Salt and iteration count formed the basis for password-based encryption in PKCS
#5 v1.5, that we adopted here as well for the various cryptographic operations. Thus,
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password-based key derivation as defined here is a function of a password, a salt, and
an iteration count, where the latter two quantities need not be kept secret. [27]

3.2.2 Salt and Iteration Count:

3.2.2.1 Salt:

A salt in password-based cryptography has traditionally served the purpose of
producing a large set of keys corresponding to a given password, among which one is
selected at random according to the salt. An individual key in the set is selected by
applying a key derivation function KDF, as:

DK = KDF (P, S)

where DK is the derived key, P is the password, and S is the salt. This has
two benefits:

It is difficult for an opponent to precompute all the keys corresponding to a dictionary
of passwords, or even the most likely keys. If the salt is 64 bits long, for instance,
there will be as many as 264 keys for each password. An opponent is thus limited to
searching for passwords after a password-based operation has been performed and the
salt is known.

It is unlikely that the same key will be selected twice. A gain, if the salt is 64 bits long,
the chance of "collision” between keys does not become significant until about 232
keys have been produced, according to the Birthday Paradox. This addresses some of
the concerns about interactions between multiple uses of the same key, which may
apply for some encryption and authentication techniques.

3.2.2.2 lteration Count:

An iteration count has traditionally served the purpose of increasing the cost of
producing keys from a password, thereby also increasing the difficulty of attack. For
the methods in this document, a minimum of 1000 iterations is recommended. This
will increase the cost of exhaustive search for passwords significantly, without a
noticeable impact in the cost of deriving individual keys. [27]

3.2.3 Key Derivation Function:

Dictionary attacks aim to recover passwords by trying the most-likely strings, such
as the words in a dictionary. These attacks are less likely to succeed against passwords
that include random combinations of upper/lowercase letters and numeric values.
Such passwords can only be recovered using inefficient brute force attacks that try all
possible passwords [28]. Among them we find the derived key which is calculated
depending on key derivation function by using input public and secret data, its
advantage is that if two parties share the same secret and mutually known parameters
as inputs, they may, independent of each other, calculate identical derived keys by
keeping track of the number of iterations. [ 29]

The main idea of a PBKDF (Password Based Key Derivation Function) is to slow
dictionary or brute force attacks on the passwords by increasing the time needed to
test each password. An attacker with a list of likely passwords can evaluate the
PBKDF using the known iteration counter and the salt. Since an attacker has to spend
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a significant amount of computing time for each try, it becomes harder to apply the
dictionary or brute force attacks. [ 28]

A key derivation function produces a derived key from a base key and other
parameters. In a password-based key derivation function, the base key is a password
and the other parameters are a salt value and an iteration count. Two functions are
specified: PBKDF1 and PBKDF2. PBKDF2 is recommended for new applications;
PBKDF1 is included only for compatibility with existing applications, and is not
recommended for new applications. A typical application of the key derivation
functions defined here might include the following steps:

v Select a salt S and an iteration count c,
v" Select a length in octets for the derived key, dkLen.
v Apply the key derivation function to the password, the salt, the iteration counts
and the key length to produce a derived key.
v Output the derived key.
Any number of keys may be derived from a password by varying the salt.

3.2.3.1 PBKDF1:

PBKDF1 applies a hash function, which shall be MD2, MD5 or SHA-1, to derive
keys. The length of the derived key is bounded by the length of the hash function
output, which is 16 octets for MD2 and MD5 and 20 octets for SHA-1. PBKDFL1 is
compatible with the key derivation process in PKCS #5 v1.5.

3.2.3.2 PBKDF2:

PBKDF2 applies a pseudorandom function to derive keys. The length of the derived
key is essentially unbounded. (However, the maximum effective search space for the
derived key may be limited by the structure of the underlying pseudorandom
function.) PBKDF2 is recommended for new applications.

DK = PBKDF2 (PRF, P, S, ¢, dkLen)
Options: PRF underlying pseudorandom function (hLen

denotes the length in octets of the pseudo
random function output)

Input: P password, an octet string
S salt, an octet string
c iteration count, a positive integer

dkLen intended length in octets of the derived
key, a positive integer, at most (232 - 1) * hLen
Output: DK derived key, a dkLen-octet string. [27]

3.2.4 Android Studio:

To developed our application, we use android Studio because is the official
Integrated Development Environment (IDE) for Android app development, based on
IntelliJ IDEA. On top of IntelliJ's powerful code editor and developer tools, Android
Studio offers even more features that enhance your productivity when building
Android apps, such as:

v' A flexible Gradle based build system
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A fast and feature-rich emulator
A unified environment where you can develop for all Android devices
Apply Changes to push code and resource changes to your running app without
restarting your app
v Code templates and GitHub integration to help you build common app features
and import sample code
v’ Extensive testing tools and frameworks
v’ Lint tools to catch performance, usability, version compatibility, and other
problems
v' C++ and NDK support
Built-in support for Google Cloud Platform, making it easy to integrate Google
Cloud Messaging and App Engine. [30]

AN

ondroid studio

Figure3.2. Interface of Android Studio. [30]

3.3 Proposition:

In recent years, the security and protection of personal information has become an
important in wireless communications, especially with the great increase in data
demand and the large number of defects in RF in keeping pace with this increasing,
which has led scientists from around the world to search for new technologies that can
meet the increasing data rates at a lower cost. The best candidate was Visible light
communication (VLC)technology, as the multiple advantages of this technology
convinced many scientists to put their efforts to develop this technology in all its
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fields, and it was the first research in the world in the Asian countries, where it added
a great contribution to the progress of VLC.

3.4 Design and Implementation:

3.4.1 Methodology:
We designed a small application mobile of key management using visible Light

communication in Android Studio 4.1 on windows System.

The principle working of this application is based on input a password Easy to
remember to derive a Key from it using Password Based Key Derivation Function
2 algorithm. The light-emitting diodes (LEDs) are employed to transmit derived
key. and light sensors are using to detect the light coming across line of sight to
analysis it and extraction the data carries (the key).

3.4.1.1 The sender side:

A flash light was a suitable component because are semiconductors, they have the
ability to turn off and turn on with times of the order of nanoseconds, his task is to
convert digital data into visible light.

the data encode according to Manchester modulation. Where a'1' is represented by
no light followed by a light pulse, and '0" is represented by a light pulse followed by
no light. the encoded data is fed to the LED for transmission through the unidirectional
optical channel
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Figure 3.3. Manchester modulation. [32]

3.4.1.2 The receiver side:

We used as receiver light sensor, which is a semiconductor converting light into
an electrical current.

When the transmitted light arrives across the line of sight between sender and
receiver, demodulator recovers transmitted bits (key) and then by observing
low to high '1' transition and high to low '0" transition Manchester decoding is
implemented. Because the data transferred is a key, so to guarantee that the
receiver has received the same key send by the transmitter | suggest Wi-Fi since
the key is already sent.
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Figure 3.4. Protocol of VLC transmission

Line-of-sight and bandwidth are two important conditions in VLC communication,
where the transmission cannot be establishing in the absence of line-of-sight between
the transmitter and the receiver. Otherwise, the receiver is required to be the emitting
range of the transmitter. In figure 3.4, we propose as a concept to adding this protocol
for communication in VLC system.

The transmission starts when the transmitter send preamble empty (sequence of
binary symbols non encoded 010101 modulate as light on and off) to wake up the
receiver. Then waiting for data converted into binary symbols (1 and 0) which
modulated by light to ON and OFF pulse Led using Manchester modulation.

After sending preamble. The transmitter sending data which is a key, then waiting
for affirmation of sending from receiver.

In the other side, after waiting of preamble the receiver is detecting it, and is looking
for receiving the data (key), then data incoming in the beam lighting across the line of
sight, when the transmission is succeeding, the receiver send affirmation to sender
which is ACK sending using Wi-Fi (our proposition). If it fails, the receiver will be
waiting a new preamble.
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3.5 Results:
3.5.1 Demonstration of devices pairing using VLC:

a0e el 41 % a0 vl 41 %

[Password )
DERIVE KEY
Text to send )

)

<
HVLC

RECEIVE

Figure 3.5. The main user interface. Figure 3.6. Sender interface
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a0k el & 41 % a0e vl w41 %

[user 1234 j
:
Message Received :

Text to send1500:4bc6ca54a231e6b4cef8
df8e9e81d2c2:b9e99c21d570ed50ef2a6d

5b3321a31a8c1236ea7f7232c77ac01064
4eee9c428d4af6a8dal35f1487d00b2eacca FECRYPTE MSG
e338adc7dd151381f9aab651f82eec263d9

€91500:5cdfd27f43580d9237c0f4ded328
0418:a4f8a0c55e95ed7bbeb545451f6e1d
869846b0f2db47b9ff47aa27bac05bf469b .
adfa227c1ec8f85d8b913510f18f4ddee7 Password :
7a244bd8cf705f1efab3e35d5ac7 ( 0 )
. J

Figure 3.7. Sender procedures. Figure 3.8. Receiver interface.

3.6 Conclusion:

In this chapter, some related concepts on key generation are introduced, we presented
our proposition, the details implementation of application, and the overall result of this
project.
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Conclusion and future Work

The main goal of this effort was establishing a secure pairing
communication using visible light, by sharing a secure key.

To achieve this goal, we derived a Key from password using Password Based
Key Derivation function which depends mainly on the salt and the iteration
count. We resort to this type of function to generate a strong key can thwart
dictionary attacks or pre-computation attacks. then we shared it using visible
light between tow devices where it requires to have on one a flash light for
transmitted and in the other a photodiode to receive light beams carries the Key
in binary data (1 and 0) form and process it to extract the key transmitted. Due
to the conditions that we have gone through and the severe weakness of the
Internet, we could not complete the work, we were only able to send a light
message from the sender's side, and we hope to complete the receiver side in the
near future, which we still working on it.
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Summary:

Over many years, researchers have been trying to secure a reliable wireless
communication. The main challenge lies in the keys management that cover the
creation of a shared secret between two wireless devices through which sensitive
information can be exchanged.

Several pairing protocols have already been developed in wireless
communication, but they do not meet the quest because they use the directly
generated secret key as a potentially weak encryption key for authentication, and
they are not sufficient to transfer large amounts of data at high speed. So other
wireless standards define or define similar protocols, and are designed for specific
technologies to solve these shortcomings. In this thesis, a new protocol describing
the visible light communication specification is proposed as an alternative solution
to existing radio-based protocols in wireless communication which is builded by
LEDs to transmit data. This transmission prototype is there tested and analysed
with a photodetector in the reception.

Keywords: VLC (Visible Light Communication), LED (Light Emitting Diode),
photodetector, phototransistor, photodiode, secret key, key management.

Résumé :

Depuis de nombreuses années, les chercheurs tentent de sécuriser une
communication sans fil fiable. Le principal défi réside dans la gestion des clés qui
couvrent la création d'un secret partagé entre deux appareils sans fil a travers
lesquels des informations sensibles peuvent étre échangées.

Plusieurs protocoles d'appariement ont déja été développés dans la
communication sans fil, mais ils ne répondent pas a la quéte car ils utilisent la clé
secrete générée directement comme clé de cryptage potentiellement faible pour
I'authentification, et ils ne sont pas suffisants pour transférer de grandes quantités
de données a grande vitesse. Ainsi, d'autres normes sans fil définissent ou
définissent des protocoles similaires et sont congues pour des technologies
specifiques afin de résoudre ces lacunes. Dans cette thése, un nouveau protocole
décrivant la spécification de communication par la lumiere visible est proposé
comme solution alternative aux protocoles radio existants dans la communication
sans fil qui est construit par des LED pour transmettre des données. Ce prototype
de transmission est testé et analysé avec un photodétecteurs a la réception.

Mots clés : VLC (Visible Light Communication), LED (Light Emitting Diode),
photodétecteur, phototransistor, photodiode, clef secrete, la gestion de clés.
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