JW

" g

-

'a

——

__l"

Td dd AN

|

i

[

l

N

N,

- i

r

The People’s Democratic Republic of Algeria
Ministry of Higher Education and Scientific Research

University of MOHAMED BOUDIAF - M'SILA

Faculty of Mathematics and Informatics

COMPUTER SCIENCE DEPARTMENT

Research Paper
Presented im partial fulfillment of the Requirements for the Degree of Master
Field : Mathematics and Informatics
Branch : Computer Science
Specialty : Information and Communication Technology

By: Radhwane Mekki

TOPIC

Smart Home Controlled Via Different Smartphones

Publically defended on: / /2016 Before a Jury composed of :

Last Name and First Name University of M’sila Chairman
Dr. Makhelouf Benazzi University of M’sila Supervisorl
Dr. Hicham Debbi University of M’sila Supervisor2
.................................... University of M’sila Examiner
..................................... University of M’Sila Examiner

Academic year: 2015 /2016



Table of Contents

GENER AN ISRRHOPIRERIN 5 i dess s e s e e e e e s s s 1
Chaptes 1 INEERNETEEEHNGS ....................cc.cocoimmmmmmmiicsenmssmmmmssesssssssssisessssesssossaesarasassissssinss 3
e TOT T e e N R RO DO S S N oo 4
2 EteEnCl ORI SIVISION . .- .vccsvsnsissssassoss siinisssssseisssiassasns ssasasens sransssas mutnmaassssrsacutontsstsussrastas sroiios 4
3 Different PDEARIIONS OFTOTT .. i:c.ciuniavivinvimimimess cosisasisnsasssonsssmsss sesastesssssansanovesys smeassibsonssvessssasisvaes 5
32 AR I C IO S - o 2. s oves e dioausswons s sus i A5 SH4 TR a3 S G54 VTR RT3 S5 g S sue v g n s awra s s amd 5
) TN U T TN v et sm s F s S8R ST 4 S A F S S 07 S WA om s S ppw s ot Rt st s T 6
33 TEBEPADEE ....cocueovimsicataacneassesissenesunnsseshisssasssnssissssssness sssnsasmsss sos iuessssssiaiansusson sessssonnssnussumnasases 6
A O XTOTAIDICTIOMATIES szeoue iov s son anomtsnssininisnnssnsinnsasasessasds sut3 EeF EFA4F o sA3S SRS+ S43FY AT S SRR S e 3 6
3.5 TOE TS 2 BECNO10Z5 COMERPT . covesswsvunnmreresissnss s sisesnionsessns¥ess s ssuss tes sasisssmash s s AR SRS GRS 6

AL T irvann R eins S e ke o R e B R e U R SRS B S e e 7.
5 TPAVETSION.cxoitshanvsnssusssssscosmsiivstnsssoss comsssisgsnssassasns sin | e B b e Ll 9
Sl [ T I O TSRO T LVt 20 oot ctseu i smsnstunssieasape s s Suom faunsmmsaammwon o mee s on s semonnda e s o s 59 HES T 954 9
5.2 Consequences of the Limited [Pv4 Address SPACE .ccvcrereomrercssssiaoressrsarensnisnosuesassnsaniistsssssassisos 10
5.3 R AtIITES OV O = o ottt oo s o s e Ea s AT s s womi oo mena awemson ooz Foe e 14
54 IPv6 has Support for Security and MObIlity .........ccueeniiiininiieninstnneeies 16
5.5 What about I})VS? .................................................................................................................... 16

6 TOT A Dl Rl PRI ..o visscsinasssssssisscnssssssosisssssesssn shosswin s mseassns s smes i oss s ospasssssimbnsrorisoss 17
7  Smart Systems and Internet of Things [0T ......coveiiii 18
7:1 Smart Home, Smart Buildings and InfrastruCture ..........coeveieneinineneneennncnninne 19
7:2 T OB o N i U e S R B ST N R e 20
1.3 Smart Logistics and Retail .........cccocruriiieiiiniinisii e 21

8 TOT Privacy and SECUITLY .....ccceveueueuimiiiminiiete ettt 22
8.1 SECUILY ISSUES cv.vurueureueuuuerieeeaiscacscscacasast s s e s s s sttt s n s 22
82  Privacy ConSIAErations. .....ccocssmsmmesssssisssmssrormssminsivensssnsasassassensusssasnsasmsnamssssassssnsssnasssssasuanassns 23

O CONCII IO, S et oot e v simnus s R e snd s smnavnya s smssins T e A 24
Chapter 2 SMART HOME.........cccovcuiiiimmiminessssssinssssmsssssssssusesssstsssssssssssisssssssssansassasessassssiassssassasassssases 25
o e T O TG D O R eeis s o sty s it s S e s ey s b mesmas sebeas oo s omeiomei s SR SEn i onr on e 26
D IR0 seussniucioncasmansinsiahopnsognsnssi s xia s s s A SR RS AR AR 533 e b s b ks 26
B L STATE FIODICS OUAYit. s teiai oot s sotern i s sssis s smety st o snvsb e arbes g svswsssns v voay s med s stvon st 27
4. 2 Smart Home NCIWORKINS RS MRS B e ) L i suams asiasasass ting saesss e suas soms vasexs saviss spons s ssa iomans suves s 29
4.1 TYRPESIORIE O@ABINERWEIRIKCI .. ... ... ..o smsamsmmiisrm immss s 29
4.2 ~Deviccs Undck (SONMHINEITRNESIE I 0 e <SS T s sdwa s R S b 33

i




A ddNIRENNIT RN,

43 SenNSOTS ANA ACIUALOTS ......c.eeeveeieerrerreeeseeraeesitestestestissnesssessessassssessssssesstesstssstesssessnesssssassnans 33
44 Tt e RS R 34
45 REMIHEMEGRITOIICVICES .- .....ociesissssssseassnesssscsssessoneonsnsansnngosasssansasassssaisssassasssissadiosstisasvas sas 34
4.6  Communication MEChANISI......ccueeviiuireerereitiitistisiierr ettt s 34

5 = Smart Home MicrOCONITOLIELS........cccccossimsaissarmssessesssmsssssssnsssansmsssesssessarssssssasssssssscsaressesasssussssssns 35
5.1 RASPDEITY Pl c..cuveeucaecncniniiiscuiiniscsensssssssssssstsssssss s sse st stsssstssssssssess s snaassssssssssssassasasasesasssnass 35
CGI T 11D oo et O S R NUCR I TOr OOy S PP 36

6  Smart Home from research perspective .........ooeoirieriinieieninieinnesiisise s 37
6.1 G T CLUITIC TIIER f 10.cteoaoneiermnsai o oA R HE S A8 ST A F S AN PSR a e asona o s g s e et sm e geana i o2 37
62 ATCRMECTUTE .. o vencvvsorimminnsosasnonssennasnsesnissisisis sissai sss 5853180 TE3047 988 08sma s nsuss sanenassraresavesavssarsamsasnse 38
6.3 AR IEIVATE TRl e e aciiss s omess ossonsavmnnsmensmnsnrancsns basssssssns EHA0RRERERHS A0 RS A EARR SRR K P NS S e s s et 39
6.4  Artificial Intelligence Methods........ccoeiiriruiiiieeninini 39

T S IConClUSION ;s ssssssssessssmssrocss Ll ey T 40
Chapter 3 ARDUINO........ccccouiiuiinmnimrmrensnsstisssssssss st st s s e s s an s s s st s s s 41
L AT O AT I OM St sss s isisessnsvarsans suiessnosinmsaesinssnnsiusiavmosurssasssanmnunenumagyen s ssseas doHRE R AT H AT S FR O RO SR S w s anme 42
2 History and background of P T S 42
B S AU SHROISEOr SONATE FIOME ...cscovsensossrsssseessassseusesppssesseresseesssessssssssesassassegsncessss s sisSaRssassssnsascs 43
3.1 TR 151 o b e SO S S T R e P NI 43
32 Ethernet shield........oooouiiiiinriimnniinsiscii e 43
3.3  GSM Shield........ e S R O R e aT e B 4
DL B RT3  E s SR SR O R B S R 45

4 Arduino Sensors and Controllers for Smart HOme.........ooooiiieiinininiininiiie 46
4.1 IMIQ GAS SENSOLS weveuuvuevarurussssranssssssesssssssssisesesse s sa s a st s s 0e 46
42  DHT22 temperature-humidity SENSOT.....ccorururecueuciireiiiiiitnini e 47
43 door sensor “Magnetic CoONtact SWItCh” ......ceueveieriiniii e 47
4.4  Membrane 3x4 MatriX Keypad (3X4)....cccovmvinrmreinininneniscniiic i 48
4.5 LiqUid LEVEL SENSOT «...ouvuiuivimririerssissssssesststsis sttt s 49
4.6 LiqQUid FIOW MEET: oecuvvrvumnreusrisnnrsnnsssssssssssssssseesssesssesssssss s ssss s s s 50
47  Half Size Breadboard .......oecieeerieriererieeeiesieite et 50

5 Electronical background.........cccvuiumurieeusmssssistsis s s 51
5.1 VIOIAEE ...vverveerereirencsreercmsasiasssses s b s s s s RS e e R s 51
5.2 AINPETE covuruereereucueecusuesiscastresses s s st sttt RS SES S S 51
33 L L T e T LT LTI S R S o 51
§.4  RESISTOT COLOT COUES . covessesiismastomsmsatastsnsncatensisnssssns s sssaTosHs1H 340853 E4AFSTe0AvR LR AR SRS 260 S0 s e suovTsn s 52

6 COMCIUSION. et eereereeeeeee et e e eeeeseseseseeseesaeseeseeseeseesesaesa s abesb e e e s s ek e eh s e RseR e e d e b e s b e e RS b e e E S E s ee e st e et 53
ii



Chaptcr NN . ieeeniseeetso e s s st anet s aas S ha s P esan s et ne 54

5 it i e S S S 55

2 RS O RIE B RN SN 551500 .. ...conasenstnsnssansnessonsensashunsnsosinnssstassisteonmnnessanassnonnssastnsss 55

2 T L T e e O A SO SRS 56

- 210 SREHC [ STelcBOMIECIMRIIRNIL . .. .........cocuocomiissinssvaesn snh susdiuns sl sm s s S es e sa oA eR S SIS RS Ty 58

BBl icalioNISEONMIOSISISESINE L 0 1o L L e R R e SR LR R 59

== 31 STEEIRIER R OUTTE Corn ity S S s o - S e e e 59

S OGS Wl s oo s om s o A RSB S S RSRS S SRR s s R s 66

- S ReehnologiesISed . o L o e R R s 67

5.1 ATAWINOMIIE =5 2 ot o i vems v o R R 545 R O A XA VAR S A A B m a3 SR S 67

S S A R Il M o eresmvsmnsssmsamaidvaions anssnsnmmsarammitrisos Snmsms s amansog s n s ssmas e 69

Skl BHIVID S i s A et ie Abatatnaional Mot e s s, Aot SIS, 5. SOl snesdudtnrcanl S 69

e T o T P T A R S T T N SR N 70

S Rt | () U TRy A S o St e b e TR e B e s A e e B A e ARk Ve U FR AT e 70

S B S O s e s S o .. O S DL IS = P L 70

5% +-BootstiapEii.. ol e 71

B I N it A R AT A i 71

6 = CONCIUSION oo tscais vsvmvesss s wvmvsssvssinsavinssas saesHgs s 454345054 £ H350H S 3 T EE SRS A PSS R R AR S ST s s 71

GENER AT OO UIRTON 500 meits sus smmum du s 5ams s s s ams a0 ka5 S5 SHxn S84 KoM Ains AORm RS sy 0m 72

REFERANCES................. e e 74
3

[ 111
-
-




ChapterdiIVIBIBIMBINHVAMIONESEE i csssissininssmmnensis s dusie e sivoss issasesionies doaaass somias vors 54

1 Introdictiont S M e R de vt o e i e s e R e e B R e e i ea e e 55

2T S ATChItCCITE o ol e s B 0 st ssint oo o s o3 oo W Yo oA RS e T e oo 55
221 S B e e e S S I s e i S e e B A 56

229 ey Gl el e e it o T D v s s ek e S 58

SRS APplIcAlioTISCenanioS- IR Renll SR s ey SR i Lo e AR A SR AR U nl e 59
3.1 SCENATIOSEAIADTAM STt o b e i L B s R S ey B T s e e s 59

A BT st s e ol TR D O SN L ) VNN Sr WS WO L T W, 66

S e d U Ol ST e el T sane sl Sileos e s cve Al e sl b el bl bl st il 67
3.1 ATIUNOTDE 5ovevm s v vt et i e ot i e i s T iR v g S rsndaema o sl et 67

I P SIARUNMIE D T 0 ibnmaiinsionamss tomen s ot n s R e o5 STt s34 55 s G A R R an 69

s il & UV [ DT 8 it (it b et e e e DL SOOI SO et 69

S AR GRS com s P e X e et LR SRR e enidsens st 70

SIS AR QUER R s it s L S e B T S e e e TR R 70

SHlS A L Lo oo ey S s e S N U s e 70

5.7 v 5. Bootstrapeaii sticil.. ..., T T e T P T T e T T SO R ey eerroreo: 7
BRI e o i R A e 71

o O R S e e S S T R R L 74
GENERAL CONCLUSION. PP PP P 72
BRI RN IS . o ttiti e st sgings sl s i Fie o 14t abss sttt ftmpisiisi mtere i i vissl ol o S s 74

iii



GENERAL INTRUDUCTION

An increasing number of common household devices is being connected to the Internet. The set-
top box was one of the first to be equipped with an Internet connection to enable interactivity, but
recently also smaller devices become connected. There are many examples of already
commercially available devices, like thermostats, light switches, LED lights, etc. Together, this
Internet-of-Things (IoT) results in a smart home environment where the configuration of IoT
actuators (e.g. desired temperature or light level) is adjusted to the preferences and routines of its
residents. Automated control algorithms are typically implemented as rule-based systems that
perform well under expected situation.

Real-time context construction has however largely remained unaddressed by the IoT research
community. Humans cannot be completely casted in rules, and the home resident’s desires might
change instantly. In these unanticipated situations ‘;[he user will want to manually override the
automated object setting, at least temporarily. The configuration and settings of connected objects
are typically managed in one of two ways: by web services in the cloud, or by a companion app on
the mobile device of the resident. The commercial reality of a multi-vendor environment results in
a modern version of the ‘basket of remotes’ problem. All users are connected to the same server
using the same applicétionj. Clearly, smart homes must be configurable via an intuitive interface,
common to all actuators, that enables ad-hoc interactions in an unobtrusive way. We are currently
building a prototype that meets these requirements. The idea is that users can adjust an actuator
directly by using only their mobile devices to perform the actual operation. Users could then simply
increase the room LED.

The organization of my dissertation is as follows: Chapter one deals mainly with Internet of
Things (IoT) vision and its components, where we explain the utility of Internet protocol IP and
some of its versions features, in particular IP 6, Alongside with IoT Applications Protocols. We
talk also about some critical issues, such as security and privacy.

Chapter two gives an overview about the smart home (home automation). We introduce a brief
history of smart homes from traditional visions to modern smart homes. We also present many
approaches that have been adopted in smart homes technologies, some types of local networks and
microcontrollers that we can use to realize home automation projects, then we give ...

In chapter three, we talk about the famous controller Arduino, and present its basic

functionalities. We talk about Arduino shields, sensors and controllers destinated for smart home
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projects and electronical background. We should mention that Arduino is the controller that we
have used to realize our contribution.

Chapter Four presents our approach for controlling smart homes via different smartphones. In
this chapter we introduce first a graphical representation of smart home, and how their components
including the Arduino controller are connected, and how they interact with smartphones of different
family’s members. After that, the two main sides of our realization, which are client side and server
side are presented. Some scenarios are presented as well. We finally conclude by giving an insight

on our mobile web application.



GENERAL CONCLUSION

Automating your home is feasible these days. Although, it has been around for a while, it has
not been a potential option for a lot of people due to its immense cost. However, thanks to the
development of Android and Arduino technologies, practically anyone can implement some kind
of automation at their home. Although microcontrollers have been in home automation solutions
for a long time, none of them have been open-hardware and open-source. The emerging of
microcontrollers like Arduino fosters the development of smart homes solutions. With the add-on
modules Arduino gives us endless opportunities to link and configure different devices in our home.
By implementing the wireless-based systems, we showed how Arduino can be adapted in a smart
home environment.

In this dissertation, we have implemented a smart home system that enable us to control
electronic devices at home remotely via different smartphones at the same time, and to receive
alerts on the situation of the smart home including for instance the situations of emergencies. The
results were satisfying. The devices were controlled by sending instructions using local network.
A LED light was used to show the demonstration of an electronic device management. Arduino
Uno Board was used as a microcontroller while the W5100 Ethernet model was used for
communication between the microcontroller unit and the mobile station. We created a
multiplatform mobile bhone application which is web mobile application used to control our
hardware. Any mobile have the application can control our home.

The home automation using Internet of Things has been experimentally proven to work
satisfactorily by connecting simple appliances to it and the appliances were successfully controlled
remotely through internet. The designed system does not only monitor the sensor data, like
temperature, gas, light, motion sensors, but also it does actuate a process according to such
requirement. For example, switching on the light when it gets dark. This will help the user to
analyze the conditions based on various parameters in the home anytime and anywhere.

Future work

Due to some financial issues and the non-availability of some equipment, we were unable to
realize some parts of our system, so using this system as framework, the system can be expanded

to include various other options which could include:
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home security features like capturing the photo of a person moving around the house and
storing it onto the cloud. This will reduce the data storage than using the CCTV camera
which will record all the time and store it.

The system can be expanded for energy monitoring, or weather stations. This kind of a
system with respective changes can be implemented in the hospitals for disable people,
or in industry, where human invasion is impossible or dangerous, and it can also be

implemented for environmental monitoring.
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Abstract

The home automation system differs from other systems by allowing the user to operate the
system from anywhere around the world through internet connection. Our work presents a Home
Automation system (HAS) using Arduino Uno that employs the integration of wireless
communication, and local network with smartphone controlling and monitoring to provide the user
with remote control of {/ariqus lights, fans, and appliances within their home. The system will
automatically change on the basis of sensors’ data. This system is designed to be low cost and
expandable allowing a variety of devices to be controlled.

Keywords: Home Automation, Smart Home, Arduino, Smartphone.

Résumé

Le systtme domotique différe des autres systemes en permettant a l'utilisateur de faire
fonctionner le systéme de partout dans le monde entier grace a la connexion Internet. Notre travail,
présente un systtme Home Automation (HAS) en utilisant Arduino Uno qui emploie l'intégration
de la communication sans fil et réseau local avec smartphone de contrdle et de surveillance pour
fournir a 'utilisateur le contrdle a distance des différentes lumieres, ventilateurs et appareils au
sein de leur champs. Le systéme change automatiquement sur la base des données des capteurs.
Ce systeme est congu pour étre a colt raisonnable et extensible permettant une variété d'appareils
a controler.

Les mots clé : Maison Intelligent, Maison Automatique, Arduino, Smartphone.
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