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Introduction

Information and communication technologies have experienced remarkable development in recent
decades, leading to a profound transformation of modern society and enabling the rapid exchange
and processing of data on a global scale. However, this progress has been accompanied by an
increasing number of security threats such as hacking, cyberattacks and identity theft, which have
made it necessary to develop effective solutions to ensure information security and data protection.
Cryptography has emerged as one of the fundamental scientific fields that relies on mathematical
and algorithmic methods to secure information. In general, cryptography aims to achieve confiden-
tiality, data integrity, authenticity, and non-repudiation in digital communications by transforming
readable information into encrypted forms that cannot be accessed by unauthorized parties, mak-
ing it a key element in protecting networks and electronic transactions.

Modern cryptographic systems are generally divided into two main categories: Symmetric cryp-
tography and asymmetric cryptography. Symmetric Cryptography relies on a single shared secret
key used for both encryption and decryption, Asymmetric Cryptography is a cryptographic system
that uses a pair of keys: a public key for encryption and a private key for decryption. Although
public-key cryptographic algorithms such as RSA have achieved great success, they still face certain
limitations related to large key sizes and high computational cost, especially with the increasing
use of resource-constrained devices and modern applications that require high speed and efficiency.
In this context, elliptic curve cryptography (ECC) has emerged as a powerful and efficient al-
ternative, as it provides a high level of security with significantly smaller key sizes compared to
traditional systems, making it more suitable for modern environments such as smartphones and
the Internet of Things (IoT). This type of cryptography is based on the hardness of the Ellip-
tic Curve Discrete Logarithm Problem (ECDLP), which is considered a computationally difficult
mathematical problem, thereby giving ECC a strong security foundation.

This work aims to study Elliptic Curve Cryptography (ECC) from both theoretical and practical
perspectives by presenting its underlying mathematical foundations, explaining the main algo-
rithms used in it, and highlighting its advantages compared to traditional cryptographic systems
such as RSA.

The main problem addressed in this memory is: How can Elliptic Curve Cryptography (ECC)

be used to achieve a high level of security while reducing key sizes and improving performance



compared to traditional systems such as RSA?

Therefore, this master’s memory is divided into three main chapters as follows:

e Preliminary This chapter presents the necessary mathematical foundations for understand-
ing the topic of this memory, including groups, finite fields, and some algebraic concepts used

in cryptography.

e The Discrete Logarithm Problem (DLP) This chapter focuses on studying the discrete
logarithm problem, its computational complexity, and its importance as a security foundation

in public-key cryptographic systems.

e Elliptic Curve Cryptography (ECC) This chapter presents ECC from both theoretical
and practical perspectives, including an explanation of its basic operations, the construction

of cryptographic algorithm , and a comparison with traditional systems such as RSA.



Chapter 1

Preliminary

This chapter presents the fundamental mathematical concepts necessary for understanding Elliptic
Curve Cryptography (ECC). It focuses on algebraic structures, modular arithmetic, and basic
notions of cryptography, which form the theoretical foundation of this cryptographic system. First,
algebraic structures such as groups, cyclic groups, rings and fields are introduced, as they provide
the mathematical framework for cryptographic operations. Then, modular arithmetic is presented
as an essential tool widely used in modern cryptography due to its efficiency and security properties.
Finally, a brief overview of cryptography and its main objectives is provided in order to highlight the
role of mathematics in securing information and communication systems. The concepts presented in
this chapter constitute the theoretical basis for the study of elliptic curves and their cryptographic
applications in the following chapters.The references used in this chapter are: [9, 18,13, 7, 8, 4, 19]



1.1 Algebraic structures

This section introduces some fundamentals of abstract algebra, in particular the notion of groups,
subgroups, rings, finite fields and cyclic groups, which are essential for understanding discrete

logarithm public-key algorithms.

1.1.1 Basic definitions of the groups , rings and fields

Definition 1.1 (Group). A group is a set G together with a binary operation o that combines

any two elements of G :

0:GxG—G
(a,b) > aod
A group has the following properties.

1. The group G is closed under the operation o. That is, for all a,b € G, we have that aob =
ceq.

2. The group operation is associative. That is, ao (boc) = (aob)oc for all a,b,c € G.

3. There exists an element e € G, called the identity element, such that aoe =eoa = a for all

a€@.

4. For each a € G there exists an element symmetric b € G, called the inverse of a,such that

aob=boa=c.

Example 1.1. o (Z,+) is a group, i.e., the set of integers Z. = {... —2,—1,0,1,2,...} together
with the usual addition forms an abelian group, where e = 0 is the identity element and —a

1s the inverse of an element a € 7.

e Let R be the set of all real numbers. Below, we verify that R is a group under addition. Also,
we will simply assume that addition in R is closed and associative.
1. The set R is closed under addition.
2. Addition in R is associative.
3. The additive identity element is 0 € R, as 0+a =a and a+ 0 = a for all a € R.
4. Every a € R has an additive inverse —a € R such that a + (—a) =0 and (—a) +a = 0.

Abelian Groups:A group G is called Abelian or commutative if: a xb = bxa for all a,b € G.

Most cryptographic groups used in public-key cryptography are Abelian group.



Definition 1.2. e The Additive Group (Z/nZ,+): Let n > 1 be an integer. The set of residue

classes modulo n is denoted by:
Z/nZ ={0,1,...,n—1} =Z,

T =x+nkZ

where each element represents an equivalence class modulo n. Two integers a and b are
congruent modulo n if:
a =b (mod n) which means:

n|(a—>b)
o The Multiplicative Group (Z/nZ)* modulo n is defined as:
(Z/nZ)* ={a € Z/nZ;gcd(a,n) = 1}

with multiplication modulo n. This group plays a central role in classical public-key cryptog-

raphy

Lemma 1.1. Let x,y € Z and denote by T,y their congruence classes modulo n in Z/nZ. Then

the following properties hold:

1. (Additive compatibility)

2. (Multiplicative compatibility)

Proof. Let T =x +nZ and y = y + nZ.
(1) Addition By definition of addition in Z/nZ,

(z +nZ)+ (y +nZ) = (x +y) + nZ,

hence x +y =x + y.
(2) Multiplication Similarly, by definition of multiplication,

(x +nZ)(y + nZ) = zy + nZ,

hence 7 - 5 = 7y. O

Example 1.2. We verify the group properties for the set Z% = {1,2,3,4,5,6} under multiplication:

1. The set Z% is closed under multiplication modulo 7. Given a,b € Z%, their product a X b is

still in Zy. For example, 2 x 3 =6 € Z3.



2. multiplication modulo 7 is associative, that is (a x b) x ¢ = a x (bx ¢) for all a,b,c € Z%. After
all, multiplication in Z7 is based on multiplication Z.for example;

(2x3)x4=2x(3x4)=24=3mod?7.

3. The element 1 € Z3 is the multiplicative identity, because 1 x a = a and a x 1 = a for all

1€

4. Each element a € Z7 has an multiplicative inverse a=! , which is also in Z7. For example;

the multiplicative inverse of 2 is 4 such that 2 x4 =8 =1mod 7.
Proposition 1.1. o The multiplication in Z,, is induced by the multiplication in Z.

o An element k € Zy, has a multiplicative inverse if and only if ged(k,n) = 1.

The set of all such invertible elements in Z,, is denoted by U(n). Then U(n) is a group under

multiplication, called the group of units of Z,,.

e The order of U(n) is given by Euler’s totient function:

where p(n) is Euler’s totient function, which counts the number of integers 1 < k < n such

that ged(k,n) = 1.

[

Remark 1.1. That in cryptography we use both multiplicative groups, i.e., the operation “o
[l

denotes multiplication, and additive groups where “o” denotes addition.

The additive notation is commonly used for elliptic curve groups, as will be discussed in Chapter

3.

Definition 1.3 (Cyclic group). A group G is called cyclic if there exists an element a € G such
that
(a) = G.

Equivalently, G is cyclic if there exists an element a € G whose order is equal to the order of the
group:

ord(a) = |G|.
Such an element is called a generator of G

Note. If G is a cyclic group generated by «a, then every element b € G can be expressed as

b=a

for some integer 3.

Hence, the element a generates all elements of the group and is called a generator.

10



Example 1.3. We want to determine whether b =2 is a generator of the multiplicative group

77y ={1,2,3,4,5,6,7,8,9,10}.

Since

|ZT1| =10,

we compute the powers of b modulo 11.

b=2
b2 =4
b =38

b =9 (mod 11)
b" =7 (mod 11)
b8 =3 (mod 11)
b* =6 (mod 11)

b1 =1 (mod 11)
From the last result it follows that
ord(b) =10 = | Z7|

Definition 1.4 (Sub group). A subgroup H of a group G is a subset of G which is also a group
with respect to the operation of G, we write in this case H < G.

A sub group H 1is called trivial if it is equal to the whole group G, i.e H = {e} or is equal to the
group consisting of just the identity element H = G .

Theorem 1.1. Let G be a group and let a € G. Then

(a) ={a" :n € Z}

is a subgroup of G.
This subgroup is called the cyclic subgroup generated by a.
If

G= <a>7
then G is cyclic and a is called a generator of G.

Example 1.4. Consider the group

U(10) = {1,3,7,9}.

11



The powers of 3 modulo 10 are

3' =3 (mod 10),

32=9 (mod 10),

32 =27=7 (mod 10),

3'=21=1 (mod 10).

Hence

<3> = {1’37779} - U(]-O)v
which shows that 3 is a generator of U(10).

Definition 1.5. (Ring) A set R together with two binary operations addition (4+) and multipli-

cation (+) is called a ring if:
1. (R,+) is an abelian group.
2. Multiplication is associative, i.e.,

(ab)e = a(be), Va,b,c € R

3. Multiplication is distributive over addition, i.e.,
a(b+c) =ab+ ac

and

(a +b)e=ac+ be, Ya,b,c € R
there exists an element 1 € R such that

a-1=1-a=a, Va € R
then R is called a ring with identity.
Example 1.5. The set of integers modulo 8,

Zs ={0,1,2,3,4,5,6,7}
with addition and multiplication modulo 8 forms a ring. For example:
546=3 (mod 8)

12



since

546 =11, which is 11=3 (mod 8)
and
3:-5=15=7 (mod 8)
Therefore, Zg is a ring under addition and multiplication modulo 8.

Definition 1.6 (Fields). A field F is a set equipped with two binary operations, addition and

multiplication, satisfying the following properties:
1. (F,+) is an abelian group with the group operation ”"+" and the neutral element 0.
2. (F\ {0},) is an abelian group with the group operation” X" and the neutral element 1.

3. When the two group operations are mized, the distributivity law holds, i.e, for all a,b,c € F:
a(b+ c¢) = (ab) + (ac), and (b+ ¢)a = (ba) + (ca)

Definition 1.7 (Finite fields). A finite field is a field that contains a finite number of elements,
this number is called the order of the field, and this finite field is denoted by F, of q elements with
g = p", where p is a prime number, and n a positive integer. Fvery finite field F, of a prime

characteristic p is an extension of the field F, = 7Z, ( called the prime field of characteristic p).

Example 1.6. We consider the finite field F5 = {0,1,2,3,4}. The tables below describe how to
add and multiply any two elements, as well as the additive and multiplicative inverse of the field

elements. Using these tables, we can perform all calculations in this field without using modular

reduction explicitly.

13



Addition

—_

B~ w N o~ o |+
N U = =)
S A W N -

— O A W NN
N = O R W | w
[SUR R = e B SO

Multiplication

B oW N = O X
(an) (@) (@) (s (an) ()
=W NN = O =

=~ N O [\
[\ =~ — w o w
— N W o O
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Additive Inverse

—0=0
—1=14
—2=3
—3=2
—4=1

Multiplicative Inverse

0~ ! does not exist

1=1=1

271 =3
3-1=2
471 =



Theorem 1.2 (Primitive element). Let o be a primitive element for the finite field F,,

Fr={1,q, o, ..l

k

where 971 = 1 Moreover, a® is also primitive if and only if:

ged(k,g—1) =1

1.2 Modular Arithmetic

Almost all cryptography algorithms, both symmetric ciphers and asymmetric ciphers, are based on
arithmetic with in a finite number of elements. Most number sets we are used to, such as the set
of natural numbers or the set of real numbers, are infinite. In the following, we introduce modular

arithmetic, which is a simple way of performing arithmetic in a finite set of integers.

1.2.1 Modular Arithmetic

Definition 1.8 (Congruence). Let a,r,m € Z (where Z is a set of all integers) and m > 0.

We write
a=r (mod m)

if m divides a — r.

m is called the modulus and r is called the remainder.
Example 1.7. Let a =42 and m = 9. Then
42=4%x9+6

and therefore 42 = 6 mod 9.

1.2.2 Euclidean Algorithm

algorithm 1.1. The FEuclidean Algorithm computes the greatest common divisor of two positive
integers, say a and b. The algorithm sets rg to be a and r1 to be b, and performs the following

sequence of divisions:

ro=qr1+r2, 0<rp<r
ri=gqr2+r3, 0<r3<r
A
)
A
Tm—2 = qm-1"m—-1+"m , 0< Tm < Tm—1

Tm—1=dmTm -

15



The algorithm terminates when a division yields are remainder of 0. The last nonzero remain-

der, T, is the greatest common divisor of a and b, and we write ged(a,b) = ry, .
note If ged(a,b) = 1, the numbers a and b are said to be relatively prime or (coprime).

Example 1.8. We compute the greatest common divisor of 34 and 99. The euclidean algorithm
proceeds as follows
a =299, b=34
99=34-2+31 =r; =31
34=31-1+3 =r2=3
31=3-10+1 =r3=1
3=1-340 =ry=0
Hence, gcd(99,34) = 1.
Theorem 1.3. Extended FEuclidean Algorithm:Let a and b be integers with at least one of a,

b nonzero. There exist integers x and y, which can be found by the Extended Euclidean Algorithm,

such that ged(a,b) = ax + by.

Example 1.9. The extended euclidean algorithm can be used to express 1 as a combination of 99

and 34: 11 x99 —-32x34 =1

1.2.3 Multiplicative Inverse

Definition 1.9. Let a,b € Z,,. We say that a and b are multiplicative inverses of each other if
ab =1 (mod n) i.e Together, a and b form an inverse pair. If a.a =1 (mod n), then the element

a 1s said to be a self-inverse.

Example 1.10. Now consider Zi5 = {0,1,2,3,...,12,13,14} (fifteen elements), where the compu-

tation is done on the Z15 clock. Let’s find the elements in Z15 that have multiplicative inverses:

e 0 does not have a multiplicative inverse, because 0.x = 0 for all x € Zq5.

e Wehave 1.1 =1,44=16=1 (mod 1)5, 11.11 =121 =1 (mod 1)5, and 14.14 =196 = 1
(mod 1)5.

Thus, 1,4,11, and 14 are self-inverses.
o Other inverse pairs are: 2.8 =16 =1 (mod 1)5 and 7.13 =91 =1 (mod 1)5

The remaining elements of F 15 do not have multiplicative inverses. Consider 3 € Zqs, for instance;
The only multiples of 3in Zi5 are0,3,6,9,12,and so there is no element x € Zy5 such that 3.x =
1modl5. Therefore,the elements of Z15 with multiplicative inverses are 1,2,4,7,8,11,13,14

1

Theorem 1.4. Let n > 2. A multiplicative inverse a=' mod n exists if and only if ged(a,n) = 1.

16



Example 1.11. We noted in the previous example 1.8 that
1=31-3x10

1=31-10x(34—31) =11 x 31 —10 x 34
1=11x99-32x 34

then —32 x 34 =1 mod 99

Therefore, 34~ mod 99 = —32 mod 99 = 67.

1.2.4 Chinese Remainder Theorem

Theorem 1.5 (Chinese Remainder Theorem). Let ny,na,...,ny be integers greater than 1 that
are pairwise coprime, i.e.,

ged(ng,n;) =1 for all i # j,
and let

N =ning - -ng.

Then for any integers a1, as, ..., ar, the system of congruences

r=a; mod nq,

T =ay; mod ny,

T =a, mod ng

has a solution x € Z. Moreover, this solution is unique modulo N, that is, if x1 and x5 are two
solutions, then

1 =22 mod N.
In particular, there exists a unique integer x such that 0 <z < N.

Example 1.12. Solve the following system of congruences:

x=2 (mod 3),
r=3 (mod5),
x=2 (mod 7).

First, compute

N =3x5xT7=105.

Define

N N N
Ny =—-=35 Ny=—=21, N3=—- =15
1=73 ) 2= ) 3=

Next, we compute the inverses:
35"'=2 (mod3), 217'=1 (mod5), 157'=1 (mod7).

17



we obtain

x = a1 N1y1 + a2 Nays + a3 N3ys (mod N)

therefore,

2=2-35-2+43-21-1+2-15-1 (mod 105).
x =140+ 634 30 =233 =23 (mod 105).

x =23 (mod 105).

1.2.5 Modular Exponentiation

Modular Exponentiation is considered one of the fundamental operations in number theory and

b mod n This operation consists of computing

modern cryptography. It is expressed as follows: a
the value of a® and then taking the remainder upon division by n. However, in practical applica-
tions, especially in cryptography, a® is not computed directly due to the extremely large size of the
resulting value. Instead, efficient algorithms are used that rely on reducing intermediate results

modulo n.

Example 1.13. Suppose that to compute 52 mod 23 in the first step convert the exponent to
binary representation : 13=8+4+1 ; so 5'3 = 5% . 5% . 5! and we compute powers using repeated

squaring modulo 23
5'=5 mod 23

52=25=2 mod 23
54 =92 =4 mod 23
58 =42 =16 mod 23

then we compute :
5% =16-4-5 mod 23

s016-4=64 =18 mod 23
18-5=90=21 mod 23

finally, 53 mod 23 = 21

1.3  Overview Cryptography

Cryptography is technique used to protect data, information and communications from the attacks
by change the plaintext into incomprehensible text using symbols so that no one can understand
and process it except for authorized persons. The techniques used to protect information depend
on algorithms, which enable us to transmit messages in ways that make it difficult to decipher
them, this is what we will present in the following sections.

Cryptographic Terminology

18



Plaintext: the original data before encryption.

Ciphertext: the encrypted data produced after applying an encryption algorithm.

Cipher: the algorithm used for transforming plain text to cipher text.

o Key: a secret value used during the encryption and decryption process.

Encryption: process of transforming plaintext into an unreadable format.

Decryption: process of transforming the ciphertext back to its original form.

1.3.1 Symmetric Cryptography

In symmetric encryption, the same key k is used for both encryption and decryption. In this
method, the original message is converted into an unrecognizable message. This converted message
(by the sender Alice) is called the cipher text, this is done using a key and encryption algorithm.
At the receiving end (the receiver is Bob), the cipher text is converted to the original message

using the same key and decryption algorithm. As shown in the figure 1.1

Plaintext (\ Ciphertext . Plaintext
/" Encryption /~ Decryption ™ ———
Alice { P P } ~_ Bob
\

-

algorithm “\_ algorithm
5 S s o

kT |
_k_The same secret key

Figure 1.1: Symmetric Cryptography
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Since both parties use the same key, symmetric encryption is much faster. On the other hand,
the key must be available to decrypt the message. Therefore, a secure channel is required to
transmit the key. In general, symmetric encryption is a straightforward method and does not

require much time to complete. Some examples of symmetric encryption algorithms include:

e AFES(Advanced Encryption Standard), has a key length of 128 —bits, 192 —bits, and256 —bits.

e DES(Data Encryption Standard), has a key length of 56 — bits.

e 3DES(Triple Data Encryption Standard), has a key length of 168-bits (three 56 — bit DES
keys.

Disadvantages of symmetric cryptography: Symmetric crypto systems have a problem of
key transportation. The secret key is to be transmitted to the receiving system before the actual
message is to be transmitted. All means of electronic communication is insecure as it is impossible
to guarantee that no one can intercept or eavesdrop on communication channels. So the only secure

way of exchanging keys would be exchanging them personally.

Example 1.14. Let’s encrypt the message How are you ” by using AES.
Key size in bits: 128 — bits.

Secret key: azertyuiopgsdf gh

Output text format: hexadecimal.

AES encrypted output: "698F154A3C9F833C1E01C4A1BFDDEDG63 "
Let’s decrypt the message
"17T7TC1A81C2D94F9D6BFC1DBAFB3F99371C4AD6BAETE2CBT90F E4A95249DCD6FCO
by using AES.

Input text format: heradecimal.

Key size in bits: 128 — bits.

Secret key: azertyuiopgsdfgh

AESdecrypted output: " Iam finethankyou ".

1.3.2 Asymmetric Cryptography

Different from symmetric ciphers, asymmetric ciphers are also called public-key cryptography.
This concept was introduced in 1976 by Diffie and Hellman in their article entitled New Directions

in Cryptography For each user, we have:

K= (Kpm’vapub)
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where:

Kpriv : private key

Kpup ¢ public key

For every public key K5, there exists an encryption function:

FEx M —C

pub

For every private key Ky, there exists a decryption function:

Dg :C—- M

priv

with the property:

Dy (EKpub(M)) =M

priv

where:
e M : plaintext message
e (' : ciphertext

The public key is shared openly before communication, while the private key must remain secret.
Only the owner of the private key can decrypt the encrypted message. Asymmetric cryptography
is a method of encrypting data also known as public key cryptography with two different keys ,
one of the keys available for anyone to use called the public key and the other key is known as the
private key. Together, they are used to encrypt and decrypt data. If you encrypt a data using a
person’s public key, they can only decrypt it using their matching private key , which ensures a
high level of security and protects the information.

If Alice (sender) uses public key cryptography (PKC), she encrypts the message using Bob’s
(receiver) public key and Bob will be able to decrypt it using his private key, asymmetric encryption
therefore provides a higher level of security because even if someone intercepts their messages and
finds Bob’s public key, they will not be able to decrypt the message or understand its content.

The process of asymmetric encryption between Alice and Bob is shown in the following figurel.2
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Bob’s public key Bob’s private key
|

* ]

— Plaintext //E!;;:rypt-i;{ Cip]wrtc\tf/"b;-crypt;(;;“\\l’ldintuxt . _
[ﬂj 'W "\algorithm/ '&J

Figure 1.2: Asymmetric cryptography

Asymmetric Encryption Algorithms include:

Rivest-Shamir-Adleman (RSA).

Digital Signature Algorithm (DSA).

Diffie-Hellman algorithm (D — H).

Elliptic Curve Cryptography (ECC).

Disadvantages of asymmetric cryptography: a disadvantage of using public-key cryptog-
raphy for encryption is speed: there are popular symmetric key encryption methods which are
significantly faster than any currently available public-key encryption method.
RSA cryptosystem: The RSA cryptosystem, also known as the Rivest—Shamir—Adleman algo-
rithm, is one of the most widely used asymmetric cryptographic schemes.

RSA encryption and decryption are performed in the ring Z,,, and modular arithmetic plays a

central role in its operations..
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Let n = pq, where p and ¢ are primes. Let P = C = Z,,, and define
K ={(np,gab):ab=1 (mod ¢(n))}

p(n)=(p—-1)(¢—1)
For K = (n,p, q,a,b), define:
Ei(x) = 2° mod n
and

Di(y) = y* mod n

(z,y) € Z%, the values n and b comprise the public key, and the values p, ¢, a form the private key.

Figure 1.3: RSA cryptosystem

Example 1.15. Let Alice and Bob operate the RSA cryptosystem.

p=5, ¢q=11, n=55¢(n) =40
Alice selects:
e=3, ged(e,p(n)) =1
and computes:
d=e™ ' (mod p(n)) = d=27
Thus:
(n,€) = (55,3), (n,d) = (55,27)

Let m € Z,, with m = 7. Encryption:
c=m® (modn)=7> (mod55)=13

Decryption:

u

m=c? (modn)=13?" (mod 55) =7
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Chapter 2

Discrete logarithm problem

The security of the RSA cryptosystem is fundamentally based on the computational difficulty
of factoring large integers. Another important hard problem in number theory is the Discrete
Logarithm Problem (DLP). Discrete logarithms problem are fundamental to several public-key
cryptographic algorithms, including the Diffie-Hellman key exchange, ElGamal encryption, and the
Digital Signature Algorithm (DSA).The references used in this chapter are:[9, 17, 18, 14, 15, 5, 6, 22]

2.1 Definition of the discrete logarithm problem

Definition 2.1. (DLP in Z;) Given is the finite cyclic group Zy, of order p —1 and a primitive
element o € Zy, and another element 3 € Z,,. The DLP is the problem of determining the integer
1<z <p-—1 such that: o® = (mod p)
so that x is called the discrete logarithm of B to the base o, and we can formally write:

2 = loga(B) (mod p).

Example 2.1. Consider the finite cyclic group Z3i,, in which o = 2 is a primitive element for
B =09.
The discrete logarithm problem is to find the positive integer x such that: 2° = 9 (mod 11).”by
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using a brute force attack”

210 =1
Thus:

Since the order of 2 in Z7, is 10, the complete set of solutions is

x=6 (mod 10)

or equivalently

r=6+10k, kecZ.

Definition 2.2. (The Generalized DLP)
The Generalized Discrete Logarithm Problem Given a finite cyclic group G with the group operation
o and cardinality n. We consider a primitive element o € G and another element 8 € G. The

discrete logarithm problem is finding the integer x, where 1 < x < n, such that:

b=aoao..oq
—_———

rtimes
then:
e if o is multiplication, then:
f=a”
e if o is addition, then:
=2«

Example 2.2. Consider the additive group of integers modulo a prime p =11, G = (Z11,4+) is a

finite cyclic group with the primitive element o = 2.
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x‘1234567891011

x-a‘246810135790

let’s solve the DLP for the element B =5, i.e:

xtimes

in order to solve for x, we simply have to invert the primitive element a. x =215 (mod 11)
we can compute 2=1 =6 (mod 11) (using the extended euclidean algorithm,).
Hence,

x=6x5 (mod 11)
x =8 (mod 11)

Remark 2.1. The problem of calculating the discrete logarithm is generally a difficult problem
(more or less depending on the group G). For suitable group such as (Z/nZ)* this is considered to be
a hard problem. We see that for the additive group of Z/nZ the DLP is easy to solve. A much better
choice are the multiplicative groups (Z/nZ)*, which are cyclic if and only if n =2,4,p" or 2p",

where p > 2 is a prime and r > 1.

2.2 Algorithms for the Discrete Logarithm Problem

Let (G,-)is a multiplicative group and « € G has order n. hence the discrete logarithm problem
can then be stated as follows: given €< a >, find the unique exponent z, 0 < z < n — 1, such

that o® = .

2.2.1 Brute force algorithm

A brute-force attack is one of the simplest and most generic attacks in cryptography. It consists
of exhaustively searching all possible values of a secret parameter until the correct one is found.

this type of attack does not exploit any structural weakness in cryptographic algorithm; instead
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,it relies purely on computational power:
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see example 2.1

2.2.2 Baby-step Giant-step Algorithm (Shanks)

is a time memory trad-off method, which reduces the time of a brute force. the idea is based on

rewriting the DL x = log, 8 in a two-digit representation:
r=mj+i for 0<i,j<m-—1
so that m= {\/@J, we can now write the discrete logarithm as
B =a* =™t
ie a™ =pat =K

observe that: (j;k) € Ly and  (i;k) € Lo
as desired. conversely, for any 5 € G, we have that 0 < log, < n — 1, if we devide log, 8 by the

integer m, then we can express log, S in the form : log,8 = mj + i.

algorithm 2.1. SHANKS [G,n,a, (]

o m=[yn]
o for0<j<m-—1, compute ™

Sort the m ordered pairs (j,a™7) with respect to their second coordinates, obtaining a list Ly

i

for0<i<m—1, compute Ba™

Sort the m ordered pairs (i, Ba™") with respect to their second coordinates, obtaining a list

Ly

Find a pair (j, k) € L1 and (i, k) € Ly (i.e, find tow pair having identical scond coordinates)

logoB =mj+imodn
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Example 2.3. Suppose we which to find log2100 in (Zi4,,-), note that 131 is prime and 2 is a
primitive element in Zis,, so we have o = 2 , n = 130, f = 100, and m = {m = 12, then
a'? mod 131 = 35.

First, we compute the order pair (j,357) mod 131 , for 0 < j <11

we obtain the list:

(0,1), (1,35), (2; 46)
(3,38), (4,20), (5,45)
(6,3), (7,105),(8,7)
(9,114), (10, 60), (11, 4)
which is then sorted to produce Iy

The second list contains the ordered pairs (i,100 x (271)" mod 131) , for 0 <i < 11
(i.e, (i,100 x 66" mod 131), it is as follows :

(0,100), (1, 50), (2,25)
(3,78),(4,39), (5,85)
(6,108), (7,54), (8,27)
(9,79), ( 10, 105),(11,118)
after sorting this list we get Lo .
if we proceed simultaneously through the tow sorted lists,we find that (7,105) in Ly and(10,105) in
Lo. hence, we can compute

l0g2100 = (12 x 7+ 10) mod 131 = 94
as a check , it can be verified that 2°* = 100 mod 131.

2.2.3 Pohig-Hellman algorithm

This algorithm is used to solve the DLP in finite cyclic group, it is particularly efficient when the
order of the group can be factored into small prime powers , this algorithm is based on the Chinese
remainder theorem.

Suppose that n = H§=1pfi , where the p;’s are distinct primes.Since z = log,, S is determined
modulo n, it is sufficient to compute x (mod p{*) for each factor p{*, 1 < ¢ < ¢. then we can

compute x mod n by Chinese remainder theorem .
algorithm 2.2. Pohlig-Hellman
e Factorize n = [[I_, p&

e cachi=1tot

€4
Compute o = a"/Pi
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Compute  B3; = B/’

o Solve o' = f3; (mod pi*)

so0 that : ® = o + X1P1 + TaP3 + weveern.

o Use the Chinese Remainder Theorem to find x such that:

z=x; (modpi') foralli

Example 2.4. Solving 2* = 18 (mod 29) using Pohlig-Hellman We solve the discrete logarithm:
2 =18 (mod 29)
Since 29 is prime, we work in the multiplicative group:
[(Z/29Z)*| =28 =4 x T

We compute:

zmod4 and x mod?7

Computation modulo 7 Let:

28
€7 = 7 =4
Compute:
ar =2*=16 (mod 29)
B7 =18*  (mod 29)
Now:

182 =324=5 (mod 29)
181 =52 =25 (mod 29)

So we solve:

167 =25 (mod 29)

Checking powers:
16* =25 (mod 29)

Hence:
z=4 (mod 7)
Computation modulo 4 Let:
R
€4 = 1 =

Compute:
ay =2"=12 (mod 29)
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Now compute:

18" =17 (mod 29)

So:
1271 =17 (mod 29)

Checking powers:
122 =17 (mod 29)

Hence:

z=3 (mod 4)

Chinese Remainder Theorem We solve:

=4 (mod 7)
Testing values gives:
r=11
z=11

2.3 Cryptographic protocols based on DLP

2.3.1 Diffie-Hellman key exchange

The Diffie-Hellman key exchange (DHKE), proposed by Whitfield Diffie and Martin Hellman in
1976, was the first asymmetric scheme published in the open literature. It enables two parties
to derive a common secret key by communicating over an insecure channel. The DHKE is a
very impressive application of the discrete logarithm problem that we will study in the subsequent
sections. This fundamental key agreement technique is implemented in many open and commercial
cryptographic protocols like Secure Shell (SSH), Transport Layer Security (TLS), and Internet
Protocol Security (IPSec). The basic idea behind the DHKE is that exponentiation in Zj; works

as follows:

k= (a")=(a¥)® mod p

Let us now consider how the Diffie-Hellman key exchange protocol over Z; works. In this protocol,
we have two parties, Alice and Bob, who would like to establish a shared secret key using the

Diffie-Hellman protocol. key exchange protocol

1. Alice and Bob publicly agree on a prime modulus number p, and a generator « of the

multiplicative group Z; and 1 < o < p.
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2. Verify that p and « are co-primes , i.e. ged(p, ) = 1.

3. Alice selects a random private key x with 1 < & < p—2, then calculates a public key a® mod p
4. Bob selects a random private key y with 1 <y < p—2, then calculates a public key ¥ mod p
5. Alice sends Bob the public key Y,, and Bob sends Alice the public key Y.

6. Alice computes K1 = (a¥)* mod p.

7. Bob computes K» = (a*)¥ mod p.

8. Verify that K = K; = K5, where K7 and K5 are the calculated shared secret key.

Alice Bob
x=kpa€{2,...,p—2} y=kprp€{2,...,p—2}
— — T — = Y
A = kpub,a = mod p a4 = A B =kpu,p =aY mod p
kpub,B =B
kagp = B* mod p kap =AY mod p

Figure 2.1: Diffie-Hellman Key Exchange

Example 2.5. Suppose Alice and Bob are two users, to exchange the secret key between

them. Let p = 29 and let o = 2 be a primitive root modulo 29. the protocol proceeds as follows:

Alice Bob
choose x = kpp. 4 =5 choose y = kpr.p = 12
— — 95 — — —9l2 —
A=kpupa=2"=3 mod 29 Fpupa = 3 B=Fkpuwp=2"=7 mod 29
kpub,B =7
kag =7°=16 mod 29 kap =32 =16 mod 29

As one can see, both parties compute the value kap = 16,

2.3.2 ElGamal cryptosystem

In 1985; ElGamal introduced a public key cryptosystem can be based on the discrete log problem
in (Z;; .) . The system uses a public key for encryption and a private key for decryption , allowing
secure exchange of information over insecure networks in an efficient and reliable way.

key Generation
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e choose a large prime number p
e choose a generator « of the multiplicative group Z;
e choose a private key = (random integer)

e compute public key:
ﬁ = ax mOd p

e public key:(p, a, 8)

e private key: x

ElGamal Encryption

to encrypt a message m:
e choose a random number k

e compute:

c1 = a”mod p

co =m- 3% mod p
e ciphertext (c1,c2)

ElGamal Decryption

using private key x

e compute:

m=cy-(c¥)~t mod p
& = (aby?

difficulty of computing = from 8 = a” mod p. this is exactly the discrete logarithm problem ,

which is hard for large numbers.

Example 2.6. Suppose p =131 and a = 2, « is primitive element modulo p. Let x = 94, so
B =a" modp=2% mod 131 = 100 Now, suppose that Alice wishes to send the message m = 112

to Bob. so she is choose a random integer k = 13 and Compute ¢y

1 =a® modp=2" mod131

213 = 8192
c1 = 8192 mod 131 =70

and Compute BF mod p
BF =100 mod 131
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Using modular exponentiation:

100> =44 mod 131
100* =102 mod 131

100® =55 mod 131

Thus:
100** = 100® - 100* - 100
=55-102-100 mod 131
55-102 = 108 mod 131
108-100 = 58 mod 131
So:

B¥ =58 mod 131

Compute co

co=m-B* modp
co =112-58 mod 131
112 - 58 = 6496
co = 6496 mod 131 =77

when Bob receives the Cipher text

(Cl7 62) = (70, 77)

and he compute

m=cy-(c})”' mod p
m="77-(70°)"" mod 131
7761 = 4697
m = 4697 mod 131 = 112
m =112

which was the plaintext that Alice encrypted.
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2.3.3 Digital Signature Algorithm

The Digital Signature Algorithm (DSA) was proposed in 1991 by the U.S. National Institute of
Standards and Technology (NIST), NIST chose to base their signature scheme on the discrete
logarithm problem in a prime finite field IF,,, which are difficult to compute.

Digital signature is an example of asymmetric key cryptography which uses three different algo-

rithms to complete the process:

e key generation algorithm: is key generation algorithm which generates private key and a

corresponding public key.

e signature generation algorithm: is signing algorithm which selects sending both of the

message and the signature using a private key generated in the first step and hash function.

e signature verification algorithm: is signature verifying algorithm which verifies the au-

thenticity of sending message using a public key.

Key generation Algorithm
The keys for Digital Signature Algorithm are computed as follows:

e Generate a prime number p, where 2871 < p < 20 for 512 < L < 1024 and L a multiple of
64 i.e, L € {512,576, 640,704, 768, 832, 896, 960, 1024 }.

e Find a prime divisor ¢ of (p — 1), with 219 < ¢ < 2160,

e Choose an integer «, (1 < a < p), satisfying the two conditions a? modp = 1 and o =

hP=D/9modp, where h is any integer with 1 < h < p — 1 such that h*=1/¢ mod p > 1.

The algorithm parameters (p, q, g) may be shared between different users of the system. The

second phase computes private and public keys for a single user:
1. Choose a random integer x, such that 0 < x < ¢
2. Compute 8 = a®modp.
3. The keys are now:

the public key is kpu = (p,q,,f).

the private key is Kp ==

signature generation algorithm

Let m be a message and h(m) be a hash value of m. The signature generation process is as follows:
1. Choose a random per-message secret number k, where 0 < k < q.

2. Compute r = (¥ mod p) mod g.
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3. Compute s = [k~ (h(m) + xr)] mod q.
4. If r =0 or s = 0 then go to step 1.
5. Sends the message m and the signature (r, s) to receiver.

Signature verification algorithm

The signature verification process is as follows:

—_

. Verify that: 0 <r <gand 0 < s <gq.
2. Compute w = s~ ! mod gq.

3. Compute u; = [h(m)w] mod q.

4. Compute us = rw mod q.

5. Compute v = [(a**5“2) mod p| mod q.
6. The verification: v

=rmod q= walid signature.

Zrmod ¢ = invalid signature and rejects the signature.

Proof (Correctness of the DSA algorithm). To prove the DSA algorithm requires showing

that a signature (r, s) satisfies the verification condition v = r mod ¢. The signer computes:
s = [k~ (h(m) + 2r)] mod ¢

Thus
k=h(m)s™* +2rs ! mod q

= h(m)w + zrw mod ¢
Since « has order ¢ mod p we have:

af = oMM aEre mod q

= ah(m)wﬂm’ mod g
= "' %2 mod ¢

Finally, the correctness of DSA follows from:
r = (o mod p) mod ¢

= (a"* "2 mod p) mod ¢

= v mod gq.
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Example 2.7. Alice and Bob are two users, Alice wants to send a message m to Bob which is
to be signed with the DSA. Suppose the hash value of m is h(m) = 30. Then the signature and
verification process is as follows:

Alice

o Key generation:
Choose : p=61,q=5,g=9
Choose  private key:xz =4

Compute : = o mod 61 = 34

Public  key: (p,q,a, ) = (61,5,9,34)

e Sign:
Compute hash of message: h(m) =30
Choose ephemeral key:k=3
Compute : 7 = (92 mod 61) mod 5 = 3
Compute:s=12-(30+4-3)] mod 5 =4
SendstoBob : (m, (r,s)) = (m, (3,4))

BOB
o Verify:

Compute : w = 4~ = 4bmod5

Compute :up =4-30=0mod 5

Compute : us = 3 -4 = 2modb

Verification : v = [90 - 342 mod 61] mod 5 = 3

v=rmodb= walid signature
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Chapter 3

Elliptic curve cryptography

Elliptic curves cryptography (ECC) is a modern approach to public-key cryptography,the use of
elliptic curves in public key cryptography was independently proposed by Koblitz and Miller in
1985.ECC is based on a elliptic curve discrete logarithm problem (ECDLP) and has a high level of
security with a shorter keys length compared to the RSA, thus reducing the processing overhead.
This chapter begins with a description of elliptic curve, Moreover,the main ECC-based protocols
are presented, including ECDLP, ECDH, and ECDSA.The references used in this chapter are:[24,
18, 21, 20, 14, 16, 11, 9, 5, 17]

3.1 Elliptic curve

Elliptic curve are not ellipses. The name is given as elliptic curves because these are described by
cubic equations, similar to those used for calculating the circumference of an ellipse. The cubic
equations for elliptic curves are of the form y? + axy + by = 2® + c2? + dx + e (called Weierstrass
equation) , where a, b,c,d and e are real numbers that satisfy some simple conditions. An elliptic
curve can be defined over any field (e.g., R, Q, C). However, elliptic curves used in cryptography

are mainly defined over finite fields.[9, 10, 16, 11, 14, 17, 18, 21, 24, 22, 20, 15]

Y axis

N A

Curves of this Nature are
called Elliptic Curves

X axis ——»
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3.1.1 Elliptic curve over fields

Definition 3.1. Let F be a field, and a, b be scalars in F such that the cubic X3 +aX + b has
no multiple Toots. An elliptic curve E over a field F is the set of solutions (X,Y) € F? to the
equation:
V2=X?+aX+b

plus a “point at infinity” denoted by oo.
When F is the field of real numbers the condition on the cubic can be expressed in terms of a and b.
Let r1,79,73 be the roots (maybe complex) ofX> + aX + b, taken together with their multiplicities,
i.e., such that

X34+aX +b= (X —r)(X —7r)(X —1r3)
Then it is possible to check that

d = (ry —r2)?(r1 —7r3)?(ra — 73)* = —(4a® + 27%)

This real number is called the discriminant of the cubic, and the cubic has no multiple roots if and

only if this discriminant is nonzero, i.e
d = —(4a® 4 27b%) # 0
This condition also guarantees the absence of multiple roots over an arbitrary field F

Example 3.1. The equation: Y2 = X3 4+ 3X + 4. defines an elliptic curve over Zr since the
discriminant

d=—(4a® +270*) =6 # 0

The point (5,2) € Z2, belongs to this curve since 22 = 53 4+ 3 -5+ 4 mod 7 with both sides being

equal to 4.

Example 3.2. When F =R is a field of reals, the graph of an elliptic curve can have two different
forms depending on whether the cubic on the right-hand side of Y? = X3 +aX + b has one or

three real roots

(@) ? _ (b) ¥

Figure 3.1: Graph elliptic curve a : y> = z(z +1)(x — 1) and b:y?=23+1
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3.1.2 Elliptic curve over finite fields
Let E be an elliptic curve over a finite field F,, defined by the Weierstrass equation , where p = ¢"
with p prime number and r € N*

Definition 3.2. Let E be an elliptical curve over F,,. From the point of view of cryptography we
are interested in elliptic curve group mod p, where p is a prime number. Then E may be described
as 4a® + 27b% # 0 mod p, where a and b are two positive integers less than the prime number p.
Then Ep (a, b) denotes the elliptic group mod p, whose elements (x,y) are pairs of positive integers

less then p satisfying y*> = 2% 4+ ax +b mod p together with the point at infinity O.

Theorem 3.1. (Hasse bound):Let E be an elliptic curve defined over F,,. Then:
HE(F,) - (p+1)] <205
Lemma 3.1. The group E(F),) is either cyclic to a product of two cyclic groups,
E(F,) =2 Z/dZ,where d=#E(F)p)
EF,) 2 Z/dZ x Z/dsZ, where dilde and di]lg—1

Example 3.3. Let E be an elliptic curve over a finite field.

E:y*=a343z+5
over Fi7, then the set of Fi7-rational points on E is:
E(Fi7) = {(1,14),(1,3),(2,6), (2, 11), (4,8), (4,9),
(5,3),(5,14), (6, 1), (6,16), (9,8),(9,9),
(10,7),(10,10), (11, 14), (11, 3),
(12,1),(12,16), (15,12), (15, 5),
(16,1), (16,16),00}.
Points of E(Fi7) shown in the figure:

16 1Y . . .
14 . . .
12 .
.
10 .
. .
8 . .
L ]
0] .
.
4
. . .
2
. . .

Figure 3.2: An elliptic curve E: y2 =23 + 32+ 5
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The group E(F17) is cyclic for all P € E(F17) (#E(F17) = 23), and we have:

|#E(Fi7) — (17+ 1) <2V17 and E(Fy7) = 7/237Z

3.1.3 Group Operations on Elliptic Curves

1. Point multiplication
The basic operations of elliptic curve involve point multiplication which is achieved by point
addition and point doubling. In the point multiplication a point on the Elliptic Curve say the
P is multiplied with a positive integer to obtain the another point of Q on the same Elliptic

curve, using the Elliptic curve equations.i.e
Q=KP
Let K =15
So; Q=15P=(2202P+P)+P))+P

So this example shows that the point multiplication is consummate by using the point addi-
tion and the point doubling repeatedly to get the result. This method is named as double
and adds method. There are the other efficient methods for the point multiplication such as

the NAF (Non — Adjacent Form).

2. point addition
It is the addition of the two points of the elliptic curve, say P and Q , to get another point
R on the same Elliptic curve.we have to distinguish two cases: the addition of two distinct
points (named point addition) and the addition of one point to itself (named point doubling).
Point Addition P + @ This is the case where we compute R = P + @ and P # @ The
construction works as follows: Draw a line through P and Q and obtain a third point of
intersection between the elliptic curve and the line. Mirror this third intersection point along
the x-axis. This mirrored point is, by definition, the point R. Figure shows the point addition

on an elliptic curve over the real numbers.

“I

P P40

| *
[4) |
|

Figure 3.3: Adding points of an ellipic curve
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Analytical Explanation: Consider the two distinct points P(Xp,Yp) and Q(Xq, Yg).
The slope of line joining these two points is S.

s= (Yo —Yp)/(Xq — Xp)

As we know that the R = P + @), and R is also the point on EC so the coordinates of the
R(Xg,YR) are calculated by:

Xp=28%-Xp—Xg
Yr=SXp—Xgr)—Yp
Example 3.4. Let the elliptic curve be defined over the finite field F17 by:
E:y*=2%+32+5 (mod 17)
Consider the two points on E:
P(1,3), Q(2,6)
We compute the sum R= P + Q as follows.

_Y2—0
T2 — 1

mod 17

3 =52 —1x; —xo mod 17
r3=3>-1-2=6
ys = s(x1 —x3) —y1 mod 17
y3 =3(1—6) —3 =—18 =16 (mod 17)

Final result:

P+Q=(6,16)

Point Doubling P + P  This is the case where we compute P+Q but P = Q. Hence,we
can write R = P + P = 2P. We need a slightly different construction here. We draw the
tangent line through P and obtain a second point of intersection between this line and the
elliptic curve. We mirror the point of the second intersection along the x-axis. This mirrored
point is the result R of the doubling. Figure shows the doubling of a point on an elliptic

curve over the real numbers.
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Figure 3.4: Doubling point of an elliptic curve

Analytical Explanation: Consider a point P(Xp,Yp) where X, # 0
Let the R = 2P, R(Xg,Yr). Then the coordinates of R(Xg,YRr) are calculated by
Xr=282-2Xp
Yr = S(Xp — Xr) Y
S is the curve at the point P and a is the parameter chosen with the Elliptic Curve.
S = (3X3% + a)/2Y,.

Example 3.5. F: 3% = 2% 4+ 22 + 2 mod 17.
We want to compute 2p where P =(5,1).
2P=P+P= (571) + (571) = (x37y3)

S_3x2+a
-3,
=2x1) 3 x52+2)

=2""x9
=9x%x9
=13 mod 17
T3 =52 —x] —xg =132—5—5=159 = 6 mod 17
ys =s(x1 —2x3) —y1 = 13(5—6) —1 = —14 = 3 mod 17
2P =(5,1)+(5,1)=(6,3).
For illustrative purposes we check whether the result 2P =(6,3) is actually a point on the

curve by inserting the coordinates into the curve equation:
2 _ .3
y° =2x°+2x+ 2mod 17
32=63+2x%x6+2mod 17

9=230=9 mod 17
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3. Inverse of a point : Even though we made major headway towards the establishment of a
finite group, we are not there yet. One thing that is still missing is an identity (or neutral)
element O such that:

P+0O=P

for all points P on the elliptic curve. It turns out that there isn’t any point (x,y) that fulfills
the condition. Instead we define an abstract point at infinity as the neutral element O. This
point at infinity can be visualized as a point that is located towards “plus” infinity along the
y-axis or towards “minus” infinity along the y-axis. According the group definition, we can

now also define the inverse —P of any group element P as:
P+ (-P)=0

The question is how do we find —P? If we apply the tangent-and-chord method from above,
it turns out that the inverse of the point P = (z,,yp) is the point —P = (zp, —yp), (the
inverse of a point P(zp,y,) is now trivial. We simply take the negative of its y coordinate.
In the case of elliptic curves over a prime field (the most interesting case in cryptography),
this is easily achieved since

—Yp = p — Yp mod p, hence

—P = (zp,p — Yp)-

Figure 3.5: Inverse points of an Elliptic Curve

3.2 Protocols based in Elliptic Curve cryptography

In this section, we present the main mathematical foundations and protocols related to Elliptic
Curve Cryptography (ECC), which form the core of modern ECC systems. The following topics
will be covered:

The Elliptic Curve Discrete Logarithm Problem (ECDLP).

The Key Exchange Protocol (ECDH).

The Digital Signature Algorithm (ECDSA).
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here is a general procedure for changing a classical system based on Discrete logarithm into one

using elliptic curves:

Classical Finite Field Elliptic Curve Setting
Nonzero numbers mod p = Points on an elliptic curve
Multiplication mod p = Elliptic curve addition
1 (multiplicative identity) <= O (additive identity)
Division mod p — Subtraction of points
Exponentiation: g* <= Integer multiplication: kP =P+ ---4+ P
p—1 <= n=#E(Fp)
a?~'=1 (mod p) — nP =0 (Lagrange’s theorem)
Discrete logarithm problem: Elliptic curve discrete logarithm problem
Solve g* =h (mod p) for k <= Solve kP = Q for k

3.2.1 Elliptic Curve Discrete Logarithm Problem

Definition 3.3. Let E be an elliptic curve over a finite field Fp. We consider P, @) be two points
in E(Fp), where P a primitive element of a cyclic subgroup of E (Fp). The elliptic curve discrete
logarithm problem (ECDLP) is finding the integer n, where 1 < n < #FE, such that:

By analogy with the discrete logarithm problem for F; we denote this integer n by n = logp(Q),
and we call n the ECDLP of Q with respect to P

Remark 3.1. ECDLP is a particular case of DLP, there is no generic algorithm with sub-
exponential running time that solves it. Let E(F,) be an elliptic curve over a finite field Fp, a
point P € E(F,) of order n, for any point Q €< P > (the subgroup generated by P), the problem
is to find out the integer k € [1,n — 1] such that Q = k- P. The integer k is called the discrete log
problem of @ to the base P.

Example 3.6. Consider the elliptic curve

E:y*=2°+2z+2
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defined over the finite field F17. Let
P=(51)

be a point on the curve. We compute successive multiples of P:

Suppose that
Q= (0,6)

The Elliptic Curve Discrete Logarithm Problem (ECDLP) consists of determining the integer k
such that
Q=kP

from the knowledge of P and Q. By observing the successive multiples of P, we obtain:
7P =(0,6)=Q

Therefore,
k=17

Hence, the discrete logarithm of Q with respect to P is equal to 7. This example illustrates that
ECDLP can be solved easily for small finite fields by exhaustive search. However, in practical
cryptographic systems, the parameters are chosen sufficiently large so that solving ECDLP becomes

computationally infeasible.
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3.2.2 Elliptic curve Diffie- Hellman key exchange

In complete analogy to the conventional Diffie-Hellman key exchange (DHKE) presented in section

3.2.1.ECDH is a key agreement protocol that allows two communicating parties to generate a shared

secret key.In the way that it is based on the elliptic curve discrete logarithm problem (ECDLP)

instead of the discrete logarithm problem (DLP). ECDH Domain Parameters:

1. Alice and Bob Choose a prime p and the elliptic curve E : y

generator point P = (zp,yp) The prime p.

2:

23 +ax +b modp, a

2. Alice chooses a private random integer K 4 < ord(P), and sends Y4 = K4 P to Bob.

3. Bob chooses a private random integer Kp < ord(P), and sends Yp = KpP to Alice.

4. Alice computes K1 = K4Yp.

5. Bob computes Ko = KgYy.

6. The secret key is K = K; = K.

The ECDHKE is shown in the following figure:

Alice

Generate random:

K4 < ord(P)
Calculate:

Yi=KsP

Calculate:

K1 =KaYp

Ya

A

Yp

Public parameters:

Bob

Generate random:

Kp < ord(P)
Calculate:

Yp = KpP

Calculate:

Ky =KpYy

p : prime number, P : primitive element, ord(P) : order of point P, FE : elliptic curve,

(Ya,Yp) : public keys.

Figure 3.6: Elliptic Curve Diffie-Hellman Key Exchange

Proof. To prove the correctness of the Elliptic Curve Diffie-Hellman (ECDH) protocol, it is suffi-

cient to show that both parties obtain the same shared secret key. Alice computes her public key

as:

Ya=kaP
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Bob computes his public key as:

Yp =kpP
Then Alice computes:
K1 =kaYp
Substituting Yz = kg P, we obtain:
Ky =ka(kpP)

Using the associativity of scalar multiplication:

K; = kp(kaP)
Since Y4 = kP, it follows that:
K1 =kpYa
But Bob computes:
Ky =kpYa
Therefore:
K, =K,

Hence, both parties derive the same shared secret:
K=K =K,
O
Example 3.7. We consider the public parameters of the ECDH protocol. Let the elliptic curve be:
E:y =2 +20+7
defined over the finite field Fsg. The curve forms a cyclic subgroup:
G =(P)

generated by the point P = (3,10) of order #G = 17. The elements of G are:

P =(3,10), 2P =(7,20), 3P =(31,5), 4P =(38,42),
5P = (20,45), 6P =(9,7), 7P =(1,18), 8P =(28,44),
9P = (28,15), 10P =(1,41), 11P =(9,52), 12P = (20,14),
13P = (38,17), 14P =(31,54), 15P =(7,39), 16P = (3,49),
17P = o0

ECDH Key FExchange Procedure: Alice and Bob select secret keys:
ka=5<17, kp=9<17
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Public key computation:

Y4 =kaP =5P = (20,45)
Y =kpP =9P = (28,15)
Shared secret computation: Alice computes:
K =kaYp =5(28,15) = 45P = (9,7)
Bob computes:
K =kpYs =9(20,45) = 45P = (9,7)

Thus, both parties obtain the same shared secret key:

Ka=Kg=(9,7)

3.2.3 Elliptic curve ElGamal cryptosystem

Key Generation (Bob): 1. Bob selects an elliptic curve E(a,b) over the finite field F,.
2. He defines a base point e; = (z1,41) € E.
3. He chooses a private key d € Z,,.
4. He computes the public key:
ez =d-e1 = (22,y2)
5. Bob publishes (E, p, e1, e3) as his public key and keeps d secret.

Encryption (Alice): Alice wants to send a message represented by a point P € E.

1. She selects a random integer r € Z,,.
2. She computes:
Ci=r-e
Co=P+r- e
3. The cipher-text is (Cy, C3).
Decryption (Bob): After receiving (Cy,C5), Bob computes:
P=Cy—d-Cy
Correctness:
P=Cy—dCy
=P +res —d(rey)
= P+ r(de;) —dre;
=P+0

=P

where O is the identity element of the elliptic curve group.
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Example 3.8. We illustrate the ElGamal encryption scheme over an elliptic curve. Let the elliptic
curve be:

E:y?=a%422+2

defined over the finite field F17. Let the base point be:
e1 =(5,1)
with order n = 19. Key Generation (Bob): Bob chooses a private key:
d="17

He computes the public key:
ea=d-e1 =7(5,1) = (0,6)

Thus, Bob’s public key is:
(E7 177 €1, 62)

Encryption (Alice): Alice wants to send a message point:

She chooses a random integer:

She computes:

Cl =T-€1 25(5,1) = (9,16)
Cy=P+r-ey=(6,3)+5(0,6)

Since:

562 = (2, 10)

We get:

Thus, cipher-text is:
(Cla 02) = ((97 16)7 (7a 6))

Decryption (Bob): Bob computes:
P=Cy—d-C;

First:
dCy =17(9,16) = (2,10)
Then:
P =(7,6)—(2,10)
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Since subtraction is addition of inverse:
P=(7,6)+(2,7) = (6,3)
Conclusion: The recovered plain-text is:
P =(6,3)

which matches the original message.

3.2.4 Elliptic Curve Digital signature algorithm

The shorter bit length of ECC often results in shorter processing time and in shorter signatures.
For these reasons, the elliptic curve digital signature algorithm (ECDSA) was standardized in
the US by the American National Standards Institute (ANSI) in 1998. The steps in the elliptic
curve digital signature algorithm (ECDSA) standard are conceptionally closely related to the DSA
scheme (it was discussed in the section 3.2.3). In the ECDSA, Alice generates the signature with
her secret-key and Bob verifies the signature with Alice’s public-key. This protocol consists of
three parts: key generation algorithm, signature generation algorithm and signature verification
algorithm. The ECDSA protocol it is shown below which Alice signs the message m and Bob
verifies Alice’s signature. key generation algorithm

Used to generate the public and private key of the users.

1. Use an elliptic curve F over a finite field F, with p a prime number, and choose a point

P € E(F,) which generates a cyclic group of a prime order n.
2. Choose a random integer d with 0 < d < n.

3. Compute:
Q=dP

4. The keys are now:
Kpub = (p> n, Q7 P)

Ky =d

Signature generation algorithm

Used by Alice to generate the signature for the message m using private key and hash function h.
1. Select a random or pseudo random integer k, 0 < k < n.
2. Compute B = kP = (zp,yB).
3. Compute r = zp (mod n).

4. If r = 0 then go to step 1.
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5. Compute hash value of the message h(m).

6. Compute s = [k~1(h(m) + dr)] mod n.

7. If s =0 then go to step 1.

8. The signature of m is (r, s).

9. Sends the message m and the signature (r, s) to Bob.

Signature verification algorithm
Used by Bob to verify Alice’s signature, to accept or reject the message m using the public key

and hash function h.
1. Verify that: 0 <r <nand 0 < s <n.
2. Compute the hash value of the message m and convert this bit string h(m) to an integer e.
3. Compute w = s~ (mod n).
4. Compute u1 = h(m)w (mod n) and us = rw (mod n).
5. Compute A =u1 P +u2Q = (za,y4).
6. The verification:
x4 =r (mod n) = valid signature.
x4 Z7 (mod n) = invalid signature and rejects the signature.
Example 3.9. Let E be an elliptic curve over the finite field Fog defined by the equation:
E:y*=a23+7x+5 (mod 29).
Let the point P = (5,7) € E(Fag) which generates a cyclic subgroup G C E(Fag) of order:
#G = 11.

Alice wants to send a message m to Bob that is to be signed with the ECDSA protocol. The signing
and verification process is as follows:

Alice Key generation:

Choose elliptic curve E with parameters a =7, b=15, p = 29,
and P = (5,7) with n = 11.

Choose private key: d = 5.

Compute: Q = dP =5(5,7) = (20,5).

Public key: (p,a,b,n, P,Q) = (29,7,5,11,(5,7), (20,5)).
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Signature generation:

Compute hash of message: h(m) = 20.

Choose ephemeral key: k=9, 0 <k <n =11.
Compute: B =kP = (xg,yg) = 9(5,7) = (3, 16).
r=xp =3.

s=k 1(h(m)+d-r) mod 11 =5(20+5.3)=10 mod 11.

send to Bob :(m,(r,s)=(m,(3,10)

Bob Verification:

Verify that: 0 <r=3 <11, 0 < s =10 < 11.
w=s1=10"'=10 mod 11.

up =h(m) - w=20-10=2 mod 11.
us=r-w=3-10=8 mod 11.

A=uP+usQ =2(5,7) + 8(20,5).

verification : x4 =3 mod 11
Verification condition:

g =r (mod 11) = walid signature.

3.2.5 ECC encryption/decryption

In this section, we will present how to implement elliptic curve based public key encryption/de-
cryption (asymmetric cryptosystem based on ECC).

Since ECC is an asymmetric cryptography, we require a private-public key pair for to encrypt and
decrypt a data. Assume Alice and Bob are the two communicating users, they agree upon a some
public parameters are elliptic curve equation E and a primitive point P of cyclic group G. Each
user selects a private key and generates public key, let K4 and Kp are private keys and Y4 = K2 P

and Yp = KgP are public keys of Alice and Bob respectively. Elliptic Curve Encryption
1. Input: Elliptic curve domain parameters (p, E, P,n), public key @, Plain text m.
2. Output: Cipher text Cp,.
3. Represent the plain text m as a point P, in E(F,).
4. Select k € [1,n — 1].
5. Compute Cy = kP.

6. Compute Cs = P, + kQ.
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7. Return (C1, Cs).

Elliptic Curve Decryption
Input: Curve domain parameters (p, F, P, n), private key d, ciphertext C,,.

Output: Plaintext m.
1. Compute Pm = 02 — dCl
2. Return P,,.

Example 3.10. Let the elliptic curve be defined over the finite field Fq7:
E:y?=2%4+22+2 (mod 17)
Let P = (5,1) be a base point on E, generating a cyclic subgroup of order n = 19. Bob selects a

private key:
dp =7

His public key is computed as:

Qp=dgP =7P =(0,6)
Alice encodes her message as a point on the curve:

M = (10, 6)

She selects a random integer:

k=5

The ciphertext components are computed as follows:

Cy = kP =5P = (9,16)

kQp = 5Qp = 5(TP) = 35P = 16P = (10,11)
Cy =M +kQp = (10,6) + (10, 11)

(10,6) = —(10,11)

Thus, the cipher-text is:

Decryption : Bob computes:

dpCy = 7(5P) = 35P = 16P = (10, 11)
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The plain-text is recovered by:

M = CQ — d301
M =0—(10,11)
M = (10,6)

Remark: The security of this scheme is based on the Elliptic Curve Discrete Logarithm Problem

(ECDLP), which makes it computationally infeasible to derive the private key from the public

information.

3.2.6 Comparison between RSA and ECC

Both RSA and Elliptic Curve Cryptography (ECC) are widely used public-key cryptographic
schemes in modern information security systems. Although they serve the same fundamental
purpose of enabling secure communication and key exchange, they differ significantly in their
mathematical foundations, efficiency, and performance characteristics. The RSA cryptosystem
is based on the computational difficulty of factoring large composite integers into their prime
factors, a problem known as the Integer Factorization Problem. In contrast, ECC is based on
the difficulty of solving the elliptic curve discrete logarithm problem, referred to as the FElliptic
Curve Discrete Logarithm Problem (ECDLP), which provides a higher level of security per bit. In
terms of key size, RSA requires relatively large key lengths to achieve a sufficient security level.
Commonly, RSA uses key sizes of 1024 bits or 2048 bits. Conversely, ECC achieves equivalent
security levels with significantly smaller key sizes, typically ranging from 160 to 256 bits. Regarding
computational efficiency, RSA operations are generally slower due to the use of large integer
arithmetic, which makes it less efficient in constrained environments. On the other hand, ECC
offers faster computation and reduced processing overhead, making it more suitable for systems
with limited computational resources. Furthermore, ECC provides advantages in terms of memory
usage, energy consumption, and bandwidth efficiency when compared to RSA. As a result, ECC
is increasingly preferred in modern applications such as mobile devices, embedded systems, and
low-power environments. In conclusion, ECC offers a comparable level of security to RSA while
requiring smaller key sizes and providing better overall efficiency, which makes it a more suitable

choice for contemporary cryptographic applications. [17, 16]
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Symmetric Scheme (bits) | ECC-based Scheme (bits) | RSA / D-H (bits)
56 112 512
80 160 1024
112 224 2048
128 256 3072
192 384 7680
256 512 15360

Table 3.1: Comparable key sizes for equivalent security
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Conclusion

Elliptic Curve Cryptography (ECC) is considered one of the most important modern cryptographic
algorithms due to its high efficiency and strong level of security, which makes it essential to study
it carefully in order to demonstrate its effectiveness in the world of encryption. Public-key cryp-
tography is an important field of cryptography that enhances security, privacy, and supports the
main goals of information security, namely confidentiality, integrity, and availability. This work
provided a simple and clear explanation of Elliptic Curve Cryptography, including its definition,
mathematical foundations, a brief comparison between ECC and RSA, the advantages of ECC,
and some important ECC-based applications such as ECDSA and ECDH.

In conclusion, the aspects related to ECC security, applications, comparison with other methods,

and performance can be summarized as follows:

e Key and signature sizes: ECC uses smaller keys compared to RSA, making it more suitable

for devices with limited resources.

e Computational complexity: ECC algorithms require less computational power and are there-

fore faster than RSA algorithms in many operations.

e Security level: ECC is considered to provide a high level of security equal to or greater than

RSA while using smaller key sizes.

e Practical performance: In most applications, ECC achieves faster and more efficient perfor-

mance compared to RSA.

e Suitability for different applications: ECC is an ideal choice for applications requiring small
key sizes and fast performance, such as mobile devices and the Internet of Things (IoT),
while RSA is widely used in applications requiring high security levels, such as financial

transactions.
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English Abstract

This master memory studies Elliptic Curve Cryptography (ECC) as one of
the most important modern public-key cryptographic systems, due to its
high level of security and computational efficiency compared to the RSA
algorithm. The work begins with an introduction to the fundamental
algebraic concepts used in cryptography, such as groups, cyclic groups and
finite fields. It also discusses the Discrete Logarithm Problem (DLP) and its
essential role in securing cryptographic systems. The study focuses on
both the theoretical and practical aspects of ECC through the presentation
of its main protocols, including ECDLP, ECDH, and ECDSA, together with
the associated operations and algorithms. This work highlights the
importance of ECC in achieving information security with high efficiency
using relatively small key sizes.

Keywords: Elliptic curves, ECC, RSA, public-key cryptography, DLP, ECDLP,
ECDH, ECDSA, information security
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