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ABSTRACT

The Internet of Medical Things (IoMT) has revolutionized modern healthcare by enabling
continuous monitoring and real-time data exchange among medical devices. However,
the heterogeneity of data sources, limited computational resources, and increasing security
threats pose significant challenges to the deployment of intelligent and privacy-preserving
solutions.

This thesis proposes an enhanced framework that integrates Federated Learning (FL)
with lightweight blockchain consensus mechanisms to address key issues in participant
selection and system robustness. A comparative study of existing participant selection
methods is presented, followed by the design of a refined probabilistic model that bal-
ances optimization and privacy. Furthermore, we introduce a blockchain-assisted role as-
signment mechanism to improve transparency and trust among distributed participants.

The proposed framework, BlockGuard-RD, is evaluated against various threat scenar-
ios such as data poisoning, impersonation, and denial-of-service (DoS) attacks. Experi-
mental results demonstrate the framework’s ability to enhance model accuracy, improve

resource efficiency, and maintain high security standards within [oMT environments.
Ultimately, this work contributes a robust and adaptive solution for secure, scalable,

and privacy-aware machine learning in medical cyber-physical systems.

Key Words: Federated learning, Internet of Medical Things, participant selection, Pri-

vacy levels, optimization levels
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RESUME

L’Internet des objets médicaux (Internet of Medical Things, [oMT) a profondément trans-
formé le domaine de la santé¢ moderne en permettant la surveillance continue et I’échange
de données en temps réel entre dispositifs médicaux. Toutefois, I’hétérogénéité des sources
de données, les ressources de calcul limitées et la multiplication des menaces de sécu-
rité constituent des défis majeurs pour le déploiement de solutions intelligentes et re-
spectueuses de la confidentialité.

Cette these propose une plateforme améliorée intégrant I’apprentissage fédéré (Feder-
ated Learning, FL) a des mécanismes de consensus blockchain allégés, afin de résoudre
les principaux problémes liés a la sélection des participants et a la robustesse du systéme.
Une étude comparative des méthodes existantes de sélection des participants est présentée,
suivie de la conception d’un mod¢le probabiliste affiné conciliant optimisation et préser-
vation de la vie privée. De plus, un mécanisme d’attribution de roles assisté par blockchain
est introduit pour renforcer la transparence et la confiance entre les participants distribués.

La plateforme proposée, nommée BlockGuard-RD, est évaluée dans divers scénarios
de menace tels que I’empoisonnement des données, 1’usurpation d’identité et les attaques
par déni de service (DoS). Les résultats expérimentaux démontrent la capacité de cette
structure a améliorer la précision des modeles, a optimiser 1’utilisation des ressources et a
maintenir des standards de sécurité ¢levés dans les environnements loMT.

En définitive, cette theése contribue a la conception d’une structure robuste et adaptative
pour un apprentissage automatique sécurisé, évolutif et respectueux de la confidentialité

au sein des systémes cyber-physiques médicaux.

Mots-clés : Apprentissage fédéré, Internet des objets médicaux, sélection des partici-

pants, confidentialité, optimisation
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GENERAL INTRODUCTION

Introduction

The Internet of Medical Things (IoMT) signifies a profound intersection between health-
care and advanced digital technologies, resulting in a sophisticated network of intercon-
nected medical devices, sensors, and applications. These systems are designed to collect,
process, and transmit health-related data in real time, thereby enabling continuous patient
monitoring, personalized diagnostics, and the provision of remote medical services. This
integration not only enhances the quality and accessibility of healthcare delivery but also
contributes to cost reduction and operational efficiency.

However, the realization of IoMT’s full potential is contingent upon the secure, ef-
ficient, and privacy-preserving management of vast quantities of sensitive data. Several
challenges impede this goal, including data heterogeneity, limited computational resources
of' edge devices, strict privacy requirements, and significant communication overheads. To
address these obstacles, the combined application of Federated Learning (FL) a decentral-
ized machine learning paradigm and blockchain technology has emerged as a promising
solution. FL enables collaborative model training without the need to centralize raw data,
while blockchain provides transparency, immutability, and trust among participating en-

tities.

Motivation and Gap Identification

Despite considerable advancements, existing FL-based IoMT frameworks frequently ex-
hibit shortcomings in their participant selection methodologies. Specifically, reliance on
arbitrary or static client selection can result in suboptimal learning outcomes, inefficient
resource utilization, and heightened susceptibility to adversarial attacks. Furthermore, many
current approaches inadequately address the dynamic and heterogeneous characteristics of
[IoMT environments, where devices differ significantly in terms of availability, reliability,
and data quality.

Although blockchain technology has been widely adopted to enhance data integrity
and trust in FL systems, its potential to directly improve participant selection processes
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remains insufficiently explored. This observation highlights a critical research gap: the
necessity for a secure, adaptive, and intelligent participant selection mechanism that is

both privacy-aware and resilient to the unique threats prevalent in [oMT contexts.

Key Research Gap

A principal limitation of current Federated Learning implementations within IoMT is the
inefficiency associated with random or uniform participant selection strategies. Empirical
evidence suggests that judicious selection of participating clients can substantially enhance
model convergence rates, system stability, and overall performance.

To address this gap, the present thesis is guided by the following central research ques-

tions:

* Optimal Participant Selection: What strategies can be employed to develop an
intelligent, resource-aware participant selection algorithm that optimizes training

efficiency and model accuracy?

* Blockchain Integration: In what ways can the participant selection process be
seamlessly integrated into a blockchain-based infrastructure to ensure decentral-

ization, trust, and tamper resistance?

* Security and Resilience: How can the proposed selection mechanism be designed
to strengthen robustness against prevalent attacks such as data poisoning, imperson-

ation, and denial-of-service (DoS) within [oMT networks?

By systematically addressing these questions, this research aspires to establish a com-
prehensive framework for the secure, privacy-preserving, and performance-optimized de-

ployment of FL in healthcare environments.

Thesis Structure

The thesis is organized into four chapters, each focusing on a key aspect of the proposed

research:

* Chapter 1: Introduction to IloMT — Provides an overview of the [oMT paradigm,
detailing its architecture and the principal challenges related to data privacy, system
scalability, and the integration of FL and blockchain technologies in healthcare. The
chapter also delineates the research problem and objectives.
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* Chapter 2: Comparative Study of Participant Selection Methods — Describes
the experimental framework and offers an in-depth analysis of existing FL partici-
pant selection strategies, highlighting their limitations and establishing the rationale

for a novel approach.

* Chapter 3: Proposed Participant Selection Method — Introduces a novel prob-
abilistic algorithm for participant selection that balances optimization objectives
with privacy considerations. This chapter also presents a block-chain -assisted role

assignment mechanism to reinforce transparency and security.

* Chapter 4: Enhanced Framework with Attack Resistance — Details the Block-
Guard-RD framework, which incorporates dynamic, role-based access control and
robust defense mechanisms against major loMT-specific threats. The chapter con-
cludes with a comprehensive evaluation of the framework’s performance, privacy,

and security attributes.

In conclusion, this thesis seeks to advance the state of the art by proposing a robust and
adaptive framework for secure and efficient participant selection in FL-enabled IoMT sys-
tems, thereby facilitating the trustworthy deployment of such technologies in real-world

healthcare settings.



CHAPTER 1

CHAPTER 1: INTRODUCTION TO IOMT

1.1 Introduction

The COVID-19 pandemic has significantly increased the demand for remote patient mon-
itoring, leading to the widespread adoption of the Internet of Medical Things (IoMT).
While IoMT improves healthcare by enabling real-time data collection and analysis, it
also introduces critical challenges related to security, privacy, and system resilience.

To address these concerns, Federated Learning (FL) offers a decentralized approach to
model training, ensuring that sensitive patient data remains protected. However, the effec-
tiveness of FL relies on the selection of appropriate participants, a process that becomes
even more complex when incorporating blockchain technology for enhanced security and
trust management.

This chapter provides an overview of [oMT systems and their associated challenges
while examining the role of FL and blockchain in strengthening security. Additionally, it
highlights the importance of optimized participant selection in healthcare applications to

ensure efficient and trustworthy model training.

1.2 Overview of [IoMT Systems and Their Challenges

1.2.1 Definition of IoMT Systems

The Internet of Medical Things (IoMT) is a specialized domain within the broader Inter-
net of Things (IoT) that focuses on healthcare, a critical aspect of human well-being. It

encompasses various components, including:

* Medical Sensors and Devices — These range from basic body sensors to advanced

surgical tools, collecting and transmitting biomedical data. [1]

 Communication Networks and Secure Channels — These facilitate secure inter-

actions between patients, medical staff, and healthcare facilities. [2]
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* Distributed Information Technology Systems — These enable the creation, access,

and management of electronic health records. [3]

* Healthcare-Oriented Services and Applications — These support patient care through

interactive digital tools and healthcare services. [4]

1.2.2 IoMT System Architecture

IoMT is a specialized subset of [0T, designed to meet the stringent requirements of health-
care environments. While general IoT architectures range from the traditional three-layer
model (perception, network, application) to more complex five- and seven-layer frame-
works, IoMT typically adopts a streamlined four-layer architecture. This model is widely
recognized for its ability to balance efficient data acquisition, secure communication, in-
telligent processing, and user-centric delivery [5, 6, 7, 8, 9, 10].

This four-layer structure enables seamless end-to-end integration facilitating real-time
data collection, secure transmission, advanced analytics, and clinical usability. It also sup-
ports interoperability and scalability, both of which are essential for modern healthcare

systems. The layers are defined as follows:

* Perception Layer (Sensing Layer): This foundational layer comprises medical
sensors, wearable devices, and smart implants that continuously collect physiolog-
ical and biometric data from patients. Typical parameters monitored include heart
rate, blood pressure, glucose levels, and body temperature. Advanced imaging tools
and remote monitoring systems are also included, enabling comprehensive and real-

time healthcare diagnostics [6].

* Network Layer: This layer is responsible for the reliable and secure transmission
of medical data. It connects [oMT devices to healthcare networks using diverse
communication technologies such as Bluetooth, Wi-Fi, 5G, and Low-Power Wide-
Area Networks (LPWAN). Protocols like 6LoWPAN facilitate efficient IPv6-based
communication over low-power wireless networks, ensuring seamless data flow be-

tween devices and healthcare infrastructure [5].

* Processing Layer (Edge/Fog/Cloud Computing Layer): Critical for real-time an-

alytics and decision-making, this layer consists of:

— Edge Computing: Local data processing on devices or nearby nodes, mini-

mizing latency and reducing bandwidth usage.

— Fog Computing: Acts as an intermediary, performing localized processing

before forwarding data to the cloud, thereby enhancing security and efficiency.

5
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— Cloud Computing: Offers scalable storage, advanced analytics, machine learn-

ing, and remote access for healthcare providers [7].

* Application Layer: The topmost layer delivers user interfaces and applications
for healthcare professionals and patients. It encompasses electronic health record
(EHR) systems, telemedicine platforms, Al-driven diagnostic tools, and mobile health
apps. This layer ensures intuitive access to processed data, supporting informed clin-

ical decision-making and improved patient care [§].

3
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Figure 1.1 The four-layer [oMT system architecture [11]

This structured architecture, as represented in Figure 1.1, ensures that [oMT systems
are scalable, secure, and capable of supporting diverse healthcare applications such as re-
mote patient monitoring and Al-driven diagnostics. Nevertheless, challenges remain par-
ticularly in the areas of data privacy, security, and interoperability which necessitate on-

going advancements and innovations in [oMT technologies [9].

1.2.3 Introduction to Advanced Technologies in IoMT Systems

Given the critical role of [oMT systems in modern healthcare enabling remote monitor-
ing, diagnosis, and continuous patient care the integration of advanced technologies is
indispensable. These technologies enhance system efficiency, promote equitable health-
care access, and improve overall reliability. By leveraging such innovations, IoMT can

deliver more secure, intelligent, and adaptive healthcare solutions [12].
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A fundamental aspect of [oMT systems is the nature of [oMT devices themselves as it
appears on Figure 1.2, which serve as essential components within the broader healthcare
infrastructure [13]. These devices are responsible for the real-time collection, processing,
and transmission of patient data [14]. Structurally, an [oMT device comprises both hard-
ware and software elements: the hardware includes sensors, and communication modules,
while the software manages data processing, security enforcement, and interoperability
within healthcare networks [15, 12, 13]. The seamless integration of these components en-
sures effective system operation, enabling continuous monitoring and intelligent decision-

making [15].
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Figure 1.2 Categories of [oMT devices according to [14]

However, IoMT devices exhibit significant heterogeneity in hardware and software
configurations, arising from differences in manufacturers, operating systems, communi-
cation protocols, and functional capabilities [ 16]. This heterogeneity means that only sub-
sets of devices within a network share common characteristics, necessitating selective
integration strategies. Effectively addressing this heterogeneity is vital for ensuring inter-
operability, optimizing data flow, and enhancing the efficacy of advanced technologies

within [oMT ecosystems.

Federated Learning

Among the advanced technologies recently integrated into [oMT systems, federated learn-

ing (FL) has emerged as a foundational approach to address privacy, data locality, and
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real-time intelligence. It represents one of the first privacy-preserving machine learning
techniques adopted in healthcare-oriented IoMT infrastructures, enabling collaborative
model training without the need to share sensitive patient data.

Originally introduced in [17], FL allows multiple edge devices to train local models
on-device and share only the resulting updates. These updates are then aggregated to form
a global model, as illustrated in Figure 1.3, significantly reducing the risks associated

with data transmission and centralized storage. To implement FL effectively, two primary

Aggregation

Figure 1.3 Overview of the FL. Workflow

architectural approaches have emerged, as illustrated in Figure 1.4:

* Centralized Method: A central server acts as an intermediary, collecting model
updates from clients and aggregating them using various algorithms. This approach
ensures that raw data remains on client devices, with only model parameters ex-
changed [17].

* Decentralized Method: In this approach, training and decision-making occur col-
laboratively among peer nodes rather than being coordinated by a central server.
This decentralized coordination is often achieved through integration with blockchain
technologies, which provide a secure infrastructure based on distributed ledgers and
consensus mechanisms. Such integration not only eliminates the reliance on a sin-
gle point of control but also enhances system transparency, resilience, and data in-
tegrity [18, 19].

Both approaches are applicable in [oMT contexts, where preserving data privacy while

maintaining model quality is paramount. However, the unique characteristics of [oMT
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Figure 1.4 Basic differences between centralized and decentralized FL [20]

environments such as device heterogeneity and dynamic connectivity require more than
architectural design. In particular, the process of client selection becomes a central chal-
lenge.

Before training can begin in FL approaches, a crucial preliminary step called client
selection is typically performed as the figurel.3 shows. This process determines which
devices will participate in each training round and directly influences both training effi-
ciency and overall model performance. Selection strategies can be random as in the widely
adopted FedAvg algorithm [17] or pattern-based, as explored in [21, 22]. In IoMT scenar-
io0s, effective selection prioritizes devices with strong computational capabilities, reliable
battery life, and robust network connectivity, while excluding resource-constrained or un-
reliable nodes.

Building on this, recent research has sought to improve training efficiency by address-
ing limitations such as gradient bias and inconsistent objective distributions. For instance,
[23] proposed mathematical refinements to the FedAvg algorithm to overcome these chal-
lenges. Comparative experiments demonstrated that algorithms like FedMeta outperform
traditional approaches such as FedShare, FedProx, and FedAvg in terms of accuracy. No-
tably, FedProx [18] introduces mechanisms to handle system and network heterogeneity,
thereby increasing robustness across diverse [oMT deployments.

Another fundamental component in FL is the aggregation step as on figure 1.3, where
model updates from selected clients are combined to generate the next global model iter-
ation. The quality and accuracy of the final model heavily depend on the effectiveness of
this process. In centralized settings, aggregation is typically performed using algorithms
like FedAvg [24], FedNova [25], and FedProx [18]. In decentralized systems, alterna-
tive methods such as gossip-based protocols [18], cyclical weight transfer [19], and proxy
model sharing [26] are explored to support aggregation without relying on a central entity.

These methods are crucial for ensuring model consistency and convergence in distributed
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[IoMT environments.

Finally, as FL matures, fairness has emerged as a critical concern particularly in loMT
systems where data distribution is inherently non-uniform and client participation can be
highly variable. This heterogeneity often leads to biased global models that disproportion-
ately favor dominant data sources or frequently participating clients, while marginalizing
those with smaller datasets or limited connectivity [27]. Addressing fairness requires not
only algorithmic strategies such as cross-stability modeling and utility-based optimization
frameworks that balance client contributions while respecting privacy constraints [28] but
also systemic approaches that incentivize equitable participation and mitigate resource dis-
parities [29]. Ensuring fairness is especially vital in healthcare contexts, where unbiased,
inclusive models directly impact patient outcomes and ethical standards. In the following
sections, we will explore how the nature of [oMT data and advanced security technologies

further influence FL’s effectiveness and trustworthiness.

Nature of Patient Data

Patient data in healthcare is inherently sensitive, heterogeneous, and distributed across
multiple institutions, often subject to strict privacy regulations such as HIPAA and GDPR.
These characteristics pose significant challenges for collaborative machine learning, mo-
tivating the adoption of FL paradigms that enable joint model training without sharing raw
data.

Within FL, three primary strategies address different data-sharing and privacy-preservation

scenarios:

* Vertical Federated Learning (VFL): Applicable when datasets from different par-
ties contain complementary but non-overlapping feature sets for the same individ-
uals (e.g., clinical records vs. genomic data). Each party retains control over its
unique features, collaboratively training models to extract insights without expos-
ing raw data. VFL is particularly valuable in multi-institutional medical research

where data confidentiality is critical.

* Horizontal Federated Learning (HFL): Suitable when multiple entities hold datasets
with similar features but distinct patient populations (i.e., different data instances).
Each party trains local models on its data subset, and model updates are aggregated
to enhance the global model’s generalization across diverse populations. HFL is

relevant for applications like distributed disease prediction across hospitals.

* Hybrid Federated Learning: This approach combines vertical and horizontal FL

to handle complex data distributions exhibiting both feature and sample partitioning.

10
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For example, healthcare analytics involving multiple institutions with overlapping
and institution-specific patient data can leverage hybrid FL to jointly model global

trends and local nuances while preserving privacy.

= Users

T T
Features Features Features

Horizontal Federated learning Vertical Federated learning hybrid federated
HFL VFL

learning

Figure 1.5 Illustration of vertical, horizontal, and hybrid FL

Security in [oMT

IoMT comprises a diverse network of medical devices, wearables, sensors, and applica-
tions that continuously collect and transmit sensitive patient data. This interconnected-
ness, while enabling advanced healthcare services, also introduces numerous potential
entry points for cyberattacks. Such attacks threaten patient privacy, disrupt healthcare op-
erations, and, in severe cases, can endanger lives. Effective security measures including
encryption [30], two-factor authentication [31], and biometric verification [32] are essen-
tial for protecting data across the IoMT ecosystem. However, the diversity of devices,
rapid technological evolution, and prevalence of legacy systems can lead to compatibil-
ity issues and expose vulnerabilities, particularly in older devices with outdated security
protocols [33]. Privacy protection, enforced by regulations such as HIPAA [34], must com-
plement these technical measures to ensure data confidentiality and integrity at all layers
of [oMT.

Cryptographic Systems Robust cryptographic methods are fundamental to IoMT se-
curity. Lightweight encryption algorithms [35] are particularly important for resource-
constrained devices. Protocols such as Diffie-Hellman key exchange [36], Huffman en-
coding [37], and homomorphic encryption [38] protect sensitive data during transmission
and storage. In FL, secure aggregation methods [39] encrypt model updates, safeguarding

them from interception or tampering during server-side processing.

Differential Privacy Differential privacy is integral to FL, adding controlled noise to

model updates to protect individual data contributions. The privacy-utility trade-off is gov-

11
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erned by the privacy parameter e and failure probability J:
Pr[M(z) € S| < exp(e) - Pr[M(y) € S]+ 9

where M is the randomized mechanism, and x and y are neighboring datasets [40, 41, 42].

This approach helps prevent information leakage, even if model parameters are exposed.

Blockchain Blockchain technology enhances [oMT security by decentralizing data man-
agement and providing tamper-resistant ledgers [43]. In [oMT, blockchain supports secure
sharing of medical records, real-time monitoring, and pandemic tracking [44]. When inte-
grated with FL, blockchain mitigates data sparsity and trust issues by enabling transparent,
auditable participant selection and model update validation [45]. However, blockchain
introduces computational and latency overheads that must be balanced against security

gains.

Zero-Knowledge Proofs (ZKPs) ZKPs allow one party to prove the validity of infor-
mation to another without revealing the underlying data. In FL, ZKPs enhance security
by enabling participants to verify compliance with protocol rules while preserving pri-
vacy [46, 47, 48].

Digital Twins A digital twin is a dynamic, virtual representation of a physical [oMT de-
vice or system, updated in real-time with operational data. While primarily used for system
optimization and predictive maintenance, digital twins can also contribute to security by

enabling early detection of anomalies or cyber threats [49].

5G Communication

Short- and long-range communication methods are critical for smart healthcare devices.
Common short-range technologies, such as Body Area Network (BAN), Wi-Fi, ZigBee,
and Bluetooth, enable seamless data exchange between devices [50].

5G has transformed healthcare by enabling resource pooling, virtualization, high-performance
telemedicine, and tactile internet with haptic feedback. Its higher bandwidth, ultra-low
latency, and ubiquitous access expand healthcare reach, supporting applications such as
remote surgery, real-time diagnostics, and continuous patient monitoring [50].

The integration of 5G with short-range wireless technologies enhances data exchange
and patient experience, enabling robust, low-latency communication in IoMT environ-
ments [50].

12
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Network Configuration Efficient network configuration is essential for [oMT devices.
Frameworks like FallDeF5 leverage 5G to connect medical organizations and patients,
achieving higher accuracy in fall detection using deep gated recurrent units (DGRU) and
mobile edge computing (MEC) [51].

In FL, multiple communication rounds and large model updates can increase costs and
delays. Improving communication efficiency through techniques such as model compres-

sion and asynchronous updates is essential to address these challenges [52].

Transmission FL transmission occurs under diverse network conditions, often with slower
upload speeds and unreliable channels, leading to delays and potential model staleness [53].
5@, with its reduced latency and high transmission speeds, enables advanced applications
such as remote surgeries and fast data access in remote areas, ensuring continuous and

reliable patient monitoring [54, 55].

Unreliable Channel IoMT networks face challenges from bandwidth limitations, chan-
nel noise, and transmission delays, which can impact the timeliness and accuracy of FL
model updates [52]. Dynamic network architectures, especially those with mobile nodes,
require adaptive strategies to manage communication bottlenecks and maintain system
performance [55].

Heterogeneity in Systems The heterogeneity of medical hardware and software in [oMT
necessitates frameworks that accommodate asynchronous communication and diverse data
formats. FL frameworks can improve overall system performance by effectively distribut-
ing workloads across heterogeneous devices [56]. The adoption of 5G in [oMT systems is
expected to address these challenges, supporting secure and optimized participant selec-

tion in FL.

Cloud Computing

Cloud computing provides scalable services such as databases, servers, and analytics over
the internet. In IoMT, cloud platforms store and process medical data, supporting appli-
cations in disease prediction and technological innovation. However, challenges such as

data integrity risks, energy consumption, and operational costs persist [57].

Edge Computing Edge computing brings computation closer to data sources, reducing
latency and bandwidth usage. In FL, edge architectures must address heterogeneity, en-
ergy efficiency, and job offloading. Large-scale networks avoid star topologies to prevent

central server overload, instead offloading tasks to capable nearby devices [58].

13
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Fog Computing Fog computing, a decentralized extension of cloud computing, brings
processing even closer to data sources, improving responsiveness and efficiency. It shares
similarities with edge computing and is increasingly applied in [oMT architectures to op-

timize cloud benefits [59].

Scalable Environment Scalability is vital for [oMT systems, addressing both hardware
and software demands. Cloud services such as [aaS, SaaS, and PaaS face unique chal-
lenges in healthcare, but scalable frameworks like the Assistive Care Loop Framework
(ACLF) demonstrate promise in supporting real-time monitoring and adaptive resource

management [60].

1.3 Different Challenges in Advanced Technologies

Despite the integration of advanced technologies, [oMT systems face persistent challenges
particularly in healthcare, where reliability, security, and efficiency are paramount. These
obstacles not only hinder the practical deployment of IoMT but also directly impact the
performance and trustworthiness of FL frameworks that rely on secure, optimized partic-

ipant selection [61].

1.3.1 Interoperability and Data Integration

Healthcare professionals including doctors, radiologists, pharmacists, and technicians ex-
change vast amounts of medical data daily. However, the lack of interoperability among
[IoMT systems creates significant challenges, impacting patient care and operational effi-

ciency [61].

+ Standardization Issues: Many systems fail to comply with standards like HL7,
OpenEHR, and DICOM, leading to compatibility issues. Inconsistent data formats

between hospitals and vendors can result in medical errors and delays in treatment.

* Terminology and Ontology Differences: Without standardized terminologies, cru-

cial clinical information may be misinterpreted, affecting decision-making.

* Legacy Systems: Older proprietary healthcare systems lack integration capabilities,

making it difficult to merge them with advanced IoMT and FL technologies.

* Manual Data Management: Paper-based records introduce inefficiencies and risks
of data loss. Transitioning to cloud-based EHRs can facilitate FL but requires secure,

cost-effective implementation.

14
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* Infrastructure and Device Optimization: Outdated or poorly designed devices

can lead to system failures, incorrect diagnostics, and compromised patient care.

To fully harness [oMT’s potential, healthcare systems need standardized, well-integrated,
and high-performance devices that ensure secure, accurate, and efficient data exchange

across platforms.

1.3.2 Computational and Communication Constraints

The effectiveness of [oMT systems depends on their ability to process and transmit large
volumes of medical data efficiently. However, computational limitations and communi-

cation bottlenecks significantly impact real-time healthcare applications [62, 63].

* Processing Limitations: Many [oMT devices operate on resource-constrained hard-

ware, limiting their ability to run complex algorithms for real-time decision-making.

* Energy Constraints: Battery-operated sensors must balance power consumption
and performance. Energy-efficient computing methods, such as edge computing,

are crucial.

* Latency and Network Reliability: Healthcare applications demand low-latency

communication to support real-time monitoring and emergency response.

* Data Overload and Bottlenecks: The continuous generation of high-frequency
medical sensor data creates network congestion, leading to packet loss and increased

delays.

* Optimized Device Performance: Efficient data compression and adaptive com-

munication protocols are needed for reliable medical services.

These constraints directly affect the scalability and reliability of FL participant selection,
as only devices with sufficient resources and connectivity can be trusted to participate
effectively.

1.3.3 Security and Privacy Challenges

The increasing adoption of IoMT introduces significant security and privacy concerns.
IoMT networks are highly vulnerable to cyber threats, including data breaches, ransomware
attacks, and unauthorized access [64]. Decentralized architectures such as FL and Blockchain,

while enhancing privacy, introduce new attack vectors including poisoning attacks and
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model inversion threats [65]. Ensuring secure model aggregation and verifying partici-
pant authenticity are critical to maintaining system integrity. Our proposed framework
addresses these issues by integrating blockchain-based participant verification and secure

aggregation protocols.

1.3.4 Scalability Issues

Large-scale IToMT deployments must efficiently manage millions of connected devices
while ensuring real-time data processing [66]. Distributed learning models require opti-
mized communication protocols to handle increasing numbers of participants. Efficient
resource allocation and edge computing integration are essential for minimizing latency
and improving responsiveness [67]. As device counts grow, participant selection strategies

must adapt to maintain performance and security.

1.3.5 Energy Efficiency and Sustainability

[IoMT devices often operate under strict energy constraints due to their reliance on battery-
powered systems. High computational demands, continuous data transmission, and en-
cryption processes significantly impact power consumption [68]. Energy-efficient algo-
rithms, optimized protocols, and low-power hardware are essential. Our framework incor-
porates energy-aware participant selection to balance security and computational overhead
with battery life [69, 70].

These challenges ranging from limited computational capacity and energy constraints
to security threats and system scalability underscore the critical importance of strategic
decision-making in FL for [oMT. Among the various factors, the selection of participants
for training rounds emerges as one of the most decisive. Effective participant selection not
only improves model accuracy and training efficiency, but also enhances security, fairness,

trust, and system resilience especially in sensitive healthcare environments.

1.4 Introduction to Participant Selection Methods

In IoMT systems utilizing FL to preserve patient data privacy, the model training process

typically involves several key steps [71]:

1. Global Model Initialization: The central server initializes a global model and dis-

tributes it to client devices.
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2. Participant Selection: The server selects a subset of clients to participate in each
training round. While traditional selection is random, optimizing this step can sig-

nificantly impact performance and security.

3. Local Model Training: Selected clients train the model on their local data without

sharing raw patient information, ensuring privacy.

4. Model Aggregation and Update: Clients send their trained model updates to the
central server, which aggregates them (e.g., using Federated Averaging) and updates

the global model.

To support the context of our research, the following section reviews a selection of related
works that have directly contributed to the conceptual and technical foundation of our
study. These references highlight the current landscape of blockchain-assisted FL, partic-
ularly within IoMT environments, and outline the limitations in existing frameworks that

our proposed BlockGuard-RD framework aims to address.

1.5 Related Works

This section reviews the current state of research relevant to enhancing security, pri-
vacy, and efficiency in FL systems, with particular emphasis on client selection strategies,
blockchain integration, and challenges in [oMT environments. The survey highlights ex-
isting approaches, their limitations, and the motivation for the proposed BlockGuard-RD

framework.

1.5.1 Client Selection Strategies in FL

Client selection significantly impacts the performance, convergence, and resource utiliza-
tion of FL systems. Various approaches have been proposed to address heterogeneity, en-

ergy constraints, and security concerns.

* Reputation and Heterogeneity-Aware Methods Reputation-based frameworks such
as PIRATE [72] employ consortium blockchains to decentralize trust management,
improving client reliability in FL. Centralized approaches like Oort [21] optimize
participant selection based on processing speed and accuracy, while PISCES [73]
extends this with asynchronous updates to mitigate straggler effects, albeit with lim-
ited privacy guarantees. AFL [74] incorporates differential privacy to balance data

utility and communication efficiency. Hermes [75] focuses on structured pruning
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and communication-aware grouping to enhance FL personalization on mobile de-
vices. Other works [76, 77] adapt client selection frequency and reputation scoring

to accommodate low-capacity and non-IID data clients, respectively.

* Blockchain-Enabled Participant Selection Blockchain technology has been lever-
aged to enhance transparency and trust in client selection. For example, [78] uses
blockchain consensus to evaluate client trustworthiness, while Lotto [79] combines
random and informed selection mechanisms secured by blockchain. Additional works [80,
81] utilize smart contracts and zero-knowledge proofs to enforce privacy-preserving

and auditable selection processes.

* Energy-Aware and Security-Focused Methods Energy efficiency is addressed in
methods like REWAFL [82], which considers residual energy and wireless condi-
tions for participant optimization in decentralized FL. Security enhancements in-
clude VerifyNet [83], which verifies server outputs under dropout scenarios, and
FedRank [84], employing imitation learning to rank clients by contribution, im-

proving convergence and reducing energy consumption.

* Adaptive Resource Management Techniques such as SAM [85] and FLOAT [86]
apply selective model uploads and multi-objective reinforcement learning to mit-
igate communication bottlenecks and reduce client dropouts in heterogeneous FL

environments.

* Reputation and Privacy Enhancements Frameworks like FedCure [87] and PI-
RATE [72] integrate blockchain-based reputation scoring and edge computing to

improve latency and privacy in loMT FL applications.

* Defense Against Adversarial Behavior Lotto [79] secures FL against adversarial
clients by combining blockchain-facilitated selection with informed randomness,

enhancing robustness.

1.5.2 Security and Privacy Mechanisms in FL

Ensuring privacy and robustness remains a critical challenge in FL.

* Dynamic Client Selection and Privacy SLMFed [88] introduces stage-based learn-
ing for dynamic client selection, while FLIPS [89] enhances efficiency through
intelligent participant choice. Differential privacy is integrated in IIoT-FL scenar-
10s with blockchain-based aggregation in dp_homm [90]. Taxonomies assessing FL

trustworthiness by privacy, fairness, and accountability are proposed in [91].
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* Advanced Privacy-Preserving Techniques Methods employing homomorphic en-
cryption and secure multiparty computation [92, 90] enable secure model aggre-
gation. Blockchain-based privacy preservation in medical FL is explored in [78,
80], with comprehensive surveys on blockchain and differential privacy integration
available in [93].

1.5.3 Security Challenges in [oMT

While IoMT facilitates advanced healthcare services, it is vulnerable to attacks such as
Distributed Denial of Service (DDoS), data poisoning, and impersonation. Existing de-
fenses include encryption [94], anomaly detection [95], and device authentication [96],

though comprehensive solutions addressing all threat vectors remain limited.

1.5.4 FL Applications in IoMT

FL offers privacy-preserving model training in [oMT but faces challenges from malicious
updates and dynamic network conditions. Studies [97, 14] demonstrate FL’s potential,
while trust-based defenses [98] highlight the need for adaptable mechanisms in heteroge-
neous [oMT settings.

1.5.5 Blockchain-Assisted FL in [loMT

Integrating blockchain with FL addresses trust and transparency but introduces scalability
and role assignment challenges.

Recent works include alliance chain-based secure [oT data sharing with anonymous in-
teraction [99], Bayesian trust evaluation for oV sensor data with hybrid consensus [100],
and dynamic trust assessment frameworks in vehicular networks [101, 102]. FL-BETS [103]
combines FL and blockchain for fraud detection in [oMT but lacks advanced privacy and
heterogeneity support.

Multi-tier blockchain solutions like BigchainDB [104, 105] filter malicious [oMT data
and support latency-aware FL. ChainFL [106] and FedChain [107] integrate edge com-
puting, cross-chain token transfer, and novel consensus protocols for secure and scalable
FL. HealthChain [108] leverages permissioned blockchain and IPFS for secure electronic
health record management, emphasizing patient data control. Blockchain’s decentralized
ledger properties immutability, transparency, and tamper resistance offer significant ad-

vantages for FL systems, particularly in trust management and compliance. Despite these

advances, gaps remain in dynamic, trust-aware role assignment and comprehensive threat
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resistance in IoMT FL, motivating the development of the BlockGuard-RD framework

presented in this thesis.

1.6 Participant Selection Definition

Participant selection is a foundational element in the FL paradigm, systematically identi-
fying which devices (often called workers or users) will participate in each training round.
This process may be random or, more effectively, based on specific device and data char-
acteristics to enhance training efficiency, accuracy, and security. In advanced FL frame-
works, participant selection is not merely a technical necessity but a strategic process that
directly influences the overall success of distributed learning. Recent research [109] high-
lights the use of coordinators or specialized algorithms to optimize selection, ensuring
scalability, efficiency, and robustness in federated environments. These insights motivate

the design of advanced frameworks.

1.6.1 Characteristics Considered in Participant Selection

Several key attributes are evaluated during participant selection to optimize FL outcomes.

These factors are often interdependent and include:

* Device Heterogeneity: Devices differ in hardware capabilities such as battery life,
storage, processing power, and network bandwidth. For example, a smartwatch with
low battery may be excluded to prevent training interruptions. Algorithms often
prioritize devices with sufficient resources, while adaptive mechanisms dynamically

adjust participation based on real-time metrics.

» Data Heterogeneity: The data stored on each device may vary in both quality and
distribution:

— IID Data: Ideally, each device’s data is independently and identically dis-

tributed, but this is rarely the case in real-world [oMT.

— Non-IID Data: More commonly, data distributions differ, potentially biasing
model updates. Techniques such as differential privacy, data augmentation,
and specialized algorithms are used to mitigate these effects and promote fair-

ness.

* Dynamic Behavior: Devices may join or leave the network at any time, or be re-
placed due to failures or mobility. Robust FL systems must adapt to these changes,

ensuring resilience and scalability.
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* Security and Privacy: The risk of malicious or compromised devices participating

in FL is significant. Secure participant selection algorithms, cryptographic tech-
niques, and secure aggregation protocols are essential to protect model integrity

and prevent adversarial attacks.

Fairness: Ensuring equitable participation opportunities prevents unjust exclusion
and distributes computational burdens and rewards fairly. Strategies such as random
sampling and active learning-based selection support this principle, fostering trust

and collaboration.

Understanding and addressing these characteristics is crucial for designing participant

selection methods that are secure, efficient, and fair especially in heterogeneous and sen-

sitive [oMT environments.

The Objective of Participant Selection

The primary goal of participant selection in FL is to devise an optimal framework that

maximizes model accuracy while minimizing training time and resource consumption.

This strategic process seeks to achieve several key objectives:

1.

Increasing the number of participants per round to enrich data diversity and improve

model generalization.

. Prioritizing reliable devices to maintain training integrity and consistent model qual-

ity.

. Reducing training duration for faster convergence and lower computational over-

head.

Balancing privacy preservation with learning precision to meet regulatory and user

requirements.

. Mitigating the adverse effects of non-I1ID data through targeted selection and data-

handling strategies.

. Enhancing overall system dependability to support deployment in diverse, real-

world conditions.

Effective participant selection is crucial for achieving these objectives, ensuring the suc-

cess of FL while preserving data confidentiality and model fidelity. Achieving these goals

often involves trade-offs for example, between speed and accuracy or privacy and utility

which underscores the complexity of designing robust selection strategies.
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1.6.2 Participant Selection Categories

Participant selection strategies in FL can be classified according to their methodologies
and objectives [109]:

* Random Selection: Participants are chosen randomly each round. This simple ap-
proach is computationally inexpensive but may repeatedly select underperforming
devices (“stragglers”), reducing accuracy and prolonging training. Random selec-

tion serves as a baseline for comparison with more advanced methods.

* Performance-Based Selection: Participants are selected based on historical perfor-
mance metrics, such as task completion time or reliability. Reputation-driven algo-
rithms and predictive models help prioritize devices likely to contribute effectively

to training.

+ Data-Based Selection: This strategy addresses data heterogeneity by selecting par-
ticipants to balance or diversify the training data. Techniques such as clustering or
re-weighting may be used to mitigate non-IID effects, though fairness may not al-

ways be prioritized.

* Security-Based Selection: Focuses on excluding potentially malicious participants
to prevent attacks or model manipulation. Reputation systems and anomaly detec-

tion are often used to reinforce trust and integrity in the FL process.

* Group-Based Selection: Participants are grouped by attributes such as geographic
location, device type, or data characteristics, and selection is based on group-specific

traits. This approach can optimize local performance and scalability.

» Characteristics-Based Selection: Selection is based on specific features influenc-
ing training outcomes, such as weight divergence, loss gradients, or probabilistic
allocation. This method fine-tunes the process to achieve better convergence and

model quality.
Alternative classification frameworks include:

* Synchronous Selection: Participants are selected and train simultaneously, ensur-

ing uniformity in timing and resource use.

» Asynchronous Selection: Participants are selected and train at different times, of-

fering flexibility but potentially increasing coordination overhead.

* Hybrid Selection: Combines synchronous and asynchronous elements to balance

efficiency and adaptability.
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These categories highlight the multifaceted and adaptive nature of participant selection
in FL. The diversity of strategies reflects the need to tailor selection methods to specific
operational constraints and objectives a challenge addressed by the advanced frameworks

discussed in this thesis.

1.7 Blockchain for IoMT Security

Distributed ledger technology, widely recognized as blockchain, emerged in 2008 as an
innovative paradigm integrating consensus protocols, cryptographic methods, and decen-
tralized systems [110]. Its distinctive sequential architecture guarantees immutability and
auditability, positioning it as a fortified, tamper-resistant framework that maintains data
confidentiality without reliance on intermediaries. Blockchain technology is increasingly
recognized for its transformative capacity to address pressing challenges in the manage-
ment and security of [oMT ecosystems [111]. In healthcare, blockchain establishes a se-
cure infrastructure for managing personal records, archiving health-related data, and en-
abling precise access control conferring substantial benefits to patients, researchers, and
healthcare professionals [112].

Applications in Healthcare: Blockchain facilitates secure data exchange in several

domains, including:
* Secure medical record management and patient data sharing.
» Oversight of pharmaceutical supply chains to ensure traceability [113].

» Safeguarding sensitive personal health data against unauthorized access [114, 115,
116].

The COVID-19 pandemic underscored the urgent need for seamless and secure data
interchange among healthcare stakeholders. While the aggregation of clinical data acceler-
ated research, it also highlighted the critical importance of upholding patient confidential-
ity and adhering to standards such as HIPAA. Monitoring data interactions and ensuring
secure, auditable dissemination remain formidable challenges [117, 118, 119, 120, 121].
This necessitates mechanisms that balance accessibility with rigorous privacy safeguards

a gap addressed by integrating blockchain into FL frameworks.

1.7.1 IoT-Enhanced Health Surveillance Systems

The rapid advancement of o T technology makes it ideally suited for patient health surveil-

lance, enabling real-time monitoring of vital physiological indicators. Integrating blockchain
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with [oT enhances patient autonomy by decentralizing authority over data, strengthening
privacy protections, and providing tamper-evident audit trails. This synergy revolution-
izes the secure collection, sharing, and retention of medical data, transforming healthcare

administration and delivery.

1.7.2 Attributes of Blockchain Technology

Key characteristics of blockchain include:

* Decentralization: Distributed validation eliminates the need for centralized over-

sight, enhancing system resilience and mitigating single points of failure [122].

* Transparency: Immutable record-keeping ensures universal visibility of transac-

tion histories, promoting accountability and enabling meticulous audit trails [123].

* Security: The architecture’s resistance to tampering and data breaches provides ro-

bust defenses, especially in healthcare applications [124, 125, 126].

1.7.3 Categories of Blockchain Systems

Blockchain systems are generally classified as:

* Public Blockchain: Fully decentralized, open to all participants, and validated through
collective consensus. While highly transparent, public blockchains may not meet the

privacy and efficiency needs of healthcare [127].

* Private Blockchain: Access is restricted and managed by a governing entity, of-
fering enhanced confidentiality and scalability often preferred for organizational

healthcare applications [114].

* Consortium Blockchain: Managed by a coalition of organizations, this model bal-
ances decentralization with controlled access, making it suitable for regulated envi-
ronments like healthcare consortia [115].

* Hybrid Blockchain: Combines private and public features, allowing selective con-
fidentiality and public validation well-suited for complex, multi-stakeholder health-

care platforms [128].
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1.8 Conclusion

[IoMT has emerged as a transformative force in modern healthcare, enabling real-time pa-
tient monitoring, remote diagnostics, and data-driven medical decision-making. However,
the integration of IoMT technologies presents significant challenges particularly in the
realms of security, privacy, interoperability, and computational efficiency. This chapter
provided a comprehensive overview of [oMT system architecture, highlighting its multi-
layered structure and the advanced technologies required to enhance its functionality.

FL has been identified as a promising approach for privacy-preserving model train-
ing, allowing medical institutions to collaborate without exposing sensitive patient data.
Yet, the effectiveness of FL in heterogeneous [oMT environments hinges on the adoption
of optimized participant selection methods. Strategies such as reputation-based selection,
energy-aware optimization, and adaptive learning mechanisms have been proposed to en-
sure reliable and efficient model convergence.

Security remains a critical concern in [oMT ecosystems, with blockchain technology
playing a pivotal role in enhancing trust, data integrity, and decentralized authentication.
Additional advancements, such as differential privacy and digital twin technology, further
strengthen the resilience of [oMT-based FL frameworks.

Despite these advancements, numerous challenges persist including adversarial threats,
unreliable communication networks, and the need for scalable computing solutions. Ad-
dressing these limitations requires innovative frameworks that can simultaneously opti-
mize participant selection, enhance security, and ensure system scalability. In this con-
text. In the next chapter, we delve deeper into the complexities of participant selection
methods, examining the impact of device heterogeneity, threat resistance frameworks, and

blockchain integration in optimizing FL for medical applications.
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CHAPTER 2

CHAPTER 2: COMPARATIVE STUDY OF

PARTICIPANT SELECTION METHODS

2.1 Introduction

Participant selection is a fundamental component in the design and implementation of
FL systems. As FL relies on decentralized data and collaborative training, the choice of
which clients participate in each training round can have a profound impact on the model’s
convergence speed, accuracy, communication efficiency, and overall robustness. Given the
diversity in client capabilities, data distributions, and availability, participant selection has
become a rich area of study, with numerous strategies proposed to address the associated
challenges.

These strategies are commonly categorized based on their selection criteria, such as
availability-based, performance-based, resource-aware, or fairness-oriented approaches.
Each category offers different trade-offs and is suited to specific use cases, particularly in
sensitive domains like loMT, where data privacy, device heterogeneity, and communica-
tion constraints are significant concerns.

In this chapter, we present a comprehensive set of experiments that explore and com-
pare these alternative participant selection categories. Through practical implementation
and evaluation, we aim to highlight the performance differences between methods and
identify which strategies are most effective under the constraints typical of [oMT envi-
ronments. This analysis provides valuable insights into the design of secure and efficient

FL frameworks tailored to real-world healthcare applications.

2.2 Software Environment

To conduct the experimental evaluation of participant selection methods in FL for [oMT,
a robust and flexible software environment was established. The following tools were

selected for their widespread adoption in machine learning research and their compatibility
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with FL frameworks:

2.2.1 Anaconda

Anaconda is a free and open-source distribution of the Python and R programming lan-
guages designed for scientific computing. It simplifies package management and deploy-
ment, providing a stable environment for machine learning and data science workflows [129].
In this work, Anaconda was used to manage dependencies and ensure reproducibility of

experiments.

2.2.2 Python

Python is a high-level, interpreted language known for its simplicity and readability. It
serves as the primary programming language for implementing machine learning algo-

rithms, data preprocessing, and experimental scripts [130].

2.2.3 PyTorch

PyTorch is an open-source machine learning library developed by Facebook’s Al Re-
search lab. It offers dynamic computation graphs and is particularly well-suited for deep
learning research [131]. PyTorch was used as the core framework for building and training

neural network models in this thesis.

2.2.4 Plato

Plato is a research framework for FL built on top of PyTorch. It enables customization of
client and server behaviors and supports a variety of FL scenarios [ 132]. In this study, Plato
facilitated the implementation and evaluation of different participant selection algorithms

in FL experiments.

2.3 Theoretical and Experimental Comparison of Partic-

ipant Selection Categories

As outlined in Section 1.4 of Chapter One, participant selection methods in FL are classi-
fied into several categories, including random, performance-based, data-based, security-

based, group-based, and characteristics-based selection. These categories reflect diverse
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strategic focuses ranging from computational efficiency to trust management and fairness,
particularly relevant in IoMT environments with stringent latency and privacy require-
ments.

In this section, we present a comparative analysis of these participant selection strate-
gies, grounded in empirical observations and supported by experimental insights. The ob-
jective is to evaluate how each category performs in terms of critical FL criteria such as
accuracy, robustness, scalability, privacy preservation, and latency tolerance under 5G-

enabled IoMT scenarios.

2.3.1 Comparison Between Selection Categories

Table 2.1 summarizes the core characteristics of each selection category. The comparison
includes quantitative or semi-quantitative metrics where available, and highlights specific

mechanisms relevant to healthcare [oMT applications.
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Table 2.1 Theoretical Comparative Overview of Participant Selection Categories in FL

Selection Category Primary Non-IID Security Scalability | 5G La-
Objective | Data Han- | Mecha- (Clients) tency

dling nisms Tolerance

Random Selection Simplicity, | No explicit | None > 10* High (min-
baseline handling imal over-
perfor- head)
mance

Performance-Based Resource Limited Reputation- | ~ 103 Medium
efficiency, | (no explicit | based fil- (dependent
fast con- | mitigation) | tering on client
vergence response

times)

Data-Based Fairness, Yes None ~ 103 Medium
data di- | (diversity- (may
versity aware induce
enforce- sampling) delays due
ment to data

profiling)

Security-Based Trust and | No High (e.g., | ~ 10° Low (en-
anomaly homo- cryption
detection morphic overhead

encryption, impacts
anomaly latency)
detection)

Group-Based Localized Possibly Indirect > 104 High (par-
opti- (group- (group allel group
mization, level validation) updates)
domain- aggrega-
specific tion)
clusters

Characteristics-Based | Model op- | Yes (loss- | Moderate ~ 103 Medium
timization | based (differen-
via client | client fil- | tial privacy
metrics tering) ? filters)
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2.3.2 Alternative Selection Modes: Synchronous vs Asynchronous vs

Hybrid

Beyond strategic categories, timing-based selection modes impact FL performance, espe-

cially under heterogeneous IoMT device constraints. Table 2.2 provides a qualitative and

quantitative comparison.

Table 2.2 Comparison of Timing Modes in FL Client Selection

Mode Advantages Limitations Suitability

Synchronous Se- | Uniform update timing | Stragglers slow down | Homogeneous

lection simplifies aggregation; | rounds; less flexible for | device  clusters
predictable conver- | heterogeneous IoMT | with stable con-
gence; latency bounded | devices nectivity
by slowest client

Asynchronous Flexibility to incor- | Coordination complex- | Dynamic IoMT

Selection porate  fast clients; | ity; model version stal- | environments
reduces waiting time; | eness can degrade accu- | with mixed de-
better adapts to device | racy; requires advanced | vice capabilities
heterogeneity aggregation

Hybrid Selection | Balances stability | Increased design | Large-scale,
and adaptability; e.g., | and  implementation | dynamic [oMT
weighted synchronous | complexity;  requires | systems needing
with asynchronous | adaptive  scheduling | both latency
updates; mitigates | algorithms control and re-
straggler effects sponsiveness

2.3.3 Limitations of Cross-Category Comparisons

While this chapter provides a comparative overview of various participant selection cat-

egories, it is crucial to acknowledge that direct comparisons across these categories can

be misleading. Each category has a distinct primary objective some focus on improv-

ing convergence speed or fairness, others prioritize security or device-level efficiency.

Consequently, the evaluation metrics and contextual assumptions often vary significantly

between them.
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For example, security-based selection methods may only demonstrate their strengths
when facing adversarial conditions, such as data poisoning or impersonation attacks, which
do not affect performance-based methods in the same way. Similarly, performance-optimized
strategies may favor computational efficiency without addressing fairness or robustness.
Therefore, empirical comparisons based on a unified metric (e.g., accuracy or latency) risk
oversimplifying the nuanced trade-offs involved.

This analysis underscores that no single participant selection method is universally
superior. Instead, their applicability must be interpreted within the context of specific de-
ployment goals and environmental constraints. The experimental results and comparisons
presented in this chapter are thus intended to inform understanding rather than declare

definitive rankings across categories.

2.3.4 Discussion

Theoretical analysis of participant selection strategies reveals inherent trade-offs across
categories. Random and performance-based methods prioritize simplicity and computa-
tional efficiency, making them attractive for resource-constrained environments. How-
ever, these methods often fail to adequately address challenges such as adversarial manip-
ulation or non-IID data distributions. On the other hand, security-based and group-based
strategies significantly enhance trustworthiness and robustness but introduce additional
coordination overhead and potential latency challenges, limiting their applicability in real-
time [oMT deployments.

Hybrid strategies, which attempt to balance these trade-offs by combining features
from multiple categories, can provide a more nuanced solution. However, they often in-
crease system complexity, which can be a significant drawback in large-scale IoMT envi-

ronments where simplicity and efficiency are paramount.

2.4 Participant Selection Methods in FL: A Comparative

Overview

Participant selection is a critical determinant of FL performance, influencing model ac-
curacy, communication efficiency, and adaptability to data heterogeneity. This section
presents a comparative analysis of three prominent participant selection strategies: the
synchronous Oort method, the asynchronous Pisces method, and the hybrid Active Fed-
erated Learning (AFL) approach. Each method is evaluated using the WESAD dataset

within the Plato FL simulation framework, focusing on metrics such as model accuracy,
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communication efficiency, and scalability under both IID and non-1ID settings. This anal-
ysis is particularly relevant for [oMT applications, where device heterogeneity and real-

time constraints are paramount.

2.4.1 Experimental Motivation and Design Rationale

While the previous sections provided a conceptual comparison of participant selection
categories, this section introduces empirical validation by focusing on representative al-
gorithms. Given the diversity of goals among selection categories such as performance
optimization, trustworthiness, or data diversity it would be methodologically inappropri-
ate to compare the categories as a whole without contextual alignment. Therefore, in the
experimental phase, we select specific algorithms that fall under alternative categories but
share a similar goal namely, optimizing performance under realistic [oMT constraints.
This ensures a fair and coherent comparison by aligning objectives across methods. The
selected algorithms reflect key approaches from categories such as performance-based,
group-based, and characteristics-based selection, each tuned to enhance federated learn-
ing efficiency in the presence of non-IID data and edge-device heterogeneity.

This targeted approach allows us to evaluate the comparative effectiveness of different
participant selection strategies under equivalent operational goals, while acknowledging

the broader diversity of objectives that each category may serve in other contexts.

2.4.2 Synchronous Strategy: Oort

Oort is a centralized, synchronous participant selection framework designed to optimize
training time and model accuracy in federated settings [21]. It employs a scoring mech-
anism based on system availability and data utility to select participants for each round.
While Oort provides a predictable workflow, its synchronous nature makes it suscepti-
ble to the straggler problem, where slow clients delay the entire round. This limitation is
especially pronounced in large-scale or heterogeneous environments with non-IID data

distributions.

2.4.3 Asynchronous Strategy: Pisces

Pisces is an asynchronous selection framework that maximizes participation, including
contributions from less reliable or low-resource clients [22]. It enables concurrent com-
munication and computation, reducing idle time and mitigating the impact of slow par-
ticipants. Pisces demonstrates rapid early-phase accuracy improvements, but its conver-

gence rate aligns with synchronous methods over extended training. Its flexibility makes
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it suitable for dynamic IoMT environments, though it may introduce challenges in model

consistency and aggregation.

2.4.4 Hybrid Strategy: Active Federated Learning (AFL)

AFL adopts a hybrid, dynamic approach, leveraging active learning principles to prioritize
participants with underrepresented or unreliable data distributions [74]. AFL dynamically
adapts participant selection based on the evolving state of the global model and observed
data quality, enhancing model robustness and generalization. This approach is particularly

effective in non-IID settings and heterogeneous systems.

2.4.5 Experimental Setup

Dataset and Preprocessing

The WESAD dataset [133], designed for affective state recognition, was used for evalu-
ation. It contains multimodal physiological signals (BVP, EDA, ECG) for binary stress
classification. Signals were segmented into 700-sample windows with 50% overlap, ex-
tracting statistical and nonlinear features, resulting in 121,813 instances. This preprocess-

ing ensures a balanced testbed for both IID and non-IID configurations.

Model Architecture and Training Configuration

A recurrent neural network (RNN) with 70 memory cells, dropout regularization, and a
flattened output layer was used. Training employed cross-entropy loss and SGD (learning
rate 5 = 0.005, momentum 0.9, batch size 32). Experiments were run in the Plato frame-
work with varied participant counts and communication rounds. Table 2.3 summarizes the

training parameters.

Table 2.3 Training parameters for participant selection experiments

Model RNN
Optimizer SGD
Batch Size 32
Learning Rate 0.005
Momentum 0.9
Epochs per Round | 1

33



2. Chapter 2: Comparative Study of Participant Selection Methods

2.4.6 Comparative Analysis and Results

Accuracy Across Communication Rounds

Figure 4.2 shows model accuracy over communication rounds under IID conditions. All
methods converge to approximately 77.2% accuracy, but Pisces achieves faster early im-
provements. Oort exhibits unstable trends due to sensitivity to participant heterogeneity,
while AFL maintains steady, balanced progress, highlighting its adaptive selection advan-

tage.
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Figure 2.1 Model accuracy over communication rounds under [ID conditions.

Temporal Efficiency

Figure 2.2 compares selection time for each method. AFL achieves the lowest latency
(~X seconds per round), followed by Pisces, while Oort incurs the highest selection time
due to synchronous overhead. Asynchronous and hybrid approaches are preferable for

latency-sensitive applications such as real-time health monitoring.

Scalability with Participant Count

Figure 2.3 illustrates accuracy as a function of participant count. AFL maintains consis-
tent accuracy (~70.2%) as participant numbers increase, demonstrating robust scalability.
Pisces shows mild fluctuations, while Oort’s accuracy drops to 55% under non-IID con-

ditions, underscoring AFL’s suitability for real-world, heterogeneous deployments.
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Average Elapsed Time by selection method
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Figure 2.2 Temporal efficiency (selection time) of participant selection strategies.
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Figure 2.3 Model accuracy as a function of participant count.

Summary of Comparative Findings

Table 2.4 summarizes the key attributes and performance outcomes of the evaluated meth-
ods. Notably, none of the methods explicitly integrate privacy or security mechanisms,
which remains a critical area for future research, especially in sensitive domains like
healthcare.

2.4.7 Discussion

The empirical results highlight the strengths and limitations of the three strategies. AFL
is the most robust, maintaining high accuracy and efficiency across scenarios, especially

with non-IID data. Pisces offers rapid early-stage improvements but converges similarly to
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Table 2.4 Summary of participant selection strategies in FL

Attribute Oort Pisces AFL
Approach Centralized | Centralized | Dynamic/Hybrid
Heterogeneity Awareness Yes Yes Yes
Dynamic Selection No No Yes
Communication Efficiency | Moderate High High
Accuracy (IID) T7% T7% T7%
Accuracy (Non-IID) 55% 71% 77%
Privacy/Security No No No

Oort over time. Oort, while simple, is hindered by synchronization delays and non-IID sen-

sitivity. For [oMT and other real-world applications, dynamic and context-aware selection

strategies like AFL are preferable, though privacy and security remain open challenges.

2.4.8 Conclusion

This chapter provided a comparative evaluation of Oort, Pisces, and AFL for participant
selection in FL. Using the WESAD dataset and the Plato framework, we demonstrated

that dynamic selection methods like AFL deliver superior performance, particularly in

heterogeneous, non-IID environments. Future work should focus on integrating privacy

and security mechanisms to further enhance FL’s applicability in sensitive domains such

as healthcare.
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CHAPTER 3: PROPOSED PARTICIPANT

SELECTION METHOD

3.1 Introduction

As we concluded from the previous chapters, participant selection is a critical factor in-
fluencing the efficiency, security, and overall performance of FL, particularly in resource-
constrained and heterogeneous environments such as [oMT. The success of FL in these
contexts hinges on the ability to judiciously select clients for training, while effectively
addressing challenges including data heterogeneity, energy limitations, and diverse com-
munication capabilities.

In this chapter, we present a dynamic participant selection mechanism tailored for both
centralized and decentralized FL architectures. This mechanism not only identifies the
most suitable participants based on optimized selection criteria but also assigns roles that
reflect each participant’s computational capabilities and trustworthiness. In centralized
FL settings, the approach facilitates efficient coordination and accelerates model conver-
gence. In decentralized, blockchain-enhanced environments, it further ensures robustness
and resilience against common security threats by integrating consensus-based validation
within the selection process.

The chapter proceeds with a detailed exposition of the proposed mechanism, covering
its core components, decision-making logic, and practical implementation in both central-
ized and decentralized FL frameworks. We also demonstrate how this mechanism aligns
with the unique requirements of IoMT systems, thereby advancing the development of

secure, scalable, and performance-optimized FL infrastructures.

3.2 Overview of the Proposed Mechanism

Building upon insights drawn from previous works, it becomes evident that the selection

of the most efficient clients (also referred to as participants) is often based on specific
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characteristics inherent to the devices themselves. In our approach, we categorize these
characteristics into two main dimensions: optimization and privacy. Each device is evalu-
ated and assigned levels corresponding to these two categories. In order to underscore the
novelty and effectiveness of our proposed mechanism for dynamic participant selection in
Federated Learning (FL), we compare it with several state-of-the-art methods in the liter-
ature. As shown in Table 3.1, existing methods tend to focus on either optimization (e.g.,
model accuracy, communication efficiency, or energy consumption) or privacy/security
(e.g., resilience to malicious clients or privacy-preserving techniques), often sacrificing
one for the other. However, few methods offer a balanced, integrated solution that per-
forms well across optimization, privacy, decentralization, and security dimensions simul-
taneously. Our approach addresses this critical gap by incorporating blockchain-assisted
role determination and differential privacy, while supporting both centralized and decen-
tralized architectures. This integrated framework ensures robust, privacy-aware, and efti-
cient client selection, even in heterogeneous environments.

The following comparison table systematically evaluates existing methods against sev-
eral key criteria, and clearly demonstrates the comprehensive nature and advantages of our

solution.

Table 3.1 Comparison of Existing Client Selection Methods in Federated Learning (FL)

Op- Cen- Against
Selection | Key Features and Find- | ti- | Pri- | tralized/ | Mali-
Method
Criteria ings miza+ vacy | Decen- cious
tion tralized | Clients
Reputation-| Efficient reputation sys- Decen-
PIRATE [72] X v v
based, tem, decentralized tralized
Blockchain
Process- Optimizes participant se-
Central-
Oort [21] ing time, | lection, integrates with FL | X | q X
ize
Accuracy | coordinator
Control Enhances participation of
Selection Central-
Mechanism weaker clients, tested on | Vv X | X
frequency ized
[76] FEMNIST datasets

Continued on next page
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Op- Cen- Against
Selection | Key Features and Find- | ti- | Pri- | tralized/ | Mali-
Method
Criteria ings miza+ vacy | Decen- cious
tion tralized | Clients
Verifica-
Robust under honest-but-
VerifyNet tion of Central-
curious security setting, | X v v
[83] server ized
supports dropout handling
results
Selective
Efficient model aggrega-
Aggre- Central-
SAM [85] tion, reduces communica- | v X X
gation of ized
tion overhead
Models
Residual
Optimizes energy con-
REWAFL energy, Decen-
sumption, suitable for | v v X
[82] Wireless tralized
mobile devices
conditions
Ranking-
Imitation | Improves efficiency
based Client Central-
learning, | through  learning-based | v X v
Selection ized
Efficiency | ranking
[84]
Auto-
Optimizes FL parameters Central-
FLOAT [86] | mated v X X
automatically ized
Tuning
Adversar-
Secure participant selec- Central-
Lotto [79] ial server X v v
tion ized
resistance
Emulates
Long-Term
full client | Long-term strategy for Central-
Client Selec- v X X
participa- | client selection ized
tion [134]
tion
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Op- Cen- Against
Selection | Key Features and Find- | ti- | Pri- | tralized/ | Mali-
Method
Criteria ings miza+ vacy | Decen- cious
tion tralized | Clients
Personalized FL, in-
Heterogeneity- Decen-
FedCure [87] telligent healthcare | X v v
Aware, tralized
applications
Blockchain
Optimizes participant se-
Process-
lection, take advantage of Central-
Pisces [73] ing time, v X X
struglers by adding asyn- ized
Accuracy
chronous method
Calculate
proba- - .
Probability-based  client Central-
afl [74] bilities v X X
selection ized
depending
on utilities
Calculate
the  rep-
novel- utation
Trustscore for client selec- Central-
reputation score for v X X
tion ized
[135] allowing
participa-
tion
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Op- Cen- Against
Selection | Key Features and Find- | ti- | Pri- | tralized/ | Mali-
Method
Criteria ings miza+ vacy | Decen- cious
tion tralized | Clients
Commu-
nication
overhead | Group participant selec-
. ‘ ‘ central-
hermes [75] | and im- | tion depending on commu- | v X | q X
ize
proving nication
inference
efficiency
Data Combines dynamic client
. . . . Cen-
This  pro- | quality, selection with adaptive
tralized/
posed Resource | learning rates, proven on | v/ v v
Decen-
method availabil- | Mnist, privacy-preserving
tralized
ity mechanisms

These levels serve as indicators of the device’s overall efficiency and reliability, which
in turn guide its inclusion in the training process or the role it assumes within the decen-
tralized system particularly when integrated with blockchain technologies that enable role
differentiation. Importantly, the criteria used to determine these levels are based on fun-
damental attributes that are critical to the performance and trustworthiness of each device.
By incorporating this structured evaluation, our mechanism facilitates a more secure and
performance-aware participant selection process.

The metrics summarized in Tables 3.2 and 3.3 were derived from an extensive review
of related work, emphasizing the impact of device capabilities on FL performance [21,
22,135, 74]. Commonly referenced criteria include connectivity, computational resources,

and security protocols, which we incorporate into our selection logic.

3.2.1 Optimization Metrics

The optimization metrics reflect the device’s ability to contribute effectively to model
training. These include the quality of connectivity, battery status, storage availability, and

processing capacity (RAM and CPU). These factors are used to prioritize devices that can
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manage the computational demands of training. Table 3.2 outlines the specific optimiza-

tion metrics applied in our approach.

Table 3.2 Optimization metrics for participant selection.

Metric Description

Connectivity Level | The type and strength of the device’s network

connection.

Battery Life Battery level, with a threshold of 70% as a key

indicator.

Storage Capacity Availability of sufficient storage space for the

training process.

RAM Adequacy of random-access memory for train-
ing tasks.
CpPU Suitability of the central processing unit for

training requirements.

Priority Preference given to devices based on proximity

or other factors.

3.2.2 Privacy Metrics

To preserve data confidentiality and model integrity, privacy metrics are equally empha-
sized. Devices are evaluated on their use of encryption, robustness of security protocols,
firewall effectiveness, and overall vulnerability. These factors help gauge the risk level
associated with each participant. The detailed metrics used for assessing privacy levels
are provided in Table 3.3.

42



3. Chapter 3: Proposed Participant Selection Method

Table 3.3 Privacy metrics for participant selection.

Metric Description

Encryption Algorithms | The effectiveness and strength of the encryption

methods used.

Security Protocols The security level provided by device and net-
work protocols.
Firewall Robustness The firewall’s capability to control access and

protect resources.

Vulnerability The presence of known security weaknesses in
the device.
Last Update Time Recency of the last security update, indicating

the currency of protective measures.

3.3 Participant Selection Process in Centralized FL

In the context of centralized FL, participant selection is managed by a central server that
serves as the global coordinator. The server is responsible for balancing two core objec-
tives: maximizing training efficiency and preserving data privacy.

To make informed decisions, the server evaluates candidate devices using a defined
set of optimization and privacy metrics, as previously discussed. Devices are scored and
ranked based on their level in each dimension. Only those that meet the established thresh-
olds for both optimization and privacy are selected to participate in the current training
round.

The overall workflow of the centralized participant selection process is summarized
in Figure 3.1. As shown, the mechanism consists of metric evaluation, level computation,
threshold comparison, and role assignment (if applicable). This structured approach en-
sures that only capable and trustworthy participants are admitted, thereby maintaining the

integrity and effectiveness of the FL system.

3.3.1 Refined Probabilistic Participant Selection Model

To enhance the basic participant selection strategy, we propose a refined probabilistic
model that enables a more nuanced evaluation of each device. Rather than using hard

thresholds alone, this model computes the likelihood that a client will be selected based
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levels.

f’ Server
i 1 Calculate the privacy and optimization

Centralized 2 Transmit the calculated levels to the
— Federated server.
Learning 3 Allocate appropriate time intervals

based on the determined levels.
4 Remove clients with low privacy levels
| I o and those deemed malicious.

Malicious

Y
participants

Figure 3.1 Graphical overview of the main steps of the proposed participant selection
method in centralized FL.

on its assessed optimization and privacy levels. The selection probability is given by the

following equation:

P(selected) = L ! + !
2 \ 1+ exp(—(privacyLevel — 8)) = 1 -+ exp(— (optimizationLevel — 8))

3.1)

This formula incorporates several key design components:

» Sigmoid Function: A sigmoid function is applied to both the optimization and pri-
vacy levels to model the probability of selection. This provides a smooth, non-linear
transition, where the likelihood of being selected increases steadily as the levels sur-

pass a predefined threshold.

* Thresholds: The model uses thresholds of 8, = 8 and 6, = 8, which serve as central
points of reference. These values define where the selection probability begins to

rise significantly.

* Normalization: The expression is averaged with a factor of % to ensure the resulting
probability stays within the range [0, 1], giving equal weight to both privacy and

optimization levels.

3.3.2 Clarification of Threshold Basis (/; = 8 and 0, = 8)

The selection thresholds ¢; and 65 were set to 8 based on both theoretical reasoning and

empirical observations. Below, we explain the basis for this choice:
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1. Normalized Evaluation Scale All metrics used to compute the optimization and pri-
vacy levels are evaluated on a normalized scale from 0 to 10. A threshold of 8 corre-
sponds to an 80% score, which represents a strong but achievable standard. This allows

high-performing devices to participate while still accommodating minor imperfections.

2. Empirical Validation During experimental trials, devices with levels greater than or
equal to 8 showed consistent performance in terms of computational capacity and adher-

ence to privacy standards. Specifically:
* Devices with high Optimization Levels contributed efficiently to training tasks.
* Devices with high Privacy Levels ensured better protection of sensitive data.

In contrast, lower-scoring devices were frequently associated with system bottlenecks or

increased security risks.

3. Balancing Inclusiveness and Reliability Choosing a threshold of 8 helps strike a

balance:

* Lower thresholds could increase participation but allow underperforming or vulner-

able devices.

 Higher thresholds could excessively reduce the participant pool, limiting overall

system performance.

4. Role of the Sigmoid Transition The sigmoid function ensures that scores near the
threshold exhibit a moderate selection probability. At a level of 8, the selection probability
equals 0.5. Scores above this value increase the likelihood of participation, while those

below it rapidly decrease, ensuring only reliable devices are prioritized.

5. Metric Aggregation Formulas Each device’s optimization and privacy levels are

computed by averaging the scores of five key sub-metrics:

Battery + Storage + RAM + CPU + Priority
5 )
Encryption + Security Protocols + Firewall + Vulnerability + Update Time
3 .

Optimization Level =

Privacy Level =
(3.2)
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6. Example Calculation Consider a device with the following metric values:

* Optimization Metrics: Battery = 8.0, Storage = 9.0, RAM = 7.0, CPU = 6.5, Pri-
ority = 8.5

* Privacy Metrics: Encryption = 7.0, Security Protocols = 7.5, Firewall = 8.0, Vul-
nerability = 9.0, Update Time = 8.5

The computed levels are:

80+9.0+7.0+65+85

Optimization Level = 3 7.8

. 70+754+80+9.0+8.5
Privacy Level = ot 3 Ry =8.0

The corresponding selection probability becomes:
1 1 1
P(selected) = —
(selected) = 5 (1 T oxp(—(78—8) T 1+ exp(—(8.0— 8)))
~ 0.4636

This result demonstrates how falling slightly below the threshold reduces the probabil-
ity of selection, reinforcing the importance of maintaining high performance across both

dimensions.

3.4 Simulation of This Method

Algorithmic Integration: The proposed model reflects a dynamic participant selection
strategy by prioritizing clients based on their privacyLevel and optimizationLevel.
Clients with values exceeding 8 are granted higher selection probabilities. Those with in-
termediate values (between 4 and 8) have moderate chances, while those below this range
are typically excluded. This probabilistic model enhances the flexibility and resilience of
the selection process.

As shown in Algorithm 1, the server selects clients based on optimization and pri-
vacy metrics informed by the probabilistic model. Each client is evaluated and assigned
to a category that determines the selection timing. This strategy improves overall system
performance by allocating earlier participation to high-scoring clients, thereby enhancing

efficiency and effectiveness in the FL process.
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Table 3.4 Participant Selection Based on Optimization and Privacy Levels

Optimization Level | Privacy Level >8 | 4 < Privacy Level < 8 | Privacy Level < 4
Level > 8 Selected (time = 0) | Selected (time = 0) Eliminated
4 < Level < 8 Selected (time = +1) | Selected (time =+1) Eliminated
Level < 4 Selected (time = +2) | Selected (time = +2) Eliminated

Algorithm 1 Participant Selection in FL

1: function SELECTPARTICIPANTS(clients)

2 selectedClients < ||

3 for client in clients do

4 privacyLevel <— GETPRIVACYLEVEL(client)

5: optimizationLevel <— GETOPTIMIZATIONLEVEL(client)

6 if privacyLevel > 8 then

7 selectedC'lients.append((client, t1)) > Worker with requested time
8 else if 4 < privacyLevel < 8 then

9: selectedClients.append((client, t2)) > Worker with requested time + 1
10: else > Eliminated
11: end if
12: if optimizationLevel > 8 then
13: selectedClients.append((client, t1)) > Worker with requested time
14: else if 4 < optimizationLevel < 8 then
15: selectedClients.append((client, t2)) > Worker with requested time + 1
16: else > Eliminated
17: end if
18: end for
19: return selectedClients

20: end function

3.5 Experimental Scenarios and Results

3.5.1 Experimental Design

To comprehensively evaluate the proposed participant selection mechanism, we designed

four experimental scenarios involving 100 clients over 20 training rounds:

* Scenario 1: Traditional centralized Federated Learning (FL), where all clients col-

laboratively train a global model in a fully coordinated manner.

* Scenario 2: Centralized FL with the presence of malicious clients aiming to disrupt

training or manipulate model updates.

* Scenario 3: Centralized FL enhanced with differential privacy (DP) techniques to

mitigate privacy risks by injecting controlled noise into model updates.
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* Scenario 4: An advanced setup combining DP with our proposed participant selec-

tion strategy based on privacy and optimization metrics.

This experimental framework enables a thorough comparative analysis of performance,

security, and privacy preservation across diverse FL configurations.

3.5.2 [Experimental Setup and Evaluation Metrics

Experiments were executed on an Intel Core i7 CPU, 16 GB RAM, and an NVIDIA RTX
3070 GPU running Windows 11. FL models were implemented in Python 3.9 using Py-
Torch. DP was integrated via the Opacus library.

Key hyperparameters were set as follows:

* Learning rate: 0.01

 Batch size: 64

* Number of epochs per round: 10

The evaluation focused on the following metrics:

* Model accuracy: The predictive performance of the global model.

* Robustness to adversarial attacks: The system’s ability to withstand malicious
client behavior.

* Privacy protection effectiveness: The degree to which sensitive information is
safeguarded.

3.5.3 Results Analysis

Figures 3.2 and 3.3 illustrate the impact of intelligent client selection under both IID and
non-1ID data distributions. Incorporating optimization and privacy metrics significantly
improves participant choice, effectively balancing model performance with data confi-
dentiality.

Compared to standard FL, our participant selection mechanism accelerates conver-
gence and enhances model accuracy throughout training. These results underscore the

benefits of optimized client selection in achieving efficient and secure federated learning.
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Figure 3.3 Performance of centralized participant selection under non-IID data distribution

3.6 Comparison with Existing Methods

Our proposed method uniquely balances both security and optimization objectives, in con-
trast to prior approaches that predominantly focus on optimization alone. The experiments
utilized the MNIST dataset and a SimpleNN architecture comprising two hidden layers.

Table 3.5 presents a comparative evaluation against state-of-the-art FL participant se-
lection strategies. Notably, competing methods such as Oort, Pisces, and Hermes prioritize
optimization but neglect privacy considerations, resulting in substantially degraded per-
formance in adversarial environments.

Our approach significantly outperforms these methods, achieving an accuracy of 90.39%

even in the presence of malicious clients, demonstrating its robustness and efficacy.
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Table 3.5 Comparison of Our Centralized Participant Selection Method with Existing Ap-
proaches

Experiments Conducted in the Presence of Malicious Clients
Algorithm Objective Accuracy
Random Selection [17] Optimization 68.9%

Oort [21] Optimization 16.7%
Pisces [22] Optimization 28.2%
Hermes [75] Optimization 23.8%
Our Proposed Method Security + Optimization | 90.39%

3.7 Role Determination in Blockchain-Enabled Federated

Learning

3.7.1 Overview of the Role Determination Mechanism

Building upon the Blockchain-Assisted Federated Learning (FL) framework introduced
earlier, this section presents a dynamic role determination mechanism that classifies par-
ticipating nodes based on their optimization and privacy levels. This stratified role as-
signment significantly enhances both the efficiency and security of the FL process, as
illustrated in Figure 3.4. The mechanism is integrated within a private permissioned
blockchain environment, selected for its robust capabilities in enforcing controlled access,
governance, and data integrity across the network.

The deliberate use of a private blockchain ensures restricted participation, strength-
ened privacy controls, and robust protection against unauthorized access or tampering.
Empirical evaluations indicate that the choice of consensus algorithm has negligible ef-
fect on the effectiveness of the role determination strategy. The overall workflow of this

process is depicted in Figure 3.1.

3.7.2 Node Classification Based on Privacy and Optimization Metrics

Role assignment is guided by two pivotal attributes for each node: optimization level and
privacy level. Optimization metrics encompass hardware and connectivity characteristics
such as CPU performance, RAM capacity, battery status, storage availability, and network
reliability. Privacy metrics evaluate the robustness of security mechanisms deployed on
the node, including encryption strength, firewall integrity, authentication protocols, and
vulnerability resistance.

This comprehensive evaluation enables the systematic classification of nodes into

distinct roles within the decentralized FL ecosystem, ensuring that each participant con-
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1 Participants compute optimization and privacy
levels.
2 Levels are sent to the blockchain.

3 Blockchain selects roles based on levels.
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Q
l‘w all steps.

Figure 3.4 Graphical overview of the main steps of the proposed Role Determination
method in Blockchain-Enabled FL.

tributes in accordance with its capabilities and trustworthiness.

3.7.3 Blockchain-Based Role Allocation Strategy

The role determination strategy is operationalized within the private blockchain infras-
tructure, ensuring secure, transparent, and auditable role assignments. Based on the as-
sessed optimization and privacy levels, nodes are dynamically assigned one of the follow-

ing roles:

* Worker: Nodes exhibiting high optimization and privacy levels undertake the pri-
mary responsibility of model training.

* Miner: Nodes with moderate optimization but high privacy levels participate in

block creation and transaction validation.

* Validator: Nodes with lower optimization but strong privacy assist in verifying

transactions and model updates.

* Eliminated: Nodes failing to meet minimum privacy thresholds are excluded to

preserve system integrity and security.

Table 3.6 summarizes the criteria for role assignment. By dynamically allocating roles
through a privacy- and optimization-aware mechanism, the system ensures secure, ef-
ficient, and trustworthy operation of the FL process while safeguarding sensitive client
data.
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Table 3.6 Role Assignment Criteria Based on Optimization and Privacy Levels in
Blockchain-Enabled Decentralized FL

Optimization Privacy Level > 8 | 4 < Privacy Level | Privacy Level <3
Level <8

Level > 8 Worker Worker Worker

4 < Level <8 Miner Worker Worker

Level <3 Validator Worker Eliminated

3.7.4 Probabilistic Role Assignment: Concept and Formula

To provide a more flexible and adaptive method for assigning roles in the Blockchain-
Assisted Federated Learning (BAFL) system, we propose a probabilistic approach. Instead
of using fixed threshold-based decisions, we introduce a formula that assigns roles based
on the likelihood derived from each node’s privacylLevel and optimizationLevel.
This probabilistic method allows the system to make more nuanced decisions, especially

in cases where node metrics fall near threshold boundaries.

Threshold Parameters

The formula uses the following threshold values:
* Oprivacy = 8: Threshold for acceptable privacy level
* Ooptimization = S: Threshold for high optimization level

* o = 4: Lower bound for both privacy and optimization

Role Probabilities

We define the probability P(R) of assigning a node to a specific role R based on its
privacyLevel and optimizationLevel. These probabilities are calculated using logis-

tic sigmoid functions to reflect the soft boundaries between different role levels.

1. Worker Role
1 1 1
P ker) = -
(worker) 2 <1 + exp(—(privacyLevel — Oprivacy)) 1 + exp(—(optimizationLevel — foptimization))

(3.3)
Nodes with high values in both privacy and optimization are more likely to be assigned as

workers responsible for model training.
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2. Miner Role

1

1 1
P(miner) = —

(3.4)
Miners require strong privacy and at least moderate optimization capabilities. Their role

is primarily focused on data aggregation and participation in consensus mechanisms.

3. Validator Role

1 1 1
P(validator) =

2 <1 + exp(—(privacyLevel — Oprivacy)) "1+ exp(—(optimizationLevel — a;))

(3.5)
Similar to miners, validators require good privacy. However, they can operate with lower

optimization, focusing instead on verifying data and ensuring integrity.
4. Eliminated (Non-participant)
P(eliminated) = 1 — (P(worker) + P(miner) 4+ P(validator)) (3.6)

Nodes with poor optimization and privacy scores are excluded from participation to protect

the integrity and efficiency of the system.

3.7.5 Rule-Based Algorithm for Role Assignment

To complement the probabilistic model, we also define a deterministic rule-based algo-
rithm for role assignment. This decision tree ensures reliable fallback logic and aligns

with the probabilistic framework.

3.7.6 Functional Roles and System Integration

This subsection describes the functionality and responsibility of each role and explains

how they interact in the blockchain-based FL environment.

Validator: Privacy Assurance and Trust Enforcement

Validators are responsible for verifying model updates received from worker nodes. Their
key task is to ensure the data adheres to privacy and integrity standards. Validators act as
a decentralized trust layer, preventing malicious or corrupted updates from entering the

system.
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Algorithm 2 Role Assignment in Blockchain-Assisted FL

1: function AsSIGNROLE(optimizationLevel, privacyLevel)
2 if optimizationLevel > 8 then

3 return “worker”

4: else if 4 < optimizationLevel < 8 then
5: if privacyLevel > 8 then

6 return “miner”

7 else

8 return “worker”

9: end if
10: else

11: if privacyLevel > 8 then
12: return “’validator”
13: else if 4 < privacyLevel < 8 then
14: return “worker”
15: else
16: return “climinated”
17: end if
18: end if

19: end function

Miner: Efficient Aggregation and Consensus Support

Miners handle aggregation tasks and participate in the blockchain’s consensus process.
They must balance computational efficiency and data security, ensuring that aggregated

updates reflect accurate contributions without compromising sensitive information.

Worker: Decentralized Model Training

Worker nodes are the primary contributors to model training. They locally train the model
using their private data and submit updates to the system. Their assignment is based on
their strong performance (optimization) and privacy capabilities, allowing them to con-

tribute securely and efficiently.

System Synergy: Election-Based Coordination

The roles of validators and miners are coordinated through an election mechanism. This
mechanism considers both device characteristics and current network conditions, ensuring
that role assignments remain optimal over time. This creates a synergistic environment

where resources are used effectively and securely.
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Adaptability: Resilience through Dynamic Role Updates

As network conditions and device metrics evolve, roles are dynamically reassigned. This
adaptability ensures continued performance and compliance with privacy standards, even

as devices join or leave the FL system or their capabilities change.

Governance and Trust via Blockchain

The use of blockchain ensures transparent and decentralized governance. Every role de-
cision and update is recorded on-chain, providing verifiability and fostering trust among
participants. The immutable ledger ensures that malicious behavior can be tracked and

traced.

Secure Communication and Monitoring

To protect data in transit, the system uses encrypted channels and strict authentication
protocols. Continuous monitoring helps identify underperforming or risky nodes, allowing

for proactive intervention and optimization.

3.7.7 Experiments

To evaluate the proposed framework, we designed four experimental scenarios, each in-
volving 100 clients over 20 communication rounds. These scenarios simulate real-world
challenges in decentralized FL, particularly in the presence of adversaries and privacy

constraints.

* Scenario 1: Standard Decentralized FL (Baseline)
A conventional setup where clients collaboratively train a global model assuming

all participants are honest.

* Scenario 2: Decentralized FL with Malicious Clients
Approximately 20% of the clients act maliciously, injecting poisoned data or ma-

nipulating gradients.

* Scenario 3: DP-Enhanced FL with Malicious Clients
Extends Scenario 2 with differential privacy (DP) mechanisms to mitigate malicious

impact while preserving privacy.

* Scenario 4: Blockchain-Based Role Determination with DP
Incorporates DP and a private blockchain-based role assignment to dynamically

exclude or downgrade malicious clients.
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Experimental Setup and Evaluation Metrics

We conducted this experiment using the same laptop described in Section 3.5.2, ensuring

consistency in the computational environment.

Key parameters:

* Learning rate: 0.01

+ Batch size: 64

* Epochs per round: 10

Metrics:

* Accuracy: Final and per-round classification accuracy.

* Robustness: Resistance to adversarial manipulation.

 Privacy Preservation: DP effectiveness in confidentiality.

3.7.8 Results Analysis
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Figure 3.5 Performance comparison across scenarios on IID data

Key observations:

 Baseline (no adversaries) peaks at 97% accuracy.
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* Malicious clients reduce performance to 10—17%.

* Blockchain-based role determination recovers up to 87% accuracy.
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Figure 3.6 Performance comparison across scenarios on non-IID data

In non-I1ID conditions, the blockchain-enhanced method maintains performance by

filtering outliers.

Table 3.7 Comparative Results of Previous Works and the Proposed Method

Algorithm Objective Accuracy
Random Selection Optimization 18.9%
Oort Optimization 16.4%
Active Federated Learning | Optimization 18.4%
Novel-Reputation Security 67.7%
Proposed Method Security + Optimization | 87.39%
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3.8 Role Determination Performance on Different Mod-

els

Table 3.8 Results of Experiments on Different Case Scenarios

Datasets and Models | SimpleNN MLP CNN Net0
Best Case
MNIST 83.12% 85.9% 82.29% 87.39%
FASHION MNIST 72.55% 72.38% 72.54% 77.02%
CIFAR-10 29.26% 29.14% 30.24% 37.61%

Average Case

MNIST 78.28% 79.59% 77.6% 86.77%

FASHION MNIST 71.43% 70.88% 71.11% 76.6%

CIFAR-10 29.61% 29.05% 25.83% 37.19%
Worst Case

MNIST 52.61% 60.96% 57.28% 79.92%

FASHION MNIST 52.04% 55.34% 57.49% 73.07%

CIFAR-10 28.65% 21.99% 15.63% 37.17%

3.9 Conclusion

This chapter presented a comprehensive exploration of dynamic participant selection mech-
anisms within FL, particularly in [oMT environments. We introduced a novel approach
that leverages blockchain-assisted role determination and differential privacy to enhance
the security, efficiency, and scalability of both centralized and decentralized FL systems.

Through rigorous experimentation across various scenarios ranging from standard FL
to adversarial environments with up to 20% malicious clients we demonstrated that the
proposed method significantly improves model accuracy, robustness, and privacy preser-
vation. Notably, the integration of a private blockchain framework facilitated transparent
and secure role assignment, while dynamic rule adaptation enabled continuous optimiza-
tion even in challenging or static system conditions.

Evaluation across multiple neural network models and datasets confirmed the method’s

adaptability and resilience, particularly under non-IID data distributions and adverse op-
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erating scenarios. Compared to existing optimization- or security-focused methods, our
approach consistently outperformed in balancing both objectives.

Future research will aim to extend this methodology to more complex, large-scale, and
fully decentralized FL ecosystems. This includes refining probabilistic role assignment
formulas, incorporating advanced cryptographic techniques such as homomorphic encryp-
tion and secure multi-party computation, and applying the framework in high-stakes do-
mains like healthcare and finance.

Overall, this proposed work lays a solid foundation for trust-aware, privacy-preserving,
and performance-optimized federated learning systems in sensitive and dynamic environ-

ments.
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CHAPTER 4: ENHANCED FRAMEWORK

WITH ATTACK RESISTANCE

4.1 Introduction

Building upon the participant selection mechanism proposed in Chapter 3 — which is
adaptable to both centralized and decentralized FLL — this chapter presents an enhanced
framework that addresses security vulnerabilities still present in [oMT environments. While
the original mechanism improves efficiency and fairness in participant selection, it does
not fully address certain advanced threats such as impersonation attacks, poisoning attacks,
and post-consensus manipulation.

To overcome these challenges, we introduce a role determination mechanism as a crit-
ical extension of our initial approach. This method enhances the selection process by dy-
namically assigning functional roles to participants based on optimization and privacy
metrics, thereby enabling more intelligent and secure collaboration within the FL ecosys-
tem.

The enhanced framework, termed BlockGuard-RD, incorporates this role determi-
nation logic into a multi-layered blockchain-assisted architecture. It leverages dynamic
access control, secure consensus mechanisms, and real-time threat evaluation to provide
strong resilience against a range of security threats in [oMT scenarios. Through this lay-
ered design, BlockGuard-RD not only improves the robustness of the participant selection
strategy but also establishes a higher degree of immunity against attacks that traditional

FL setups fail to mitigate.
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4.2 BlockGuard-RD Framework

The BlockGuard-RD framework is designed to address the critical need for security and
privacy in IoMT environments by combining the strengths of blockchain technology and
FL. Its novel feature is a dynamic role determination mechanism that assigns roles—
such as workers, validators, and miners—based on real-time assessments of device trust-
worthiness, privacy scores, and performance efficiency. This ensures a secure, adaptive
system resilient to various [oMT-specific attacks and operational challenges.

To contextualize the novelty of our approach, Table 4.1 provides a comparative anal-
ysis of BlockGuard-RD with existing blockchain-based and FL frameworks. It highlights
key architectural differences and showcases how BlockGuard-RD addresses the current
limitations in [oMT environments through its integrated role determination strategy and
IoMT-specific optimizations.
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Table 4.1 Comparison of BlockGuard-RD with Related Frameworks

Framework Blockchain FL Support | Role Determina- | loMT-Specific
Integration tion Strategy Optimization

[99] Alliance | Yes No Not considered Limited (IoT-cloud

Chain Scheme (anonymity, data sharing)
partial key
management)

[100] IoV Trust | Yes (trust- | No Not considered No (focus on ve-

System aware hicular networks)
blockchain
updates)

[103] FL-BETS Yes  (secure | Yes Not considered Yes (healthcare-
aggregation specific task
and fraud scheduling)
detection)

[104] Multi-Level | Yes Yes Not considered Yes (EHR pro-

Blockchain (BigchainDB tection, patient
with filtering) privacy)

[106] ChainFL Yes (secure of- | Yes Not considered Partially (IToT and
floading using edge computing)
blockchain)

[107] FedChain Yes (cross- | No Partial  (Stackel- | No
chain PoS berg game model)
consensus)

[108] Hyperledger | Yes (Fab- | No Not considered Yes (EHR access

EHR ric/Composer control, privacy)
with IPFS)

BlockGuard-RD | Yes (multi- | Yes (secure | Yes (trust- | Yes (role-aware,

(Proposed) role FL  train- | performance IoMT-optimized)
blockchain) ing) adaptive)
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As evident from the comparison, BlockGuard-RD is the only framework that fully in-
tegrates federated learning, blockchain, and dynamic role determination tailored to [oMT
environments.

The BlockGuard-RD framework is structured around three core layers—Federated
Learning, Blockchain, and Role Determination—designed to address key challenges in
trust, privacy, and resource optimization. Figure 4.1 provides an overview of its architec-
ture.

4.2.1 Architecture Overview

BlockGuard-RD adopts a multilayer architecture composed of four interdependent layers,
as illustrated in Figure 4.1.

Threat resistance layer

Role determination layer

Blockchain layer

Federated learning layer

Figure 4.1 BlockGuard-RD Layered Architecture: A multi-layered structure integrating
Federated Learning, Blockchain, Role Determination, and Threat Resistance to enhance
security, privacy, and adaptability in [oMT environments.

* Federated Learning (FL) Layer:

— Performs decentralized model training while preserving data confidentiality.

— Employs lightweight differential privacy (DP) to obscure local gradients be-
fore aggregation.

— Quantifies each participant’s privacy level according to the applied noise and
update frequency.
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* Blockchain Layer:
— A permissioned blockchain securely stores model-related metadata such as
hashes, trust values, and assigned roles.

— Smart contracts regulate access control and verify the integrity of role assign-

ments and model updates.
— Consensus mechanisms (e.g., PoS and PoW) ensure transparency and fault
tolerance across the network.
* Role Determination Layer:
— Dynamically evaluates each device based on three main criteria: trust, privacy,
and optimization efficiency.
— Assigns operational roles accordingly:

% Workers: High trust and strong computational resources; perform local

updates.

% Validators: Moderate optimization and high privacy; verify model in-
tegrity.

% Miners: High optimization and blockchain capability; finalize validated
blocks.

— Generates trust scores and post-consensus indicators that are reused by the

upper layer to assess network reliability.
* Threat Resistance Layer:

— Operates as a monitoring and defensive layer built on the trust and consensus

outputs from the Role Determination Layer.

— Detects and mitigates malicious or inconsistent behavior using adaptive trust

decay and anomaly detection strategies.

— Ensures robustness against poisoning, Sybil, and inference attacks while main-

taining system stability and model quality.

4.2.2 Metric-Driven Role Assignment Logic

The following metrics and thresholds are combined to assign roles efficiently and securely:
* Trust Score (7;): Updated after each round using a decay-reward model:
T =91 + alri —p)
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where r; is reliability (e.g., timely update), p; is penalty for misbehavior, 7 is a decay

factor, and « is learning rate.

* Privacy Score (F;): Scaled from 0—10 based on differential privacy usage, e.g.,
P,=10-(1—¢e %)

where ¢; is the privacy budget used by device .

* Optimization Score (O;): Aggregates resource availability and efficiency:
O; = w; - CPU; + wy - Bandwidth; + ws - Latencyi_1

where weights w; reflect resource priority.

* Fibonacci-Golden Ratio Scheduling: Periodic reassignment uses Fibonacci in-

dices and golden ratio ¢ = 1.618 to rebalance roles fairly and avoid stagnation.

4.2.3 Dynamic Role-Based Access Control

1. Trust Score Calculation: Reflects device behavior consistency, anomaly resis-

tance, and update integrity.

2. Performance Assessment: Devices are benchmarked for resource efficiency, en-

suring miners can handle ledger tasks reliably.

3. Adaptive Role Reassignment: Fibonacci intervals and golden-ratio indexing en-

sure fresh reassignment while avoiding redundant computation and stale trust states.

4.2.4 Role Assignment Algorithm

To operationalize the dynamic role allocation mechanism, we introduce an algorithm that
leverages Fibonacci indexing and the golden ratio ¢ = 1.618 to ensure balanced, trust-

aware, and adaptive role selection among IoMT participants.

4.2.5 Fibonacci-based Role Assignment Justification

In the proposed framework, we introduce a novel Fibonacci-based Role Assignment
Algorithm for participant selection and role distribution in blockchain-assisted FL envi-

ronments. The choice of the Fibonacci sequence is motivated by its self-organizing and
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naturally distributed characteristics, which align well with the needs of dynamic, decen-

tralized systems such as FL networks.

Why Fibonacci?
The Fibonacci sequence offers several key advantages:

* Non-uniform but deterministic selection: Fibonacci indices provide a sparse yet
predictable selection pattern, enabling efficient and fair participant distribution while

avoiding centralized clustering.

* Golden ratio heuristic: By incorporating the golden ratio ¢ ~ 1.618, we determine
top-performing or “central” clients in a mathematically principled way, inspired by

optimal resource distribution observed in natural systems.

* Scalability: The use of Fibonacci-indexed client selection naturally adapts to vary-

ing network sizes without requiring exhaustive search or manual tuning.

* Trust-weighted selection: When combined with dynamic trust scores and varying
privacy/optimization levels, the algorithm supports robust and resilient role assign-

ment even under adversarial conditions.

Role Assignment with Consensus Overrides

To enhance flexibility, the algorithm incorporates consensus-aware role overrides, tailored

to specific blockchain consensus protocols:

* PoW and PoS: Default all roles to worker with a single validator, reducing com-

plexity and computational load.

* DPoS: Select top trusted clients as validators, simulating delegate-based valida-

tion mechanisms.

* PBFT: Assign clients as replicas, promoting fault-tolerant execution with a fixed

validator subset.

* PoA: Prioritize participants with high trust scores, assigning a small subset as validators

and the rest as workers.

This dual-layer strategy—Fibonacci-based initial role selection followed by consensus-
driven adjustments—ensures improved resilience, scalability, and adaptability in FL
systems, particularly in IoMT environments where trust, privacy, and performance con-

straints are critical.
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Algorithm 3 Fibonacci-based Role Assignment with Consensus Overrides

Require: n  (number of clients), privacy levels,  optimization levels,

malicious clients, trust_scores, consensus

Ensure: roles

1:

B A D W W W W W W W W W WK NDNDNDNDDNDDNDNDDNIDND /= — s e e e e e
N7 29 30 h 22 900 030k — 00 030 s w2 o

A A A i

Initialize roles <— array of n elements set to “eliminated”
Initialize Fibonacci sequence F' < [0, 1]
while F[—1] < n do
Append F[—1] + F[-2] to F
end while
Remove first two elements from F
¢« 1.618
for all i:dx € I do
if ide < n and trust_scores[idz] > 0 then
if privacy_levels[idx] > 8 then
roles[idx] < validator if optimization_levels|idz] > 8, else worker
else if privacy levels[idx] > 4 then
roleslidz] <— miner if optimization levels[idz] > 8, else worker
else
roleslidz] < worker
end if
trust_scoreslidz| < trust_scores[idz] 4+ 0.05
end if

: end for
. top_idx + |n/¢]
. if top_idx < n and roles[top_idx] # eliminated then

roles|top_idz| < validator
trust_scores[top idx| < trust_scores[top idx] + 0.1

. end if
: for all ¢ € malicious_clients do

roles|i] < eliminated
trust_scores[i] < —1

: end for > Consensus-specific role overrides
. if consensus € {PoW, PoS} then

Set all roles to worker
roles|top _idz| + validator

. else if consensus = DPoS then

Select top 5 clients with highest trust_scores as validators
Set remaining roles to worker

. else if consensus = PBFT then

Set all roles to replica
Assign first 4 roles as validator

. else if consensus = PoA then

Select clients with trust_score > 1.0
Assign top 3 as validator, others as worker

. end if
. return roles
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4.2.6 Security Features

BlockGuard-RD provides:

* DoS Resistance: Exclusion of low-trust devices and decentralized structure reduce

vulnerability.

* Impersonation Mitigation: Dynamic trust scores and secure identity management

prevent unauthorized access.

* Data Poisoning Defense: Validator-based verification of updates with cross-validation

and anomaly detection.

* Privacy Protection: FL with differential privacy and encrypted metadata ensures

patient confidentiality.

4.2.77 Workflow Illustration

1. Imitialization: Devices register with reported trust, privacy, and performance met-

rics.
2. Role Assignment: RDM assigns roles based on real-time metric evaluation.

3. Training Round: Workers train and submit updates; validators verify; miners up-
date blockchain.

4. Reevaluation: At each interval, trust is updated, roles reassigned using Fibonacci

and ¢ logic.

This multilayered and metric-driven framework ensures robust, privacy-preserving,

and attack-resistant operations in dynamic IoMT networks.

4.3 Experimental Setup and Results

4.3.1 Experiment Configuration

To evaluate the proposed BlockGuard-RD framework, a simulation-based FL environment

was implemented using PyTorch. The following configuration was used:

¢ Dataset: MNIST

* Model: Simple Feedforward Neural Network (SimpleNN)
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* Learning Rate: 0.005

* Optimizer: Stochastic Gradient Descent (SGD) with momentum 0.9
* Scheduler: StepL.R with step size 10 and decay factor 0.5

* Epochs per client: 1

* Number of Communication Rounds: 100

* Number of Clients: 100

* Malicious Clients Percentage: 20%

* Evaluation Metrics: Accuracy, Precision, and Threat Resistance

The evaluation compares the following two frameworks:
* Basic Framework: Blockchain-assisted FL without any resistance to threats.

* Advanced Framework (BlockGuard-RD): Our proposed resilient system inte-
grating dynamic role determination, Fibonacci and golden ratio mechanisms, and

trust-based filtering.

4.4 Comparative Analysis and Architectural Justification

This section presents a comprehensive evaluation of the proposed multi-layered frame-
work in comparison to a conventional FL baseline. The evaluation is conducted with a
focus on accuracy, latency, and robustness under adversarial conditions such as DDoS
attacks, impersonation, and data poisoning. The advanced framework’s modular design—
incorporating FL, blockchain integration, role determination, and threat resistance—demonstrates

significant improvements across all metrics.

4.4.1 Accuracy Evaluation

Figure 4.2 illustrates the accuracy progression over 100 training rounds for both the ad-
vanced and basic frameworks. The advanced framework achieves a rapid convergence,
reaching over 95% accuracy within the first 30 rounds, while the basic framework stag-
nates around 29% accuracy throughout. This disparity can be attributed to the enhanced
participant selection and poisoning mitigation mechanisms employed in the proposed ar-

chitecture.
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Accuracy Comparison per Round
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Figure 4.2 Accuracy Comparison per Round

The superior accuracy of the proposed approach stems from the use of a blockchain-
backed FL environment that ensures traceable and tamper-proof model updates. More im-
portantly, the role determination layer dynamically assesses participants based on two
key metrics: privacy level and optimization level. These metrics are used to compute a
trust score for each node, which directly impacts its role in the network. Nodes with in-
sufficient trust scores are excluded from sensitive roles such as aggregation or validation,

thus reducing the risk of data poisoning and enhancing the quality of model updates.

4.4.2 Latency Comparison

As depicted in Figure 4.3, the proposed framework significantly outperforms the baseline
in terms of latency. The average latency per batch (10 rounds) for the advanced system
remains below 1.65 seconds, whereas the basic system exhibits an average latency ex-
ceeding 4.0 seconds.

This improvement is largely due to the role determination layer, which minimizes
communication overhead by assigning roles based on each node’s computational and net-
work capabilities. Furthermore, the use of a decentralized ledger in the blockchain layer
eliminates the need for a centralized aggregator, allowing more efficient peer-to-peer up-
date verification. The threat resistance layer also contributes by preemptively filtering
out potentially malicious or unstable nodes, thereby reducing the impact of DoS attacks

on latency.
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Latency Comparison (Averaged per 10 Rounds)
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Figure 4.3 Latency Comparison Averaged per 10 Rounds

4.4.3 Threat Resistance Analysis Using Role Determination Scores

Figure 4.4 presents the relationship between the Threat Resistance score and the Proba-
bility of Failure across multiple training rounds in the presence of adversarial scenarios,
such as impersonation and denial-of-service (DoS) attacks. The experimental results high-
light the critical role of our Role Determination Module (RDM) in dynamically enhancing
security and system reliability in blockchain-enabled FL environments.

The blue curve (right axis) illustrates the ATR score, which reflects the resilience of
the system to adversarial behavior by leveraging dynamic role reconfiguration based on
privacy and optimization metrics. These scores are computed using a hybrid strategy that
incorporates trust scores, privacy sensitivity, utility contribution, and responsiveness—
thereby ensuring that only participants with favorable behavioral and performance profiles
are granted critical roles (e.g., leaders, aggregators).

Conversely, the red histogram (left axis) quantifies the empirical Probability of Fail-
ure, representing the fraction of consensus or aggregation failures during each round, of-
ten triggered by malicious participation or communication dropouts. Initially, the failure
rate remains low, suggesting that most participants are behaving benignly or have not yet
been targeted. However, as the system progresses beyond 60 rounds, the threat landscape
intensifies—possibly due to accumulated targeted attacks or strategic poisoning attempts.

Notably, the Threat Resistance score exhibits a positive trajectory precisely when the
probability of failure begins to rise. This inverse correlation suggests that the RDM effec-
tively adapts to changing threat conditions by recalibrating the role assignments. Partici-
pants with high-risk signals are either excluded from critical pathways or demoted to low-

impact roles. This adaptability plays a pivotal role in countering impersonation attacks—
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where adversaries attempt to hijack high-trust identities—and in mitigating DoS attempts
that rely on overwhelming leader nodes or central aggregators.

In essence, the integration of the Role Determination Module introduces a resilient be-
havioral layer to the system architecture. It dynamically preserves security and efficiency
by:

 Preventing high-impact roles from being assigned to unreliable or compromised

clients.

* Prioritizing privacy-aware clients with high utility for participation, ensuring ro-

bustness even under heterogeneous data distributions.

» Lowering attack surface exposure through distributed trust and score-based privi-

lege management.

Therefore, the correlation observed in Figure 4.4 empirically validates the hypothesis
that score-based adaptive role assignment is a crucial architectural enhancement for resist-

ing advanced attacks in federated [oMT systems, especially in post-consensus blockchain

layers.
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Figure 4.4 Threat Resistance vs. Probability of Failure across training rounds. Blue: Threat
Resistance score; Red: Empirical failure rate due to impersonation and DoS attacks.
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4.4.4 Consensus-wise Threat Resistance Evaluation

Figure 4.5 provides a visual comparison of threat resistance levels across five widely
adopted blockchain consensus mechanisms—Proof of Work (PoW), Proof of Stake (PoS),
Delegated Proof of Stake (DPoS), Practical Byzantine Fault Tolerance (PBFT), and Proof
of Authority (PoA)—using needle gauges for three primary threat classes: data poison-
ing, impersonation, and denial-of-service (DoS). Each needle indicates a resistance score
normalized on a scale from 0 (low resilience) to 1 (high resilience), allowing for direct

cross-consensus interpretation.

Proof of Work (PoW). PoW demonstrates high resistance to impersonation (0.82) and
DoS attacks (0.83), benefiting from its inherently decentralized and compute-intensive
validation process. However, its data poisoning resistance score is moderate (0.74), sug-
gesting some vulnerability in participant vetting due to its open-access mining model. This
indicates that while PoW is robust against systemic service disruption and identity spoof-
ing, it requires auxiliary mechanisms—such as the Role Determination Module (RDM)—

to harden against malicious model updates.

Proof of Stake (PoS). PoS exhibits moderate resilience across all threat classes, with
scores of 0.72 for data poisoning, 0.76 for impersonation, and 0.78 for DoS. These values
reflect its stake-weighted consensus model, which can provide accountability but may
still allow entry to malicious actors if stake thresholds are low. The uniformity in its threat
profile implies that PoS benefits significantly from additional scoring mechanisms like

trust-based role allocation to elevate its defense capabilities.

Delegated Proof of Stake (DPoS). DPoS shows slightly lower resistance than PoS
across all metrics—0.70 (data poisoning), 0.78 (impersonation), and 0.77 (DoS). Its re-
liance on a small set of elected validators introduces centralization risks, making it some-
what more susceptible to targeted attacks on trusted nodes. While efficient in performance,
DPoS may require enhanced trust filtering and dynamic role rotation to reduce its security

exposure.

Practical Byzantine Fault Tolerance (PBFT). PBFT consistently achieves the high-
est resistance scores—0.80 for data poisoning, 0.82 for impersonation, and 0.82 for DoS.
This superior performance stems from its quorum-based consensus approach, which en-
sures that only a supermajority of vetted participants can influence state changes. When
integrated with the RDM’s adaptive scoring and role reassignment strategies, PBFT forms

a robust foundation for secure FL in sensitive [oMT environments.
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Proof of Authority (PoA). PoA presents a mixed profile, with strong data poisoning
resistance (0.76) but slightly lower impersonation (0.77) and DoS (0.75) scores. While its
authority-based node validation improves consistency and speed, the centralized nature
of node approval introduces fixed points of failure. Thus, PoA benefits significantly from

decentralized role scoring and fallback mechanisms under adversarial pressure.

Threat Resistance Needle Charts per Consensus Type

DoS

Figure 4.5 Needle chart illustrating threat resistance scores for Data Poisoning, Imperson-
ation, and DoS attacks across five consensus protocols. Higher needle positions indicate
greater resilience.

This consensus-wise breakdown confirms that the combination of adaptive role as-
signment and blockchain consensus choice significantly influences the threat resilience
of federated IoMT systems. Notably, consensus algorithms like PBFT and PoW—when
enhanced with score-based RDM integration—offer the most secure operational profile

against modern federated attacks.

4.5 Conclusion

The results presented in this chapter affirm the architectural and functional superiority of
the proposed BlockGuard-RD framework over conventional FL baselines. By systemati-
cally integrating FL with blockchain technology and augmenting it with a dynamic Role
Determination Module (RDM), the system achieves rapid convergence, low latency, and
robust resistance to advanced adversarial threats.

Empirical analyses demonstrate that BlockGuard-RD accelerates model convergence
(over 95% accuracy in early rounds), reduces system latency through intelligent role allo-
cation, and significantly improves resilience to data poisoning, impersonation, and DoS at-
tacks. The framework’s dynamic, metric-driven role assignment ensures that only trusted
and capable devices assume critical roles, thereby maintaining both security and opera-

tional efficiency in heterogeneous [oMT environments.
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In summary, BlockGuard-RD establishes a scalable, secure, and privacy-preserving
foundation for next-generation digital healthcare infrastructures. Future work will extend
this framework to address scalability in large-scale IoMT deployments and incorporate

advanced privacy-preserving techniques for real-world healthcare applications.
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CHAPTER 5

CONCLUSION AND PERSPECTIVES

This thesis has explored the convergence of the Internet of Medical Things (IoMT), Feder-
ated Learning (FL), and blockchain as enabling technologies for secure, privacy-preserving,
and intelligent healthcare infrastructures. Through an extensive analysis of architectural
and methodological challenges, ranging from interoperability and scalability to data pri-
vacy and energy constraints, it has provided a unified understanding of how distributed
intelligence can strengthen IoMT systems.

The first contribution of this research was a comprehensive comparative analysis of
existing participant selection strategies in Federated Learning. This study established a
structured taxonomy that classified selection methods according to their underlying prin-
ciples, optimization criteria, and privacy implications. The analysis highlighted funda-
mental trade-offs between accuracy, computational efficiency, and fairness, providing the
analytical foundation for the subsequent contributions.

The second contribution consisted of the design and implementation of a novel prob-
abilistic participant selection method applicable to both centralized and decentralized FL
architectures. This method dynamically adjusts the selection probability of each client ac-
cording to its optimization capacity and privacy level, thereby ensuring a better balance
between performance, resource efficiency, and data protection. Experimental validation
demonstrated the superiority of the proposed approach over traditional deterministic meth-
ods in terms of model accuracy, convergence rate, and fairness.

The third contribution introduced the BlockGuard-RD framework, a blockchain-
enhanced FL architecture integrating the proposed participant selection mechanism within
asecure, role-based ecosystem. This framework unifies federated optimization, blockchain
consensus, and role determination to enhance transparency, resilience, and robustness
against malicious or unreliable participants. Through extensive simulations, BlockGuard-
RD was shown to maintain high model performance while providing strong resistance to

data poisoning, impersonation, and denial-of-service attacks.

Critical Reflection. While the proposed framework achieved significant progress in
security, scalability, and privacy, several practical aspects remain to be addressed. The

validation was carried out through simulations; therefore, real-world deployment within
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heterogeneous healthcare infrastructures may introduce new challenges such as energy
constraints, communication instability, and interoperability with medical standards. Ad-
ditionally, the probabilistic role assignment model could be extended using reinforcement
learning or game-theoretic decision models to improve its adaptability to dynamic envi-

ronments.

Perspectives. Future research directions include the development of adaptive, Al-
driven threat detection modules that leverage federated meta-learning for proactive de-
fense. Extending BlockGuard-RD toward multi-blockchain interoperability could enhance
cross-domain collaboration and scalability. Furthermore, experimental deployment in re-
alistic clinical or smart-hospital contexts would provide valuable insight into latency, en-

ergy consumption, and user acceptability under real operational conditions.

In conclusion, this thesis delivers a secure, scalable, and intelligent framework for
next-generation IoMT ecosystems. By combining Federated Learning, blockchain tech-
nology, and adaptive participant management, it contributes a concrete step toward the re-
alization of trustworthy, privacy-aware, and efficient healthcare systems, paving the way

for resilient connected medicine.
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