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Notations

Notations
1g The neutral element of G
z! The invertible element of G
|G| Order of a group G
H <G H subgroup of G
(S) Subgroup of G generated by S
R Relation
] Equivalence class defined by x
A/R Quotient set of A with respect to
|G : H] Theindex of H in G
G < H H normal subgroup of G
(G)* Group of units
S(E) The set of all permutation
G x H Direct product of groups
G x9 H Semidirect product of groups
End(G) Set of all endomorphism of a group G
Aut(G)  Set of all automorphism of a group G
Hol(G) The holomorph of G
pK Public key
sK Secret key
AG) The left regular representation of G



Introduction

The creation of public key cryptography by Diffie and Hellman in 1976 and the subsequent
invention of the RSA public key cryptosystem by Rivest, Shamir and Adleman in 1978
are watershed events in the long history of secret communications. Public key cryptogra-
phy draws on many areas of mathematics, including number theory, abstract algebra, and
information theory.

A number of public-key cryptosystems based on combinatorial group theory have been
proposed since the early 1980s. The first proposal to use non-abelian groups in public key
cryptography is due to Wagner and Magyarik in 1985. The cryptosystem is based on the
hardness of the word problem for finitely presented monoids. The importance of Wagner and
Magyarik’s scheme lies in its novelty, which commenced an interplay between cryptography
and combinatorial group theory.

A secure public key cryptosystem requires a mathematical operation which is easy to
compute (encryption) but computationally difficult to reverse (decreption) in a realistic time
without knowing a special secret information, called the trapdoor, which is the private key.

This thesis is organized as follows. In chapter 1, we begin with some elementary ma-
terial concerning of group and semidirect product of groups. In chapte 2, we show that
(Aut(G),0) = ((G)*, A) . In chapter 3, we begin with some elementary material concerning
of public key cryptography and The Diffie-Hellman key exchange (DHKE) and we present

some notes on the holomorph of the group.



Chapter 1

Preliminaries

In this chapter we recall some basic information and concepts used in the following chapter.



1.1. Groups

1.1 Groups

1.1.1 Group

Definition 1.1.1 A group is an ordered pair (G,.) consisting of a non-empty set G together

with a binary operation ”.” defined on G such that :

1. for all z,y € G,zy € G (closure).
2. If v,y and z in G, then (zy) z = x (yz) (associativity).
3. There exists an element 1 in G such that, for all x € G, 1gz = xlg = x (identity).

4. For eath x in G, there exists x™' in G such that v7'x = zz™' = 1¢ (inverse).

A group G is called abelian if the binary operation is commutative, i.e, xy = yx for all
x,y € G.
The number of elements of a group (finite or infinite) is called its order. We will use |G|

to denote the order of G.
Example 1.1.1 (Z,+),(Q,+),(R,+),(C,+) are abelian groups.

Example 1.1.2 The set R" = {(ay, az, ..., a,) , a1, az, ..., a, € R} is a group under comopo-

nentwise addition [i.e.; (aq,ag, ..., a,) + (b1, ba, ..., b,) = (a1 + b1, ag + ba, ..., ay, + by)].
Example 1.1.3 Let n be a natural number. The set of integers modn form a group under

addition modulo n, that is Z, = {0,1,2,....n — 1}.

1.1.2 Subgroup

Definition 1.1.2 If (G,.) is a group and H is subset of G, then (H,.) is called a subgroup
of (G,.) if the following condition hold:

1. H#¢.

2. x.y € H for all x,y € H (closure).



1.1. Groups

8. 7' € H for allz € H (inverse).

The subgroup H of a group G is denoted by H < G .

Example 1.1.4 - The set of even integers is a subgroup of the set of integers under addition.

- (Z,+) is a subgroup of (Q,+).

- Given two subgroups H and F of a group G, HF = {hf,h € H and f € F'} may not
be a subgroup of G. Hence HF is a subgroup of GG if and only if, HF = F'H.

Definition 1.1.3 Tow subgroups H, F < G are called complementary (to each other ) if
HNF ={lg} and HF = G. we also note that if H, F' < G are complementary then each
element g of G can be written uniquely in the form g = hf where h e H, f € F.

Definition 1.1.4 (Centre of a group) The centre Z(G) of a group G is the subset of

element in G that commute with every element of G. In symbols,
Z(G) ={a € G,ax = xa for all x in G} .
Definition 1.1.5 Let G be a group. The centraliser of g € G is defined to be:
Cy={h € G, hg = gh}
Then Cy is a subgroup of G'.

Proof. Suppose that i and k are two elements of C;,. We show that the product hk is an
element of C;. We have to prove that (hk)g = g (hk).
(hk)g = h(kg) by associativity
=h(gk) askeC,
= (hg) k by associativity
=(gh)k ashe(,
= g (hk) by associativity.
Thus hk € C,.
Now suppose that h € C;. We show that the inverse of h is in Cy. We have to show that
h=tg = gh™'.



1.1. Groups

Suppose we start with the equality hg = gh.

Multiply both sides by A~ on the left. We get h=! (hg) = h='(gh), So that simplifying
we get g = (h™'g) h.

Now multiply both sides of this equality by 2! on the right. We get gh=! = (h=tg)(hh™1).
Simplifying we get gh= = h~1g.

Which is what we want.

Thus ! € C,,.

Thus Cy is a subgroup of G. m

Subgroup generated by subset

Definition 1.1.6 Let A be a subset of a group G. Then the subgroup of G generated by A
denoted by (A), is defined to be the intersection

W=

Then (A) is the smallest subgroup of G containing A.

1.1.3 Cosets

Definition 1.1.7 (Equivalence relation) Let X be a set. An equivalence relation R is a

relation on X wich 1s:

1. Reflexive: xRz for every x € X.
2. Symmetric: xRy implies yRx for every x, y € X.

3. Transitive: xRy and yRz implies xRz for every z,y,z € X.

Example 1.1.5 Let X be any set and consider the relation

aRb if and only if a = b

A moments thought convince the reader this is an equivalence relation.



1.1. Groups

Lemma 1.1.1 Let G be a group and let H be a subgroup. Let R be the relation on G
defined by the rule
aRbe b lae H

Then R is an equivalence relation.

Proof. There are three things to check.

First we check reflexivity: Suppose that a € G, then a la = 15 € H since is a subgroup.
But then aRa by definition of R and R is reflexive.

Now we check symmetry: Suppose that a and b are elements of G and that ath. Then
b~'a € H. As H is closed under taking inverses (b~'a)”" € H . But

) = )
= o'
Thus a~'b € H. But then by definition bRa. Thus R is symmetric.
Finally we check transitivity. Suppose that a¥tb and b¥c.

Then b~'a € H and ¢ 'b € H. As H is closed under multiplication (¢7'b) (b~'a) € H.
On the other hand

(c_lb) (b_la) = ¢! (bb_l) a
= ¢ ' (lga) = c 'a.

Thus C~'a € H. But then a®b and R is transitive.

As R is reflexive, symmetric and transitive, it is an equivalence relation. m

Definition 1.1.8 (Equivalence class) Let R be a equivalence on a set X.

Let a € X be an element of X. The equivalence class of a is
la] = {b e X, bRa}

- The set of all equivalence classes is called the quotient set of X by R, and is denoted
A/ R. Hence
A/R=A{[a],a € X}.



1.1. Groups

Definition 1.1.9 Let H < G and g € G. The set [g] = gH = {gh,h € H} is called a left
coset of H in G, and The set [g] = Hg = {hg,h € H} is called a right coset of H in G.

The set of all left cosets of H in G is denoted by G/ H and the set of all right cosets of
H in G is denoted by H /(.

Example 1.1.6 Let H = {0,3} be a subgroup of Zg. The left cosets of H in Zg are

0+H=H
14+ H = {1,4}
2+ H ={2,5}
3+ H =1{0,3}
A+ H={1,4}
5+ H ={2,5}

Definition 1.1.10 (Index of a subgroup) Let G be a group and let H be a subgroup.
The index of H in G, denoted |G : H] is aqual to the number of left cosets of H in G.

Example 1.1.7 Let G =Zg and H = {0,3}. Then [G : H| = 3.

Theorem 1.1.1 (Lagrange’s Theorem) The order of any subgroup of a finite group di-
vides the order of the group.

1.1.4 Normal subgroup

Definition 1.1.11 Let (H,.) be a subgroup of a group (G,.). (H,.) is called normal of

(G,.) if
g 'hge H forallge G and h e H

or

Hg=gH forall g € G.

- The normal subgroup of a group G is denoted by H <1 G.

Example 1.1.8 - H = {15} < G.
-G <G



1.1. Groups

1.1.5 Cyclic group

Definition 1.1.12 Let G be a group. We say that G is cyclic, if it is generated by one
element g in G.

Let G = (g) be a cyclic group, then
G= { g',i € Z}
Example 1.1.9 - (Z,+) is a cyclic group, both 1 and —1 are generators.
- (Zy,+) is a cyclic group.

Lemma 1.1.2 Let G be a finite group and let g € G. Then the order of g divides the order
of G.

Lemma 1.1.3 Let G be a finite group of order n and let g be an element of G. Then
gn = 1g.

Proof. We know that ¢* = 15 where & is the order of g. But k divides n. So n = km. But
then

1.1.6 Group of units

Definition 1.1.13 Let n be a positive integres.

The group of units (Z,)" for the integers modulo n is the subset of Z,, of integers coprime

to n under multiplication.

Definition 1.1.14 Let n be a positive integre, The Euler’s function ¢(n) of n is the

number of positive integers not greater than and relatively prime to n:
o(n) = |{k € Nk <n and ged(k,n) =1}|.
Example 1.1.10 Let Zs = {0,1,2,3,4}. Z; = {k € Zs, gcd(k,5) =1} ={1,2,3,4} and
p(5) = 4.
Lemma 1.1.4 Let a be any integer, which is coprime to the positive integer n. Then

a*™ = 1modn.



1.1. Groups

1.1.7 Permutation groups

Definition 1.1.15 (Permutation) Let E be a set. A permutation of E is simply a bijec-
tion f : E — FE.

Lemma 1.1.5 Let E be a set.

1. Let 07 and o3 be two permutation of E. Then the composition of o; and o, is a

permutation of F.
2. Let o be a permutation of E. Then the inverse of ¢ is a permutation of F.

Lemma 1.1.6 Let E be a set. The set of all permutations under the composition of per-
mutation, forms a group S(FE).

- if E is a finite set with n elements. Then S(E) has n! elements.

Symmetric group S,

Definition 1.1.16 The group (S,,0) is the set of permutation of the first n natural num-

bers.

- Elements of the S,, have the form :

1 2 ... n
o=
o(1) o(2) ... a(n)
Example 1.1.11 Let £ ={1,2,3}, S, = {I1: {1,2,3} — {1,2,3},1I is a bijection}
123 123 123 123 123
le 71_-[2: 7H3: 7H4: 71_‘[5: )
123 231 312 213 321
(123
S \132)

Proposition 1.1.1 For every natural number n, the symmetric group S, has n! elements.

ITg

Proof. The order of S,, is the number of bijections from the set {1,2,...,n} to itself. There
are n possible choices for the image of 1 under a bijection. once the image of 1 has been
chosen, there are n — 1 choises for the image of 2. Then there are n — 2 choises for the image

of 3. Continuing in this way, we see that

|Spl=n-(n—1)-(n—2)-...-2-1=nl

10



1.2. Morphism

1.2 Morphism

1.2.1 Group morphism

Definition 1.2.1 Let (G,.) and (H,.) two groups. A function f : G — H is called homo-
morphism, if

flzy) = f(z)f(y) for all v,y € G.

A homomorphism of G into itself is an endomorphism. the set of all endomorphism
of a group G is denoted by End(G).
- The kernel of the homomorphism f is the set

ker f ={x € G, f(x)=1x}.
- The image of the homomorphism f is the set
Im f = {f(:t), LS G}

Proposition 1.2.1 Let f : Gy — G2 be a morphism of the group. The following assertions

are valide
1. f(lg,) = la,-
2. flg7") = flg)" for g € Gi.
3. f is one-to-one if and only if, ker f = {14, }.
4. f is onto if only if, Im f = Gs.

Lemma 1.2.1 Let f : G — H be a homomorphism. Then the kernel of f is a normal

subgroup of G.

Proof. We have already seen that the kernel is a subgroup. suppose that g € G. We want
to prove that ¢ ker fg=! C ker f. Suppose that h € ker f.
We need to prove that ghg~! € ker f. Now

flghg™) = f(9)f(R)f(g™") = f@)laf(9) " = f(9)f(9) " = 1x.

Thus ghg™! € ker f. m

11



1.3. Isomorphism

1.3 Isomorphism

1.3.1 Group isomorphism

Definition 1.3.1 We say that G and H are isomorphic if there is a bijection map f :
G — H, which respects the group structure. That is to say, for every g, and g, in G

f(9192) = f(g1)f(g2)-

the map f is called an isomorphism.
- An isomorphism of G into itself is an automorphism. The set of all automorphism

of G is denoted by Aut(G).

Example 1.3.1 Let G = (R,+) and H = (R*,x). The map f : G — H defined by

f(n) =2" is a isomorphism.

Theorem 1.3.1 (Cayley Theorem) FEvery group is isomorphic to a group of permuta-

tions.

Lemma 1.3.1 Let G and H be two cyclic groups of the same order. Then G and H are

1somorphic.

Corollary 1.3.1 If G is a finite group of order n, then G is isomorphic to a subgroup of
Sh-

1.4 Product of groups

1.4.1 Direct product

Proposition 1.4.1 If (G,0) and (H,x*) are two groups, then (G x H,-) is a group under
the binary operation. defined by

(g1, h1) - (g2, h2) = (g1 © g2, h1 * hy) where g1, 92 € G, hy,hy € H

The group (G x H,-) is called the direct product of the group (G,o) and (H,x).

12



1.4. Product of groups

Proof. We will prove that (G x H,-) is a group

1. For the fact that (G, o) and (H, %) are associative we have

((g1,h1) - (g2, h2)) - (g3, hs) = (g1 0 ga, h1*hy)- (g3, h3)

(

((91 0 92) © g3, (h1 * ha) * h3)
= (910(g2093),h1* (ha* h3))
(91, h1) - (92 © g3, ha * h3)

(g1, h1) - (92, h2) - (g3, h3))

Where ¢1, g2,93 € G and hy, ho, hy € H.

»»

Then the operation is associative on G x H.

2. The identity element of G x H is (1, 1), where 15 is the identity element of G' and

1y is the identity element of H.

3. The inverse of (g, h) is (g1, ™), where (g,h) € G x H.

Hence (G x H,-) is a group.

1.4.2 Semidirect product

Proposition 1.4.2 Given any groups G and H and a morphism 0 : G — Aut(H), denote
the automorphism 6(g) by 8,, then G x H is a group with the multiplication

(gl, h1>'(g2, h2) = (glgg, h19g1 (hg)) where g1, g2 S G,’ hl, h2 € H,’ 991 < AUt(H) and 091 (hg) c H.

The group (G x H,-) is called the semidirect product of G and H with respect 0 to and
it 1s denoted by G xg H.

13



1.4. Product of groups

».»

Proof. -we will prove that the operation is associative on G x H. Let g1, 92,93 € G;

hi,ha,hs € H

((91, 1) (g2, h2)) - (g3, h3) = (9192, P104, (h2)) - (g3, h3)

(
(919295, P18, (h2)0yg, g, (h3))

(919293, h104,(h2)04, (04,(R3))) , as 6 is a group morphism
= (919295, by, (hably,(h3))) , as Oy, € Aut(H)

(919293, h18,, (b4, (h3))) , as G is a group

(91, P1) (9293, hablg, (hs3))

(g1, h1) - ((g2, h2) - (g3, h3)) -

Then ”-” is associative on G x H.

-The identity element of G x H is (1¢,1n)

(9,h) (la, 1) = (9la, hby(1n))
= (g9,hly), as 0, € Aut(H)

= (g9,h).

and

(e, 1u)-(9:h) = (1ag, 1ubi(h))

= (g,1gid(h)), as 8 is a morphism

= (g9,h).

-The inverse of (g, h) is (g7*,0,-1(h™")) where (g,h) € G x H

Its easy to find this inverse so

First because of the bijectivity of 0, there exist an element h’e H such that 0,(h') = h™!,
then

(9:0) - (g70') = (997" 10, (")
= (997" i)
= (1g,1g).

14



1.4. Product of groups

Second we know that 6,1+ = (0,)" ,as 0 is a morphism,then

99‘1 (hil) = 99‘1 (99(hl))

= (0y)7'(0,(1))

!

And this give us

Og=1(h) = Oy ((h7)7)

Then

(9’17h/>~(g,h) = (g’lg,h'%—l(h))
= (g‘lg,h'h"l)

- (1g, 1H) .

Then the inverse element of (g,h) is (g7*,0,-1(h™")).Hence (G x H,-) is a group. ®m

15



Chapter 2

On the automorphism of a cyclic

group

In this chapter, we show that (Aut(G),o) = ((G)*,A) with G* = {¢° : ged(s,n) = 1}
epuipped with the operation A defined by: Vg°*,¢' € G* : ¢° A ¢' = ¢g*. We give many

examples to illustrate the above result.

16



2.1. Automorphism group of Z,

2.1 Automorphism group of 7,
Proposition 2.1.1 Let n € N— {0},

1. For allm € (Z,)" the mapping fm : Zp — L, defined by T — ™I is a automorphism

of (Zn,®) .

2. The mapping V : Aut(Z,) — (Z,)" defined by f — f(1) is an isomorphism of groups.
Proof.

1. The mapping fz is morphism because for all =,y € Z,, we have

for @+ 7) = fe (@ 1)) = m (@ + y) = 70 + 70 = fu(@) + fn (7).

Now we show that fi is onto: Let 5 € Z,, since T € (Z,)*, there exists () " € (Z,)"
such that m - (m)‘l = (m)‘l -m = 1, then we have ¥ = f () = mz implies
—\—1

T=(m) 7.

Since fr is onto and Z, is finite, then f5; is one-to-one. Finally fm € Aut (Z,) .

2. It is clear that if f € Aut(Z,), then f (T) is a generator of Z,, because f is onto
and Z, = (1), then f (1) € (Z,)". The mapping ¥ : Aut (Z,) — (Z,)" is morphism
because for all (f,h) € Aut (Z,), We have ¥ (foh) = (foh) (1) = f(h (1)), since
h (1) € (Z,)", then there exists 1 < k < n—1 with ged (k,n) = 1 such that i (T) =,
then f (h(1)) = f (k) =kf (1) = f (1) - (1) =W (f) ¥ (h).

Now we show that ker ¥ = {idy, }, we have ker ¥ = { f € Aut (Z,): f (1) =1}

Since f € Aut (Z,) and f (1) =1, then for all t € Z,, : f (¢) =.
Finally ker U = {idz, }.

The mapping ¥ is onto because for all m € (Z,)", there exists fm € Aut(Z,) such

17



2.1. Automorphism group of Z,

Example 2.1.1 Letn = 6, we have (Zg)" = {1,5}, the Cayley table of ((Zg)", X) is defined
as follows (see Tabel 1):

x| 1|5
1|15 (Table 1)
5151

. . , 012345 012345
In this example Aut (Ze) = { ft, f5}, with f; = idg, = <6T§§715>’ 5= (651§§T>'

The Cayley table of (Aut (Zg) , o) is defined as follows (see Table 2):

o | ft|fs
Tl fs (Table 2)
51|

Finally we have (Aut (Zg) ,0) = ((Zg)*, x) .

In following proposition, we show that any cyclic group G = (g) of order n, (G*, A) is

an abelian group.

Proposition 2.1.2 Let G = (g) be a cyclic group of order n. G* = {g° : ged(s,n) = 1}
equipped with the operation /\ defined by:

Vo' gt € GF i g* A gt =g
18 an commutative group.

Proof. closure: for all ¢%, ¢' € G*, we have ¢° A ¢* = ¢*, since s,t € {1,...,n — 1} with
ged(s,n) =1 and ged(t,n) = 1, then ged(st,n) = 1, consequently ¢ € G*.
commutative: for all ¢°, ¢* € G*, We have ¢° A ¢' = ¢ = ¢' A ¢°.
Associativity: for all ¢°, ¢, g" € G*, We have (¢° Ag') Ag- = g A g" = gt =
gs(tr) =g A (gt Agr)'
Identity: we show that ¢ is the identity, we have for all ¢° € G*: ¢* Ag =g A ¢° = ¢°.
Inverse: let g* € G*, since ged(s,n) = 1, there exists (u,v) € Z? such that us+wvn =1,

g" is the inverse of ¢°. =

18



2.2. Automorphism group of a cyclic group

Example 2.1.2 Let G = (g) be a cyclic group of order 6, then G = {1,g, 9% ¢°, 9*, ¢°} and

(G)" =A{g9,9°}.
The Cayley table of (G*,\) is defined as follows (see Table 3):

ANlg | g°
g g g5 (Table 3)
@19y

2.2 Automorphism group of a cyclic group

In following proposition, we show that any cyclic group G = (g) of order n, the groups

(Aut(G), o) and (G*, A\) are isomorphic.
Proposition 2.2.1 Let G = (g) be a cyclic group of order n, we have

1. For all g° € G* the mapping f,s : G — G, defined by g* — ¢** is a automorphism of
(G,-).

2. The mapping 0 : Aut(G) — (G)* defined by f — [f(g) is an isomorphism of groups.
Proof.

1. The mapping f, is morphism because for all g*, ¢' € G, we have
for(d" - 9') = fo (6"F) = gD = g - " = foe(g") - fe ().

Now we show that fy is one -to-one: let g%, ¢' € G, we have fy:(¢*) = f,s(¢') =
g = g* & ¢#* D = 1 & n divides s(k — [), we have: n divides s(k — [) and
ged(s,n) = 1, since the lemma of Gausse, then n divides (k — [), i.e.; there exists

a € Z such that k — [ = «, and since k,l € {1,2,...,n — 1}, we have « = 0 and k = [.

Since fgs is one-to-one and G is finite, then fys is onto.

Finally f,- € Aut(G).

2. The mapping 6 : Aut(G) — (G)" is morphism because for all (f, h) € Aut(G), we have
O(f oh) = (foh)(g) = f(h(1)), since h(g) € (G)*, then there exists 1 < k <n —1
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2.2. Automorphism group of a cyclic group

with ged(k,n) = 1, such that h(g) = ¢*, then f(h(g)) = f(¢*) = k(f(9))* = ¢"* =
0(f) A O(h).

Now we show that ker 0 = {idy, }, we have kerf = {f € Aut(G) : f(g) = g}
Since f € Aut(Z,) and f(g) = g, then for all g* € G : f(g*) = ¢*.
Finally ker 0 = {ids} .

The mapping VU is onto because for all ¢° € (G)*, there exists f,- € Aut(G) such that
o(f, ) =g°

Example 2.2.1 Let G = {(g) be a cyclic group of order 5, then G = {1,g,9? ¢, g*} and
(@) ={g,9% ¢%,g*}. The cayley table of (G*, A\) is defined as follows (see Table 4):

>
[N
w
W

Q Q@ v @ |«

w

g
g
g (Table 4)
g
g

Q Q@ (@ |«

In this example Aut(G) = {fg, fo2, fo3, [}, with
. lgg* g g* lgg*g g lgg ¢*g* lgg* g g*
fq =1ide = 2 s ) fe2 = o 4, 3] Je = 5 o4 o) Jot = 43 02q)
lgg®g’yg Lg*gt gy lg>g9*g Lg% g’ g9
The cayley table of (Aut(G), o) is defined as follows (see Table 5):

o |\ fg | Jo2 | Jo | [
Jo | Jo | Jo2 | Joo | [
T | Jo | Jor | fo | Jgs (Table 5)
Jo | Je | fo | Jor | [
Joo | oo | Jg3 | J2 | o

Finally we have (Aut(G),0) = ((G)*, x).
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2.2. Automorphism group of a cyclic group

2.2.1 Order of Automorphism Group of cyclic Group

Theorem 2.2.1 Let G a group cyclic of order n.
Let Aut(G) denote the automorphism group of G. Then:

|Aut(G)] = ¢ (n).

Proof. Let g be a generator of G.
Let f be an automorphism on G.
By homomorphic image of cyclic group is cyclic group, f(g) is a generator of G.
By homomorphic of generated group, f is uniquely determined by f(g).
By finite cyclic group has Euler phi generators, there ¢(n) possible values for f(g).

Therefor there are ¢(n) automorphism on G :

|Aut(G)] = ¢(n).
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Chapter 3

The public key exchange using the
holomorph of the group

In this chaptre, we show that (A(G)Aut(G),*) = (Hol(G), -) and we present the public key
exchange using the group (A(G)Aut(G), *).
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3. The public key exchange using the holomorph of the group

Public key cryptography (or asymmetric cryptography) has been the most significant
and striking development in the history of cryptography. This revolutionary concept has
been introduced in the famous paper "New Directions in Cryptography". Public Key cryp-
tography, was invented by Diffie and Hellman more than forty years ago. In Public Key
cryptography, a user U has a pair of related keys (pK,sK): the key pK is public and
should be available to everyone, while the key sK must be kept secret by U. The fact
that sK is kept secret by a single entity creates an asymmetry, hence the name asymmetric
cryptography.

A function f is one-way if it is computationally easy to compute the function f(x) =y,
but computationally infeasible to invert the function f~'(y) = .

The Diffie -Hellman key exchange (DHKE), proposed by Whitfield Diffie and Martin
Hellman in 1976. The DHKE is a very impressive application of the discrete logarithm
problem. A more general descriptions of the protocol uses an arbitrary finite cyclic group.

We now recall this protocol as following:
1. Alice and Bob agree on a finite cyclic group G' and a generating element g in G.
2. Alice picks a random natural number a and sends ¢g* to Bob.

3. Bob picks a random natural number b and sends ¢° to Alice.

4. Alice computes K, = (¢°)* = g*.

5. Bob computes Kp = (¢%)° = ¢g®.
Since ab = ba, both Alice and Bob are now in possession of the same group element

K = K4 = Kp which can serve as the shared secret key.

Definition 3.0.1 Let S(G) be the group of permutations on the set G. Consider the right

and the left regular representations of G:

p:G— S(G) A:G — S(G)

g (r—xg) | g (x— gx)

Definition 3.0.2 Let H, @ be two groups and let 0 : H — Aut(Q) be a homomorphism.
Denote O(h) by 0),. Then the semidirect product of H and Q) is the set

23



3.1. The holomorph of the group

I'=HxgQ={(h,q),h € H g€ Q} where the group operation is given by
(h,q) (I',q") = (hK ,q0K(q)).

Example 3.0.2

1. Let H,Q two groups. if 6 : H — Aut(Q) is the trivial homomorphism, so 0, = idg
for all h € H, then the group law on H Xy Q is the direct product: (h,q) (W ,q') =
(hh',q0n(q')) = (RI',qq).

2. Let H=R, K =R*, and 0 : R — Aut(R*) where 0, : R* — R* by 0,(q) = hq is

homomorphism.

The group R 9 R* has the operation
(h,@)(I',q") = (h+ 1, q0x(d)) = (h + I, ghq").

Definition 3.0.3 The holomorph of G, usually denoted by Hol(G), is the set of all pairs
(g, f), where g € G, f € Aut(Q), with the group operation given by:

9.5 (d-1) = (F 99" £F).
Example 3.0.3 Let G = Zg and Aut(G) = {f1, fs}. We have

Hol(G) = {(0. 1), (L. /1), (2. /1), 3. £1) . (4. /1) . (5, 1) (0. f5) - (L. f5) - (2. f5) » B S5) » (4. f5) - (B f5) ¢

3.1 The holomorph of the group

In this section, we present some notes on the holomorph of the group.

A:G— S(G)

the left reqular repre-
gr— fg: (wr— gu).

Proposition 3.1.1 Let G be a group and let {

sentation of G. Consider the set

MG) ={fy:9€G}.

Then the following hold:
(i) for all € Aut(G) and f, € MG); Y fp™" = [y
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3.1. The holomorph of the group

(it) Aut(G) N A(G) = {idg} .

(iii) each element of AN(G)Aut(G) can be written uniquely in the form fy where f, €
MNG), ¢ € Aut(G), i.e., for all P, o € Aut(G) and f,, frn € NG); fo = fop = f, = [
and Y = .

Proof. Let ¢ € Aut(G) and f, € A(G). For each z € G

DI~ (@) = 0 fe(v (@) = O(f (7 (@) = D(ge ™ (2)) = V(9 (7 (2)) = P(9)r = fug)(@)-
Then
¢fg¢_1 = fw(g)

Which completes the proof of (i). If ¢ € Aut(G) N A(G), then there exists an element g
in G such that ¢ = f,. Since f, € A(G) then we have for all 7, 2" € G, p(v3') = gza’. Also,
since p € Aut(G), then we have for all 2,2’ € G p(zx") = @(x)p(x') = grgx'. Therefore
grx = grgr , implies g = 1¢ and ¢ = fg =id¢. So the proof of (ii) is completed.

For (iii), we only need the uniqueness. But f,i) = fu implies f, ' f, = oy~

This is in Aut(G) N A(G). Since Aut(G)NANG) = {idg}, so f, 'f, = ¢ ' =idg. Then
p=vand fr=f,. =

Proposition 3.1.2 Let G be a group. Consider the set
MG Aut(G) ={f, : f, € MG), ¢ € Aut(G)}.

Define an operation "x” on \(G)Aut(G) by fob * frp = foum) (V).
Then the following hold:

(1) (AN(G)Aut(G),*) is a group.

(it) the mapping 0 : (AN(G)Aut(G),*) — (Hol(G), "), fo¢ — (g,v¢) is an isomorphism of
groups.
Proof. Let fy, fnp € MG)Aut(G), since fopny € AMG) and o € Aut(G) then fopme €
AMG)Aut(G). Moreover the set A\(G)Aut(G) is closed under operation "x”.

By considering elements fy, fap and fiC of M(G)Aut(G) we have

(fgt * fr) * frC = foun) (V@) * f1C = foum) o)) (YP)C-

Also,we get

fo0 * (frnp * frQ) = fqt0 * frpr)(9C) = foutnoe)) (€)= Faum)we) k) ()G

25



3.2. On public key exchange using the group (A G)Aut(G),*)

This shows that the operation "x” is associative. If fsip € N(G)Aut(G) then

fgw*flgidG = fgw*idGidG = idgidg *fgw = fgw

So, the identity element for (AMG)Aut(G),*) is idgidg. For the elements fy) and
fwl(gq)w—l of M(G)Aut(G) we have

fa0x fym1g-1 0 = fymi g1y + fgb = idgide,

Which show that fwfl(gfl)#}_l is an inverse of fy) in the group (A\(G)Aut(G),*). So the
proof of (i) is completed.

For (ii), it is easy to see that the mapping 0 is onto. Since each element of A\(G)Aut(G)
can be written uniquely in the form fy) where f, € NG), ¥ € Aut(G) (see proposition
3.1.1), then 0 is one-to-one . Also for all fy, frp € AN(G)Aut(G) :

6(fgthx fup) = O(foum )
= (g¥(h), ¥y)
= (9:4) - (h )
= 0(fo0) - 0(fnp)-

3.2 On public key exchange using the group (A\(G)Aut(G), *)

In this section, we present the public key exchange using the group (A(G)Aut(G),*).

Let G be a group, consider the group (A(G)Aut(G),*). In our key exchange protocol,
G, Aut(G),f;10 € M(G)Aut(G) are public information.

Bob chooses a private n € N, while Alice chooses a private m € N. Both Alice and Bob
are going to work with elements of the form f,9", where f, € AN(G),¢ € Aut(G),r € N.

Note that two elements of this form are multiplied as follows:

So" % fath® = fysomtd" ™.
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3.2. On public key exchange using the group (A G)Aut(G),*)

Proposition 3.2.1
for all m >0,

1. Alice: Alice computes (fy1)™, where (fy10)° = 1x@)autc), and

(fg1/})m+1 - fgw * (fg¢>m

Then (foih)™ = fym=1(g).. 02 (@)p (9)g?" € MG)Aut(G).

And sends to Bob the element a = fym-1(g) _y2(gyp1 () Of the group AMG).

2. Bob: Bob computes (fy))", where (f;1)° = 1y au(c), and for alln >0,

(fgw)m_l - fgw * (fglmn

Then (fo0)" = fyn-1(g). 02t ()" € MG)Aut(G). And sends to Alice the element

b= fyn=1(g). 2 (g)s (g)g Of the group M(G).

3. Alice: let x € Aut(G). Alice computes

bx * ap™ = fw”’l(g)---W(g)W(g)gx * fwm’l(g)---¢2(9)¢1(g)gwm

fwm(w”—l ()2 (@) (9) )™ (g).-w? ()" (g)gxwm‘

His key is now Ka = fymn=1(g)..02(g)" (9)a)™(9).- (a0 (a)a"

4. Bob: let y € Aut(G). Bob computes

ay xbY" = fun-ig) 420wt (0)g¥ * Tor1(g)..v2(@)v (0)g¥

= fw"(wm’l(g)---wz(g)wl(9)9)w"’1(9)---w2(9)w1(9)9y¢n'

His key is now Kp = fyn(ym=1(g)..42(9)0 (9)g)um " (g)..0*(g) (9)g-

We have Ky = Kg = K, the shared secret key.

Proof.

Ky =

We have

Fom@wr—1(g)..02

(DY ()™ H(9)- 2 (9)v (9)g

Fymen=1(g). 2 (g4 (g)u ™ (00 o). 42(0)0 (9)g
(f0)" T (™)1 where (™)™ is the inverse of the element ¢™ " in Aut(G).
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3.2. On public key exchange using the group (A G)Aut(G),*)

And

Kp = fyr@wm1(g). 42000 (9)0)6™ 1 (9)- 42 @)¥" (0)g

= Jyrm=i(g)wm 2 (g (9w () (9)- 4 (9) (9)g
= (f,0)"" ("), where (") is the inverse of the element ¢ ™ in Aut(G).

Security of this protocol
The security of this protocol relies on the difficulty of recovering the element of the group

AG).

Proposition 3.2.2 Let H,Q be two groups. In our key exchange protocol, H,Q,Aut(Q),(h,q) €
H x @, and n € N are public information.

Bob: Bob begins by choosing an embedding 0 : H — Aut(Q), which he keeps secret.
He then computes X = (h,q)", where (h,q)° = lgu,0, and for all n > 0, (h,q)"™" =

(h,@)"(h, q).
Then

X = (hq)"

= (h",q01(q)0n2(q).--Onn-1(q)) € H x5 Q

Bob then sends X to Alice.
Alice:  Alice begins by choosing an embedding p : H — Aut(Q), which he keeps
secret. He then computes Y = (h,q)", where (h,q)° = 1gx,q, and for alln >0, (h,q)"" =

(h,@)" (R, q).
Then

Vo= (h,q)" = (h", qun(@)pn2(@)---ppn—1(q0)) € H %, Q.

Alice then sends Y to Bob.
Bob: by multiplying the second coordinate of Y by q~', Bob can find the element

1, (@) 2 (@) pn—1(q) € Q-
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3.2. On public key exchange using the group (A G)Aut(G),*)

Alice: by multiplying the second coordinate of X by g, Alice can find the element
eh(Q)ehZ (q)th_l(q) € Q

Bob: Bob can now compute

f[ehi<ﬂh(Q)Nh2(Q)-“:uh”—1(Q)) = 1:[92(uh(q)ﬂi(q)mu2‘1(q»

= T[] 0 1)@ (0} 0 13)(q)---(6}, 0 11" )(q).

=1

Alice: similarly, Alice can compute

Hﬂm (01(0)0r2(q)...0hn1(q)) = Hﬁbh (0n(q -0, 1( )

n—1

= b 0 00)(@) (1}, 0 03)(q)-- (11}, 0 0 ") (q).

i=1
If in addition to @ being abelian, we require that for all h in H, 0;, and p, commute in

Aut(Q), then we have the following equality:

n—1

ko= TT 6o m) @0 0 i) (@)-0} 0 1) (a)

n—1

= ] 0 00)(@) (1} 0 03)(q)-- (11}, 0 05 )(q).

i=1

The element k is computable by both Bob and Alice as shown above, giving them a shared
key.
Proof. We have

Hehi(ﬂh(Q)MhQ(Q)"'Mh"—l(Q)) = H9Z(uh(q)ui(q)---u2‘l(q))

n—1

= [ (@)Op2)(@)... (05117 ().

=1

And

Hum 000200 @) = [0 @B -85 (@)

n—1

= TT1000) (@) (62 (@) (65 ) ()

i=1
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3.2. On public key exchange using the group (A G)Aut(G),*)

As 0y, and p;, commute in Aut(Q), then

T 65 @ )10+ (@)) = T s Oa @0) 11 (0) = .

Security of this ptotocol
The security of this protocol relies on the difficulty of recovering the homomorphism 6

and p from (h,q) € H x Q, X and Y.
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Conclusion

Conclusion
In this work, we present some notes on the group (A(G)Aut(G), ) . Also we construct

the public key exchange in this group.
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Abstract

The holomorph of the group G, usually denoted by Hol(G), is the na-
turel semidirect Product Aut(G)G of G by its automorphism group Aut(G).
Let A : G — S(G),9g — fg : (x — gz) the left regular representation of
G. In this paper we will show that the group Hol(G) is isomorphic to the
group:\(G)Aut(G) Also, we describe the public Key exchange in the group:
AMG)Aut(Q)

Keywords: Group of automorphism, semidirect products of groups, public
key exchange.

Résumé

L’holomorphe du group G généralement désigné par Hol(G), est le pro-
duit semi-direct naturel Aut(G)G de G par son groupe Aut(G). Soit (z —
gr)A : G — S(G),g — fg la représentation réguliere gauche de G. Dans
cet article, nous montrons que le groupe Hol(G) est isomorphe au groupe :
AG)Aut(G) Nous décrivons également ’échange de clé publique dans le
groupe : A(G)Aut(Q)

Les mots clés : Groupe d’automorphism, produits semi-directs des groupes,
I’échange de clé publique.



