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[15]. Gl i
aal Hhlae 10 duadl 8 a6l Gany s ¢ laill s dpaniil) Sl juad ae i a5 ¢ Baaa clid SO iy
2021
2017 2021
A01:2017-Injection 77 A01:2021-Broken Access Control
A02:2017-Broken Authenticatio - > A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure 0 HE A03:2021-Injection
A04:2017-XML External Entities (XXE) X (New) A04:2021-Insecure Design
A05:2017-Broken Access Control p > A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration 7 A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) + A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization - (New} A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities < > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring ' (New) A10:2021-Server-Side Request Forgery (SSRF)*
* From the Survey

[15] OWASP Top 10 : 1.4 Js&
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ot s Y Lgalid W gda Liad 5 plalaall aal e GG U yial 1aa Lilee 8 g
= Top 1: broken Access Control
= Top 3: Injection (SQL , XSS)
: (RBAC) usdl) ) ailsal) Jguagll b asail) 1-3
Crperiunall 8 s A4Sl i Cus A48 el 0 s¢ie 58 (RBAC) sl () atiaal) Jgaasll 2 oS
& Ll ) Jsadll Ba e de sene )3 Sy ¢ 50 A0 aadiue JSI ¢ Jaadl B ab )50 e 2l
LAY sl el Gaang ) ¢ Cpeadiiall BlEE () 5Shud ¢ uaia JS3 RBAC L5 3 13) ¢ A al)
Janll L) () salingy Al il 5 cladaill ) J e o)) A8y andie JS aiady
Jie 4@dle by sl abain) ihidl ed ¢ 4@ AlShe Glul) 8 2y RBAC 1ok
[13]. SQL phasiudy bl 23 g8 ey o s o258« MySQL s PostgreSQL
1 Users (sesdiall 1-1-3
Cayma ) Jadh zling ¢ Jlal) 1 ia al Lkt Cpeddiiall aii ) glisg ¢ AT e b sb alall 8
Loyl b o380 ¢ )oYl peadiiial) day )1 GaY Capmall 138 aladial aiws ¢ Laldai (8 addiie (S0 3y 58
[14]. 3 Y)5 SsW) a5 el AulSy g ySIY) 2l Jin dlia) e lae

CREATE TABLE users (
id INT NOT NULL AUTO_INCREMENT,
email VARCHAR (255),
PRIMARY KEY (id)

) ;
: Permission «kigli 2-1-3
51) b3 (e de sama aaad 4 RBAC 25 8 (A s¥) 3 shadll ld ¢ (aeddise Ll avay o) 3 jaa
o yo 3 L) adiinue aaad Sy ¢ JUal Jas o ¢ Gadail) i) (63 ¢l sals 03) JS day ) 5 (Clalaal
[14]. Gaail) (3 doa e oL3) e 5l

CREATE TABLE permissions (
id VARCHAR (255) NOT NULL,
PRIMARY KEY (id)
) ;
: Roles Jlg¥) 3-1-3

Oshay (Al Gaeadivuall (e dilide £ 5l gl S5 A G Lgapan] C8 ) (s ¢ U 5AY) aaa 5y
aead dalie bl Gl e e dilae A8k e (ggiag Gadaill O 1Y) ¢ U i e Gkl )
mliae (50 a3 (e ¢ (smbay (Al Gpeaiinsall i Aalia 3 8 STl jae e B jpaie Aisha g (ppediivedl)
o DAL sty Al Gl mes ) Jsasll mie free_tier_user e asls s
[14].5 saaiall 5 Al O all (30 S ) s sl =iy 52N premium_user
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CREATE TABLE roles (
id VARCHAR (255) NOT NULL,
PRIMARY KEY (id)
) ;
: Roles Permission _sall «ligdi 4-1-3
O3 Bl 028 cansins ¢ ) saVh b g3V day A ) dalay ad ¢ clliphl g0 JSI G oS 4l Ly

[14]}amdA‘jjaiu;jqfﬁﬁ‘Jidﬁgg

CREATE TABLE role permissions (
role_id VARCHAR (255) NOT NULL,
permission id VARCHAR(255) NOT NULL,
PRIMARY KEY (role id, permission id)
) ;
: Users Roles (paddiwall ) gl 5-1-3

antt Cagas ¢l VL Cpeddiiuall Jay 5l A8 jla ) Ul dalay aid ¢ ) ol Gperdiall S 4l Ly
LA@J:{)}Q\:AH\(A;M\&J}A}J}J\&J}A@ELA}GU;}ceM\‘)}JdﬁAﬂcEM\ )}JHM\{JA
[14] 52axie 5ol Cprendiinaall () 6 o Sy 43l TaaY ¢ La

CREATE TABLE role permissions (
role_id VARCHAR (255) NOT NULL,
permission id VARCHAR(255) NOT NULL,
PRIMARY KEY (role id, permission_ id)
) ;
: Autorization glawd 6-1-3

s g3V aladind) Wiy ¢ <l H)saV1y Gueadiiall o5l clily #3 a0 Ll mual o amy V)
Lo 48 jaal lild) 23 g (e (3l 48y 5l )Y ol lias ¢ Wil (& i) a5 35 sall () J saaa 1) dlaa]
o3 iail) dglee (b yd ¢ S ol L ada gl il ol jaY Algus A8 5k Wil 5 3] 4pal aadial) IS 1))
[14].clend) audls
: Querying Permissions aMaiw) cligll 7-1-3

@A aainall G AR e Lilily L aSlaiud) JA (e Cpme 3 4l aadiusal) (IS 1) Lo A8 e Wiy
[14].dsa sl o slaall (3Y1 5 J s sll J sl

SELECT *
FROM permissions
INNER JOIN role permissions

ON permissions.id = role permissions.permission id
WHERE
permissions.id = "users:create" AND

role permissions.role id IN (
SELECT role id
FROM roles
WHERE user id = 15 );
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: Access Checks in Code Jsasl (s (38aill 8-1-3
Baclie 48yl o 438 b o3le | aDlaia¥) (apdli (S ¢ bl & (S ol (8 ) e Canl) Jagast]
(JSEL 13 gay 38 ¢ [14] JavaScript o ¢ oAY) dase ) cladsil) 8 GlSa 6T 8 W slesin) (Sa

class Authorization {
static function hasPermission (userId, permissionId) {
const permissions = getPermissionsForUser (userId);
return permissions.length > 0;

:éﬁkﬂ\GﬁdﬂdJ;?\&Ludﬁxﬂumna%)kﬂoﬂsd&ihﬂéﬂﬁbqéﬁq
function createUser(newUser)”{
const currentUserId = UserSession.getCurrentUserId() ;
if (!Authorization.hasPermission (currentUserId, "users:create")) {
throw new Error ("Unauthorized attempt to create a new user!");

}

: RBAC il ol o1 Jadl 9-1-3
el (e LS Al 48y 5l ¢ dalal) Ly Hhay LA ¢ oyl clipks 8 el 5 RBAC 78 2
padinadl (Gl session Wleiul ¢ seasll 5l dmaall 50 5 admin b Gl Hsa ) )Y
dall (lSé ¢ o2le 5y sShall ) 5ol (G 58 LS ¢ daiall s A J a0 (gl Liniad ¢ Jasall jadl 5 Jaosdl)
Lo WS
session_start();
$idAss=%_SESSION['idAss'];
$username=%$_SESSION['username'];

if($_SESSION['idAss']== null){
header("Location: ihsandz.com");

}
else{
1f(Susername!=="admin"){
echo '<script type="text/javascript">"';
echo 'window.location.href = "/login/index.php";"';
echo '</script>';
mysqli_close($con);
}
}

dgbadlia s dmandl )50 oo Cadiall )93 U8 8 Ly a5 44y Hlall (dsy 5 Ailadla 5 o pdiall 5ol Al 13a
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: XSS psa le 2-2-3
SV zle Y O Lehiad B )i Al s padiuall GOSN (e de giia Ao sana 2 XSS i o (S
s Ll oy et e e il XSS Glaaa jhal et ¢ JWKIL Glaall 3 Aa)
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e e s a) i ol iaia gl Jaass aaleall mend I XSS 3088 JigE 8 ¢ Jial Ju e
oy Vana ad se e o sagll die Liaf anleal XSS 3 2l e 88 ¢ ellgivnall 48 (o JIE5 51 4S 5800 ag
[17]. 331 de » () g2 e de )l Dlaslase
: XSS claas gladhs 3-2-3
Olsie Ga Jbuall (e @Rl Jag 5l 138 380 ol 5 ¢adle i L Cagry axdiial) o (e ST
(URL
) e Larall 8 JLaaY) (e 3l e 2SE ) JUAaY) Jis e dpail) geal yall Juant 8 Sl w
Al Clagladll 3858 a8 aa ¢
Gladeatall e manll ¥ 15185 ¢ cu sl ) satiead) (5 AY) cilindatll g ol Giladiate Cuaat cin g
[19] . XSS Jduaill mal jall () Jsa sl 18] sall s Conaca Jalis Ly dagadll
: PHP 2 XSS e

ol ikt 8 XSS ae LA (e Wiy (Al 3kl any L Lo
el 3l 3kl saa) o34 HTML <UlsS ) 4alall o 2 Jisai ;- htmispecialchars =

< (o sl ) &, KSS

> (o= uS)) &gt;
& (Ja3¥)) Bamp;
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A Aluli (e 2 8 Al PHP s HTML 5 <l Glas s aea
.CSS «lik jbas (e 2ay; Style-src =
¢ il zali ) Cilgal y aladiuls Lehweat (Sar ) URL Cnstie 45l 2% - Connect-src =
PHP Slipki e a8l sl je (XSS) dpaill Aol Cilass (e dlaall 8138 2c Ly
D lgie pany Gl lady XSS pie 8 2ol A jA Clgal PHP @liSe Wyl llia =
[19] (PHP Anti-XSS , HTMLPurifier , htmLawed)
© XSS dapa ol liadie) A A8y kY 4-2-3
Ay ¢ Gl Jaae (5 e o 3 adll oda Lo g ¢ Lind g (5 slue o duaill dae pll 45 jad 2ie
: ) il Jla

https://ihsandz.com/admin/listeArgent.php?search="> <script> alert(1) </script> s
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—
andill dileyfil Aaild
D138 dabeally (alal) 3 5SH 8 daiil) cilss

/| <form>
<div class="form wrap">
/| <form action="" method="GET">
. <div class="input-group mb-3 ">
<label for="search" style="font-size:24px; font-family:vip;
padding-left:10px; padding-right:15px">éx </label>
| <input type="text" name="search" value=""> <script> alert(l)</script>"
class="form-control" placeholder=" pu¥i.. ">
. <button type="submit" class="button ajouterbtn" style=" direction:rtl; width:172px;
margin-left:3px; margin-right: 579px; font-family:vip;
font-size:20px;height: 40px; background: rgb(109, 165, 183);font-weight: normal;
border-radius:0px ;border:none ;"><a style="font-family:vip;color:white;font-size:25px
" href="ajouterArgent.php">
| 4iLal </a></button>
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<div class="input-group mb-3 ">
<label for="search" style="font-size:2dpx; font-family:vip;
padding-left:10px; padding-right:15px">sa.</1abel>
<input type="text" name="search"
value="<?php 1f(isset($_GET['search'])){echo htmlentities(S_GET['search']); } 7"
class="form-control" placeholder=" o o , 4t aa¥! .. ">
<button type="submit" class="button ajouterbtn”
style=" direction:rtl; width:172px;

Do LS Al il ¢ Ll &l dadiall ae Dy el ey Sl e

<div class="forn wrap">
<forn action="" methods="GED">
<div class="input-group nbe3 ">
<label for="search" styles"font-size:24px; font-family:vip;
padding-left:10px; padding-right:15px">ia</label>
<input type="text' name="search' values'Gquot;igt; &lt;scriptigt; alert(l) &lt;/scriptigt;" classs"form-control placeholders" o u ; 4 pa¥l 1 ™
<button type="submit' class="button ajouterbtn" styles" direction:rtl; width:172px:
nargin-left:3px; margin-right: 579px; font-family:vip;
font-size:20px;height: 40px; background: rgb(109, 165, 183);font-weight: normal;
border-radius: Opx ;border:none ;'><a styles'font-family:vip;color:white;font-size:25px
" href="ajouterAideArgent . php">
ULsl </a>¢/button>
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: ESCAPE CHARACTERS goaa (S dalil) jgall doiuati pie o
leal )l oy (Al Al §ga )l (e padioall CBAN sl o5 Y Ladie Joasy ) AV (e g sl 12a
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<div class="input_grp">
<div class="input_wrap">
<label for="nomAss">i,sxax1l paui</label>
<input type="text" name="nomAss"  pattern="[\sa-zA-Zs-.]*3$"
title=" aimw pwl Jsa1'] >
</div>

<div class="input_wrap">
<label for="nbMembers">: La:y1 .us</label>
<input type="text" name="nbrMembers" pattern="A(@|[1-9][0-9]*)3%"
title=" L F—EJ J_a'-.}lnl
reguireds
</divs</div>
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23
24 $id=filter_var($_GET['updateid'],FILTER_SANITIZE_NUMBER_INT);
25 $sql="select * from benificierassaydr where id="%id"'";
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SELECT * FROM items WHERE wuserid = 7?;
SELECT * FROM users WHERE name =7,
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$1d=%$_GET['updateid'];

$sql="select * from benificieraydrstocc where id=?";
$stmt=mysqli_prepare($con, $sql);

mysqli_stmt_bind_param($stmt, " ,91d );
mysqgli_stmt_execute($stmt);
mysqgli_stmt_store_result($stmt);

$ass = mysqli_stmt_num_rows ($stmt);
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abstract

The goal of our project is to design and implement a platform that facilitates the work of
charities and coordination among them in order to solve problems that hinder associative
activity.

Our platform provides and achieves easy and quick access to information and also helps
the user to implement some functions as quickly as possible compared to their
implementation on the ground.

For design and modeling we used UML diagrams and for implementation we used
development languages (html, css, php, javascript).

Keywords: associations, people in need, donations, subsidies, UML

résume

L'objectif de notre projet est de concevoir et de mettre en ceuvre une plateforme qui
facilite le travail des associations caritatives et la coordination entre elles afin de résoudre
les problemes qui entravent l'activité associative.

Notre plate-forme fournit et réalise un acces facile et rapide aux informations et aide
également ['utilisateur a mettre en ceuvre certaines fonctions aussi rapidement que possible
par rapport a leur mise en ceuvre sur le terrain.

Pour la conception et la modélisation, nous avons utilisé des diagrammes UML et pour
la mise en ceuvre, nous avons utilisé des langages de développement (html, css, php,
javascript).

Mots clés : associations, personnes dans le besoin, dons, subventions, UML



