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Résumé

Dans le contexte de la transformation numérique des administrations publiques, la
dématérialisation des procédures administratives est devenue un levier essentiel pour ren-
forcer la transparence, la bonne gouvernance et 'efficacité des services publics. La décla-
ration de patrimoine constitue I'un des principaux mécanismes juridiques de prévention
de la corruption, permettant le suivi de I’évolution du patrimoine des responsables et
agents publics ainsi que la détection d’éventuels cas d’enrichissement illicite.

Ce mémoire vise a analyser le cadre juridique et réglementaire régissant la déclara-
tion de patrimoine en Algérie et & mettre en évidence son role dans la prévention de la
corruption. Il s’intéresse également a I’étude des exigences fonctionnelles et techniques
nécessaires a la mise en place d’un systéeme d’information numérique dédié a la gestion
des déclarations de patrimoine. A cet effet, une démarche d’analyse et de conception a
été adoptée a travers l'utilisation des diagrammes UML afin de modéliser les acteurs, les
fonctionnalités et les interactions du systéeme proposé.

Les travaux réalisés ont conduit a la conception d’une plateforme numérique de décla-

ration de patrimoine reposant sur une architecture logicielle moderne et des technologies



web récentes. Cette plateforme permet aux déclarants de soumettre leurs déclarations
de maniere électronique, sécurisée et fiable, tout en offrant aux autorités compétentes
des outils performants de controle, d’analyse et de suivi. La solution proposée contribue
ainsi a la simplification des procédures administratives, a 'amélioration de la gestion des
données et au renforcement de la transparence, dans le cadre des efforts de modernisation
de 'administration publique et de lutte contre la corruption.

Mots-clés : Déclaration de patrimoine, Numérisation, Lutte contre la corruption,
Transparence, Bonne gouvernance, Systeme d’information, UML, Administration élec-

tronique, Plateforme numérique, Signature électronique.

Abstract

In the context of the ongoing digital transformation of public administrations, the
digitalization of administrative procedures has become a strategic approach to enhancing
transparency, good governance, and the efficiency of public services. Asset declaration is
recognized as a key legal mechanism for corruption prevention, enabling the monitoring
of public officials’ financial assets and the detection of potential cases of illicit enrichment.

This study aims to analyze the legal and regulatory framework governing asset dec-
laration in Algeria and to highlight its role in combating corruption. It also focuses on
identifying the functional and technical requirements necessary for developing an inte-
grated information system dedicated to the management of asset declarations. To achieve
this objective, a system analysis and design approach was adopted using UML modeling
techniques to define the actors, functionalities, and interactions of the proposed system.

The study resulted in the design of a digital asset declaration platform based on
a modern software architecture and advanced web technologies. The proposed platform
enables declarants to submit their asset declarations electronically in a secure and reliable
manner while providing competent authorities with effective tools for monitoring, analysis,
and auditing. The proposed solution contributes to simplifying administrative procedures,
improving information management efficiency, enhancing transparency and traceability,
and supporting public administration modernization and anti-corruption efforts within
the framework of digital transformation.

Keywords: Asset Declaration, Digitalization, Anti-Corruption, Transparency, Good
Governance, Information System, UML Modeling, E-Government, Digital Platform, Elec-

tronic Signature.
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Responsables publics : les services de télédéclaration et de saisines seront
indisponibles le 8 avril. Représentants d'intéréts : la ligne d’assistance téléphonique

étend ses plages horaires jusqu'au 10/04 de 9h a 12h30 et de 14h a 17h. La mise en ligne
des déclarations peut étre retardée de quelques jours.

HAUTE AUTORITE ]
POUR LA TRANSPARENCE CONSULTER ~ DECLARER / SAISIR ~ S'INFORMER ~ | | EN ‘
DE LA VIE PUBLIQUE =

Bienvenue sur le site de 1a Haute Autorité

RECHERCHER SUR LE SITE DE LA HAUTE AUTORITE
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E= Anofficial website of the United States government Here’s how you know v

us Office Of Government EthiCS Site Index | Forms Library | Contact Us

About v Resources for the Public v Resources for Ethics Officials v Resources for Federal Employees v News +

Public service is a public trust, requiring employees to place loyalty to the Constitution, the laws

and ethical principles above priva
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[40] &Ll

Business ~ MPs, Lords & offices + About ~ Get involved ~ Visit v More v Q

¥ UK
W Parliament

UK Parliament s

The UK Parliament has two Houses that work on behalf of UK citizens to check
and challenge the work of Government, make and shape effective laws, and
debate/make decisions on the big issues of the day.

Audio tours of the Palace of Westminster > The House of > House of Commons >
available now Commons rises for Administration and
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AUTORITA -~
oo ‘ NAZIONALE Chiedilo ad ANAC ® Ricerca libera Q

ANTICORRUZIONE

Conosci ANAC v Accedi ai servizi v Informati e partecipa v Consulta i documenti v Misura la corruzione v Amministrazione Trasparente

Prevenire la corruzigﬁ B, promuovere la trasparenza
e la cultura delladﬁgalité

| settori di
intervento

ressi corruttivi.
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Middleware,

+isAdmin() : Boolean ‘ +verifyToken() : Boolean

+isAuditor() : Boolean +extractCookie() : String
+checkRole{role: String) : Boolean +validate)WT() : Object
T

checks role uf:

[odeis\ |

+_id : Objectld
+assetld : Objectld
+ur : String
+publicld : String
+fileType : String
+uploadedAt : Date

+upload() : Attachment
+delete() : void
+geturl() : String

+_id : Objectld
+name : String
+email : String verifies
+phone : String e - - - - _ !
+password : String (hashed)
+role : declarant / admin / auditor
1 | +isActive : Boolean
+createdAt : Date
+register() : void
+login() :veid [ ]
+verifyOtpAndLogin() : void !
+logout() : void |
sends / receives| +getUser() : User |
+updateUser() : User |
+updatePassword() : void |
+deleteUser() : void |
|
1 1 |
submits| tracked byl :
o.* i
0.4 i
|
|
+_id : Objectld |
+userld : Objectld |
+status : draft/submitted/signed/approved +_id : Objectid !
+type : String +userld : Objectld |
+submittedAt : Date +action : String |
+updatedAt : Date +entity : String y |
+reviewNote : String +entityld : Objectld slany |
+reviewedBy : Objectld +_detai|s: String_ |
+createDeclaration() : Declaration :{FAdd{ESS :_Sg"t‘g :
+updateDeclaration() : Declaration \me sTampLaae |
+getDeclaration() : Declaration |
+getAllDeclarations() : Declaration[] () : vo !
+deleteDeclaration() : void +getLogs() : AuditLog[] :
+reviewDeclaration() : void |
+getDashboardStats() : Object |
T
1 h 1 fhae |
linked to| LD :3 1 0.0 :
14 ! usea
| |
| | +_id : objectld }
" " +declarationld : Objectld
+_id : Objectid U B !
+_id : Objectld +declarationld : Objectid | | I:isenrg:l;rgl?rl]ea‘:trled- N !
+senderld : Objectid +assetType : String || +eccumenttiash : String (SHA-256) i
+receiverld : Objectld +description : String 1| +digitalSi nature‘- String (JWT) |
+declarationld : Objectld +value : Number | +vegrificatigonToker-\ ; Stri?\ |
+content : String +currency : String ' | +ipAddress : String J i
+isRead : Boolean +location : String U +l.llsserA iy String !
+createdAt : Date +acquisitionDate : Date : +signet;JAt- bate 9 :
+sendMessage() : M Est=chmensEnzy ! | +status : valid / revoked !
+getMessages() : Message[] +addAsset() : Asset : St - vole !
+markRead() : void +updateAsset() : Asset i +vgrify(A) Bl :
+removeAsset() : void | +revoke(j: el |
f’ : +generateVerificationToken() : String :
contains | |
exportedvia_ |
0.* :
|
|
|
|
|
|
|
|
|
I
|
|
I
|
|
I
|
|
Il

(C) +phone : String
— +otp : String (hashed)
+upload() : Object +expiresAt : Date
+delete() : void
+getUrl() : String
+transform() : String

+generatePDF(

+domTolmage( +generateOTP() : String

+downloadPDF() : +sendSMS() : void
+validateOTP() : Boolean
+expireOTP() : void
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32



(Models) E.SU:’\ b :‘}/j

Sl 36 3 0 Sl O e L B 5w 3] eplad) 35l saeldl Tl od
ol il pedsedl Ly, el LaleY) Sl it 231 ods mendy WMongoDB
.&sm‘ C)Mj C";\j:)b C)Uﬁ,\\) C)Kl‘iolb
(User) r.\&r.:.«l\ ® .1
A sl cpasdl e e Sbleall (T OV el WL ) 2l bda it
o.,\;b Mj ~C)LL~A—\ 3)\.3‘;)\ C:&}-‘Jl‘ )\ Cé,a‘l” ;—LIA“)\ Cdﬁ.\“ ‘).:"Bazj‘ CML
«<phone, emaily name |z @Lj < 25 UL, s <MongoDB e 4\.)3}» _id \i\Us Lﬂ pLi]

Al cr,\é;:..d.\ Sl s gl role sl cherypt Jlemzul 52200 4, M 2K L] Bls)
isActive, olud| |as

(g Jomed login() 5 ¢l Slus LY register () L@}T B e de 42 ) gy
updateUser () 4| #la| (a:b 4le 4o S OTP 1oy o s2oad) Ay gl (‘LE}Z Verify,
wblud 1 3,15Y deleteUser ()

(Declaration) éj.a:l\ .2
I3 e ptszedl b7y et OBl £ 102 LY i) (3 o ) O 2240 o
(L2 b j J gee cé}» ¢ Jos o ¢835me J2e status éfa:.” W et § cuserld dold
5,95 L4 reviewedBy. @'\’U 3 ey creviewNote da>-| 1| da>Sey ctype éfaﬂ\ ¢
AL ot o 8051 0l ¢ 1 2 LW sl o 3l ol B
x|\ reviewDeclaration ()5 ¢y £ sy createDeclaration() &, Joii,
ey 3 Jemaad x| O 25 G\Jo‘;:..ﬂ‘}/ getDashboardStats () 5 ¢l dghl b -
.Saﬂ\

(Asset) ¢lzall @ .3
s e &l Loy e g Jolo pmdl @ - el K wdl ods i
Ledly ¢S ole j s, j oles e assetType elel ¢5 oty cdeclarationld
dl %Lb\‘"cacquisitionDate AR 'é)\sj ¢location é}l\} ccurrency s value sy LYW
vellzd) bl o () attachments[] <l L @ sia0

removeAsset (). updateAsset() s addAsset() Ju Ot 3515] s 5 24 o e
(Attachment) 3 1l 4% .4

6525 Vgl i) Gl e el Aer 11 LY 3y L% 1) o
publicldy «Cloudinary aste e Call) Luly Jog ol urly celnally 311 Loy J assetld e
PG 51 PDF o Calll ¢ 5 spooxd fileTypes cdyias 5] Calll Codo e Jantad

33



(Signature) L};jﬁ}f\ G})ﬂ\ i
o Gl ey 1y 1 gl 2 LY il G oL ole r"’i ol ) ol Jo

dena 9 (Base64 dx.a signaturelmage pw)l\ C”J\ Sy30 yenATY o jJ\ Ay 42t ) de Dl
& digitalSignature 2 )\ @9},)\) «SHA-256 40),)52 4 st documentHash at )

é})ﬂ\ Al cipAddress“}L@J.-\ Olgey cverfiicationToken L}w\ sl sy JWT e
status.
dot iz ea W5 AL @05 el e G gV s ) OB Ay it
revoke (), Verify, sign() 2l ods slb, Jodly sl X tLa B @5}:]\
generateVerfiicationToken ).
(Message) 4l )| & .6
Jo A Cae eaty a2 O Js G-\JUJ Cfal\ J,\,\S\ ol sl dl s o X
«content L.} 52y «declarationld é,..a..)\ 0 ey crecelverld) senderld ‘_}.,aml\)
el b 1 aar WL gl ool ) 325 e 2l ol deldy isRead. 30,30 dlsy
e Obe glall
(AuditLog) 33l Jer & .7
mb,\j d.s))j,o Lf} Crw\ L}a-\.! uJ& LS” 4.«.@1\ uu.ayj\ g_,a.Lﬁ J,ou.:\j ) oda J.«.’..»A
entity c;\f‘ﬁ\ oo g actiony cdleall dite e userld enats C\J\ Wb, a4l
Cdy i timestampy (deall jdas Aded ipAddressy ¢ AR OJ) e entityld,
(Services) oleud:) a2k :1:15’
3w deld i L Sleds ] Bl el (35 Sle dalie dakd) ods 2 Y
el 36 W gy el s QU Gadl e Laase (b, das o Az )l Sl
(OTPService) C35\) ) deds 1

T o 05 oy Mg e L i pm, el Ssuane Bolall r.a.\s deuds) ola r.»ws
oo padl L}JL.H‘)\ B ru\*ﬁml‘ dl ‘QL«)U CL@}A dba> g SHA-256 Jleszsl o gl f’ crb;
dnlxe plad) eat Cda-u\l\ oM o U aealdl 12 teall bl & 375 | S PR QUPYp
validateOTP () y sendSMS () 5 generateOTP () Lg&lbsy Joiiy . sladl ke J Al fomed
expireOTP ().,
(CloudinaryService) <l g deds 2

6) upload () bl pgs .Cloudinary daw o Ol Ll Slie &yls] teudsl ods 52
transform () 5 ¢ ) de Call) Codd delete () 5 ¢ 2 sadll & ally Ll )1 e d g1y Ll
Ll B aadl L e el AL

34



(PDFService) $tJl AJg ds .3
by oay JPDF Bz ool 2B G 22y 4} é}l‘ gl JioZ Gadl ods pmed
J:s<) domTolmage() cééjﬂ\} éfaﬂ‘ bl ke Toleze! 4ty sl generatePDF()

Aildlagg i | i) downloadPDF () casldl ke 650 (L) React agaly
(Middleware) lew | 42k Tt

ale d) Sy )l SLL 3] Wy 3 HITP UL Bel] e s 1l oda o8
el ] Sl Lis 15 oMoy piid) 8 o 33y 0 pall gt Sl o Ll
(AuthMiddleware) & Al -p 32>l Japwy o1
I8 pll B ne gy JWT 4mSlo Gy & cd sl o) 255 (o dar ) 1o 5222
extractCookie (). validateJWT () y verfiyToken () aglby |oiiy Janldl (Ll CL““H
(RoleMiddleware) Sl e 2ol Loy 22
MC}AB Aall Jls deb 286 Loy Bsball oy i) 555 o Lo ) Vs dazey

3 @j S-S ol s Ly Dl ) Gl s A ol My b sl )

Sl o GBI :b.\)

Loy Sl B d) BN G Y gl i B e el ey L) 2
£ ol i oLl Ko oual)l c-.\&;.wl\ ON ¢5dnze 4l Jely By Declaration ¢ User
- Asset Lz, (OBl 2 e 0% éfal)‘ oN sl g BMay Asset - Declaration Lz,
La.j éfaﬂ\ Loy O sae e ol S lae K oY L;f'j s) | @Mwy Attachment
sde-ly 5 0 l:.gf j éy;gx’: 0 B éfaﬂ\ oY ¢ j,&.,a d! ey @M Signature C};JL

CloudinaryService e Attachment dow Eo claze V) OB (3 Jeaxd JU) & i
Wl User Joszay cie )| 3641 )5 PDFService e Declaration daza 5 ¢iz,)sly Ll @)
Je RoleMiddleware, AuthMiddleware ;o K don Loty ¢ oY sl o&Y OTPService
WOlMally 4 4l e saell User UL,
Lala2| 4o

AuthMiddleware sball Ly o Ll g & HTTP b Jlined; il b 55,1 Tz
(_5.,\3‘ wu‘ Lf-jd\ )L&\i‘ L;l. M c)L,\L' 43 CL«.«,J‘ v\*{‘, RoleMiddleware. C)L?-M‘ .L.:w}j
Sleds JM‘; el Ly Ozl a4 cuﬂ V'G‘:‘“U f iy G ciwluY) Esw\ - Jelax
Jomed AuditLog psh ¢ Jol U aar Gy PDF olde Wy G, KY) A gl ol
aadl el C.d\ Wby walazll i L gl Olleal

35



(Use Case Diagram) c!w‘y\ SV kb2 2.7

\.AJ&); 63\ sl (’M\ - el ek els 448 @aj dl ¢‘JMY\ OVl Lbe o
LSH LB by cand gy éf‘"n JssL rjm Lg,\S\ Cf'al\ V.@,J‘\ (el sue rUa.J\ CyeR%
4.«.Lu\ Je c-\.b.J\ dozms rw\ 5ylalb sl 64,3\ ol A Blo] ddddy Ol adl G| o
el cobdall @Hlal b JN SUL el cw.\aw..l\ Gl 4 bl Weds 50 e cd s
el G o el dYe LB, wslaz)l sad 1as u.&au r\.E.JJ g“:b)” )

Uses PDFService
to generate the file

Export Declaration as PDF _
S 2002

e

3 9 include //_—__‘_‘\\
p Login —>{(_Request OTP Code via SMS

L~
/[

{ Review Declaration Status )
S

= Edit Declaration )

'\Respond to Clarification Request“‘

£o|n|11u|1icate with Auditor (Messages)

S

B

\\.
:

(Declarant Use Case Diagram) C;.alb oo\ (\MY\ OVl Lbz 112 K

36



(Declarant) C:.alb el f\m‘m Yl Lk CJJ:

¢(Declarant) » ~all g8 caladl 3 aoleN1 pdied b 2olde) alusza ¥l &Yl Labztf Vs |
Trol o R G e I ¢ JX
¢(Declaration System) éjhaﬂ\ rLEJ Jols badas ool S ‘:;\\ b ) & f)‘. Co
k2| Sl cp B U] Bls)
b el
elladl et Limliey Wl yly £,Ladl (il pga o d) asidl ¢ :(Declarant ~all
el Jolo lem & bopss ¢ J% .
(Use Cases) r\.\éaw‘)(\ <Yl
sl o .1
.43'1.'\.: (a‘u\aa';wb (Ua..j‘ L;‘; dﬁy\“ (au\a::‘w‘u W\ ol C;\?
138
+(Request OTP Code via SMS) 4,2l Sl e gl oy b ale eat o
DL L) paszd) Cals 3] (OTP) 32 Jay by a Jpdl o e & gl
Request OTP Code via SMS) a.2J L)l o OTP 2
el Coldl 4 522 sy Jley] e <-.\$=:W.U 4 e gl W) ods rm
HERPY
LY S
WJeall CLMJ\ g pmdl B g Gasd| e
(Submit New Declaration) 4 Saad f;.\is 3
a4t ) "M“‘J\J Y- £ o2 s3] e ol Waall ods -SE
13550
+(Add Assets and Details) |noladl, J,;Y\ Blol Lle et
«(Save Declaration as Draft) &5 S éj.aﬂ\ L dauly lgnw s oS5 o
S ILYN 15 53 pf 4l Balom pind oS5 o
(Add Assets and Details) Jelddly J,f){\ Blo| .4
gl a1 OBy Jpo V1 Olegne Josls ot ods mad
138
+(Upload Attachments — Cloudinary) L}.l@a«” Ol deds ) ool L d’) G et .

37



BB 1l e 2ls Sl oy oS &l
(Upload Attachments) < \| &
.Cloudinary asJ4s r\u\aﬁmb L}.\@J\ Ol A eladldy ol 6) POV PR r.\u:,.j
HE NIy

Al gl Gl .

el oolaildl éfa.ﬂ\ e
(Save Declaration as Draft) S;}.f éj“‘:‘“ Liss
LY dinly L35 éfaﬂ\ Las ru&:mﬂ laal) oda C;:
sl

oL Ol oo

éw\ du)‘})\ J RGEL | P R r,\&:“\l\ GKE .

(Review Declaration Status) éfa:l“ | Aol o o

st 2l e b e i) Bl 0da (S
:CJ‘YU’- ‘2\)&6?

-

.d‘rﬂﬁ °

LE SV

Qe Al éﬁfz

(Edit Declaration) ¢ qadl Ji

el ) e o) I ) SL oolazel (5 4] e poivied) sl ods e

(Respond to Clarification Request) = A b e s .

el dm Sl 5 5] 2La] Sledhas Bumritl 3] s Looie ol ods oz
HECRPY
Al bl Ja) .
el M) Ale ij .
(Communicate with Auditor) J’:"l‘ - J,,o‘):“
(Bl paszad) o el o s el ods 35
] P REE I

38

N

.6

.8

.10



Ol ey .
ol fe s ).
vl dls Anlie
(Receive System Notifications) allll &lylad] pdul L11
el 5l 2l el Sl p3eal e pinl) sl ods S8
ALY
fradl Jo e
vl B
s Ao
pladl Sy s
cld Slaghme Eyud 112
LAY sl T Cslal o5 o eV Jeo Tl bl ot pdid) Tl odn o
(Change Password) ;A\l 4K i .13
Dl 0L o &y Bl 1) s e ptil] Bl o SCE
(Export Declaration as PDF) PDF _d§ éﬁ.ﬂ\ sy W14
L) 5l delll L6 PDF e 3] ¢l o dosll ol pied
th W]
+(PDFService) PDF ldls ol2i] dots pizd «
HECRTY
vl o By Bl
iz V) dell) e -

39



Lkl 3 S -2
e ) Bled) Oy badias oK Y Bl V) 3L 0T 3w sopanad) B
) e
Gl oy b = J gl femd
.Upload Attachments — Add Assets and Details e
Goae 2y b 3 adar Koy ke ) Bl ) O % st B
:Jle

.Submit New Declaration — Save Declaration as Draft

40



LB Al Lol pldsza ) OV bbbz
(Regulatory Authority Use Case Diagram)
rLLSJ J&1s biis (Regulatory Authority) dead) gl e W ol I Cakize Labat) s Jx

N P JMN o rUa'.;ﬁ\) (‘M‘ o JcLé:J\ J,@L'.i} .(Declaration System) é)La:J\
v pludl B (02 lil) plusza Y

Authentication

include /’:-—_:‘———_-‘-:\
/@B Request OTP code

P

e
P

e
/ Declaration Management

/

Export reports (PDF/Excel) )

View pending declarations

View statistics dashboard

. Review audit logs

Update account information

L6 Akl ol s ¥l OV Lk 01222 K
(Regulatory Authority Use Case Diagram)

41



4 4kl yolk) (Use Case Diagram) f\.\ér:«w‘)ﬂ OVl Lz A
(Regulatory Authority)
J&1s adis (Regulatory Authority) d.eladl a4l e ol ) Cale bl 10 Jae
OVl 0 %o sF Ma e (sLLS.’J\j fM\ o JcL&:J\J@.L‘v; + (Declaration System) é)La—”J\ <-U£:J
gy pludl e 2 Halal) plasz )
(Authentication) @slall .1
B el ods Lo Lo o(Login) dgmdl Jomd I e plladl plascal 38 (A%
ol @x 1day +(Request OTP Code) gas<dl by Ao r\.,\éa:,wY\ Al - (Include) (pows
(Declaration Management) éJLasl\ aylsl 42
o el Tz & ccpmtinall o ol 2Ll 515] e it A 5o gl on oS

éja:)\ Joo & Ax o = ‘5 (View Pending Declarations) dalall é)L,a.‘:H w2 e
+(Open and Review Details)

g By s Lol Olla] b dis Bl S6 gl Joold el s e
: Py «(Extend)

o gllall Ly 2l &= slads| Lo (Approve Declaration) éj.a:J\ Jo asll) .
u.afdj ol 5oy Wl L} (Reject with Reason) ! el éfaﬂ\ by .

RG1H U [
Sloghe L i L e éj.a.ﬂ\ pdas oy (Request Clarification) d3ls| Olews 5 LU
Aslo|

Qe @a.ﬁjdllﬂ\) <L) C\Jsaﬂ‘y (Export Reports PDF/Excel) | a5
Excely PDF  Je
rl o 1 slel W) e L Loz 2 sl ) e O () (Exctend) s ) 85 s
)
(Communication and Monitoring) 43/ \ly JLaY! .3
bty il ae boolly pladl LU Galed Syl s odn 5
WSl Bl Jsld (Communicate Messages) flu )l s Joolsd) o
N Ol 45 duld (View Statistics Dashboard) <lila=Y) d-d (2 ¢ -
é)u.:ib el Slila Y,
Ol <=\.E.;5\ Jols sdall olleall 431 L (Review Audit Logs) 389! & x|
sl LKl aslaz))

42



(Account) olad! 3,ls] 4
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(Technical Admin Use Case Diagram)
el 831y Dl Cpodinnd 5515 o Jagd) 501 Jggudl o) s ) Lk s g

- ) Assign Roles and Permissions
Technical Admin Review Audit Logs

Monitor Activity (AuditLog)

Manage All Declarations

Update Account Information

oA o5l ol eVl OVl Lz :13.2 K2

(Technical Admin Use Case Diagram)

43



(Technical Admin) %éﬂ\ Josall old! f\.\ér:«w‘)ﬂ OVl Lz A

(Actor) (el Jrell
Jo1o web 4 1) Ol g Al 38 dy5.dl Jx :(Technical Admin) adl Jgudl
) .rUé.'J\
(Use Cases) f‘.\éeu\(\ Yl
(Login) Jgdl Jemad 1
el d) Jedl 52! ol el o s C"'“E
145 sl
+(Request OTP Code) 3l oy b peat o
(Create New User) Jyda pdivis 2] .2
Uil (3] s g BLa] e (3 Jyged) sl ode S
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(Authentication and Session Management Sequence
Diagram)
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Interface Server Auth Manager | Access Checker Database

MCreate New Account |
Create New A

OTP Service

_

Fill in registration form

Send registration request

Process registration
—_— =

Check if email already exists

Email not found

Save new account

Account saved

Generate verification code

o Verificationcode ready

Send code via SMS

iz Account created successfully

[Sianin |

ign In

Enter email and password

Send login request

Process login

Look up account by email

A t found
e L LS L

Verify password

Generate OTP code

I OTP code sent to phone
Enter OTP code

Send OTP for verification

Verify OTP code

Check if code is valid

Send code via SMS

Codeisvalid

Create login session

Logged in successfull
<299 Y

[Sianout |
Sign Out
Click sign out
Send sign out request
Verify user session
4.595.51.99 isvalld |
Process sign out
Signed out full
peer i NECIG HE I T
% Interface Server Auth Manager | Access Checker Database @ OTP Service
PR

CJL.,JJ-\ 3)\.)‘_, EJLQ-“ M .E.kﬁ-

(Authentication and Session Management Sequence Diagram)
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(Declaration Management Sequence Diagram)
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JL.«.QH &Kﬁ L} La)};j

Oall ol i, 13 Jad

Interface Access Checker Role Checker | Declaration Manager | Activity Logger Database | File Storage | | PDF Generator
W‘I
Fill declaration form and attach files
Upload attached files
Files uploaded, links ready
Send declaration with session
Verify user session
<
Submit new declaration
Save declaration
Declaration saved
Log submission activity
Save activity record
Declaration submitted successfully
'Edn—"l
Modify declaration details
Send edit request
Verify user session
Apply changes
Update declaration in database
Log edit activity
Declaration updated successfully
'\l'lew—':
Request to view declarations
Send view request
Verify user session
Check user permission
Access granted
Fetch declarations
Retrieve declarations
Declarations data
Declarations displayed
'—||Delete'

Request to delete declaration

Send delete request
e e

Confirm admin perr
-

Access granted

Delete declaration

Remove declaration from database

Log deletion activity
—_— 7 =

Declaration deleted successfully

[Raview Daciaration |

Approve / Reject / Request clarification

leview

el e TRl Bb

Send review decision
Confirm auditor permission
onTim auclor permision .
Access granted
e

Apply review decision

Update declaration status/and notes

Log review activity
— Y

Review submitted successfully,

Open statistics dashboard

{ View ;

Confirm permission

Fetch statistics

Calculate declaration counts by status
Lalculate declaration counts by status o

Statistics ready

Show pending, approved, rejected, and total counts

lExport as PDF |
Export as PDF

Click export as PDF

(EXporas or

PDF file downloaded

Capture declaration as image

Image ready

Convert image to PDF and save

%

Interface

Access Checker Role Checker | Declaration Manager  Activity Logger Database | File Storage

Ol adl 5] Julad Lbz 15,2 K&

(Declaration Management Sequence Diagram)
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Slbladly cpodsead! §)l0] Juddd Lk 3.3.7

(User and Account Management Sequence Diagram

Interface Access Checker Role Checker | User Manager y Logger | Database

IView Profite |
View Profile

Open profile page
[openproafiepage 0 o
Send profile request
meencipotioliey iest ME—

Verify user session

Session is valid
<

Fetch profile data

Retrieve account details

Account data ready

Profile displayed

=S |
Update Profile

Edit name, email, or phone
e S >

Send update request
e

Verify user session

Apply profile changes

Save updated details

Log profile update activity
g proetpdate actily .

Profile updated successfully

[ehange Password |
Change Password

Enter current and new password
e CUTTeT aNC oW pasSwoTs.

Send password change request
-2end password change request,

Verify user session

Process password change

Retrieve current account

Account found

Verify current password
Encrypt new password

Save new password

Log password change activity
O PR R Y

Password changed successfully

| porrar Ty ———|
Edit Any User — Admin Only

Modify another us
—_—

edit request
—_—

Confirm admin permission
O PEEsol

Access granted
= g

Apply changes to user account

Update user role and status

Log admin edit activity
User updated successfully

T Tr P ryr——|
View All Users — Admin Only

Open user management panel
+Open user management panel |

Send users list request
poendusers list request |

Confirm admin permission

ot acmin permesen ..,
Access granted

<

Fetch all users

Retrieve all accounts

Users list ready

All users displayed

T T prmr——
Delete User — Admin Only

e T V]

Select user to delete
e >

Send delete request
e e

Confirm admin permission

s
Access granted

<

Delete user account

Remove account from database

Log deletion activity
Lgdeeonaciviy o

User deleted successfully

P Interface Access Checker Role Checker | User Manager

y Logger | Database

C)LL‘A—‘} uyv\a:'.lml‘ S)‘J\; M .E.ks'— :16.2 v

(User and Account Management Sequence Diagram)
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WL el e Olud ] Sl Ll & bl Ll 04

o L},a.sc.i.)\ cdll Ol a2 bl 2 o 5
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Wy e 2 s Ay Bl G2 sdedl] 457h L6
(Change Password) 1l 1 s

) Okl )y 1) 3K o 1l
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Ll A s AV 2E s b el e opadl Sl L) (2

il B 3So e plld) A R e Gl L3

UL Sl e QU Cld ] bl (e é idd cld ) o 14
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(Edit Another User) L adl - 5T pdincus fybe Wl
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AV Olhdly pdsine Bl 1E 2
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(Messaging System Sequence Diagram)

X 2

Interface Access Checker | Message Manager Activity Logger Database

[ cend Message |
Send

Write and send message

Send message with session

Verify sender session

Session is valid

Deliver message

Verify sender, receiver, and declaration

Save message

Message saved
[P s e ebom e e e e nmend

Log message activity

Save activity record
e Y e
- Message sent successfully
Sending confirmed
= T

L New message received

e frisentine 1
View C

Open conversation

Send conversation request

Verify user session

Se lid
< Session is vali

Fetch conversation messages

Verify access to this conversation

Retrieve all messages with sender and receiver details

M d
e o b L |

Messages loaded

_Full conversation dsplayed

% % Interface Access Checker | Message Manager Activity Logger Database

Sl pls Judd Loz 117.2 K

(Messaging System Sequence Diagram)
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JavaScript 1.1.3
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