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(ENISA): cila glaally culSuil

(Cybercrime): 4! cilyagal)

(2021): 015 oy by . 4adl) gealyng eclilll d8yug «3Y) e alla Jads
2 ale ol dpads by A8y Ciagin) 2020 8 dhuadl Slaagdl 057%
(Cyber Espionage):da),Laiuy) cilaagil)

i) ) (2010) dlg @S T Ay yuih .l o Aga bl Ay ) Cargs

(Cyberwarfare): 4, Suall ciluagil

1 - Dans son livre « Cybernetics or Control and Communication in the Animal and the Machine », publié en 1947,
il a proposé ce concept pour promouvoir une vision unifiée des domaines naissants de I'automatique, de
I'électronique et de la théorie mathématique de l'information. (National Cyber Security Strategy 2016-2021 UK,
page 16.)

2 - Verizon, 2021 Data Breach Investigations Report (New York: Verizon Communications, 2021), p 23.
3 _Richard A. Clarke and Robert K. Knake, Cyber War: The Next Threat to National Security (New York:
HarperCollins, 2010), p 112.
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1. United Nations Office for Disarmament Affairs, Report on Developments in the Field of Information and
Telecommunications (New York: UNODA, 2013), p 17.
2. National Institute of Standards and Technology, NIST Cybersecurity Framework (Gaithersburg:
NIST, 2020), p 34.
3 _UNESCO, Global Survey on Cyber Legislation (Paris: UNESCO Publishing, 2019), p 89.
4 - Symantec, Internet Security Threat Report 2022 (Mountain View: Symantec Corp, 2022), p 41.
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1 - Andy Greenberg, Sandworm: A New Era of Cyberwar and the Hunt for the Kremlin’s Most Dangerous
Hackers (New York: Doubleday, 2019),p 45.
2 - Cybersecurity Ventures, "Cybercrime Damages $6 Trillion by 2025," Cybersecurity Ventures, 2020, accessed
June 15, 2023, https://cybersecurityventures.com/.
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Abstract

This thesis addresses the issue of cybersecurity amid rapid digital transformation,
focusing on Algeria’s strategy to counter cyber threats. The study highlights the
Importance of protecting the nation's digital infrastructure and strengthening legal
and regulatory frameworks to combat cybercrime. It also discusses the technical
and human challenges Algeria faces and suggests development mechanisms such
as awareness enhancement, capacity building, and legal reform. The study
concludes that a comprehensive approach combining technical, legal, and
strategic dimensions is essential to ensure a secure cyber environment.

Keywords: cybersecurity, Algeria, cybercrime, information protection,
security policy




