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General Introduction
W

1.1 Context:

With the expanding and increasing use of networks, and accumulating number of
internet users, network throughput has become massive and threats are more diverse and
sophisticated. Network and information security are of high importance, and research is
continuous in these fields to keep up with the development of attacks.

Intrusion Detection is a major research area that aims to identify suspicious activities

in a monitored system, from authorized and unauthorized users.

1.2 Statement of the Problem:

The amount of network data to be examined by an IDS is normally huge as it contains
information about vaxiou§ activities in cofilputer network. The network data must be
transformed into a format that is manageable and it needs to contain intrinsic or derived
features so as to identify intrusions effectively. In addition, large number of features involved
in the data complicates the intrusion identification task. Identifying intrusions solely based on
human eyes is therefore extremely difficult. To alleviate the problem, network security
experts utilize existing data mining and artificial intelligence techniques in search of possible
intrusions. Howe\fer,{if the number of features involved in network data increases, identifying
intrusions can become difficult because of the complex relationships between features.
Complex relationships can be seen as well between the features and intrusion classes. This
contributes to high computational costs in processing tasks and subsequently leads to delays
in identifying intrusions. Seeing the limitations of both humans and computers, feature
selection is thus important to be conducted so that the load in processing data and time

consumed in detecting intrusions can be reduced.

1.3  Objectives:
1.3.1. General Objectives:

Features selection, is an important issue in IDSs. A reduced features set improves system
accuracy and speeds up the training and testing computation process considerably.



Our objective is to propose a new method for features selection utilizing the bayesian network
classifier and Backward Feature selection algorithm, to achieve high accuracy of intrusion
detection while keeping the number of features low.
1.3.2. Specific Objectives:
The specific objectives of this research are the following:

e To review different literatures on the concept of intrusion detection in the area of
data mining particularly feature selection approaches.

e To experiment effectiveness of classification based wrapper feature selection
models.

e To construct models using classification machine learning algorithm on optimal
selected features generated by different feature selection techniques.

e To compare the performance of the models built with other recent works.

1.4  Research Approach and Methodology:

This project is comparative study of two feature selection approaches, filter based feature
selection approach and wrapper based feature selection approach, using three commonly used
filter techniques: ReliefF, Gain Ration and Info Gain attributes selection techniques, and a an
effective wrapper technique: feature sequential search strategy selection technique (FSSS). In
addition, a new vlvrapper based features selection technique is proposed in this project which

mainly focus on performing the highest detection rate and the minimum learning time cost.

Our proposed method is mainly based on building features selection models that pre-
process the given input dataset and select the minimal number of features that can perform the
best accurate results. Our research methodology consists of 5 main phases as follows:

1.4.1 Research and survey

Include reviewing the recent researches of feature selection for anomaly detection that is
closely related to the thesis problem statement. Then analyzing the existing methods, and
identifying the drawbacks and disadvantages of each method in order to be overcome i our
research.

1.4.2 Data set collection and preprocessing

The dataset to be used in our experiment is the NSL-KDD dataset [21] which is a new
dataset for the evaluation of researches in network intrusion detection field. It consists of



selected records of the complete KDD 99 dataset. NSL-KDD dataset solve the issues of KDD

99 benchmark.

The NSL-KDD dataset is available in text format; so to be read by WEKA tool it has to be
changed into ARFF format.

1.4.3 Implement features selection algorithms (filter and wrapper approach)

The aim of this research to implement a new features selection algorithm to solve IDS’s

accuracy and computation problem.

1.4.4 Apply our feature selection algorithm

Using weka program, we will apply our feature selection algorithm with Bayesian network
classifier

1.4.5 Evaluate the obtamed results

In this stage we w111 analyze the obtained results and justify the effectiveness of our

algorithm by comparing it with other algorithms.

1.5  Thesis Outline:
To meet our objective this paper is structured as follows:

The First chapter consider the context of our work. First of all provides an overview of
intrusion detection. system and their classification, their detection techniques and in which
security strategy they are applied.

The Second chapter will focus on data mining techniques and their application in features
extraction methods and highlight their differences.

The third chapter present the conceptual aspect of the study, which is the knowledge
discovery process, and the different steps to follow during this study, input datasets
preparation, the feature selection models generation and results collection in addition to an

explanation of the used evaluation techniques.

In the fourth chapter we will discuss the results obtained from running the feature selection
and validation models, revealing the improvements resulting from the proposed method.

We conclude this thesis by a general conclusion and perspectives.



General Conclusion

Nowadays, Threats from the Internet have become more and more sophisticated
and are able to bypass the basic security solutions such as firewalls and anfivirus
scanners. Additional protection is therefore needed to enhance the overall security of the
network. One possible solution to improve the security is to add an intrusion detection

system (IDS) as an additional layer in the security solutions.

Even though the domain of traffic classification is relatively well explored, our
primary goal is to enrich existing research efforts by our own contributions. The issues
considered in this work were inspired by common problems existing in real - operational

networks.

In this Work, we have proposed an effective wrapper feature selection approach
based on Bayesian Netwo_rk classifier and applied it for network intrusion detection. In
order to evaluate the performance of the selected features, a detailed comparison
between the propesed approach and the other four feature selection methods (IG, GR,
ReliefF and FSSS) is conducted on the NSL-KDD dataset. Experimental results
illustrate that ﬂ;e features extracted by our approach make the BN classifier achieve
higher classification accuracy than the other methods. In addition, it is conducive to cut
down computing consumption for IDSs. And with feature selection, the performance of
IDS is improved or at least maintained at a high level. It can detect Probe, DoS and R2L
attacks with high TPR and low FPR.
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Abstract:

Processing huge amounts of network data is one of the largest challenges for
network-based intrusion detection system (IDS). Usually these data contain lots of irrelevant
or redundant features. To improve the efficiency of IDS, relevant features are necessary to
be extracted from original data via feature selection approaches. In this work, an effective
Jeature selection approach based on Bayesian Network classifier is proposed. And with the
same intrusion detection benchmark dataset (NSL-KDD), the performance of the proposed
approach is evaluated and compared with other commonly used feature selection methods.
It is shown by empirical results that features selected by our approach have decreased the
time to detect attacks and increased the classification accuracy as well as the true positive
rates significantly. »

Key words: Networks, intrusion detection systems, feature selection, data mining,
classification, Bayesian networks, true positive.

Résumeé:

Prétraiter les volumineuses données d’un trafic d’un réseau est un des taches les
Pplus fastidieux pour un systeme de détection d’intrusions (IDS). Ces données, généralement,
contiennent un nombre important d’information inutiles. Afin d’améliorer efficacité des
IDS, seule les attributs importants doit étre extraites a partir des données brutes en utilisant
les approche de sélection des (attributs). Dans ce travail, une méthode efficace de sélection,
basée sur Ialgorithme de classification « Réseau Bayésien », a été proposée. Et, en utilisant
le méme ensemble de donnée référentiel (NSL-KDD), les résultats de cette méthode ont été
évalués et comparés avec celles des méthodes de sélection fréquemment utilisées. 1l était
démontré par des résultats empiriques que la sélection des attributs par la méthode proposée
a réduits le temps de répome, a augmenté le taux de précision de classification et méme le
taux de vrais positifs de facon significatif.

Mots clé : réseaux ; system de détection d’intrusions, sélection des attributs, classification,
réseaux Bayésien, vrais positif.
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