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Geneisl lntrodutlion

Lt Context:

With tbe expandrng and incre*sing use af networts, and acc$miltating n$mbs of

internet $sers, network throughprfi has become massive and threats are rrrors diverse and

sophisticated- Nrhrork aad informatiom security are of bigh importance, aild reseach is

continuous in these fields to kep rrp with *he developmeai of asacks.

Intrgsion Dete6tion is a majar rerearch are thd aims to identify snqpicious activities

in a mcnitared rystem, *om autharizd trd u*atdrcrized users.

L2 Sbtsmcat of tht Problcm:

The amount of netwerk dalata be sxasdnsd by an IDS is normally huge as it cantains

infonnation about various activities i* computer network. The netwcrk data must be

transformed into a format that is managsable ard it needs to contain intrinsic or derived

featnres so a$ ts identify iritrusions effectively. In additian, large nturber of features involved

in the data complicates the intrusion identificatioa tash ldentifying intrusions solely based on

human eyes is therefsre efiremely difficalt Ta alleviatc the problenr" network security

experts utilize *tisting data mining and stificial intelligeirce techniqucs in search of possible

intrusions- However, ifthe number of feat*res involved in network data increases, identifying

intnrsions can becccre difficutt besuse of the camplex relatioaships ber-wee'n features.

Complex relationstrips can be seen as well betn'ee* the features and intnrsion classes. This

conhibutes io high computational costs in processiug tasks and subsequently leads to delays

in identi$ing intnrions. Seeing the limitations of both humans and comprt€rs, fatare

selecticn is thus imporfart to lrc conductsd so that the load ia prccessing data and time

consumed in deecring intrusions can be reducd-

13 Objectivs:

1 3.1. Gmcral Objec{ivts:

Features selwtion, is an important issue in IDSs" A reducd features set improves systan

ac*lra€ry and speeds r:p the training and t*ting ccmputation prcces$ considerably.



Orn objective is to propose a new method for franres selectisn utilizing the bayesiau netwsrk

classifier aad Backward Fatsre selection atgorithrr" to achieve higb ascurasy of intrusion

detectioa while keepfug the aumber of features 1ow.

I 3J. Speeifie Objcctives:

The specific abjectives cfthis research are the fcllawi*g:

. To review different titerafires an the sonsfpt of intrusion detestion in the area of

dara mining particularly featsre selection approaches.

r To expsriment effectiveness of classification based ffrapper featurs selestion

models.

r Tc construct models nsing classificatiou maehine learning algcrithm on optim*I

selested fmhres gererated by diffaent fature selectiot techniques.

r To sornpare the performanrce of the models built with otherrscent works.

1.4 Res€arch Approaci and Mcthodologr:

This prcject is ccmparative shu*y of two featlre selecticn approaches, filter based feat*re

selection ap'proach and wrapper based fature relectian agproactl using three commonly used

filter tech*iques: ftefielF, Gain R*tion and Infa Gcrn aftn"btrtes seleetion techniques, and a an

effective wrryp€r teclnrique:liulu re sequsTrtisl sesrch strnte&t selection technique {FSSS). In

additioq a nely unappr based featuree selection tecbniqae is proposed in this project rrhich

mainly focus onperfonning the highestdetectioarate and theminimun learning time cost.

Our propsd methcd is mainly based ox building featrres seleetion models that pre-

process the grvan input dafaset aad selst the minimal number af fealres that cm perform the

best accurate results. Sur resea:eh methodolcgy cc*sists of 5 main phases as follows:

1.4.1 Research and survtry

Include reviewing the recrat researclres of fsfure selection for anomaly det*tion that is

closely related io the thsis problem siatsmerrl Then analyzing the existing methods, and

identi$ing the drawbacks and disadvantages of each method in order to be overccme in our

reswch"

1"4: I)*tr set collection and prepracessing

The dahset to be nsd ia our experimenr is the NSL-KDD dataset P1l which is a new

d&sst for the evaluation of researches in nsfrvork intrssian detstion field. It consists of



selecfed records of the complete KDD 99 darasef NSLKDD dafaset solve the issues of KDD

99 ben*hmar*-

The NSL-KDD daiasst is avadable ia tel* format so to be read by WEKA tool it has to be

changed into ARFF farmat-

l.4J Implcment fe&tures sclcctian *Igeritftms (fiIter and wrrpp€r tpprocch)

The aim of this resmrch to implernent a fiew fmture selrction algori*rm to solve IDS's

ascuracy and computation proble'm'

f.4.a Apply ourfmturc sclection algorifrm

Usinewekaprogram,wewillapplycurf€dHreseleCtienatgorithmwit}rBayesiannetwark

classifler

1.45 Evatuate &e aht*incd re*ul&

In this stage we will aratyze the obtaind reslrlts and justify the effectiveness of our

algorithm by comparing itwith other algorithms'

t.5 Thcsis Cutline:

Tomeetgurobjectivethispaperis*trueaEedasfallows:

The Fimt cfanter consider the confext of our work. First of all provides atl overviery of

intnsion det€ctioit, syst3m and their classificaion, their dgw*ion tmhniques and in which

sscurity sffitsgl theY are applied'

The Second chapter will foc*s a* dd* miEtng twhniques a*d their application in feacures

extraction methods ard highlight their diffcrmces'

The third chapter preser( the concrytual aspect sf the st$dy, nrhich is the lcrowldge

discovery pro€sq and the difftre$t steps to follow during this strdy, input datasets

preparation, the fatnfe selection models generation and results collection in additian to an

er<planation cfthe ud evaluati*n techniques'

In the fourth chapter we wiLt discuss the results obtained *am nmning the feafure selectiaa

and vtlidation models, revealing the improvements resultfug fram the proposed method'

We canclude this thesis by a gensral conclusios ard perspectiv+s'



General Conclusion

Nowrday*, Threats frare the Intcrnet havc beceme morc and mcre saphi*ticated

and are ablc to byp$s the b*sie security soluti*ns suck as firerryalls cnd artivirus

sc&trrert Additicnal pratccti*n is &ercfore seeded to enfrancc tfre ovcrall sccurity of tte

network Om possiblc solutioa to impmv* lLc sccarily is h add an intrusior detcdion

sysftm flDS) as an additional lay*r in $e sceurity mlulioas

Even th*ugh thc domain of trafiic classitieatiaa is relatively well explorcd' our

priraaly ge*I is ta errich existi*g rcserc& cfforb by our osx canbibuti*ns. The is*re$

cousidered in &is workwere impind by c*mmc* prcblems exfutirg in renl - operaticnal

networks

In this Wor*, wr have propmd an sfuivc vnlpp€r frature seleclion approach

based on Baycsian Nctwork classificr and applird it for nttwork intnrsion detcetion. In

order to evahate the prformance af tfte sclecGed feafurres, a detailed comprison

hctween the propoeed appvach and tfte afrer fanr feature slecti*n metlads ilG, G&

RclielF and FSSS) is coudn$ed or the NSI-XDD datasfe Experimental resul$
\

illugtratc ltat thr fwhrcs cxklarffi by oar eppru*th make iht BN dassifrcr achhve

hrgher classification arcnrary than tilc o{&cr mrthods. h addition, it is conducivt to cul

d*wn eamputing ccnsumpticn for IDSs. And with feturc selecticn, &e perforrrance af

IDS is improved or at least mairtaired at a high twet. It can det*t Prohc, DsS and trLtL

attacks rrith hig! TPR and low FPR.
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Absfiactt:

Procusittg huge amoan* o! networ* ilate is ow of the lary*rrt chatlenges lor
nawor*'bssed i*rusion daeaion systa n{fDSJ. Uswlty these data contain tots of irrelettant
or redund*ntfe**r* To inryrove tle $tciency of IDS, retevantfeatares are n#essfrq, to
be etraetedfrom eriginal dat*viafeanrc sel&ioa appwaehw. In tkis wor*, an $eaive
faaere selmian approaeh besed on Bayecian Network elaxrifier. * proposed. Andwith the
same intrusisn iletuaion benehmork itatuset {NSL-XDD}, tke petfornwnce af the propased
approach is evah.ated and compared *ith otlwr cowtwnly usedfea&re seledian rnethod&
It is slwwn by empfuical rcsulF thatJ&freru sele,ted by oar apgotth hsve dectea$ed the
tirrre to ddecl afracl$ arrl lrrcrcrced the elax{t"cotion flccurscJt as well {s the true positive
ruta signilicantly.

Eq vords: Ndwer*s, intrusion ddetion qfsfians, fe*rre selefiio4 dd& *ioing,
classifieuio4 fqrresifin ndworks, true positive.

Rhumi:

Pritniter ls wlumineas€s ilowtis d'un tr$r* d'un r*eaa s! I'un iles tflches les
plasfastidienx lnar un systi*te de &Etectiott d'infiasiotrs (tDS). Ces donru1*, ginenl*et4
csntiennent an nornhre inryertant d'infermation iwrtrile* Afin d'amCtiorer l'e!fteaciti fu
IDS, seale les attri}rtds doft &re &reites tp*rtir da donnies brutes en*tilicant
Ies approelv de seleaion da (Mributs). Iluns ee trwaid atte rn&hode Scaee de sitec-tio4
hasde sur l'algorithnrc de ilassi$eation cc ftfiseau Baydsien 4 a dtd proposie. Et, en atilisant
le rnfi rre ercemble de domde rdfdrenriel {NSL{DD), Ia risultax de cde rrratode ont 6tl
ivdtth d compar8 avu cell.6 ds nfrhoda de silecaionfreqrrernrrent aritisia. It &sit
ddmon#6 par da tfuufiflts empfuiques qne la sltation das wfibt* psr te mfrhodc proposde
a rdduits le temps de rdponse, a aagnentd le nux de pruisian de elassfrcaion d n CnE le
tatx dewds pasitifs defagon sigt if.eedt

Mots eli : rdsutx ; systen dc d&s'tian d'**rusions, sdleetion des effibut& ctassifieatior4
rdsewx Baysie+ wais posiris,
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