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Abstract

Unmanned Aerial Vehicles (UAVs) are increasingly deployed in modern intelligent systems
due to their ability to operate autonomously and collaboratively in complex environments.
However, this connectivity introduces significant cybersecurity risks, as communication chan-
nels and control exchanges become potential targets for malicious attacks.

This thesis proposes a distributed intrusion detection framework tailored for UAV net-
works, where each UAV performs local detection while contributing to a global collaborative
decision-making process. Kolmogorov-Arnold Networks (KANs) are adopted as the main
learning model due to their ability to efficiently capture nonlinear patterns with low compu-
tational cost, making them suitable for resource-constrained UAV environments.

Three intrusion detection scenarios are studied: network traffic monitoring, MAVLink
communication security, and UAVCAN communication security. Experimental results show
that the proposed approach achieves strong detection performance while maintaining scala-

bility and adaptability in dynamic UAV environments.

Keywords: UAYV, Intrusion Detection System, Machine Learning, Kolmogorov-Arnold Net-

works, Network Security.

Résumé

Les véhicules aériens sans pilote (UAV) sont de plus en plus utilisés dans les systémes in-
telligents modernes grace a leur capacité a fonctionner de maniere autonome et collabora-
tive dans des environnements complexes. Cependant, cette connectivité introduit des risques
importants en matiére de cybersécurité, les canaux de communication devenant des cibles
potentielles d’attaques.

Ce mémoire propose une architecture distribuée de détection d’intrusion adaptée aux réseaux
UAV, ou chaque drone effectue une détection locale tout en participant a un processus de dé-
cision global collaboratif. Les réseaux de Kolmogorov-Arnold (KAN) sont utilisés comme
modele principal en raison de leur efficacité dans la modélisation des relations non linéaires
avec un cout de calcul réduit.

Trois scénarios sont étudiés : la surveillance du trafic réseau, la sécurité des communica-
tions MAVLink et UAVCAN. Les résultats expérimentaux montrent de bonnes performances

avec une bonne capacité d’adaptation et de passage a 1’échelle.

Mots-clés : UAV, détection d’intrusion, apprentissage automatique, réseaux de Kolmogorov-



Arnold, sécurité des réseaux.
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Introduction

Introduction

The development of Unmanned Aerial Vehicles (UAVs) has progressed rapidly over recent
years. UAVs are no longer simple remotely controlled machines; they have evolved into
intelligent autonomous systems capable of performing complex missions. Modern UAVs
are able to communicate with each other and operate collaboratively, which allows them to
accomplish tasks with minimal human intervention.

Today, UAVs are widely used in several domains such as environmental monitoring, pre-
cision agriculture, surveillance, disaster management, infrastructure inspection, and military
applications. Their ability to operate individually or as part of a coordinated swarm has sig-
nificantly expanded their potential and flexibility.

As UAV technology continues to advance, these systems increasingly rely on communi-
cation networks and collaborative decision-making mechanisms to achieve their objectives.
While this connectivity improves efficiency and coordination among multiple UAVs, it also
introduces new security risks. Communication links, control messages, and exchanged data
may become targets for cyberattacks that aim to disrupt operations, manipulate information,
or compromise mission integrity. In critical environments, such attacks can lead to severe
consequences, making security a fundamental requirement rather than an optional feature.

Among the available security mechanisms, Intrusion Detection Systems (IDSs) play an
essential role in identifying malicious activities and abnormal behaviors within a system.
However, designing IDS solutions for UAV environments remains a challenging task. UAV
networks are highly dynamic, resource-constrained, and operate under constantly changing
conditions. As a result, traditional intrusion detection approaches designed for conventional
networks are often not sufficient for such environments.

Recent advances in machine learning have opened new opportunities to address these
challenges. Machine learning models are capable of learning complex patterns from data
and adapting to evolving attack strategies. In this work, particular attention is given to
Kolmogorov-Arnold Networks (KANSs), a recent neural network architecture that provides
strong nonlinear modeling capabilities while maintaining computational efficiency. These
characteristics make KANs particularly suitable for UAV-based intrusion detection systems.

The objective of this thesis is to design and implement a distributed intrusion detection

framework capable of securing UAV communications across multiple domains. The pro-
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posed approach combines local detection at each UAV with collaborative decision-making
mechanisms, allowing each node to independently identify suspicious activities while con-
tributing to a global security view of the system. To evaluate the effectiveness of the proposed
framework, three intrusion detection scenarios are considered: network traffic monitoring,
MAVLink communication security, and UAVCAN communication security.

For better clarity, this thesis is organized into six main sections:

* General Introduction: Presents the context of the study, highlights the importance
of UAV security, introduces the research problem, and outlines the objectives of the

thesis.

* Background and Theoretical Foundations: Covers the fundamental concepts re-
quired to understand this work, including UAV systems, communication protocols,

cybersecurity threats, machine learning techniques, and intrusion detection systems.

 State of the Art: Reviews existing research in UAV security and intrusion detection,

analyzes current approaches, and identifies their limitations and research gaps.

* Methodology and System Design: Describes the proposed distributed intrusion detec-
tion architecture, system workflow, and the design of the KAN-based detection models.

* Implementation and Experimental Evaluation: Presents implementation details,

datasets used, training process, and experimental results for the different scenarios.

* Conclusion and Future Work: Summarizes the main contributions of the thesis and

suggests possible directions for future improvement.

This work aims to contribute to the development of more secure and resilient UAV net-
works by exploring distributed intrusion detection strategies and leveraging modern machine

learning techniques to address emerging cybersecurity threats.
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Chapter 1: Literature Review

1.1 Introduction

This chapter presents the theoretical foundations of the study, focusing on UAV systems and
their security challenges. It introduces Unmanned Aerial Vehicles (UAVs), Flying Ad-Hoc
Networks (FANETs), and UAV communication architectures, highlighting their key charac-
teristics and operational constraints.

It then discusses the main cyber threats targeting UAV environments, followed by a struc-
tured overview of Intrusion Detection Systems (IDS), including their classification and de-
ployment strategies in distributed networks. Finally, Kolmogorov—Arnold Networks (KANs)
are introduced as the learning paradigm motivating the proposed detection approach.

These concepts collectively establish the basis for the design and development of the pro-

posed intrusion detection system.

1.2 Unmanned Aerial Vehicles (UAVSs):

1.2.1 Definition of UAV:

An Unmanned Aerial Vehicle (UAV) is commonly considered to be a drone or an aircraft with
no pilot on board. UAVs can be remote-controlled aircraft or they may operate autonomously
along pre-programmed flight paths. The unmanned aerial vehicle contains cameras, sensors,
communication modules, as well as other payload devices, enabling it to perform a wide
variety of missions including surveillance, reconnaissance, delivery, and search-and-rescue

operations.|[1]
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Figure 1.1: Unmanned Aerial Vehicle architecture.

1.2.2 Unmanned Aerial System (UAS)

A UAV alone does not constitute a complete operational system. The broader concept of
an Unmanned Aerial System (UAS) encompasses all components required for autonomous
aerial operations. A typical UAS consists of five main components [2]:

(1) UAVs: The most crucial component of the UAS. The capacity, performance, and op-
erational theatre of the entire system are directly dependent on the UAV's capabilities, such
as payload, altitude, range, and endurance.|[2]

(2) Payloads: Equipment added to the UAV for carrying out different operational mis-
sions, including sensors, cameras, and other specialised devices.[2]

(3) Command and Control Systems: Static or portable ground control stations (GCS),
air traffic control stations, or ground data terminals that facilitate interaction between human
operators and UAVs.[2]

(4) Support Equipment: Launchers and other ground equipment that provide the UAV
with its flight speed over an extremely short distance and time.[2]

(5) Control and Data Transmission Links: Communication links that define how infor-
mation is sent and received between UAVs and the GCS, enabling real-time command and

telemetry exchange.[2]
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1.2.3 Types and Characteristics of UAV's

UAVs exhibit a wide diversity in physical design, operational range, and performance char-
acteristics. Understanding these dimensions is essential for selecting appropriate communi-
cation and security strategies. The following subsections present the principal classification
axes [3].

(a) Range and Altitude : The range of a UAV is defined by the maximum distance at
which it can be remotely controlled, typically from a few hundred metres to several kilometres
for small UAVs. Altitude refers to the highest height a UAV can reach, often limited by
regulations. UAVs adjust their position to improve coverage and meet Quality of Service
(QoS) requirements. The maximum altitude is used to classify aerial systems into two main
groups[3] :

Low-Altitude Platforms (LAPs) : are relatively low-cost and can be deployed quickly.
They are mainly used for short-range line-of-sight (LoS) communication, improving network
performance and local connectivity.

High-Altitude Platforms (HAPs): operate at much higher altitudes and can cover larger
areas while staying airborne for longer periods. However, they are more complex to imple-
ment and are typically used to provide internet access to wide or underserved regions.

(b) Flying Mechanism : UAVs are classified into three types according to their flying
mechanics [3]:

Rotary-Wing UAVs (multirotors): are capable of Vertical Take-Off and Landing (VTOL)
and can hover in place. Their exceptional agility makes them well-suited for supporting wire-
less communication and serving as aerial base stations. However, they exhibit higher power
consumption due to constantly counteracting gravity.

Fixed-Wing UAVs : are distinguished by their ability to glide through the air, offering en-
hanced power efficiency and the capacity to transport larger payloads at higher speeds. They
require a runway for take-off and landing and cannot hover over a specific location. Despite
their efficiency advantages, they are generally more expensive than rotary-wing UAVs.

Hybrid-Wing : UAVs combine features of both fixed-wing and rotary-wing designs.

(¢) Speed and Flight Time

Flight time, or longevity, refers to the duration a UAV can remain airborne without re-
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Figure 1.3: Types of Unmanned Aerial System

fuelling or recharging. Small commercial UAVs typically fly for 20-30 minutes, whereas
larger platforms can fly for several hours. Technological advancements have significantly
extended endurance; the Skyfront Tailwind UAV achieves nearly two hours of hovering us-
ing a hybrid-electric power source, while the Skyfront Perimeter-8 has demonstrated approx-
imately 13 hours of flight with a gasoline-electric hybrid system. Despite these advances,
limited endurance remains a practical constraint for widespread deployment in wireless net-
works [3].

(d) Payload :

The payload of a UAV, which assesses its lifting capacity, refers to the heaviest load it
can carry. UAV payloads range from hundreds of grams to several hundred kilograms. Pay-
load capacity determines the quantity and quality of sensors, communication equipment, and
accessories a UAV can transport. A higher payload comes at the cost of larger dimensions,
higher power requirements, and shortened flight duration. Common payloads include visual
recording equipment and sensors. When used as aerial base stations or remote radio heads
(RRHs), UAVs may require payloads weighing several kilograms [3].

(e) Power Supply : A UAV's power source directly affects its flight time. Most commer-
cial UAVs use rechargeable batteries, while larger ones may rely on solar energy or combus-
tion fuel for longer endurance. For UAV-based base stations, the power supply must support
both propulsion and onboard equipment such as antennas and amplifiers, with at least 5 W
required for transmission. The choice of power source depends on mission requirements and

the trade-off between endurance and energy consumption [3].

1.2.4 Design Considerations of UAVs

Because of the unique features of UAVs, different planning considerations are required com-
pared to standard network systems. The following seven considerations are central to any
UAV network design [4]:

Adaptability: UAV nodes are highly mobile and their behaviour continuously evolves.

Network paths and node separation vary over time, and UAV failures dynamically reduce



Chapter 1: Literature Review

fleet size. System performance therefore depends critically on the ability to adapt to topology
changes and node failures in real time [4].

Latency: Delay is one of the most fundamental design constraints. Time-critical appli-
cations such as pursuit and recovery demand minimal latency for real-time data exchange.
Non-time-sensitive applications such as city mapping can tolerate higher latency values [4].

Mobility: UAV mobility plays an important role in system performance. Whether nodes
follow a coordinated group pattern or operate independently, it is critical to ensure that mo-
bility patterns are feasible for completing tasks successfully and on schedule [4].

UAV Platform Constraints: Due to limited payload capacity, UAV systems face hard-
ware constraints on weight, size, and energy. A lighter payload extends flight duration but
reduces available auxiliary resources. Space limitations also affect the integration of sensors
and communication modules [4].

Scalability: Multi-UAV systems improve overall network performance compared to single-
UAV deployments. Increasing fleet size enhances mission speed and system reliability, par-
ticularly for time-sensitive applications. Scalable designs are therefore essential [4].

Bandwidth Requirement: UAV applications such as surveillance and reconnaissance
generate high-resolution video, images, and audio that must be relayed to the GCS under strict
delay bounds. High transmission capacity is required to complete activities productively and
on time [4].

Interoperability: UAV systems must be designed to operate seamlessly with heteroge-
neous networks and devices, ensuring integration with existing communication infrastruc-
tures [4].

1.3 Flying Ad-Hoc Networks (FANETS)

FANET is an Ad-Hoc network structure formed by a set of UAVs, of which at least one must
be connected to a GCS or satellite. FANETSs differ from existing Ad-Hoc networks such as
MANETs (Mobile Ad-Hoc Networks) and VANETs (Vehicular Ad-Hoc Networks), though
they can be viewed as a specialised form of these. The key distinguishing factor lies in the

unique operational characteristics imposed by the aerial nature of UAVs [2]

1.3.1 FANET Characteristics

Flying Ad-Hoc Networks exhibit distinct operational characteristics that fundamentally in-
fluence their design and security requirements. These characteristics are detailed below [2]:

Network Topology: In FANETs, the network topology changes frequently due to the
high degree of mobility of UAVs. This dynamic topology makes routing and coordination

significantly more challenging than in terrestrial networks.
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Mobility Models: In some mobility models, the flight plan is predetermined and the map
is recalculated at each change. Other models employ random mobility — using random speed
and directions — reflecting unstructured autonomous missions.

Node Mobility: The degree of mobility of UAVs is considerably higher than that of
MANET and VANET nodes. UAVs may change their position in a much shorter time in-
terval, which can cause communication disruptions between nodes.

Node Density: In FANET networks, nodes must be sparsely distributed in the sky with
large distances between them, according to the nature of flight. Node density in FANETS is
therefore much lower than in MANET and VANET.

Radio Propagation Model: Unlike MANET, FANETSs rely on Line-of-Sight (LoS) com-
munication between UAVs and between UAVs and the GCS, which is both an advantage for
link quality and a constraint on network topology.

Localization: It is challenging to determine the accurate position of UAVs in a FANET
due to their high mobility. Localization data must be updated in shorter time intervals to
maintain accurate situational awareness.

Power Consumption: In FANETs, communication hardware is powered by the UAV's
own energy source. Large UAVs are not power-sensitive in this respect, contrarily to MANET
nodes. However, mini UAVs have very limited electrical capacity, making power manage-

ment a critical concern.
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1.4 UAV Communication

Effective communication is the backbone of UAV operations, enabling real-time control,
telemetry exchange, and cooperative mission execution. UAV communication systems are
characterised by both the network architecture ,the structural topology through which nodes
exchange data , and the protocols that govern the format and rules of that exchange. Un-

derstanding these two dimensions is crucial for designing robust and secure UAV systems

[5].

1.4.1 UAV Communication Architectures

UAV communication architectures are broadly divided into centralised and decentralised
models, each offering distinct trade-offs in terms of reliability, scalability, and resilience
to failure [5].

UAV
communication
architectures

.

centralised

[

] [
UAV-GCS UAV-satellite l UAV-cellular UAV-UAV
\ J \ J \ /

J

Multi-group

UAV Multi-layer UAV

Figure 1.5: UAV Communication Architecture Taxonomy.

(A) Centralised Architectures

In a centralised architecture, all UAVs communicate through a single central controller,
inherently introducing a single point of failure. Three variants exist. In the UAV-GCS model,
every UAV must directly connect to the GCS to obtain data; this is not advisable in changeable
environments such as stormy weather. In the UAV-Satellite model, communication is relayed
through a satellite, which is suitable when the distance between the GCS and UAVs is large.
In the UAV-Cellular model, communication is performed via cellular technology, using base
stations to implement routing that facilitates communication between nodes [5].

(B) Decentralised Architectures

In a decentralised architecture, UAVs communicate directly or indirectly with the GCS
without relying on a single central node. Backbone UAVs act as gateways, relaying data
between the GCS and subordinate UAVs. FANETSs represent the most flexible form, where
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Figure 1.6: Centralised UAV Communication Architectures.

UAVs cooperate without central coordination and the network structure is not disrupted by
nodes joining or leaving [5].

Three decentralised topology variants are identified. In the UAV Ad-Hoc Network, a
backbone UAV uses high power for long-range GCS access while communicating to subor-
dinates via short-range links, extending coverage and suited for small UAVs with lightweight
transceivers. The Multi-Group UAV Ad-Hoc Network partitions UAVs into independent
groups, each operating as a FANET with a backbone UAV mediating inter-group communica-
tion; intra-group exchanges bypass the GCS, though the GCS remains a potential single point
of failure. The Multi-Layer UAV Ad-Hoc Network introduces a tiered topology where a
lower layer handles intra-group communication and an upper layer enables backbone UAV's
to communicate with peers or the GCS; inter-group exchange does not rely on the GCS,

mitigating throughput bottlenecks and enabling high scalability and fault tolerance [5].

Backbone . \ \
UAV o Backbone ) ‘.

o
g g Backbone
GCS GCS UAV

(a) UAV Ad-Hoc Network (b) Multi-group UAV Ad-Hoc Network
-- Upper Iayer :/’: _____ ,ll ;
! - Lower Iayer K K2 'ﬁi-.‘ﬁ‘

.

Backbone
UAV
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(c) Multi-layer UAV Ad-Hoc Network

Figure 1.7: Decentralised UAV communication architectures.
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1.5 Taxonomy of UAV Attack Types

The rapid growth of UAV technology has introduced new security challenges and increased
the number of potential cyber threats targeting UAV systems. Attackers may exploit vulnera-
bilities to affect the confidentiality, integrity, and availability of UAV operations. Therefore,
understanding the UAV threat landscape is essential for developing efficient detection and
protection mechanisms [6]. The following taxonomy classifies UAV-related attacks into five

main categories according to the system layer or resource being targeted [6].

[ UAV Attack Taxonomy ]

esource Exhaustio: Communication Mobility & Network Topology Application-Level
& Availability Channel Attacks Navigation Attacks & Routing Attacks & Payload Attacks

* GPS Spoofing + Blackhole Attack « Data Tampering

* DoS / SYN Flood * Jamming

* Flooding Attack * Eavesdropping * Rushing Attack * Grayhole Attack = Insider Threat
« Collisions * Replay Attack

* SPOF * Man-in-the-Middle

* Low Link Quality * Wormhole Attack « Impersonation

* High Latency + Sybil Attack Attack

* De-authentication (LLQ & HL) + Selfish Node

Attack (Selfishness)

Figure 1.8: UAV Attack Taxonomy.

1.5.1 Resource Exhaustion and Availability Attacks

Resource exhaustion and availability attacks target the limited computational power and com-
munication resources inherent to UAV systems. These attacks disrupt UAV operations by

overwhelming computational or communication capabilities [6].

* Denial-of-Service (DoS): DoS attacks flood UAV nodes or communication channels
with excessive packets, depleting processing power and bandwidth until the node be-
comes unresponsive. A notable variant is the SYN Flood, which abuses the TCP hand-
shake by sending large numbers of SYN packets, exhausting connection tables and

causing crashes [6].

* Flooding Attack: Flooding attacks overwhelm UAVs with excessive data packets,
consuming memory buffers and processing capacity, degrading communication relia-

bility, and delaying legitimate data transfers critical for mission success [6].
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* Collisions: Collisions occur when multiple UAV nodes transmit simultaneously on
the same frequency, causing packet loss and retransmissions. The high mobility and

dynamic topology of FANETS significantly increase collision likelihood [6].

+ Single Point of Failure (SPOF): Single Point Of Failure arises when a critical UAV or
GCS node fails or is compromised, causing operational breakdown. This vulnerability

is particularly acute in centralised UAV architectures [6].

1.5.2 Communication Channel Attacks

Communication channel attacks aim to intercept, manipulate, or disrupt data transmission
between UAV nodes or ground control systems, compromising the confidentiality, integrity,

or availability of transmitted data [6].

* Jamming (Active Interference): Intentional transmission of interference signals dis-
rupts legitimate UAV communication channels, causing significant degradation of con-

trol signals and real-time data exchange [6].

* Eavesdropping: Eavesdropping intercepts UAV communications to gather sensitive
or classified data, violating confidentiality and enabling further attacks such as replay

or impersonation.

* Replay Attack: Captured legitimate packets are retransmitted fraudulently at a later
time to mislead UAV or control stations, enabling unauthorised access or system ma-

nipulation .

* Man-in-the-Middle (MITM): MITM attacks intercept and potentially alter UAV com-
munications in real time, compromising message confidentiality, integrity, and authen-

ticity .

* De-authentication Attack: Attackers send falsified de-authentication packets to forcibly

disconnect legitimate UAV nodes or control stations, creating operational instability .

1.5.3 Mobility and Navigation Attacks

These attacks specifically target UAV positioning and movement controls, affecting flight

trajectory, path planning, and collision avoidance [6].

* GPS Spoofing: Attackers transmit counterfeit GPS signals to deceive UAV navigation
systems, causing incorrect location reporting or complete navigational failure, criti-

cally compromising UAV safety [6].

12
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* Rushing Attack: Route discovery packets are rapidly forwarded to establish unautho-
rised control over network routing, disrupting legitimate navigation paths and degrad-

ing routing protocol reliability .

* Low Link Quality and High Latency (LLQ and HL): Caused by intentional interfer-
ence or network congestion, these conditions produce high communication latency and

poor signal quality, critically impacting real-time navigation and coordination among
UAVs.

1.54 Network Topology and Routing Attacks

These attacks compromise the integrity and reliability of routing protocols and UAV network

topology, often exploiting vulnerabilities within decentralised architectures.

» Blackhole Attack: Malicious nodes falsely advertise optimal routes to attract network
traffic, then drop all received packets, disrupting UAV network reliability and opera-

tional performance [6].

* Grayhole Attack: Similar to the blackhole attack, grayhole attackers selectively and
unpredictably forward or drop packets, complicating detection and causing significant

routing instability [6].

* Wormhole Attack: Attackers create a covert communication tunnel between mali-
cious nodes, secretly intercepting and redirecting packets, potentially leading to severe
data breaches [6].

* Sybil Attack: An attacker creates multiple fake UAV identities within the network,

undermining trust mechanisms, routing decisions, and collaborative mission integrity

[6].

* Selfish Node (Selfishness): Selfish nodes intentionally limit their packet forwarding
to conserve resources, disrupting network cooperation and decreasing overall UAV

network performance [6].

1.5.5 Application-Level and Payload Attacks

These attacks compromise UAV payload or application-layer services, affecting data in-

tegrity, confidentiality, and operational trustworthiness [6].

* Data Tampering and Modification: Attackers manipulate transmitted payload data
or application messages to mislead UAV operations, degrading mission accuracy and

reliability .

13
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* Insider Threat: Authorised insiders intentionally misuse their legitimate access to
leak sensitive information or manipulate UAV operations, posing severe internal secu-

rity threats .

* Impersonation Attack: Attackers disguise themselves as legitimate UAV nodes or
ground stations to gain unauthorised access, manipulate data exchanges, or mislead

operational decisions .

1.6 Intrusion Detection Systems (IDS)

Given the diverse and sophisticated threat landscape described in the previous section, in-
trusion detection constitutes a critical layer of defence for UAV networks. This section pro-
vides a formal definition, a structured three-axis classification, a review of Al-based detec-
tion approaches specifically applied to UAV networks, and an analysis of IDS deployment
strategies[7].

1.6.1 Definition and Goal of an IDS

An intrusion can be defined as any kind of unauthorised activity that causes damage to an
information system. An Intrusion Detection System (IDS) is a software or hardware system
that identifies malicious actions on computer systems in order to allow system security to
be maintained. The fundamental goal of an IDS is to identify different kinds of malicious
network traffic and computer usage that cannot be identified by a traditional firewall, enabling

timely response and mitigation [7] .

1.6.2 IDS Classification

Intrusion Detection Systems can be classified along three orthogonal axes: the technology
used for monitoring, the methodology employed for detection, and the analytical approach

used to reason about collected data. The following subsections examine each axis in detail
[8].
IDS Technologies

IDS technologies are classified according to the source and scope of the data they monitor.

Four main technology categories are identified :

* Network-Based IDS (NIDS): A NIDS monitors network traffic for the security of
network devices, analysing protocols at the network, application, and transport layers

to detect suspicious activities.
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Figure 1.9: Intrusion Dectection Systems Classification

* Host-Based IDS (HIDS): A HIDS monitors a host's properties and activities — in-
cluding traffic information, system logs, and file access — to detect potential threats

originating from or affecting a specific node.

* Wireless IDS (WIDS): A WIDS monitors wireless network traffic and analyses wire-
less protocols to identify suspicious activity. It is widely deployed across the coverage

area of a wireless network but cannot inspect upper-layer protocols such as TCP or
UDP.

* Network Behavioural Analysis: A Network Behavioural Analysis system examines
network traffic statistics to identify unusual flows such as DDoS attacks, malware
(worms, backdoors), and policy violations. NBA sensors either sniff packets directly

or consume network flow information from routers and network devices.

IDS Methodologies

IDS methodologies define the detection strategy — the principle by which the system distin-

guishes malicious from benign activity. Three main methodologies are recognised :

» Signature-Based IDS: A signature is a pattern corresponding to a known attack. Signature-
based detection compares observed events against a database of known attack signa-
tures. It is highly effective for known threats but largely ineffective against previously

unseen attacks or novel variants.

* Anomaly-Based IDS: Anomaly-based detection compares observed activities against
a model of normal behaviour. Deviations from the established baseline are flagged
as potential intrusions. This approach can detect unknown attacks but may produce

higher false positive rates.
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 Stateful Protocol Analysis: Stateful protocol analysis compares observed protocol
activity against predefined profiles of normal protocol behaviour for each state. Un-
like anomaly-based detection, it relies on universal protocol profiles rather than host-
specific baselines, and tracks the state of network, transport, and application protocols

over time.

IDS Approaches

IDS approaches describe the algorithmic and analytical techniques used to implement the

chosen methodology. Seven principal approaches are identified in the literature :

+ Statistical-Based: Monitors normal transactions to build a legitimate profile. A score
is assigned per transaction and compared against a threshold; exceeding it triggers an
alarm. Statistical metrics such as mean, median, variance, and standard deviation are

used to model normal behaviour.

* Rule-Based: Applies a set of predefined rules for detecting intrusions. Artificial intel-
ligence may be used to derive rules automatically from known attack patterns. A small
set of rules can recognise many attack variants, making this approach more compact

than signature-based methods.

* Heuristic-Based: Searches for intrusions based on known malicious behavioural pat-

terns. The system builds a model of acceptable behaviour and flags deviations.

* Pattern-Based: Extracts meaningful patterns from collected data and identifies attacks
by matching against known malicious patterns. Detects known attacks efficiently but

struggles with zero-day threats whose signatures are not yet known.

* Cloud-Based: Leverages cloud computing infrastructure to identify malicious net-
work activities from multiple perspectives, overcoming classical single-node detection

limitations through aggregated analysis.

* Machine Learning-Based: Automates the analysis process using supervised, unsu-
pervised, or semi-supervised learning. Primary advantages include adaptability, high

performance, flexibility, and the ability to detect novel attack types.

* Deep Learning-Based: A subfield of machine learning that learns hierarchical repre-
sentations from examples, often eliminating manual feature engineering. Can detect

anomalies in large-scale, multi-dimensional, and dynamically changing data.

16



Chapter 1: Literature Review

1.6.3 IDS Deployment Strategies

The deployment strategy of an IDS in UAV networks significantly influences its operational
effectiveness, response time, scalability, and robustness against cyber threats. Deployment
refers to the organisational and functional architecture that handles how intrusion detection

tasks are distributed or centralised among UAV nodes and associated GCS [6]. Proper de-
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ployment strategy selection is critical given the unique constraints of UAV systems , limited
computational resources, real-time responsiveness requirements, and the need for robustness

against diverse threat types [6]

Centralised Deployment

In centralised IDS deployment, intrusion detection operations — including analysis and decision-
making — are primarily conducted at a single central location, usually a GCS or dedicated
central node. UAVs act mainly as data collection points, transmitting gathered data to the
centralised node for comprehensive analysis. This approach is also more feasible for heav-
ier deep learning models. It simplifies data management and ensures powerful computing

resources can be employed, significantly enhancing analytical capability and accuracy [6].

Decentralised (Distributed) Deployment

In decentralised or distributed IDS deployments, detection capabilities are dispersed across
individual UAV nodes rather than concentrated at a single central point. Each UAV operates
autonomously or semi-autonomously, performing local data analysis and anomaly detection.
This architecture significantly reduces latency by enabling immediate detection and response
to cyber threats directly at the UAV node level [6].

Federated Deployment

Federated deployment combines aspects of centralised and decentralised architectures by
enabling UAV nodes to collaboratively train intrusion detection models without sharing raw
data. Each UAV node trains a local model using its own data, and periodic model updates
are securely transmitted to a centralised aggregator — typically located at a GCS — which

consolidates these updates into a global model and redistributes it back to individual UAVs

[6]

1.7 Kolmogorov—Arnold Networks (KAN)

Kolmogorov—Arnold Networks (KAN) are a recently introduced class of neural architec-
tures inspired by the Kolmogorov—Arnold representation theorem. Unlike classical neural
networks that approximate functions using fixed nonlinear activations on nodes, KANs shift

the learning capacity from nodes to edges by parameterizing learnable univariate functions

[9].

18



Chapter 1: Literature Review

1.7.1 Kolmogorov—Arnold Representation Theorem

The Kolmogorov—Arnold theorem states that any continuous multivariate function can be
represented as a finite composition of continuous univariate functions [9].

Formally, for a continuous function
f:R" =R,

there exist continuous functions ¢,(-) and v, ,(-) such that:

2n n
flay, e, x) = Z Pq (Z ¢p,q(xp>>
q=0 p=1

This theorem guarantees that high-dimensional functions can be decomposed into com-

positions of 1D functions, which forms the theoretical foundation of KANs [9].

1.7.2 From Theorem to KAN Architecture

Kolmogorov—Arnold Networks operationalize this theorem by replacing standard linear weights
with learnable univariate functions [9].
A KAN layer is defined as:

i =Y i i)
=1

where:
* x; are input features,
* ¢;;(+) are learnable 1D functions,
* y; 1s the output feature.

Unlike Multi-Layer Perceptrons (MLPs), where non-linearity is applied at nodes, KANs
embed non-linearity directly on edges.
Each function ¢; ; is typically parameterized using spline-based representations:

o(r) =Y exBy(x)

k

where By (x) are basis spline functions and ¢y, are learnable coefficients.
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Figure 1.10: Notations of activations that flow through the network.

1.7.3 KAN vs MLP

The key differences between KAN and traditional MLP architectures are summarized as
follows[9]:

Model | Multi-Layer Perceptron (MLP) | Kolmogorov-Arnold Network (KAN)

Theorem Universal Approximation Theorem Kol -Arnold Repr ion Theorem
F L Nie) nil n
ormula =
(Shallow) S & Y actwx+5) =3 oY m)
i=1 =1 =

learnable activation functions
on edges

fixed activation functions | (b)
on nodes

Model
(Shallow) "~ sum operation on nodes
learnable weights v
on edges
Formula _ r o Woerm o
Pty MLP(x) = (W, o 5, ¢ W, 2., » W, )(x)
creeeeeeeees MLP(x) | (d) KAN(x)
Model nonlinear,
(Deep) Shesipeet e T fixed

ronlinear,
learnable

linear,
learnable

Figure 1.11: Multi-Layer Perceptrons (MLPs) vs. Kolmogorov-Arnold Networks (KANs).

* MLP: Learns weights on edges and applies fixed activation functions on nodes.

* KAN: Learns activation functions on edges, replacing fixed nonlinearities.

Mathematically, an MLP layer is:

y=oc(Wz+0b)

while a KAN layer is:

Yj = Z i j (i)

This structural difference allows KANs to achieve higher interpretability and improved ap-

20



Chapter 1: Literature Review

proximation efficiency for certain function classes [9].

1.7.4 Why KAN for UAYV Intrusion Detection

In UAV intrusion detection systems, the feature space is highly nonlinear, heterogeneous, and
sensitive to small perturbations in communication behavior. Traditional MLP-based classi-
fiers may require deeper architectures to approximate such functions [9].

KAN:Ss are particularly suitable for this context due to:

* Their ability to model complex nonlinear relationships using explicit function decom-

position.
* Improved interpretability of learned feature transformations.

* Better approximation efficiency in low-data or imbalanced scenarios.

As demonstrated in the original KAN formulation, replacing fixed activations with learn-
able functions improves representation flexibility while maintaining compact model struc-

tures, which is crucial for UAV systems with computational constraints [9].

1.8 Conclusion

This chapter provided a comprehensive overview of the fundamental concepts related to UAV
networks and their security requirements. It covered UAV architectures, FANET properties,
and communication models, emphasizing the challenges introduced by mobility, scalability,
and resource constraints.

It also presented a detailed taxonomy of UAV cyberattacks, illustrating the diversity of
threats across network, communication, navigation, routing, and application layers. In addi-
tion, Intrusion Detection Systems were analyzed in terms of their technologies, methodolo-
gies, and deployment strategies in centralized and distributed environments.

Finally, Kolmogorov—Arnold Networks were introduced as an emerging learning approach
capable of modeling complex nonlinear behaviors, making them suitable for UAV intrusion
detection tasks.

Overall, the chapter establishes the theoretical foundation required for the proposed archi-

tecture and implementation in the following chapters.
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Chapter 2

Chapter 2: Related Work

2.1 Introduction

This chapter reviews existing research on intrusion detection systems (IDS) for UAV net-
works. It covers different approaches proposed in the literature, including network-based
and system-based IDS, as well as their deployment architectures such as centralized and dis-
tributed models. The chapter also discusses optimization strategies for resource-constrained
UAV environments and highlights various detection methodologies, including behavioral and
rule-based techniques. Finally, it presents a comparative discussion of the reviewed works

to outline their main contributions and limitations.

2.2 Different intrusion detection systems for UAVs security

Securing Unmanned Aerial Vehicles (UAVs), Flying Ad-Hoc Networks (FANETSs), and the
Internet of Drones (IoD) has emerged as a critical research domain due to the increasing
reliance on autonomous aerial platforms in civilian, industrial, and military applications.
However, the constrained computational resources, limited onboard energy, dynamic mo-
bility, and distributed nature of UAV environments introduce significant challenges for in-
trusion detection systems (IDS). Consequently, existing UAV IDS research seeks to achieve
a balance between detection accuracy, computational efficiency, scalability, and real-time
responsiveness.

To provide a structured understanding of the literature, existing IDS approaches for UAV
networks can be analysed according to multiple complementary dimensions, including the

source of monitored data, deployment architecture, optimization strategy, and detection method-

ology.
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Figure 2.1: Intrusion Detection Systems (IDS) Taxonomy in UAV Networks

2.2.1 Data Collection Paradigms

(A) Network-Based IDS

Network-Based Intrusion Detection Systems (NIDS) represent the most widely adopted cate-
gory in UAV security research. These approaches monitor communication traffic, telemetry
streams, routing behavior, and packet exchanges between UAV nodes and ground control
stations in order to identify malicious activities.

Al-Fuwaires and Mishra [10] developed a machine learning-based detection pipeline using
conventional classifiers such as Random Forest and Decision Trees trained on the NSL-KDD
dataset. Although the proposed approach achieved an accuracy exceeding 97%, its reliance
on traditional network datasets limits its ability to accurately represent realistic UAV com-
munication environments.

To address the scarcity of authentic drone datasets, Whelan et al. [11] proposed the
MAVIDS framework, which applies unsupervised one-class classification and Principal Com-
ponent Analysis (PCA) directly to PX4 flight logs. Their framework successfully detected
anomalies including GPS spoofing and communication jamming without requiring labelled
datasets.

Several studies have focused on handling class imbalance problems commonly encoun-
tered in intrusion detection datasets. Bouhamed et al. [12] introduced a Deep Reinforcement
Learning (DRL) framework that employs a reward optimization mechanism to prioritize mi-
nority attack classes within the CICIDS2017 dataset. Similarly, Gamal et al. [13] combined
Long Short-Term Memory (LSTM) networks with the Synthetic Minority Over-sampling
Technique (SMOTE) to improve temporal attack classification. Hamad et al. [14] further en-
hanced sequential attack modelling by proposing an Extended LSTM (XLSTM) architecture
integrated with Recursive Feature Elimination (RFE) to reduce noisy and redundant features.

Other works have explored architectural improvements for network-level intrusion de-
tection. The researchers in [15] developed UAV-IDS-ConvNet, a convolutional deep learn-
ing architecture evaluated on the UAV-IDS-2020 dataset containing encrypted drone Wi-Fi

traffic. Wang et al. [16] improved multiclass threat detection through the integration of
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group convolution networks and snapshot ensemble learning. Furthermore, Mehmood et al.
[17] demonstrated the practical feasibility of deploying lightweight machine learning models

within wireless sensor network environments using the COOJA simulation platform.

(B) System-Based IDS

Unlike network-based approaches, System-Based Intrusion Detection Systems monitor the
internal operational state of UAV platforms, including onboard sensors, flight controllers,
electrical components, and hardware-level signals. These approaches are particularly effec-
tive for detecting attacks that cannot be directly observed through packet inspection alone.

Rahman et al. [18] proposed a three-layered UAV security architecture targeting flight
controllers and power electronic subsystems. Their framework combines Support Vector
Machines (SVM) with rule-based signal analysis to detect hardware Trojan attacks and False
Data Injection (FDI) attacks affecting onboard sensor measurements.

Alheeti et al. [19] utilized ICMetric technology to extract unique physical fingerprints
from micro-electromechanical system (MEMS) sensors. These hardware-level signatures
were then combined with network traffic information using a Deep Neural Network (DNN) to
improve intrusion detection accuracy. To address the severe resource limitations of lightweight
UAV platforms, Khalil and Rahman [20] implemented an Adaptive Neuro-Fuzzy Inference
System (ANFIS) directly on an Arduino Nano microcontroller. Their lightweight architec-
ture enabled real-time classification of flight telemetry while requiring minimal memory and

computational resources.

2.2.2 Deployment Architectures

(A) Distributed IDS

Distributed IDS architectures aim to eliminate single points of failure by enabling cooperative
intrusion detection across multiple UAV nodes. These systems typically rely on decentralized
communication, collaborative decision-making, and distributed intelligence mechanisms.

Abu Al-Haija and Al Badawi [15] proposed a peer-to-peer collaborative detection frame-
work where UAV nodes independently monitor local conditions while maintaining trust syn-
chronization using blockchain-based consensus mechanisms. This approach improves re-
silience against centralized failures while enhancing network trust management.

To preserve operational privacy in swarm environments, da Silva et al. [21] implemented
a Federated Learning-based intrusion detection framework for UAV networks. Under this
architecture, each UAV trains a local autoencoder model using private flight data and shares
only updated model parameters with a central aggregator through the FedYogi optimization

algorithm, thereby preventing raw data exposure.
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(B) Centralized IDS

Centralized IDS architectures collect telemetry data and network traffic from distributed UAV
nodes and process them using centralized edge servers, cloud systems, or ground control sta-
tions. These architectures provide higher computational capacity and simplified management
at the cost of increased communication dependency and potential single points of failure.

Shrestha et al. [22] developed an integrated 5G-satellite gateway architecture that offloads
computationally intensive detection tasks from UAV nodes to terrestrial and satellite-based
edge servers. Their centralized Decision Tree-based framework demonstrated effective de-
tection of multiple attack vectors while preserving onboard energy resources.

Similarly, Gamal et al. [13] employed a centralized architecture where data preprocess-
ing, normalization, and deep LSTM training operations are executed at a base station rather
than onboard UAVs. This design significantly reduces storage and computational burdens on

aerial platforms.

2.2.3 Optimization Strategies

Lightweight IDS

Because UAVs operate under strict energy, storage, and processing constraints, lightweight
IDS architectures constitute a major research direction within UAV cybersecurity.

Khalil and Rahman [20] proposed an ANFIS-based IDS requiring only 5 KB of mem-
ory and approximately 3 milliseconds of execution time on microcontroller-based hardware.
Bouhamed et al. [12] further reduced onboard computational overhead through a periodic
offline retraining mechanism where intensive learning operations are transferred to a ground
station.

Whelan et al. [11] demonstrated that localized Autoencoder models could execute effi-
ciently on NVIDIA Jetson Nano companion computers while processing thousands of pre-
dictions per second. Medhi et al. [23] advanced lightweight IDS optimization through UAV-
DiPNID, which combines model pruning and knowledge distillation techniques to reduce
model size by approximately 90% and decrease inference latency by more than 80% without

significantly affecting detection accuracy.

2.2.4 Detection Methodologies

Behavioral and Rule-Based IDS

Behavioral and rule-based intrusion detection approaches focus on improving interpretability
and decision transparency by utilizing structured logic, predefined behavioral profiles, and

explicit reasoning mechanisms.
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Xie et al. [24] introduced the Extended Belief Rule Base (EBRB) framework, which
employs optimized IF-THEN rules derived from packet size distributions and traffic arrival
intervals to detect anomalous behavior with limited training data requirements.

Ouiazzane et al. [25] proposed a multi-agent architecture where a lightweight signature-
based filtering agent first evaluates incoming traffic before activating more computationally
intensive machine learning mechanisms when unknown patterns are encountered.

Additionally, Thekoronye et al. [26] designed a Random Forest-based delay-tolerant IDS
optimized through randomized search cross-validation for military UAV missions operating

under severe payload and latency constraints.

2.2.5 Discussion

Despite significant advances in UAV intrusion detection research, several limitations remain
insufficiently addressed. Many existing systems rely on generic network datasets that fail to
accurately capture realistic UAV communication dynamics. Lightweight architectures often
sacrifice detection performance to preserve energy efficiency, while centralized approaches
remain vulnerable to communication bottlenecks and single points of failure. Furthermore,
distributed IDS frameworks continue to face challenges related to coordination overhead,
scalability, adaptive learning, and real-time decision synchronization.

These limitations highlight the need for efficient distributed intrusion detection architec-
tures capable of combining high detection accuracy, lightweight operation, adaptive intelli-
gence, and scalable cooperative detection mechanisms. Motivated by these challenges, the
following section examines the E-DIDS architecture, which serves as the foundational frame-

work adopted and extended in this thesis.
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Reference Category Architecture | Technique Main Contribution

Al-Fuwaiers Network- Centralized Random Forest, | Machine learning IDS for UAV

and  Mishra | Based Decision Tree IoT security using NSL-KDD

(2024) dataset.

Whelan et al. | Network- Lightweight | PCA, One-Class | MAVIDS framework for

(2022) Based Classification anomaly detection using PX4
flight logs.

Bouhamed et | Network- Lightweight | Deep Reinforce- | Improved minority attack detec-

al. (2021) Based ment Learning tion through reward-based learn-
ing.

Gamal et al. | Network- Centralized LSTM + | Enhanced intrusion detection

(2024) Based SMOTE through temporal attack mod-
elling.

Hamad et al. | Network- Centralized XLSTM + RFE | Deep learning IDS with feature

(2025) Based selection and improved sequence
learning.

Abu Al-Haija | Network- Distributed Deep Learning | Collaborative real-time IDS for

and Al Badawi | Based UAV networks.

(2024)

Wang et al. | Network- Centralized Group CNN | Improved multiclass intrusion

(2021) Based + Snapshot | classification performance.

Ensemble

Mehmood et | Network- Lightweight | Machine Learn- | Simulation-based IDS deploy-

al. (2022) Based ing ment using COOJA.

Rahman et al. | System-Based | Distributed SVM + Rule- | Detection of hardware Trojans

(2021) Based Analysis | and false data injection attacks.

Alheeti et al. | System-Based | Centralized ICMetric + | Hybrid IDS combining hardware

(2023) DNN fingerprints and network traffic.

Khalil and | System-Based | Lightweight | ANFIS Real-time lightweight IDS for

Rahman resource-constrained UAVs.

(2023)

da Silva et al. | Distributed Distributed Federated Privacy-preserving collaborative

(2023) IDS Learning anomaly detection for UAV
swarms.

Shrestha et al. | Centralized Centralized Decision Tree Offloaded intrusion detection

(2021) IDS through 5G and satellite infras-
tructure.

Medhi et al. | Lightweight Lightweight | Pruning+ Distil- | Reduced model size and infer-

(2025) IDS lation ence latency while preserving
accuracy.

Xie et al. | Behavioral Centralized BeliefRule Base | Interpretable anomaly detection

(2022) IDS using expert-defined rules.

Ouiazzane et | Behavioral Distributed Multi-Agent Hierarchical detection combin-

al. (2020) IDS System ing signatures and anomaly anal-
ysis.

Thekoronye et | Behavioral Lightweight | Random Forest | Delay-tolerant IDS for military

al. (2022) IDS UAV environments.

Table 2.1: Comparative summary of representative intrusion detection systems for UAV se-

curity.
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2.3 Reference Architecture : E-DIDS

2.3.1 Overview of E-DIDS

The Exhaustive Distributed Intrusion Detection System m for UAVs attacks detection and-
security enforcement(E-DIDS) (reference ) framework represents a paradigm shift in UAV
intrusion detection, transitioning from the conventional centralized detection model toward a
fully distributed, cooperative, and subsystem-aware security architecture. The fundamental
premise of E-DIDS is that no single IDS unit can adequately monitor the heterogeneous attack
surface of a modern UAV system, which encompasses sensor layers, communication proto-
cols, core system processes, and network interfaces simultaneously. By distributing detection
responsibilities across specialized IDS units , each anchored to a distinct UAV subsystem .
The framework achieves both detection granularity and systemic resilience that centralized

approaches inherently cannot provide.[27]

2.3.2 E-DIS Proposed Scheme

E-DIDS Architecture

The E-DIDS architectural design decomposes the detection infrastructure into five function-
ally distinct yet tightly integrated modules. This modular decomposition is not merely an en-
gineering convenience; it reflects a principled separation of concerns, where in each module
encapsulates a specific aspect of the detection lifecycle , from raw data ingestion to threat-
response actuation.[27]

(1) The Sensor Module : constitutes the perceptual layer of the framework. It is respon-
sible for the continuous acquisition and preliminary assessment of operational data across
spatially distributed points within the UAV system. Each sensor unit is configured to observe
a designated subsystem component, ensuring that the detection coverage is both exhaustive
and non-overlapping.[27]

(2) The Communication Module : governs the transmission of processed intelligence
between the distributed IDS units and the Central Control Module. Its layered design com-
prising a transport layer for link establishment and a nucleus layer for content encapsulation

, ensures that inter-IDS data exchange is both reliable and semantically structured. [27]
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(3) The Central Control Module : serves as the analytical and decisional apex of the
E-DIDS hierarchy. Upon receiving detection analytics from all subsystem IDSs, it performs
a global threat synthesis, categorizes the severity of detected intrusions, and initiates the
appropriate response protocol. Its internal composition , an analysis engine, a central console,
and a response layer , reflects the sequential logic of detection, interpretation, and actuation.
[27]

(4) The Management Module : addresses the operational governance of the distributed
IDS network. It maintains configuration consistency across all subsystem IDSs, enforces se-
curity policy uniformity, and generates performance monitoring reports. Crucially, it func-
tions as a distributed small engine, meaning each linked subsystem hosts its own management
instance rather than deferring entirely to a central authority. [27]

(5) The Reporting Module : closes the feedback loop by aggregating detection outputs
and producing structured incident reports. It distinguishes between the data aggregation func-
tion and the response initiation function through its two constituent layers, thereby ensuring

that alarm generation and data persistence are decoupled.[27]
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Figure 2.2: Diagram scheme of the E-DIDS modules.

E-DIDS behavioral study case

The E-DIDS framework defines UAV security through behavioral standards that describe
the normal operational ranges of each UAV subsystem (sensors, communication, and flight
control). Instead of treating the UAV as a single unit, the system models each subsystem
separately because each one exhibits distinct behavioral patterns.

These behaviors are represented as a set of states where the UAV operates in either [27]:

* Normal behavior set N
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» Abnormal (attack/fault) behavior set A

such that:

NUA=U 2.1)

where U is the full universe of UAV operational states.

Behavior Representation

Each UAV state is mapped into a structured representation space:
R:U — Ug (2.2)

This mapping transforms raw flight events into feature vectors of behavioral indicators, form-

ing:
* Np: normal mapped states
» Apg: abnormal mapped states

These vectors encode subsystem conditions, including sensor readings, protocol states,

and flight behavior constraints.

Detection Model

The intrusion detection module is defined as:

D=(f1) (23)
where:
f @ detection function (2.4)
[ : UAV flight log sequence (2.5)
The detection function operates as:
f:UxR—10,1] (2.6)

It evaluates the similarity between observed behavior s € Ug and learned normal patterns
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Decision Rule

A threshold-based classification is used:

Normal, if f(s,5) >

D(s) = 4 2.7)
Attacked, if f(s,5) < ¢
where:
© : detection threshold (2.8)
S : stored safe behavioral patterns (2.9

This means the system flags a UAV as compromised when its behavior deviates signifi-

cantly from learned safe standards.

2.3.3 System model and proposed scheme

Implementing an exhaustive DIDS architecture using Al could involve several phases, in-
cluding data collection and prepro cessing, building and connection, training, and integrating
the different IDS modules to run the central control of the E-DIDS.[27]

Safe (S)and

Normal (N} Representation >
AN,

Attacked (A) N R
.

Flight Log :1

Figure 2.3: An illustration of functional attacks detection in a mapped representation of UAV
flight log

E-DIDS configuration

The E-DIDS configuration enables an entire fleet of detection and reporting. The entire
framework can benefit from collaborative detection and increased awareness of the overall
threat landscape generated using the Central Control Module through interconnecting mul-
tiple IDS subsystems. [27] The configuration is established with security standards and ap-
prised regularly to counteract new attacks :

(1) Identifying UAV subsystems and equipping each one with a dedicated IDS responsible

for monitoring, preprocessing data, and executing the detection module.[27]
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(2) Using a management module to supervise linked IDSs through configuration manage-
ment, policy updates, attack identification, and coordination of detection capabilities.[27]

(3) Generalizing detection analysis and decision-making by transmitting detected attack
data and logs to the central analysis module.[27]

(4) Synchronizing attack detection scores and analysis through a communication module
that enables collaboration, knowledge sharing, and threat intelligence exchange between IDS
subsystems.[27]

(5) Executing the report module in the Central Control Module to trigger incident alerts
and automated defensive actions, such as modifying flight paths or deploying protection
mechanisms.[27]

Overall, E-DIDS combines distributed IDS subsystems with centralized analysis to pro-

vide collaborative UAV attack detection and response.

Data assembly and preprocessing

The data generation and preprocessing stage involves collecting UAV data from flight logs,
sensors, and system sources, cleaning missing and redundant values, encoding non-numerical
features, and applying feature scaling with min—-max normalization. The dataset is then la-
beled to distinguish normal and attack states, an additional “Alert” feature is introduced to
represent IDS outputs, and the final dataset is split into training and validation sets for model

training and evaluation.[27]

E-DIDS detection strategy

The IDS implemented at the E-DIDS architecture’s primer analysis and detection level serves
as a detection engine based on a DL attacks detection model. Each IDS module treats the
data generated by the referred linked subsystem and sends it to the central control module
for performing a cooperative attack detection.The intrusions are defined at the level of the
subsystems and will be transmitted as a detection analysis report with the detection rates. The
DL model is in charge of learning from the data through a training phase, and validation is
executed in order to evaluate the attack’s detection rate.[27]

The proposed model is based on Long Short-Term Memory (LSTM) networks, a variant of
Recurrent Neural Networks designed for sequential data processing.The network processes
an input sequence [z1, x9, Z3, . . . , o7 | and produces a corresponding sequence of hidden states
[h1, ha, hs, ..., hr], where each state encodes both current input information and past context.
The internal mechanism is governed by standard gating equations that update the cell state and

hidden representation at each time step.[27] This architecture enables the model to effectively
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capture temporal dependencies in sequential data and improve classification performance on

time-dependent patterns.[27]
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Figure 2.4: High-level flow diagram of the E-DIDS execution.

2.4 Conclusion

This chapter summarized the main categories of intrusion detection systems for UAV security,
including their data collection methods, architectural designs, optimization strategies, and
detection techniques. It also provided a comparative overview of representative studies in the
literature. The discussion highlighted the strengths and limitations of existing approaches,
which motivates the need for more efficient and distributed IDS solutions. This sets the
foundation for the next chapter, where the E-DIDS architecture is introduced as the proposed

framework.

33



Chapter 3: Methodology

Chapter 3

Chapter 3: Methodology

3.1 Introduction

This chapter presents the methodology adopted in this thesis for designing and implementing
the proposed intrusion detection system for UAV environments. It begins by introducing the
overall architecture and system design, followed by a detailed description of the functional
modules, including the sensor, communication, management, central control, and reporting
modules.

The chapter also explains the organizational structure of the UAV fleet, including cluster-
based formation and cluster head selection mechanisms. It further describes the data collec-
tion process, dataset characteristics, and preprocessing pipeline used to prepare the input data
for the learning model.

In addition, the proposed Kolmogorov-Arnold Network (KAN) classifier is presented
along with its formulation, architectural enhancements, and inference process. The intru-
sion detection framework is then detailed through its subsystem decomposition, including
network, navigation, and communication-based detection layers. Finally, the chapter con-

cludes with the system workflow and the evaluation metrics used to assess performance.
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Network IDS node MAVLink IDS node UAVCAN IDS node
Group A Group B Group C

Sensor module Sensor module Sensor module
Network flow acquisition MAVLink telemetry tap CAN bus frame reader

IDS engine IDS engine IDS engine
KAN - 5 classes KAN -3 classes KAN -3 classes

Management agent Management agent Management agent

MQ communication mesh - publish / subscribe - all nodes connected

Detection reports - policy updates - fleet alerts - heartbeats - election messages

Cluster head — elected by energy-trust composite criterion

Central control Management Reporting
Three-IDS fusion Policy distribution Incident logging
Alert dispatch Node health monitoring Performance metrics

Leader election protocol
Runs on every nade - composite score = battery x trust - deterministic - no negotiation

Failure and recovery guarantees

Detection continuity Report buffering Threshold degradation
Each node runs its IDS Reports buffered during Fusion threshold rises
engine independently election gap when fewer IDS groups

regardless of CH state Flushed to new CH are active
No detection gap No event lost Graceful degradation

Figure 3.1: Overall System Architecture.

3.2 Adopted Architecture

This work adopts the Exhaustive Distributed Intrusion Detection System (E-DIDS) architec-
ture presented in the related literature as the foundational security framework for protecting
UAV swarm environments. The architecture is based on a distributed intrusion detection
strategy in which monitoring and analysis functionalities are deployed across UAV nodes
rather than relying on a centralized security entity.

The adopted architecture aims to improve scalability, resilience, and real-time threat detec-
tion capabilities within dynamic UAV networks. By distributing intrusion detection respon-
sibilities among UAV nodes and cluster heads, the system reduces single points of failure
while supporting collaborative security monitoring and coordinated anomaly detection.

Within the context of this work, the E-DIDS architecture is organized into several inter-
connected modules that collectively support data acquisition, communication management,
distributed monitoring, intrusion detection, and security reporting operations.

In this work, the original E-DIDS architecture is adapted and extended to better align with
protocol-specific intrusion detection requirements and resource-aware UAV deployment con-
straints. While the foundational distributed structure of E-DIDS is preserved, several key
modifications are introduced. First, the detection layer is specialized into protocol-oriented
subsystems, enabling dedicated analysis for network-level traffic as well as embedded com-

munication protocols. Second, a lightweight inference engine based on a Kolmogorov-Arnold
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Network (KAN) is integrated to ensure real-time detection under UAV computational lim-
itations. Finally, the reporting and decision flow is streamlined to support faster anomaly

propagation between nodes, reducing latency in collaborative detection scenarios.

Component Original E-DIDS Architec- | Proposed Implementation
ture (This Work)
Detection Scope General distributed intrusion | Specialized multi-layer
detection across UAV swarm | detection:  Network IDS,
MAVLink-based IDS, and
Embedded Communication
IDS
Detection Model General machine learning- | Lightweight  Kolmogorov-
based detection without | Arnold Network (KAN)-
protocol specialization based inference  engine
optimized for real-time UAV
constraints
System Structure | Distributed architecture with | Preserved  distributed ar-
cluster-based coordination chitecture with enhanced
protocol-aware  subsystem
decomposition
Processing  Strat- | Partially centralized process- | Fully distributed inference
egy ing at cluster or coordination | executed at UAV node level
nodes (edge-based processing)
Protocol ~ Aware- | Protocol-agnostic intrusion | Protocol-aware detection tai-
ness detection design lored to UAV communication
layers (network, MAVLink,
UAVCAN)
Resource  Opti- | General scalability considera- | Explicit lightweight design
mization tions optimized for onboard UAV
execution and low latency in-
ference

Table 3.1: Comparison between the original E-DIDS architecture and the proposed imple-
mentation.

3.3 System Modules

The architecture is composed of multiple interconnected modules, each responsible for a spe-
cific function within the distributed intrusion detection process. This modular organization
enables efficient sensing, detection, communication, coordination, and management across
the UAV swarm.

The following subsections present the main system modules and their respective roles

within the proposed architecture :
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3.3.1 Sensor Module

The Sensor Module represents the data acquisition and preprocessing component of the adopted
E-DIDS architecture. It is responsible for collecting raw UAV operational data and transform-
ing it into structured feature representations suitable for intrusion detection analysis.

This module is strictly divided into three sequential layers:

Layer 1: Data Acquisition Layer

This layer collects raw input data from UAV-related sources. In a real deployment scenario,
this layer interfaces directly with UAV communication channels such as network interfaces

and MAVLink serial links to capture real-time telemetry and packet flows.

Layer 2: Preprocessing Layer

This layer applies the exact transformation pipeline used during offline training. Importantly,
no re-fitting occurs at inference time, ensuring strict prevention of data leakage and main-

taining model consistency between training and deployment environments.

Layer 3: Feature Qutput Layer

The resulting processed feature vector is pushed into a thread-safe queue, which acts as the
input buffer for the IDS inference engine. The Sensor Module does not perform classification,
its role is strictly limited to producing model-ready feature vectors.

This design enables heterogeneous sensing across the UAV fleet while maintaining a uni-
fied preprocessing pipeline.

3.3.2 Communication Module

The Communication Module is responsible for managing all inter-node and intra-node in-
formation exchange within the UAV swarm, ensuring continuous dissemination of detection
results, control signals, and coordination messages across the system.

It is structured into two logical layers:

Layer 1: Transport Layer

Provides the underlying mechanism for message exchange between UAV nodes, ensuring
reliable and low-latency delivery of information across the swarm to maintain connectivity

and coordination.
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Layer 2 : Nucleus Layer

Defines the structure and meaning of exchanged information, where each message carries a
semantic payload such as IDS detection reports, fleet-wide alerts, policy updates, and coor-
dination signals, enabling consistent interpretation across heterogeneous nodes.

A lightweight buffering mechanism is also employed to temporarily store outgoing mes-
sages when immediate delivery is not possible, ensuring continuity of communication and

preventing information loss.

3.3.3 Management Module

The Management Module represents the control and configuration layer of the distributed
intrusion detection architecture. Its role is to regulate system-wide operational behavior
through adaptive policies, maintain awareness of node health, and ensure coordinated ex-
ecution of detection and communication processes across the system. Unlike detection com-
ponents, this module does not perform classification; instead, it defines and enforces the
operational rules under which all other components operate.

To ensure modularity and clarity, the Management Module is structured into two func-
tional layers: the Configuration Layer and the Monitoring Layer.

Configuration Layer

The Configuration Layer defines the global operational policy governing the behavior of the

system. This policy is represented as a structured parameter set:

P = {917 827 93, ¢3> ¢2a ¢17 Thy Tsy Tsamples Tas Tsilent}
where:
* 0,6, 05 represent decision thresholds used by the underlying detection components;

* (3, 0o, 1 represent fusion decision thresholds depending on the number of active de-

cision sources contributing to a final output;
* 75, defines the heartbeat interval used for periodic liveness signaling;
* 7, defines the silence timeout used for failure detection and inactivity estimation;
* Tsample cONtrols the sampling rate of data acquisition modules;
* 7, defines the cooldown period between consecutive system-wide alerts;

* Tqent defines the threshold used to classify a node as non-responsive.
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These parameters define a global control policy that governs the behavior of all system
components introduced in subsequent sections.
Policy updates are distributed across all nodes using a version-controlled mechanism. Let

P denote the policy at version v. A new configuration is accepted only if:

Unew > Veurrent

This ensures consistent and monotonic evolution of system behavior while preventing
outdated configurations from overriding newer ones.
Monitoring Layer

The Monitoring Layer is responsible for maintaining real-time awareness of system-wide
node status. It tracks node activity and detects communication degradation based on temporal
message behavior.

For each node 1, a state descriptor is maintained:

Si == (t,lillSt7 T, Hi)
where ¢! represents the timestamp of the most recent received message, r; represents
the number of reports received, and x; represents the set of active processing components
associated with the node.
The inactivity duration of a node is defined as:

last
Atz = tcurrent - t@

A node is classified as operational if:

Atz < Tsilent

and classified as silent otherwise:

Atz 2 Tsilent

Nodes identified as silent are reported for system-level awareness and logging purposes,
without directly affecting decision-making processes.

The monitoring process produces a global system health map:

H = {(4, status;) | i € N'}

where each node is labeled as either OK or SILENT based on its observed activity.
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Functional Overview
Overall, the Management Module ensures:
* consistent enforcement of global system policies across all components;
« adaptive configuration of detection sensitivity and operational parameters;
* continuous monitoring of node availability and responsiveness;
* version-controlled dissemination of configuration updates across the system.

This layered design allows the Management Module to operate as a lightweight yet essen-
tial control mechanism ensuring stability and coherence in the distributed intrusion detection

architecture.

3.3.4 Central Control Module

The Central Control Module represents the decision fusion core of the distributed intrusion
detection architecture. Its primary role is to transform multiple heterogeneous detection re-
ports generated across the system into a single coherent fleet-level security decision. Unlike
local detection components, this module does not perform feature extraction or classification;
instead, it operates on aggregated inference outputs and enforces a unified decision logic that
governs system-wide response behavior.

To ensure a structured decision pipeline, the Central Control Module is organized into

three functional layers: the Analysis Layer, the Decision Layer, and the Response Layer.

Analysis Layer

The Analysis Layer is responsible for collecting and organizing detection reports received
from distributed nodes within a temporal observation window. Each report is represented as:

r, = (Ql; Ci, tia SZ')

where y; denotes the predicted class label, ¢; € [0, 1] is the associated confidence score, ¢;
is the timestamp of the report, and s; identifies the source node.
To ensure temporal relevance, only recent reports within a sliding window AT are con-

sidered:

R(t) = {ri |t —t; < AT}

These reports are then grouped according to their originating detection stream, allowing
the system to maintain separate statistical views of concurrent detection sources while pre-

serving temporal coherence.
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For each group g, the mean confidence is computed as:

1
= TRy 22O

where R, represents the subset of reports belonging to group g.

Decision Layer

The Decision Layer performs dynamic fusion of the aggregated confidence values. Let G, C
GG denote the set of active detection groups contributing non-empty reports at time ¢. The

number of active groups is defined as:

nae = |Gl

The fused confidence score is computed adaptively depending on the level of redundancy

in the available evidence:

%deGa Hg ifn, =3
Cr=S3ca, ity ifng=2

Ibg ifn, =1
This formulation ensures that stronger consensus across independent detection sources
increases confidence stability while reducing variance caused by isolated false positives.
A decision is triggered when the fused confidence exceeds a mode-dependent threshold:
C f > 0 (na)

where the threshold function 6(-) is defined as:

0; ifn, =3
O(n.) =<6, ifn, =2
(91 ifna =1

This adaptive thresholding mechanism ensures that the system becomes more conservative
when fewer independent detection sources are available, and more permissive when multi-
source corroboration is present.

Response Layer

Once a decision is triggered, the Response Layer is responsible for executing system-wide

actions. To prevent repeated alerts caused by redundant detections, a cooldown constraint is
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enforced:

t— tlast Z Teooldown

where 1,5 1s the timestamp of the most recent alert and 7,,p400n 1S @ policy-controlled
suppression interval.

When activated, the module generates a structured threat descriptor:

T = (Of7 97 Na, Ry, t)

where r4 denotes the majority class inferred per detection group.

The threat descriptor is then broadcast to all nodes in the system, ensuring synchronized
awareness of the detected anomaly. In parallel, the event is logged for auditability and post-
analysis.

In certain high-confidence conditions or when internal compromise signals are detected,
the system escalates the response level to immediate containment mode; otherwise, a moni-

toring directive is issued.

Functional Overview

Overall, the Central Control Module provides a structured mechanism for:
* aggregating distributed detection outputs into a unified representation;
 performing adaptive multi-source confidence fusion;
» dynamically adjusting decision sensitivity based on available evidence;

 coordinating real-time system-wide response actions.

This design ensures that the distributed nature of the detection system is preserved while

enabling centralized, consistent, and robust security decision-making at the fleet level.

3.3.5 Reporting Module

The Reporting Module serves as the monitoring and assessment component of the E-DIDS
architecture. Its primary role is to maintain a comprehensive record of system activities and
security events, providing the information required to evaluate the effectiveness and reliabil-
ity of the distributed intrusion detection framework.

The module is organized into two functional layers:
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Layer 1 : Data Aggregation Layer

Collects and consolidates information generated by the various system components, includ-
ing detection outcomes, security incidents, coordination events, and operational activities

occurring throughout the UAV fleet.

Layer 2 : Response Layer

Analyzes the accumulated information to assess the behavior and performance of the sys-
tem, supporting the measurement of detection effectiveness, fleet status, and overall security
performance.

By maintaining a unified view of system events and outcomes, the Reporting Module
supports system monitoring, performance validation, and post-mission analysis, providing

the evidence required to evaluate the proposed E-DIDS architecture.

3.4 Fleet Organization

The UAV swarm is organized as a distributed set of cooperative nodes that work together to
achieve continuous intrusion detection across the operational environment. Instead of acting
as isolated units, all UAVs contribute to a shared detection objective through coordinated
information exchange and collective awareness.

The fleet is composed of specialized UAV types, each acting as an expert in a specific ob-
servation domain. Some nodes focus on network-level behavior, while others specialize in
Navigation-related and Intra-Vehicle activity . This specialization allows the system to cap-
ture diverse perspectives of the same operational environment, improving overall detection
coverage and robustness.

Although each UAV operates based on its own observations, all nodes follow a unified op-
erational logic that enables consistent interpretation of detected events. This ensures that indi-
vidual detections can be meaningfully combined at higher system levels for global decision-
making.

Overall, the fleet is structured as a set of complementary expert nodes that jointly provide
distributed intelligence, enabling accurate and scalable intrusion detection across the UAV

Swarm.

3.5 Cluster-Based Organization

The fleet follows a cluster-based organization in which one UAV is designated as the Cluster

Head (CH), while all remaining UAVs operate as follower nodes. Follower nodes perform
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local sensing and intrusion detection, generating security reports based on their assigned de-
tection capabilities. These reports are forwarded to the Cluster Head, which acts as the coor-
dination and decision-making entity of the fleet. By maintaining a global view of the swarm,
the Cluster Head aggregates detection information from multiple UAVs, performs collab-
orative threat assessment, disseminates operational policies, and broadcasts security alerts
when necessary. This organization combines distributed detection with centralized coordi-
nation, enabling efficient fleet-wide situational awareness while preserving the autonomous
operation of individual UAVs.

3.5.1 Cluster Head

The Cluster Head is the elected coordination authority of the fleet. It is the only node that runs
the three higher-order coordination modules: the Central Control Module, the Management
Module, and the Reporting Module. No follower node performs these functions. The Cluster
Head's designation is dynamic , it is earned through election and can transfer to another node
at any time if the current holder fails or loses eligibility.

Beyond coordination, the Cluster Head also carries its own local detection pipeline like
any other node. Its detection output is injected into the Central Control Module alongside
reports from other fleet nodes, ensuring that fleet-level decisions benefit from both local and
distributed observations.

Within the Cluster Head, the coordination modules fulfill the following roles:

* Management Module: Responsible for maintaining and enforcing the global opera-
tional policy of the fleet. It ensures that all nodes operate under consistent configuration
parameters and provides system-wide control over operational constraints and security

settings.

* Central Control Module: Responsible for aggregating detection reports from all fleet
nodes and producing a unified fleet-level threat assessment. It performs multi-source
fusion of incoming alerts and determines whether a coordinated response is required
at the fleet level.

* Reporting Module: Responsible for maintaining the global incident log. It records
confirmed security events and ensures traceability of all fleet-level detection and re-

sponse actions.
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3.5.2 Cluster Head Election

The coordination role within the fleet is assigned through a distributed election mechanism
designed to ensure both operational efficiency and security resilience. Rather than relying
on a single selection criterion, the protocol combines energy availability with behavioral
reliability, allowing the system to avoid delegating coordination authority to nodes that are
either resource-constrained or behaviorally unreliable.

Each node maintains a local trust indicator that reflects its historical consistency with the
fleet’s collective detection outcomes. This indicator evolves gradually over time based on
whether the node’s reported alerts align with or diverge from globally validated decisions.
As a result, nodes that consistently produce reliable detections gradually increase their trust
level, while those exhibiting inconsistent or misleading behavior experience a progressive
reduction in trust.

At any time ¢, each node 7 is characterized by its residual energy [3;(¢) and trust score 7;(¢).
These two variables jointly define the node’s eligibility for coordination through a composite
score defined as:

Si(t) = 5{'5’3 7(t)

This multiplicative formulation ensures that both energy and trust contribute simultane-

ously to the election outcome. A node with high energy but low trust, or vice versa, cannot
dominate the selection process, thereby enforcing a balanced and security-aware evaluation.
The node selected to assume coordination is the one that maximizes this composite score

over all known fleet members:

1" = arg max 5;(t)

To guarantee deterministic behavior across all nodes, ties are resolved using a fixed or-
dering based on node identifiers. This ensures that every node independently arrives at the
same election outcome without requiring additional communication rounds.

The trust score 7;(¢) is updated dynamically based on feedback from the global fusion
process. After each evaluation cycle, it is adjusted using a smoothing mechanism:

Tt +1) = a-s(t) + (1 - a)7(t)

where « is a smoothing factor and s() represents the outcome signal derived from system-
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level validation.

To maintain stability, the trust value is constrained within a bounded interval:

7;(t) € [0.05, 1.0]

Node A (CH) Node B

Node C Node D

Normal operation HEARTBEAT {batt, trust}

\))

X CRASH
CH silent

H timer timer
Silence detected

expires

All nodes run the same function on the same table
- all reach the same winner (no messages needed) |
elect_leader(table) elect_leader(table)
S = batt x trust S = batt x trust
Election computed

expires

elect_leader(table)
S = batt x trust

Elected CH

LEADER_ANNOUNCE {batt, trust}

Winner announces

Figure 3.2: Cluster Head Election Protocol

Overall, this mechanism transforms coordination selection into a fully distributed opti-
mization process based on energy and behavioral credibility. It ensures continuity of lead-

ership while preventing unreliable or compromised nodes from gaining control, even when
they possess sufficient energy resources.

3.6 Data Collection and Preprocessing

3.6.1 Datasets Description

This study utilizes three publicly available datasets that cover different layers of UAV com-
munication and security. Each dataset corresponds to a specific intrusion detection module

within the proposed architecture, enabling comprehensive coverage of UAV network, proto-
col, and intra-system attack surfaces.
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UAVIDS2025 Dataset (Network Intrusion Detection)

The UAVIDS2025 dataset is obtained from Kaggle [28]. It is used to train and evaluate the
network-level intrusion detection module.

This dataset contains UAV network traffic records representing both normal communi-
cation and multiple types of cyberattacks. Each instance consists of flow-based features
extracted from packet-level statistics, including temporal, statistical, and behavioral charac-
teristics of network communication.

The dataset is designed for multi-class classification, where each sample is labeled ac-
cording to its corresponding traffic category. It serves as the primary benchmark dataset for

evaluating the performance of the proposed KAN-based Network IDS.

MAVLink Intrusion Dataset

The MAVLink intrusion dataset is obtained from IEEE DataPort [29]. It focuses on secu-
rity threats targeting the MAVLink communication protocol, which is widely used in UAV
command-and-control systems.

The dataset includes telemetry and command exchange logs under both normal flight con-
ditions and adversarial scenarios. Attack types include message injection, command spoof-
ing, and telemetry manipulation.

Due to its original structure consisting of multiple fragmented files and inconsistent la-
beling formats, the dataset was preprocessed and consolidated into a unified CSV file. The
resulting dataset contains clearly defined normal and attack classes and is used for evaluating
the MAVLink intrusion detection module.

UAVCAN Intrusion Dataset

The UAVCAN intrusion dataset is obtained from IEEE DataPort [30]. It targets the UAVCAN
protocol, which is used for low-level intra-UAV communication and distributed control sys-
tems.

This dataset includes normal operational traffic as well as malicious behaviors such as
node impersonation, message tampering, and bus-level anomalies. These attacks reflect
threats at the embedded communication layer of UAV systems.

Similar to the MAVLink dataset, the original dataset was provided in a distributed for-
mat and required preprocessing and aggregation into a single structured CSV file. The final
dataset includes labeled normal and attack samples and is used to evaluate the UAVCAN

intrusion detection module.
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3.6.2 Preprocessing Pipeline

The preprocessing stage defines a unified transformation pipeline applied across all datasets
to ensure consistency, comparability, and reproducibility of the intrusion detection models.
The pipeline follows a structured sequence consisting of cleaning, encoding, normalization,

dataset partitioning, feature selection, and class imbalance handling.

1. Data Cleaning and Normalization Raw datasets are first cleaned by removing identifier-
based and non-informative columns that do not contribute to learning. Missing and infinite
values are eliminated to ensure numerical stability during training. All remaining categorical
attributes are encoded into numerical representations using label encoding. This step ensures
compatibility with downstream machine learning models.

Feature scaling is then applied using standardization, which transforms features to zero
mean and unit variance. This prevents dominant feature bias and stabilizes gradient-based

and distance-sensitive learning algorithms.

2. Dataset Splitting Strategy The dataset is first partitioned into training, validation, and
testing subsets using a stratified strategy to preserve class distribution. This ensures that all
attack categories remain proportionally represented across the different subsets, preventing

evaluation bias and ensuring reliable performance estimation.

3. Feature Selection using RFE (Training-Only) Recursive Feature Elimination (RFE)
is applied exclusively on the training set after dataset partitioning. This design ensures that
feature selection is fully independent from validation and test data, thereby preventing any
form of information leakage during preprocessing.

RFE is a wrapper-based feature selection method that recursively removes the least im-
portant features based on model performance until an optimal subset is obtained [31].

Unlike filter-based methods such as chi-square or mutual information, RFE evaluates fea-
ture importance in the context of a predictive model, allowing it to capture feature interactions
rather than relying on independent statistical scoring. This makes it particularly suitable for
intrusion detection problems, where dependencies between network features are often non-
linear and highly correlated [31, 32].

Filter methods, while computationally efficient, often fail to account for redundancy be-
tween features, which may result in suboptimal feature subsets in high-dimensional network
traffic environments.

Once the optimal feature subset is selected on the training data, the same feature mask is

applied consistently to the validation and test sets without re-fitting.
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4. Handling Class Imbalance using SMOTE To address class imbalance, the Synthetic
Minority Over-sampling Technique (SMOTE) is applied exclusively to the training set after
feature selection. SMOTE generates synthetic samples for minority classes by interpolating
between existing samples rather than duplicating them [33].

This approach is preferred over random oversampling because it reduces the risk of over-
fitting. Random oversampling simply replicates minority samples, which may lead to mem-
orization rather than generalization. In contrast, SMOTE introduces variability in synthetic
samples, improving decision boundary smoothness and classifier robustness [33, 34].

Importantly, SMOTE is never applied to validation or test sets to ensure unbiased perfor-

mance evaluation and prevent data leakage.

5. Output Artefacts The preprocessing pipeline produces standardized transformation ar-
tifacts including the fitted scaler, label encoder, and selected feature mask. These artifacts
are reused during inference to guarantee consistency between training and deployment envi-

ronments, ensuring that no re-fitting occurs during runtime.
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3.7 Kolmogorov-Arnold Network (KAN) Classifier

The intrusion detection system is built upon a Kolmogorov-Arnold Network (KAN)-inspired
classifier, originally introduced as a neural architecture that replaces conventional node-wise
activation functions with learnable univariate functions defined on network edges [9]. Unlike
traditional multilayer perceptrons, which apply fixed nonlinearities at neuron level, KAN
decomposes multivariate functions into compositions of adaptive one-dimensional functions,
offering improved flexibility in function approximation.

Given an input feature vector X € R, the model constructs nonlinear transformations us-
ing a combination of spline-based function approximation and residual activation functions.

Each edge-wise transformation is defined as:

M
0ij(2:) = ) CigmBu(:) +wy; - o(2:)
m=1
where:
* B, (+) denotes B-spline basis functions [35],
* ¢;jm are learnable spline coefficients,
* w;; is a learnable weight parameter,
* o(-) is the SiLU activation function [36],
* M is the number of spline basis functions.

The output of each KAN layer is computed as:

d
hy = ¢ilw:)
i=1

This formulation enables the model to capture both smooth global dependencies (via

splines) and local nonlinear variations (via SiLU-based residual terms).

3.7.1 Adaptive Grid Construction

To improve numerical stability on heterogeneous UAV telemetry distributions, the spline grid

is constructed using percentile-based adaptive bounds:

gmin:Pl(X)7 gmaX:ng(X)

This adaptive formulation ensures that spline basis functions are concentrated within the

most informative regions of the feature space, reducing sensitivity to extreme outliers.
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3.7.2 Architectural Enhancements

To improve training stability and generalization in real-time intrusion detection scenarios,

several modifications are introduced:

* Layer Normalization applied after each hidden layer to stabilize intermediate feature
distributions [37].

* Label Smoothing used during optimization to reduce overconfidence on noisy or syn-

thetic samples [38].

* Glorot Initialization applied to spline and residual weights to preserve variance across
layers [39].

* Gradient Clipping applied to prevent gradient explosion during backpropagation.

These modifications transform the original KAN formulation into a more robust architec-

ture suitable for deployment in constrained and noisy environments such as UAV networks.

3.7.3 Classification Objective

Let §j € R® denote the predicted class probability distribution over C' intrusion classes. The

model is trained using a label-smoothed cross-entropy loss:

N C
L=->" iilog(fic)

i=1 c=1

where the smoothed target distribution is defined as:

~ 1l—¢ ifec=y
Yic =

£

o7  otherwise

3.7.4 Inference

The final prediction is obtained through a softmax transformation:

exp(2z.)

PU=el 0 =50 o)

gy =argmax P(y = c| X)
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3.7.5 Summary

This KAN-inspired classifier extends the original Kolmogorov-Arnold framework [9] with
stability-oriented and deployment-driven modifications. The resulting architecture maintains
the expressive power of functional decomposition while improving robustness for real-time

UAV intrusion detection systems.

Figure 3.3: Data Preprocessing Pipeline and KAN Model Architecture .

3.8 Intrusion Detection Framework

This section presents the proposed Intrusion Detection Framework designed for UAV swarm
environments. The framework is structured as a distributed, multi-layer detection system
that operates across heterogeneous communication protocols. It is built on top of a shared
learning engine based on Kolmogorov-Arnold Networks (KAN), which provides the core
classification capability across all subsystems.

The architecture follows a modular design in which each intrusion detection subsystem
is responsible for monitoring a specific communication domain, while a central IDS engine

performs global aggregation and decision fusion.

3.9 Intrusion Detection Subsystems

This work proposes a multi-layer intrusion detection framework composed of three special-
ized subsystems. Each subsystem targets a distinct UAV communication layer while sharing
a unified learning backbone based on the Kolmogorov—Arnold Network (KAN). This de-
sign enables protocol-aware anomaly detection while maintaining computational efficiency
suitable for embedded UAV environments.

3.9.1 Network Intrusion Detection System

The Network Intrusion Detection System operates at the general UAV communication layer,

where heterogeneous traffic flows are analyzed to detect malicious behavior. The system is
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trained using the UAVIDS2025 dataset, which contains both normal and attack traffic sam-
ples.

Input Representation Each network traffic sample is initially represented as a high-dimensional
feature vector extracted from raw flow data. After preprocessing and stratified dataset split-
ting, Recursive Feature Elimination (RFE) is applied exclusively on the training set to select

the most informative features.

The final reduced representation is:

x € R"? (3.1)

The same selected feature subset is consistently applied to validation and test sets to ensure

fair evaluation and to avoid data leakage.

Model Architecture The classification model follows a KAN-based structure:

12 =5 64 — 32 — C (3.2)

where C' denotes the number of output classes.

3.9.2 Navigation and Telemetry Intrusion Detection System

The Navigation and Telemetry Intrusion Detection System targets the MAVLink communica-
tion protocol [40], which is widely used in UAV systems for telemetry exchange, navigation
control, and mission commands.

MAVLink is a lightweight message-based protocol designed for constrained aerial sys-
tems, enabling efficient communication between flight controllers and ground control sta-
tions. It defines structured message types for position reporting, sensor feedback, and com-
mand execution.

Within this framework, the system monitors navigation messages and telemetry streams
to detect anomalies such as malicious command injection, spoofed telemetry data, abnormal

flight parameter updates, and deviations in expected message sequences.

Input Representation Each MAVLink telemetry sample is represented as a structured fea-
ture vector derived from navigation and control messages. After preprocessing and stratified
dataset splitting, Recursive Feature Elimination (RFE) is applied exclusively on the training
set to select the most relevant features.

The final representation is:

x € R (3.3)
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The same feature subset is applied to validation and test sets to ensure consistency and

avoid data leakage.

3.9.3 Embedded Communication Intrusion Detection System

The Embedded Communication Intrusion Detection System operates over the UAVCAN pro-
tocol (Cyphal standard) [41], which is designed for deterministic and reliable embedded com-
munication in avionics and robotic systems.

UAVCAN enables real-time communication between onboard components such as sen-
sors, actuators, and embedded controllers. It is widely used in safety-critical UAV subsystems
due to its structured message passing and fault-tolerant design.

The system focuses on detecting anomalies at the embedded communication layer, includ-
ing sensor spoofing, actuator manipulation, and irregular node-level communication behav-

ior.

Input Representation Each embedded communication sample is initially represented in a
high-dimensional space derived from UAVCAN message features. After preprocessing and
stratified dataset splitting, Recursive Feature Elimination (RFE) is applied exclusively on the
training set to identify the most discriminative features.

The resulting compact representation is:

x € R® (3.4)

The same selected feature subset is then applied to validation and test sets to ensure con-

sistency and prevent data leakage during evaluation.
Model Architecture The classifier is defined as:

8 —=>64—32—>C (3.5)
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IDS Category Monitored Ele- | Dataset Attacks Detected
ments
Network IDS Network-based Packets, flows, | UAVIDS2025 DoS, spoofing,
(VAV traffic | routing behavior, | dataset [28] jamming, generic
layer) telemetry streams anomalies
Navigation  and | Protocol-based Navigation mes- | UAV MAVLink | Command in-
Telemetry IDS (MAVLink layer) | sages, telemetry | dataset [29] jection, GPS
data,  command spoofing, parame-
sequences ter tampering
Embedded Com- | Embedded layer | Sensor signals, ac- | UAVCAN dataset | Sensor spoofing,
munication IDS (UAVCAN / | tuator commands, | [30] actuator  manip-
Cyphal) node communica- ulation, node
tion anomalies

Table 3.2: Summary of intrusion detection subsystems used in the proposed E-DIDS archi-
tecture.

3.9.4 Intrusion Detection Engine (Runtime Inference Layer)

To operationalize the proposed intrusion detection subsystems, an inference engine is de-
ployed at the system level to enable real-time decision-making within UAV environments.
This component, referred to as the Intrusion Detection Engine, acts as the execution layer
that connects feature acquisition modules to the trained KAN-based IDS models.

Unlike the training phase, which focuses on optimization and feature learning, the IDS en-
gine is responsible for lightweight deployment, streaming inference, and event-driven anomaly

reporting under strict computational constraints.

System Role and Integration

Each IDS subsystem (Network, Navigation and Telemetry, and Embedded Communication)

is deployed as an independent inference instance within the engine. The engine loads the

corresponding trained KAN model and associates it with its respective communication layer.
Let the incoming feature stream be denoted as:

x; € R? (3.6)

where d € {12, 10, 8} depending on the IDS subsystem.

Each subsystem operates independently, but shares the same inference logic and decision
policy.
KAN-Based Inference Process

At runtime, each feature vector is processed through the trained Kolmogorov—Arnold Net-

work model under a no-gradient evaluation mode:
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The posterior probability distribution is obtained using the softmax function:

e

P(yilx:) = W (3.8)
j=1

where z; represents the output logits of the KAN model.
The predicted class is determined by:

& = arg max P(yx,) (3.9)

Decision Logic and Anomaly Triggering

The IDS engine applies a confidence-based decision mechanism to distinguish between nor-

mal and malicious behavior. A detection is flagged as an anomaly if:

Pélx)>17 N ¢ &N (3.10)
where:
* 7 1s the detection threshold,
« N represents the set of normal traffic classes,
* P(¢|x;) is the model confidence.
This mechanism ensures that only high-confidence non-normal predictions are classified
as attacks, reducing false positives in real-time UAV environments.
Streaming Architecture and Concurrency Model

The IDS engine is implemented as a multithreaded streaming system. Feature vectors are
received through an asynchronous queue and processed sequentially in a dedicated inference
thread.

Let Q denote the feature queue and Q, the reporting queue. The system operates as:

Qs — IDS Engine — Q, (3.11)

This design decouples feature extraction from inference, ensuring non-blocking execution

and stable throughput under high-frequency UAV telemetry streams.
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Operational Statistics and Monitoring

The engine maintains runtime statistics for system monitoring, including:

« Total number of inferences:

Nipg=» 1 (3.12)

t

* Number of detected alerts:
Naere = Y _ I(attack,) (3.13)
t

» Inference rate: N
R= 3.14
= (3.14)

where 7" represents system uptime.
These metrics allow runtime evaluation of system responsiveness and anomaly density

across UAV missions.

3.10 Overall System Workflow

The system architecture operates as a fully distributed, event-driven security framework de-
ployed across a fleet of unmanned aerial vehicles. Its operation is structured as a continuous
lifecycle composed of four main phases: initialization, local detection, collaborative esca-
lation, and resilience recovery. These phases are executed cyclically throughout mission
execution.

Initialization phase. At deployment, each UAV node initializes its local sensing, pre-
processing, and communication modules, and joins the UAV mesh network. In parallel,
each node loads its pre-trained intrusion detection model based on a Kolmogorov—Arnold
Network (KAN), along with the associated feature selection and normalization parameters
learned during the offline training stage.

Once all nodes are operational, a distributed leader election process is executed to select
the Cluster Head based on residual energy and system-defined selection criteria. The elected
Cluster Head is responsible for coordinating global information exchange and aggregating
security decisions, while all other UAVs operate as independent detection agents.

Local detection phase. Each UAV continuously performs local intrusion detection on its
respective data streams, depending on its assigned communication domain (e.g., MAVLink,
Network traffic, or UAVCAN bus data). Incoming raw data is processed through a fixed
preprocessing pipeline, including feature engineering, normalization, and Recursive Feature

Elimination (RFE)-based feature selection, producing compact feature vectors.
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These feature vectors are then fed into the local KAN classifier, which performs nonlinear
spline-based transformations and learns complex feature interactions through adaptive basis
functions. The model outputs a probability distribution over the predefined attack and normal
classes of the corresponding subsystem.

A detection event is triggered when the confidence of any attack class exceeds a predefined
decision threshold, ensuring fully decentralized and real-time intrusion detection without re-
liance on centralized computation.

Collaborative escalation phase. When a detection event is triggered, the UAV generates
a structured alert containing the predicted class, confidence score, and contextual metadata.
This alert is transmitted to the Cluster Head through the UAV communication mesh.

The Cluster Head aggregates alerts within a sliding time window, grouping them by sub-
system and source node. A global decision is then computed by fusing multiple KAN-based
local predictions across the fleet, enabling cross-validation of suspicious behavior and reduc-
ing false positives.

When the aggregated confidence exceeds a system-level threshold, a global alert is issued
and broadcast to all UAV nodes, triggering coordinated defensive actions if required.

Resilience and recovery phase. The system ensures operational continuity through full
decentralization of local intrusion detection. Each UAV continues executing its KAN-based
detection pipeline independently, even in the absence of a Cluster Head or during temporary
communication disruptions.

In the event of Cluster Head failure, nodes detect the loss of coordination within a bounded
timeout and initiate a new leader election process. During this transition, locally generated
alerts are buffered and automatically forwarded once a new Cluster Head is established, en-
suring no loss of security-critical information.

This design guarantees continuous and resilient intrusion detection across dynamic UAV
network conditions, while preserving scalability, fault tolerance, and consistent decision-

making across heterogeneous communication domains.
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@ Startup — each UAVNode loads artifacts + models

@ Leader election — highest battery node becomes CH

@ Continuous data acquisition (SensorModule loop)

@ KAN inference (IDSEngine loop)

© Report routing + forwarding (ReportRouter thread)

® Three-IDS fusion + decision (CentralControlModule)

(@ FLEET_ALERT broadcast

Figure 3.4: System Workflow.

3.11 Evaluation Metrics

The evaluation of the proposed UAV intrusion detection system is conducted along two com-
plementary dimensions: (i) the classification performance of the Kolmogorov-Arnold Net-
work (KAN)-based IDS, and (ii) the operational performance of the distributed UAV security
architecture. The use of multiple evaluation metrics ensures a comprehensive assessment of

both detection accuracy and system robustness [42].

3.11.1 Classification Performance Metrics

To evaluate the effectiveness of the proposed model, standard classification metrics are em-
ployed. These metrics are particularly important in intrusion detection tasks due to the inher-
ent imbalance between normal and attack traffic classes [43].

Accuracy measures the proportion of correctly classified samples:

S TP,
N

where T'P. denotes true positives for class ¢, C' is the number of classes, and N is the total

Accuracy = (3.15)

number of samples.
However, accuracy alone is insufficient for imbalanced datasets, as it may be biased to-
ward majority classes.

Precision is defined as:
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TP
Po=
‘" TP.+FP.

It measures the proportion of correctly identified positive predictions among all predicted

(3.16)

positives.

Recall is defined as:

TP,
&_T3+Fm

It measures the ability of the model to detect all actual positive samples. F1-score is the

(3.17)

harmonic mean of precision and recall:

2-P.-R
Fl,="—+°>"-"=° 3.18
The macro-averaged F1-score is computed as:
=
Flouero = = F1, 3.19
% ; (3.19)

This metric ensures equal contribution from all classes, making it suitable for intrusion
detection systems where minority attack classes are critical.

Confusion Matrix provides a complete representation of classification performance, where
each element M;; represents the number of samples from class 7 predicted as class j.

ROC-AUC evaluates the discriminative ability of the classifier across all decision thresh-
olds using a one-vs-rest strategy. The macro-average ROC-AUC is computed across all
classes [44].

3.11.2 Operational Performance Metrics

Beyond classification performance, the system is evaluated in terms of distributed execution
efficiency and robustness.

Detection Latency measures the time between input acquisition and classification output:

Atdetect = tresult - tsample (320)
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Alert Propagation Latency measures the time required for an attack detection to propa-
gate across the UAV fleet:

Atalert = tfleetialert — tdetect (321)

Leader Election Latency evaluates the time required to restore coordination after cluster

head failure:

Atelection - tannounce - tlastihea'rtbeat (322)

Detection Continuity Rate (DCR) measures the robustness of detection during leadership

transitions:

E
DCR _ detected (3 23)
Eattack

False Positive Rate (FPR) and False Negative Rate (FNR) quantify operational relia-
bility by measuring false alarms and missed detections.
These metrics are widely used in intrusion detection systems and distributed security ar-

chitectures to evaluate both detection quality and system reliability [45].

3.12 Conclusion

This chapter described the complete methodology used to build the proposed UAV intrusion
detection system. It covered the adopted E-DIDS-inspired architecture, the internal system
modules, and the organization of UAV fleets into clusters for efficient coordination and mon-
itoring.

It also detailed the data collection and preprocessing pipeline, as well as the design of the
Kolmogorov-Arnold Network (KAN) classifier used for intrusion detection. Furthermore,
the chapter introduced the different intrusion detection subsystems and the overall system
workflow, ensuring a clear understanding of how detection is performed at both subsystem
and global levels.

Finally, the evaluation metrics were presented to define how the performance of the pro-
posed system is measured in terms of both classification quality and operational efficiency.
This methodology lays the foundation for the implementation and experimental results dis-

cussed in the following chapter.
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Chapter 4

Chapter 4: System Implementation and

Performance Evaluation

4.1 Introduction

This chapter presents the experimental evaluation of the proposed Exhaustive Distributed In-
trusion Detection System (E-DIDS) across multiple UAV communication layers. The eval-
uation is conducted on three distinct intrusion detection subsystems targeting network-level
traffic, navigation and telemetry exchanges, and embedded UAV communication protocols.

The results are analyzed in terms of classification performance, convergence behavior, and
robustness across different attack scenarios. Furthermore, a comparative study is provided to
highlight the effectiveness of the Kolmogorov--Arnold Network (KAN)-based architecture
in handling heterogeneous UAV security threats.

In addition to quantitative results, a detailed discussion is provided to interpret model
behavior, analyze limitations in specific attack contexts, and assess the suitability of the pro-

posed approach for real-world UAV deployments.

4.2 Implementation

This section presents the implementation details of the proposed intrusion detection system,
focusing on the core algorithms that drive the system’s behavior. The implementation trans-
lates the theoretical framework introduced in the previous chapters into executable proce-
dures that operate across the different components of the system.

In particular, the system is implemented as a set of coordinated algorithmic modules cor-
responding to the intrusion detection pipeline. These modules include data preprocessing,
subsystem-based feature handling, model training, inference, and decision-making processes

within the intrusion detection framework.
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To ensure clarity and reproducibility, each major component of the system is described
using structured pseudo-code. These algorithms illustrate the step-by-step logic followed by
the system during both training and runtime phases, including how data flows through the
intrusion detection subsystems and how final classification decisions are produced.

The following subsections present the main algorithms used in this work, starting from

data preprocessing and ending with the final intrusion detection and decision-making process.

4.2.1 System Modules

The E-DIDS UAV system is composed of multiple cooperative modules that operate in a
distributed architecture. Each module is responsible for a specific function ranging from

sensing and detection to decision-making and coordination.

Sensor Module

The sensor module is responsible for collecting raw UAV data and transforming it into struc-

tured feature vectors for IDS processing.

Algorithm 1: Sensor Module Operation
Input: Raw UAV data stream, sampling interval

Output: Feature vectors

Initialize sensor and load dataset stream;

—

[

while system is running do

3 Read next raw data sample;

4 Apply preprocessing and feature extraction;
5 Push feature vector to IDS engine queue;

6 Wait for sampling interval,

IDS Engine and Communication Module

The IDS engine performs inference on extracted features, while the communication module

handles message exchange between UAV nodes.
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Algorithm 2: IDS Engine and Communication Module
Input: Feature vectors, trained model

Output: IDS reports and network messages

1 while feature queue is not empty do

2 Retrieve feature vector;
3 Perform classification using trained model;
4 Compute confidence score;

5 if attack detected then
6 L Create IDS report;

Send report to Cluster Head via communication module;

Central Control Module (Cluster Head Only)

This module is active only on the Cluster Head and performs multi-IDS fusion and global

decision-making.

Algorithm 3: Central Control Module (Fusion and Decision)
Input: IDS reports from UAV swarm

Output: Fleet-wide alert or normal state

p—

while reports are received do

2 Aggregate network, MAVLink, and UAVCAN reports;
3 Compute mean confidence per IDS group;
4 Determine number of active IDS groups;
5 if 3 groups active then
6 Compute fused score as average of all groups;
7 Set threshold = fusion threshold (3 IDS);
8 else
9 if 2 groups active then
10 Compute fused score as average of two groups;
1 Set threshold = fusion threshold (2 IDS);
12 else
13 Use single IDS score;
14 Set threshold = single IDS threshold;
15 if fused score > threshold then
16 Generate threat object;
17 Log incident in reporting module;
18 Broadcast FLEET ALERT to all nodes;
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Management Module

The management module handles node activity monitoring and policy dissemination.

Algorithm 4: Management Module Operation
Input: Node activity updates

Output: Policy updates

—

while system is active do
2 Collect node activity statistics;
3 Update node status table;
4 if policy update required then
5 Generate new policy;
L Broadcast policy update to UAV agents;

Reporting Module

The reporting module aggregates system logs and computes performance metrics.

Algorithm 5: Reporting Module Operation
Input: System events and IDS results

Output: Performance summaries
1 while system is running do
2 Store events in circular buffer;
3 Update counters (alerts, errors, accuracy);
4 Log incidents if detected;

5 Generate summary report on demand;

4.2.2 Cluster Head Election Protocol

The Cluster Head (CH) election is based on a composite metric that combines both residual
energy and behavioral trust. Each UAV independently computes the same deterministic de-

cision function using locally available information, ensuring consistency across the swarm
without negotiation.
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Algorithm 6: Energy and Trust-Based Cluster Head Election

Input: Node table 7' = {(b;, t;)} where b; is battery percentage and ¢; is trust score
Output: Selected Cluster Head node ID

1 foreach node: € T do

b; .
100°

Compute composite score: S; <— e; X t;;

(5]

w

L Normalize energy: e; <—

4 Select winner: C'H < arg max; S;;

N

if multiple nodes have same score then
t Select node with smallest ID;

=)}

7 return C'H;

4.2.3 Preprocessing

This stage defines the unified preprocessing pipeline applied to all UAV intrusion detection
datasets. It ensures data cleaning, normalization, feature selection, and class balancing before

model training.
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Algorithm 7: Unified Preprocessing Pipeline for UAV IDS Datasets

10

1

12

13

14

15

16

17

18

19

21

22

24

25

26

Input: Raw dataset D, label column y, number of selected features £

Output: Processed training, validation, and test sets

Step 1: Load and Clean Data
Load dataset D

Remove ID-based columns
Replace co and —oo with NaN

Drop missing values

Step 2: Encoding
Encode categorical features using Label Encoding

Encode target labels y

Step 3: Train/Validation/Test Split
Perform stratified split of D:
70% Train, 10% Validation, 20% Test

Step 4: Feature Scaling
Fit StandardScaler on training set only

Transform validation and test sets using fitted scaler

Step 5: Feature Selection (RFE)

Apply RFE with Decision Tree estimator on training set only
Select top £ features — feature mask M

Apply M to validation and test sets

Step 6: Data Balancing (SMOTE)
20 Apply SMOTE only on training set: Generate synthetic minority samples
Balance class distribution to majority class size

Step 7: Output
23 Return: Xy 0in, Yirain (SMOTE-balanced)
Xvala Yval

Xtest7 ytest
Saved scaler, encoder, and feature mask artifacts

SMOTE

To address class imbalance in the training dataset, the Synthetic Minority Over-sampling

Technique (SMOTE) is applied. It generates synthetic samples for minority classes by inter-

polating between existing instances and their nearest neighbors in feature space.
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Algorithm 8: SMOTE oversampling procedure

Input: Feature matrix X € RV*4 label vector y € RY, number of neighbors k
Output: Balanced dataset (Xpa;, Ypar)
1 classes, counts <— Unique(y)
2 Ny, < max(counts)
Xiist + [X],  Ypist < [Y]

w

4 foreach c € classes do
5 if count(c) = N,,,; then
6 t continue

7 needed < N,,,; — count(c)

8 X+ Xy =

9 synthetic < ()

10 for i < 1 to needed do

11 base <— X RandomlInt(0, | X,|)]

12 dists < EuclideanDistance(base, X,)

13 dists[base] <— 400

14 NNy, < argsort(dists)[1 : k]

15 neighbor\le ftarrowN Ni[RandomInt(0, k)]
16 A <= Uniform(0, 1)

17 synthetic; <— base + X - (neighbor — base)
18 Append(synthetic, synthetic;)

19 Append(Xy;s;, synthetic)

20 Append(y;;s:, Full Vector(needed, c))

21 Xbal < VStack(Xlist)
22 Yy < Concat(yyst)
23 return Shuffle(Xva1, Yoar)

4.2.4 Intrusion Detection Systems

This section presents the proposed Intrusion Detection System (IDS) framework used in this
work. The system is built around a Kolmogorov-Arnold Network (KAN) classifier and is
applied across three UAV communication environments: Network-based traffic, MAVLink
protocol traffic, and UAVCAN protocol traffic. Each IDS follows a unified training pipeline

with dataset-specific configurations.
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Kolmogorov-Arnold Network (KAN)

The core learning component of the proposed IDS is the Kolmogorov-Arnold Network (KAN),
a spline-based neural architecture designed to model complex nonlinear feature interactions

with improved interpretability and stability.

Algorithm 9: KAN-Based Intrusion Classification Model
Input: Input feature vector X, Trained KAN model

Output: Predicted label y

1 Normalize input features X;

2 Initialize hidden representation h < X;

3 foreach KAN layer | do

4 Compute B-spline basis expansion B;(X);

5 Compute nonlinear transformation:;

6 ¢Z(X) — BZ(X) . W(splme) + U(X) . W(base);
7 Aggregate features:;

8 h <=2 du(w:);

9 Apply Layer Normalization for stability;

10 Compute output logits 7;
11 Apply Softmax: P = softmax(Z7);
12 Predict class: y = arg max(P);

13 return predicted label y;

The KAN model improves classical neural approaches by replacing fixed activation func-
tions with learnable spline-based transformations, enabling better adaptation to heteroge-

neous UAV communication patterns.

Network IDS Training Pipeline

The Network IDS is designed to classify general network traffic into multiple attack cate-

gories using the improved KAN classifier.
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Algorithm 10: Network IDS Training Procedure

10

1

12

13

15

16

Input: Dataset D100k, Feature selection via RFE, SMOTE-balanced training set
Output: Trained Network IDS model

Load and preprocess dataset;

Apply Recursive Feature Elimination (RFE);

Split data into training, validation, and test sets;
Apply SMOTE only on training set;

Initialize KAN classifier with architecture [64, 32];
Adapt spline grid using training data percentiles;
foreach training epoch do

foreach mini-batch do

Forward pass through KAN;

Compute label-smoothed cross-entropy loss;
Backpropagate gradients;

Clip gradients to stabilize training;

Update parameters using AdamW optimizer;

Evaluate model on validation and test sets;
Compute Accuracy, Macro-F1, Precision, Recall, ROC-AUC;
return trained Network IDS model,

MAVLink IDS Training Pipeline

The MAVLink IDS focuses on detecting anomalies in MAVLink-based UAV command and

telemetry communication. The same KAN architecture is used, with dataset-specific feature

selection.

70



Chapter 4: System Implementation and Performance Evaluation

Algorithm 11: MAVLink IDS Training Procedure

10

11

12

Input: Dataset D, 41k, Selected features via RFE (n = 10)
Output: MAVLink IDS model
Preprocess MAVLink dataset;
Perform stratified split (70% train, 10% validation, 20% test);
Apply SMOTE to training data only;
Initialize KAN classifier [64, 32];
Adapt grid boundaries from training distribution;
foreach epoch do
foreach batch do
Forward propagation through KAN;
Compute classification loss;

Backpropagate and update parameters;

Evaluate model using classification report and ROC-AUC;
return MAVLink IDS model,

UAVCAN IDS Training Pipeline

The UAVCAN IDS is designed for large-scale UAV swarm communication monitoring using

the UAVCAN protocol. Due to dataset size, a larger batch size is used for efficiency.

Algorithm 12: UAVCAN IDS Training Procedure

10

11

12

13

14

Input: Dataset D, ,.can, Feature set selected via RFE (n = 8)
Output: UAVCAN IDS model

Preprocess UAVCAN dataset;

Perform stratified split (70% train, 10% validation, 20% test);
Apply SMOTE on training data only;

Initialize KAN classifier [64, 32];

Set batch size to 1024 for scalability;

foreach epoch do

foreach batch do

Forward pass through KAN;

Compute loss function;

Backpropagate gradients;

Apply gradient clipping;

Update model parameters;

Evaluate using Accuracy, Macro-F1, and ROC-AUC;
return UAVCAN IDS model;
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4.3 Results Discussion

IDS Subsystem Classes Accuracy Macro F1 ROC-AUC
Network IDS (UAV Traf- | Blackhole, 0.9333 0.9350 0.9944
fic Layer) Flooding, Sybil,
Wormbhole,
Normal
Navigation & Telemetry | GPS Jamming, | 1.0000 1.0000 1.0000
IDS (MAVLink) GPS Spoofing,
Normal
Embedded Communica- | Flooding, 0.9648 0.9614 0.9909
tion IDS (UAVCAN) Fuzzy, Normal

Table 4.1: Overall performance comparison of the proposed E-DIDS architecture across UAV
communication layers.

4.3.1 Network Intrusion Detection System Results

This subsection presents the experimental results obtained for the Network Intrusion Detec-
tion System (NIDS), which is responsible for detecting malicious behavior in UAV network
traffic using a Kolmogorov-Arnold Network (KAN)-based classifier.

Training Convergence Analysis

The training process shows stable convergence across epochs. The training loss decreases
steadily while validation accuracy improves consistently, reaching more than 93% in later
epochs.

This indicates that the model generalizes well to unseen data and does not suffer from sig-
nificant overfitting. The evolution of the F1-score confirms balanced performance between

precision and recall during training.

Metric Score
Accuracy 0.9333
Macro Precision | 0.9383
Macro Recall 0.9347
Macro Fl-score | 0.9350
ROC-AUC 0.9944

Table 4.2: Overall performance of the Network IDS on the test set.
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Class Precision | Recall | F1-score | Support
Blackhole Attack | 0.9534 | 0.8371 | 0.8915 5225
Flooding Attack 0.9567 | 09519 | 0.9543 3947
Normal Traffic 0.9841 | 0.9788 | 0.9814 5237
Sybil Attack 0.9684 | 0.9662 | 0.9673 4818
Wormhole Attack | 0.8289 | 0.9395 | 0.8807 5220

Table 4.3: Per-class performance of the Network IDS.

Confusion Matrix Analysis The classification behavior of the Network IDS is illustrated
in Fig. 4.1.
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Figure 4.1: Confusion matrix for Network IDS (Blackhole, Flooding, Sybil, Wormhole, Nor-
mal).

Discussion

The obtained results demonstrate that the Network Intrusion Detection System achieves strong
and stable performance across all attack categories. With an overall accuracy of 93.33% and
amacro Fl-score of 0.935, the model shows balanced detection capability across both normal
and malicious traffic.

Best performance is observed for Flooding and Sybil attacks, where both precision and
recall exceed 95%. This indicates that these attack patterns are more easily separable in the
feature space learned after preprocessing and feature selection.

In contrast, the Blackhole attack class shows lower recall (0.8371), suggesting that some
instances are misclassified as other traffic types. This may be due to behavioral similarity
between Blackhole attacks and normal routing behavior in UAV networks.

Despite this, the ROC-AUC score of 0.9944 confirms that the model maintains excel-
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lent discriminative capability across decision thresholds. Overall, these results validate the

effectiveness of the KAN-based approach for UAV network intrusion detection.

4.3.2 Navigation and Telemetry Intrusion Detection System Results

This subsection presents the experimental evaluation of the Navigation and Telemetry In-
trusion Detection System (MAVLink IDS), which is responsible for detecting GPS-related
anomalies such as jamming and spoofing using MAV Link telemetry features and a Kolmogorov-
Arnold Network (KAN)-based classifier.

Quantitative Performance

The MAVLink IDS achieves the following performance on the test set:

Metric Value
Accuracy 1.0000
Macro Precision | 1.0000
Macro Recall 1.0000
Macro F1-score 1.0000
ROC-AUC 1.0000
Mean Confidence | 0.9481
Confidence Std 0.0065

Table 4.4: Overall performance of the MAVLink IDS.

Class Precision | Recall | F1-score | Support
GPS Jamming | 1.0000 | 1.0000 | 1.0000 292
GPS Spoofing | 1.0000 | 1.0000 | 1.0000 100
Normal 1.0000 | 1.0000 | 1.0000 1623

Table 4.5: Per-class performance of MAVLink IDS.

Confusion Matrix Analysis The classification behavior of the MAVLink IDS is illustrated

in Fig. 4.2.

Critical Analysis of Perfect Classification Performance

Although the MAVLink IDS achieves perfect classification performance across all evaluation
metrics, this result should be interpreted with caution. Rather than indicating absolute model
superiority, it reflects a high degree of separability in the underlying feature space.

The selected features, particularly HDOP, EPV, and noise-related telemetry signals, ex-
hibit abrupt and highly structured variations under attack conditions. This creates near step-
function separations between normal and malicious classes, effectively simplifying the clas-

sification task.
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Figure 4.2: Confusion matrix for MAVLink IDS (GPS Jamming, GPS Spoofing, Normal).

From a modeling perspective, the Kolmogorov-Arnold Network (KAN) benefits from its
spline-based edge functions, which can rapidly approximate sharp thresholds in feature distri-
butions. As a result, the model converges quickly to near-deterministic decision boundaries
without requiring complex hierarchical feature composition.

Additionally, the dataset construction introduces relatively deterministic attack patterns
(e.g., GPS spoofing and jamming simulations with clear statistical deviation from normal
telemetry). This reduces ambiguity in the learning problem and increases class separability.

Therefore, the observed 100% performance should not be interpreted as full real-world
generalization capability, but rather as evidence that the MAVLink feature space in this

dataset is highly structured and easily separable under supervised learning.

4.3.3 Embedded Communication Intrusion Detection System (UAVCAN)

This subsection presents the experimental results of the UAVCAN-based intrusion detection
system operating at the embedded communication layer. The model is evaluated on byte-level

message representations to detect Flooding, Fuzzy, and Normal communication behaviors.

Feature Space and Model Configuration FEach sample is represented as raw UAVCAN

byte-level features:

x € R® (4.1)

The final KAN architecture is defined as:

8§ =32—=16—3 (4.2)

corresponding to the classes {Flooding, Fuzzy, Normal}.

75



Chapter 4: System Implementation and Performance Evaluation

Training Dynamics Table 4.6 summarizes the learning behavior over 10 epochs.

Epoch | Train Loss | Val Loss | Val F1
1 0.3745 0.1887 | 0.9450
2 0.3301 0.1737 | 0.9526
3 0.3229 0.1710 | 0.9516
4 0.3187 0.1657 | 0.9568
5 0.3158 0.1614 | 0.9591
6 0.3142 0.1592 | 0.9593
7 0.3112 0.1549 | 0.9615
8 0.3093 0.1559 | 0.9615
9 0.3081 0.1552 | 0.9620
10 0.3069 0.1530 | 0.9629

Table 4.6: UAVCAN IDS training progression

Metric Value
Accuracy 0.9648
Macro Precision | 0.9578
Macro Recall 0.9663
Macro F1-score 0.9614
ROC-AUC 0.9909
Mean Confidence | 0.9187
Std Confidence 0.0557

Table 4.7: UAVCAN IDS test metrics

Test Performance

Confusion Matrix Analysis The classification behavior of the UAVCAN IDS is illustrated
in Fig. 4.3.

Critical Discussion: Embedded-Layer Behavioral Learning Unlike navigation-layer
datasets, UAVCAN operates at the embedded communication level where anomalies mani-
fest as statistical perturbations in byte distributions rather than explicit semantic shifts.

The presence of both Flooding and Fuzzy attacks introduces two distinct learning chal-

lenges:

* Flooding attacks: characterized by repetitive high-frequency byte patterns that distort

normal communication bandwidth usage.

» Fuzzy attacks: characterized by randomized payload corruption, introducing stochas-

tic noise into the feature space.
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Figure 4.3: Confusion matrix for UAVCAN IDS (Flooding, Fuzzy, Normal).

This combination increases entropy in the input distribution and prevents trivial separa-
bility.

Model Interpretation (KAN Behavior) The Kolmogorov--Arnold Network adapts effi-
ciently to this environment due to its spline-based edge functions, which are capable of mod-
eling smooth transitions and irregular boundaries in byte-level feature distributions.

Unlike deterministic threshold models, the KAN does not rely on hard decision boundaries
but instead learns continuous functional mappings over communication patterns. This is
particularly effective for detecting fuzzy attacks, where anomalies are not defined by fixed

thresholds but by probabilistic deviations.

Implication The achieved performance (Macro F1 = 0.9614) indicates strong generaliza-
tion under noisy embedded conditions. However, the slightly reduced accuracy compared
to higher-layer IDS modules reflects the intrinsic difficulty of detecting low-level protocol
manipulation, where attack signatures are less deterministic and more distributionally am-

biguous.

4.4 Limitations of the Work

Despite the experimental results achieved by the implemented E-DIDS framework, several
limitations should be acknowledged.

First, part of the evaluation relies on curated and semi-synthetic datasets, which may not
fully capture the complexity and unpredictability of real-world UAV flight environments.
This is particularly relevant for scenarios involving adaptive adversaries and environmental

noise variations.
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Second, some attack types in the datasets exhibit clear structural patterns, which can lead
to high separability and potentially overestimate model performance under controlled condi-
tions.

Third, the current architecture evaluates each intrusion detection subsystem independently,
without fully exploiting cross-layer correlations between network, navigation, and embedded
communication layers.

Finally, the deployment aspect remains simulation-based, and real-time testing on phys-
ical UAV fleets has not yet been conducted, which limits validation under true operational

constraints such as latency, packet loss, and hardware variability.

4.5 Conclusion

This chapter evaluated the performance of the proposed multi-layer intrusion detection frame-
work across three UAV communication domains. The experimental results demonstrate that
the KAN-based models achieve strong detection capabilities across all subsystems, with par-
ticularly high performance in navigation-level intrusion detection and robust generalization
in embedded communication scenarios.

The analysis of training dynamics and confusion matrices confirms the model's ability to
effectively learn discriminative representations for different attack types, while maintaining
stable convergence across datasets.

Furthermore, the comparative results highlight the effectiveness of the proposed archi-
tecture in balancing detection accuracy and computational efficiency, making it suitable for

resource-constrained UAV environments.
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Conclusion

This thesis presented a distributed and multi-layer intrusion detection framework designed
to enhance the security of UAV networks through intelligent, protocol-aware anomaly detec-
tion. By leveraging Kolmogorov--Arnold Networks (KANs), the proposed system was able
to model complex relationships within network traffic, navigation telemetry, and embedded
communication data.

The results demonstrate that a layered security approach is both effective and necessary
for modern UAV systems, where threats can emerge at multiple levels of the communica-
tion stack. While the obtained performance is encouraging, this work also reveals important
directions for future improvement.

Future work will focus on enhancing the robustness and realism of the proposed system by
improving IDS model generalization and evaluating performance on real UAV flight datasets
collected under operational conditions. In addition, expanding the detection capability to
cover a broader range of attack classes will be essential to better reflect evolving adversarial
behaviors.

Another important direction involves improving cluster-based organization mechanisms
and optimizing the cluster head (CH) election protocol to strengthen distributed coordination
within UAV swarms. Finally, a key long-term objective is the successful deployment of a
fully dynamic IDS system directly on UAV networks, enabling real-time, adaptive intrusion
detection in live aerial environments.

Overall, this work lays a solid foundation for intelligent UAV cybersecurity systems and

opens the path toward more adaptive, scalable, and deployment-ready defense architectures.
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