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(GENERAL INTRODUCTION

An elliptic curves are a special case of algebraic curve of the form y* = f(x), where f(z)
is a cubic polynomial with no repeated roots. The first appearance of the elliptic curve
was in the second or third century AD in the book "Arithmetica" of Diophantus, who
had no idea about elliptic curves.

The problem posed in his book on the elliptic curve is as follows: " To divide a given
number into two numbers such that their product is cube minus its side." And the
equation that Diophantus wrote is y(a — y) = 2* — z which is actually an elliptic curve
in disguise.

From the eleventh to the nineteenth centuries, elliptic curves were famous in number
theory and algebraic geometry through the works of both Fibonacci, Bachet, Fermat,
Euler, Newton, Jacobi, Weierstrass and Poincare.

Elliptic curves were originally created in areas related to analysis, the name “elliptic” is
given because these curves arose in studying the problem of calculating integrals to
tinding the arc length of an ellipse, but nowadays it has come to play an important role in
many areas of mathematics (number theory, algebraic geometry, coding, cryptography
etc). It has many uses, including:

% Used to demonstrate of Fermat’s Great Theorem by Andrew Wiles [90].

L

%

Used for the factorization of integers by Lenstra [47].

R
**

Used in number theory algorithms for proofs and primality tests by Goldwasser
and Kilian [27].

R
%

Used in random bit generation framework by Kaliski [38].

Y
L4

Used in coding theory by Driencourt Michon [19] et Gerard van der Geer [25].

Information security, is the science that works to protect the information and equipment
used to store, process and transmit it, from theft, intrusion, natural disasters, or all of
them. It works to keep it available to authorized individuals, and the inability to obtain
information, except by persons authorized to do so.

In computer science, cryptography is a way of protect information and communications
between parties by using codes, so that only the parties targeted by the information can
read and process it. This is done through the use of specific algorithms (which is a set
of mathematical calculations) and a private key.




General Introduction

In cryptography, to transform messages in ways that are hard to decipher, these deter-
ministic algorithms are used for cryptographic key generation, digital signing, verifi-
cation to protect data privacy, web browsing on the internet, and protect confidential
transactions such as credit card and debit card transactions and email.

In 1976, public key algorithms came in public sphere when Whitfield Diffie and Martin
Hellman published their article entitled by "New Directions in Cryptography" (see [18]),
this is known as the Diffie-Hellman key exchange.

The Diffie-Hellman key exchange was one of the most important developments in public
key cryptography and it is still frequently implemented in a range of today is different
security protocols. Diffie-Hellman and RSA cryptographic methods are based on the
creation of keys by using very large prime numbers. Hence, a key generation method
requires a lot computations power.

In the mid 1980, Neal Koblitz and Victor Miller independently proposed of elliptic curves
in cryptography (see [42,52]), it was approved by the US government. Elliptic curve
cryptography (ECC) is a public key encryption technique (the latest family of public-key
cryptosystems) based on the theory of elliptic curves that can be used to create smaller
and more efficient cryptographic keys. This makes it ideal for the increasingly mobile
world. ECC was proposed as an alternative to public key cryptosystems such as DH,
DSA, RSA, and ElGamal. Some researchers have shown that a security level with a
164-bits key for ECC, requires a 1024-bits key for RSA. The shorter key lengths require
less computing power, meaning faster, secure connections to the like of smart phone
and tablets on-the-go.

Our work falls within the framework of elliptic curves and their applications in cryp-
tography, more precisely those defined on a finite non local ring I, [¢]; where £* = £ of
characteristic p different 2 and 3. Elliptic curves defined on a ring have been studied in
different aspects.

In algebraic geometry, Joseph Hillel Silverman in his book [76] studied these curves in
the case of a local ring.

In number theory, Hendrik Willem Lenstra Junior in his article [46] studied these curves
on the ring Z,, with p and ¢ be two different prime numbers, which made it possible
to factor large integers using elliptic curves. And in cryptography, Sebastia Martin in
his thesis [51] studied the elliptic curves on the same ring Z,,, he built an ElGamal
cryptosystem using these curves and studied the number of curve points over the rings
of type Z,,.

Marie Virat [88] studied the elliptic curves over the local finite ring F,[¢]; where £* = 0
of characteristic p # 2, 3. This study allowed him, among other things, to create a IV,
cryptosystem, which is similar to that of ElGamal but with additional performance.

Abdelhakim Chillali [14] generalized the work of Marie Virat by extending it to the
rings F [¢], with e" = 0 and ¢ = p",p > 5 be a prime number and n € N, and created
some cryptosystems based on this elliptic curve (see [13,15]).




General Introduction

In 2016-2017, Aziz Boulbot et al [5, 6] were studied the classification of elements in
elliptic curves over the non-local finite rings F, [¢]; where ¢* = ¢ and F,[e]; where ¢ = ¢
of characteristics p # 2, 3. And in 2018, they studied the group law of elliptic curve over
the ring [F3.[e]; where e? = e of characteristic 3 [4]. And in 2019, they introduced a new
encryption protocols based on a non commutative ring by using the elliptic curve over
aring F,[e]; where ¢* = ¢ [7].

In 2019, Mustapha Elhassani et al [20] were introduced a new diagram of fully homo-

morphic encryption based on the non commutative ring F,[e]; where e® = ¢°.

The aim of this work is to study elliptic curves and cryptography on them, and to show
the strength of data security and cryptographic algorithms built using these curves
for against attacks. In this thesis, we are interested in studying elliptic curves over the
rings F,[¢] and Faa[e]; where ¢! = £?, it is an extension of the study conducted by Aziz
Boulbot et al. in their articles (see [4-6]), and the non commutative cryptography based
on the ring F[¢].

In our research, we addressed three axes:

% The algebraic axis: we defined and studied the rings F,[c] and Fsa[e].

% The algebraic geometry axis: we defined the elliptic curve over the ring F [¢],
and the group law over it.

% The cryptography axis: we applied the results found in the two previous axes.

This thesis is organized in two parts, the part I is a study and theoretical description of
the elliptic curves and the part I is a cryptographic applications based on the elliptic
curves.

The part I opens with the two chapters 1 and 2 where:

% Chapter 1: It is intended for basics on elliptic curves over any field K and is
composed of two sections namely affine elliptic curves and projective elliptic
curve. We recall the generalities of elliptic curves as we study the simplification
of Weierstrass equations and we will give the Weierstrass equations of these
elliptic curves in the certain cases of the field K, then we define the group law
geometrically and explicitly (in the affine and projective cases) on these curves.

< Chapter 2: We will define the rings F,[¢] and F.[¢], with ¢! = £*. Furthermore,
the ring I, [¢] which will be the core of this thesis for cryptographic applications
in chapter 4. In the sections 2.3 and 2.4 we will define the elliptic curves over
these rings, denoted E, ,(F,[¢]) and E, ;(F3.[¢]). Next, we study the classification
of elements in elliptic curves over these rings [71,80].

The part II consists of the three chapters 3, 4 and 5 where:

Page-xiii-




General Introduction

% Chapter 3: We will provide an overview of cryptography and its classifications
with a focus on studying of a public key encryption and security evidence.
In the sections 3.3, 3.4 and 3.5 are discuss some notions of an algorithms and its
security: the discrete logarithm problem (DLP); the Diffie-Hellman key exchange
(DH) and the digital signature algorithm (DSA). In the section 3.6, we talk about
the elliptic curves cryptography by setting out the keys by using the elliptic curve
Diffie-Hellman key exchange (ECDHKE), signature and verification algorithms,
and encryption/decryption algorithms based on elliptic curve discrete logarithm
problem (ECDLP).

% Chapter 4: Here, we will be interested in studying non-commutative cryptography
and fully homomorphic encryption. In the sections 4.2 and 4.3, using the elliptic
curve over the ring F,[¢] we will make a two new fully homomorphic schemes
over a special rings based on the two difficult problems; problem of conjugal and
discrete logarithm problem [68, 69].

% Chapter 5: We will be interested in the ECC based on a local ring, where the
sections 5.1 and 5.2 are fundamental results from the article of Moulay Hachim
Hassib et al [32], where had constructed the ring A, := Fsa[e] = Fsa[X]/(X*), with
' = 0, defined an elliptic curve over Fs.[¢] and they had given the classification
of elements in elliptic curve E, ;(A,). We will introduce both the Diffie-Hellman
protocol over E,;(A4) and a cryptosystem for encryption and decryption, then
we will present a cryptographic application using an encoding of the elements of
a cyclic subgroup G generated by a point P of known order [70].

Y
4%

Appendix A: This appendix is a overview of the basic concepts of groups, rings,
polynomial rings, fields, finite fields and extension of fields.

K2

% Appendix B: We will show the fundamental algorithms over the ring F,[¢] and
the group E, ,(F,[¢]).




Part 1

AriTHMETIC OF ELLIPTIC CURVES




CHAPTER 1

ELLIPTIC CURVES OVER A FIELD K

"Elliptic curves are a particular family of Diophantine equations which play an important
role in many areas of mathematics (geometry, theory of numbers, cryptography and so
on). The subject of elliptic curves is vast, and we content ourselves to studying its basic
concepts (affine and projective) over any field K by using of Weierstrass equations.”

For more information about elliptic curves, see the following books and articles:

[9,101; [22]; [34-37]; [42,43,45]; [76-78] and [82, 89].

Contents in Brief

1.1 Affineellipticcurves . . . . .. ... ... ... ... 0. 3
1.1.1  Simplified Weierstrass equations . . . . .. ... ... .. ... 5
112 Thegrouplaw . . ... .. ... ... .. L. 8
1.1.3 Isomorphism of ellipticcurves . . . . . ... ... ... ..... 13
1.1.4 Elliptic curve over a finitefield . . . . . . .. ... ... ... .. 15
1.2 Projective ellipticcurves . . . . . . . ... ... ... 0. 18
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1.1. Affine elliptic curves

Throughout this thesis, we set the following notation: K be a field and K its algebraic
closure. We will use the following site: https://asecuritysite.com/ in examples of
this chapter to compute the group law elements.

@ Affine elliptic curves

In this section, we introduce the basic concepts and definitions related to space affine
and affine curves. Our main objective is to study the basic notions of the affine elliptic
curves over the field K.

Definition 1.1. The affine space (over K) of dimension n is the set of points

A" = AMK) = {(z1, 22, ..., z,) | 7; € K}.

The set of K-rational points of A™(K) is the set

A"(K) = {(z1, 29, ..., z,) € A"(K) | z; € K}.

If n = 2, then the affine space is called affine plane.
If n = 1, then the affine space is called affine line.

e An affine plane curve C over K is the set of zeros an irreducible polynomial H € K]z, y]
in the affine plane, i.e. {(z,y) € A*(K) | H(x,y) = 0}.

e Let C' be a curve and P = (z1,4:1) be a point on C. Then P is singular on C if

a—c(xl, Y1) = %C(xl, y1) = 0. A singular curve is a curve with at least one singular

Ox
point (is not smooth).

Example 1.1. Let C : y* = 2° + 32° be a curve over K = R, and the point P = (0,0) be a

point on C, we easily verify that ((;O(O, 0) = (?30(0, 0) = 0. Then we say that the point P
x y

is a singular point (the curve C' is not smooth).

Definition 1.2 (See [77]). An elliptic curve E over a field K (denoted by E/K) of genus
'one is the set of solutions in the affine plane A*(K) of Weierstrass equation of the form:

E g + arzy + agy = 2° + ayx® + asx + ag, (1.1)

where a4, as, as, a4, ag € K. This equation is also referred to as the long Weierstrass form.
The discriminant of the curve F is defined as:

A = —d2dg — 8d® — 27d% + 9dydyds,
(d=2)(d-1)

The genus g given by g = — s, where d is the degree of irreducible plane curve, s is the

number of singularities when properly counted.
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2
dy = a7 + 4as;
d4 = 20,4 + aias;
where: )
ds = a3 + 4ag;
2 2 2
ds = ajag + 4asas — arazay + agas — ay.

When A # 0, the j-invariant of the curve E is defined as:
j(E) = ¢}/, where ¢, = dj — 24d,. The j-invariant makes it possible to classify the
curves by class of isomorphisms.

For example an elliptic curve over finite field K = [, with p = 97 is given by:
Eyy? 4 day + 3y = 2 + 22% + 30z + 55.
We have, d2 = 24, d4 = 72, d6 = 35, dg = 78, A(El) = 5,](E1) = 74.

Definition 1.3. An elliptic curve E defined over K is a smooth curve given by a Weier-
strass equation (1.1). The term "smooth curve" means that the following property is
satisfied: if (z,y) € K verify equation (1.1) then the partial derivatives of the curve

5 (z,y) = 32° + 2ayw + a4 — a1y are not
x

OF
equation 8—(35, y) = 2y + ez + a3 and
Y

simultaneously zero.

Remark 1.1. The condition A # 0 ensures that the elliptic curve is "smooth" i.e. there
are no points at which the curve has two or more distinct tangent lines.

Example 1.2. Let E; and E, are two curves (over K = R) defined by y* = 2 4+ x and
y* = 2° + 27 respectively, with A(E;) = —4 # 0, J(E;) = 1728 and A(E,) = 0. We have
F is a smooth curve and E is a singular curve as shown in the figure 1.1:

! Yy .
S 1
’ E1 , [Smooth curve] 6 E, , [Singular curve]
! 4
. 2
- x

-4 =2 2 4 4 9 5 |

—4 »

Figure 1.1: A smooth curve and a singular curve.
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Proposition 1.1 (See [77]). The curve E given by a Weierstrass equation satisfies:

(i) It is non-singular if and only if A # 0.
(ii) It has a node if and only if A = 0 and c4 # 0.

(iii) It has a cusp if and only if A = ¢4 = 0.

In cases (ii) and (iii), there is only the one singular point.

@ Simplified Weierstrass equations

An elliptic curve E defined by Weierstrass equation (1.1) over the field K with multi-
plicative identity 1x and addition identity Ok of the characteristic char(K) = p.
The equation (1.1) can be simplified over K by the following subsitutions.

If char(K) # 2

i

We substitute:

(x )t—)<.’B alx—a?'>

7y 7y 2 2 9

we have: )
(y—a;x—a;’> +a1x(y—ogx—a£)’>+a3<y—(§x—(§’):x3+a2$2+a4$ja6
2, %2 93 _ nas _ %2 0103 _ s U3
Y +4x + 1 ary — asy + 7 T+ a1y 2x 5 T+ asy 5 5

= 23 + a2 + aux + ag

2 2
thus,y2=x3+<a2+62> x2+(a4+a12a3>:v—|— (CIG‘}'CZ})a
—

a b C
transforms F to the curve:

E:y? =2 +a? + bz +c, (1.2)

where a, b, c € K.
- The discriminant of this curve is A = —64a®c + 16a%b* + 288abc — 64b% — 432¢2.
- The j-invariant of this curve is j(E) = (16a* — 48b)*/ /.

If char(K) # 2,3

By the equation (1.2), we substitute:

(z,y) — (w—;y>
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eliminates the x” term, yielding the simpler equation:

a,\’® a,\’ a’
y2:<x—32> +a’2<x—32> +aﬁl<x—32>—|—a’6

13 2 13 /

a a aya)
:x?’—2—27—a'2x2+?2m+a’2x2+?2—ga'22x+aﬁlx— 234+ag
12 13 ! !
3 ;g / Gy Qoly
=z +lay— —|x+|ag+2= — ,
(4 3) <6 27 3)
a b

transforms F to the curve:
E:y*=2°+ax+0, (1.3)

where a,b € K.
- The discriminant of this curve is A = —16(4a® + 27b%).
- The j-invariant of this curve is j(E) = (—48a)*/A.

If char(K) = 2

We substitute:
a
(3579) — (a%x + aij’a:fy + -3

we get:

2 2\ 2 2 2 2 2
ajas +a a ajas +a ajas +a
(a:{’y + 1433> + ay (af:c + 3) (ai’y + 1433> + az (a?y + 1433>
as a as as
as\? as\? a
= (a?w + 3) + as (a%x + 3> + aq (a%x + 3) + ag.
aq aq aq
Keeping in mind that 2a; = 0 for all a; € K because char(K) = 2, we find:

y2+xy:x3—|— <a1a3+a%+a2>x2

ay

a

<a‘11a?1 +a3 alay+ai  az(alay +ai)  aqal L +as )
ae |,

6 2 2 2

al al al al CL1

b
transforms F to the curve:

E:y* +ay=2°+ax® + b, (1.4)

where a,b € K.

- The discriminant of this curve is A = b.

- The j-invariant of this curve is j(£) = 1/b.

In case char(K) = 2, if a; = 0 we can find another short form by the substitution

(1’, y) — (1’ + a’27y)7
transforms F to the curve:

E:y*+cy=2a>+ax+b, (1.5)
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where a,b, ¢ € K. Such a curve is said to be supersingular.
- The discriminant of this curve is A = ¢*.
- The j-invariant of this curve is j(E) = 0.

If char(K) =3

L]
We have two cases to consider.
% If a7 # —ay, we substitute:
a4 — 103 al(a4 - G1CL3)
Yy ) — e+ ————"y+ar+—""=+as |,
( y) ( CL% I as Yy 1 CL% + as 3)
in the same calculation method as in the previous cases, transforms E to the curve:
E:y?> =2 +az? +0, (1.6)
where a, b € K. Such a curve is said to be non-supersingular.
- The discriminant of this curve is A = —a’b.
- The j-invariant of this curve is j(E) = —a®/b.
% If > = —a,, we can find another short form by the substitution
(l’,y) = (l’,y + a1 + a3)a
transforms FE to the curve:
E:y*=a23+ar+0, (1.7)

where a,b € K. Such a curve is said to be supersingular.
- The discriminant of this curve is A = —a®.

- The j-invariant of this curve is j(E) = 0.

The following table summarizes all of the Weierstrass short forms that we found:

char(K) || Weierstrass short equation || Discriminant A j-invariant
3 272
#2 Yy =2 +ar’+br+c 2_8%4;;)00— g4b§6_a4b32; (16a® — 48b)* /A
#2,3 v =2 +ar+b —16(4a® + 27b%) (—48a)?/ I\
=2 v oy =20 +ax® +b b 1/b
V+ey=a+ar+b c 0
=3 v =1 +ar® +b —a’b —a’/b
V=2 4+ar+b —a’ 0

Table 1.1: Weierstrass short forms for elliptic curves.
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@ The group law

Definition 1.4. Let £ be an elliptic curve (over K) defined by the Weierstrass equation
(1.1). The set of K-rational points on E is:

E(K) = {(z,y) € K*| ¥’ + a1zy + asy — =° — ap2® — agx — ag = 0} U {o0}.

The same:

EK) = {(z,y) e K* | y* + arzy + azy — 2° — apa® — agz — ag = 0} U {00},

where oo is the point at infinity. Note that if K € L C K then E(K) C E(L) C E(K).

@ Geometric addition of points

Let E be an elliptic curve defined over the field K. There is a chord-and-tangent rule for
adding two points in £(K) to give a third point in £(K). Together with this addition
operation, the set of points £(K) forms an abelian group with oo serving as its identity.
It is this group that is used in the construction of elliptic curve cryptographic systems
(see [75,82]). The addition rule is best explained geometrically. Let P = (z1,%;) and
@ = (z2,y2) are two distinct points on an elliptic curve £, then the sum R = (23, ys3) of
P and @ is defined as follows. First draw a line through P and @; this line intersects
the elliptic curve at a third point. Then R is the reflection of this point about the z-axis.
This is depicted in the figure 1.2:

Figure 1.2: Point addition P + @ = R.
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The double R of P is defined as follows. First draw the tangent line to the elliptic curve
at the point P. This line intersects the elliptic curve at a second point. Then R is the
reflection of this point about the z-axis. This is depicted in the figure 1.3:

6 E
4 ;_R
P 9
~ | T
-6 -4 - 2, 4 6
2 3
—4 v R=P+P
—06

Figure 1.3: Point doubling [2]P = P + P = R.

If the tangent to the point is vertical, it intersects the curve at the point at infinity and
[2]P = P+ P = oo, i.e. Pis a point of order 2. This is depicted in the figure 1.4:

—6

Figure 1.4: Point doubling [2]P = cc.

In the case x; = z; but y; # y,, the line through P and () is a vertical line, which
therefore intersects F in co. Reflecting oo across the z-axis yields the same point oo
(this is why we put oo at both the top and the bottom of the y-axis). Therefore, in this
case P + () = oo. This is depicted in the figure 1.5:
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6 1Y E
4 1
P 2 |
—6 2 4 6

Figure 1.5: Point inverse P + ) = oc.

@ Algebraic addition of points

Definition 1.5. We define an abelian group law + on E(K) as follows:

1. [Identity] P4+ co = oo + P = P for all P € E(K).

2. [Inverse] If P € E(K), then (x,y) + (z,—y — a1 — a3) = oo. The point (z, —y —
a1z — ag) is denoted by — P and is called the inverse of P.

3. [Addition-Doubling] Let P = (z1,y1) and Q(x3,y2) are two points in E(K). For
addition P + QQ = R = (x3,y3) we have two cases P # +Q) and P = Q.

We will show explicit formulas for adding two points (see [34]).

Let P = (z1,11) € E(K) and Q = (z2,y2) € E(K) with P # —Q (otherwise, @ is inverse
of P and we have P + Q = o0).

We take P # (), and we compute the coordinates of P 4+ () = R = (x3,y3). The line
passing through P and @ has for equation y = Az + p with:

The intersection of the line (PQ)) with the curve E is given by:
Az + p)? + (@12 + as)( Az + p) = 2% + ap2® + ayx + ag,
which gives the following equation:

2(x) = 2% + (ag — N — a;N)2® + (ag — 2\ — ayp — as\)x + (ag — p* — asp) = 0.
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We already know two roots of z(x), namely the z-coordinates of the other two points z;
and z». Since

2(z) = (x — 1) (x — x2)(x — x3).

Now the sum of three roots is the opposite of the coefficient of degree 2 and we therefore
set:
)\2+6L1>\—CL2 :x1+x2+x3 andy~3 = )\IL‘3+,LL

The point (23, y3) is the third point of intersection sought. Thus, we have:

P+Q=(x3,93) = (A +aA—ag— a1 — Ty, —AT3 — i — a173 — as)
()\2 + Cll)\ — Qa9 — 1 — 1’2,)\(1’1 — SE3> — Y1 — a1T3 — ag).

Doubling P = (x1,31) = Q. The line tangent to the curve £ at point P has the equation
y = Az + p with the slope ) obtain by implicit derivating. We have:

B 322 + 2a971 + ag — ayy;
2y1 +aix1 + as

A

and n =Y — /\1'1.

After substitution in the Weierstrass equation and with the same work we find:
N+ a ) —ay = 221 + x5 and g5 = Ars + .
The point (23, y3) is the third point of intersection sought. Thus, we have:

2]P =P+ P = (z3,43) = (AN +aA—as—2x;, —Ar3 — )t — a173 — as)
(A2 + ai )\ — ay — 200, ANy — 23) — Y1 — @173 — as).

Proposition 1.2. We have the following rules to calculate the law "+". We pose P = (x1,v1)
and QQ = (x9,ys), then:

% —P = (21, —y1 — a121 — ay).

o P+ Q = (.733, yg) with T3 = )\2 + Cll)\ — Qg —T1 — X2, Y3 = )\(.fll'l — .273) — Y —ayxrz —as,
where:

Y2 — 1 .
P if P#=£Q;
A= 323 + 2a971 + ag — ar

2y1 + a1 + as

if P=Q.
If P=Qand 2y, + ayx1 + a3 =0then P+ (Q = P+ P = oc.

We recall the particular cases of elliptic curves (over fields of char(K) # 2,3 and
char(K) = 3) which we will be interested hereafter.

Group law for E/K: y* = 2° + ax + b, char(K) # 2,3

Let P = ({El,y1> and Q = (Z‘Q,yz) € E(K)
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% The inversion of P is —P = (z1, —y1).

& If P # £Q, then P+ Q = (w3, y3) with w3 = \* — 21 — 29, y3 = Mz — 23) — y1,

where \ = Y27 b .
To — Iq
o IfP = Q, then [Q]P =P+ P= ($3,y3) with I3 = /\2 — 2I1, Y3z = )\(Z‘l — (L‘g) — Y1,
32 +a
where \ = )
2y,

Group law for E/K: y* = 2° + ax® + b, char(K) = 3

Let P = (z1,y1) € E(K) and Q = (22,12) € E(K).
% The inversion of P is —P = (z1, —y1).

% If P#4Q, then P+ Q = (w3,y3) with w3 = A\? —a — 21 — 29, y3 = (w1 — 23) — y1,
Y2 —
T2 —ZE1'

where )\ =

% If P =Q,then [2]P = P+ P = (3,y3) with m3 = \* —a — 221, y3 = A(21 — 23) — 91,
323 + 2a14

2y,
Example 1.3. We consider E : y* = 2% + 72 + 11 defined over Fy3, with char(Fy3) # 2, 3.
Note that A = —4639 = 7 # 0[23], so E is indeed an elliptic curve. The points of E/(F3)
are as follows:

where )\ =

(3,6) (3,17)  (6,4) (6,19)  (7,9) (7,14)  (8,2)
(8,21)  (10,0)  (11,4) (11,19)  (12,12)  (12,11)  (14,1)
(14,22)  (15,8)  (15,15)  (17,12)  (17,11)  (18,9) 18, 14)
(20,3)  (20,20)  (21,9) (21,14)  (22,16)  (22,7) oo

Examples of elliptic curve addition are (10, 0)+(7,9) = (15, 15), and [2](10,0) = (10,0) +
(10,0) =

Definition 1.6 (Scalar multiplication). Take n € N\ {0} and let us denote the scalar
multiplication by n on E by [n], or [n]g to avoid confusion. Namely,

E(K) — E(K)
[n]:| P +— WmP=P+P+.---+P

n—times

This definition extends trivially to all n € Z, setting [0]P = oo and [n]P = [—n](—P) for
n < 0.

Example 1.4. The elliptic curve E : y*> = 2° + 3z + 11 defined over Fyo has #F(F9) = 25.
E(Fy9) is a cyclic group and any point in £(IF;9) except for oo is a generator of E([Fyg).
The following shows that the multiples of the point P = (3, 16) generate all the points
in E(Flg)
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P = (3,16) =(0,7)  3P=(6,13) 4P =(11,11) 5P = (14,17)

6P = (13,9) = (9,11) 8P =(4,7) 9P =(17,15) 10P = (15,12)

11P = (18,8) 12P (2,5) 13P =(2,14) 14P = (18,11) 15P = (15,7)

16P = (17,4) P (4,12) 18P =(9,8) 19P = (13,10) 20P = (14,2)

21P = (11,8) =(6,6) 23P=(0,12) 24P =(3,3) 25P =00
Theorem 1.1 (See [35]). Let E be an elliptic curve (over K). Then the addition law on E(K)
has the following properties:

1. [Identity] P + oo =00+ P = P forall P € E(K).

2. [Inverse] P + (—P) = oo forall P € E(K).

3. [Associative] (P+ Q)+ R= P+ (Q + R) forall P,Q, R € E(K).
4. [Commutative] P+ Q = Q + P forall P,Q € E(K).

In other words, the addition law makes the points of E(K) into an abelian group.

@ Isomorphism of elliptic curves

Theorem 1.2. Let F /K and E, /K be two elliptic curves and given by Weierstrass equations:

Ey y2 +a1xy +azy = 23 + a2’ + agr + ag;
By + dwy + azy = 2%+ aha? + alx + ag;

E, and E, are isomorphic if and only if there exist w € K* and r, s, t € K such that the change
of variables
¢ B — By, (v,y) — (Wz 41,0y + u’sz + 1),

transforms equation E; into equation Ej.
And the inverse ¢~ of p given by:

B — By (y) e (i - 1), u i (y — sx —t+1s)),

transforms equation Ey into equation E;, with plop=1I dg, and ¢ o o =1 dg,.
Furthermore, we have:

uay = aj + 2s;

u?al, = ay — say + 3r — s%;

ulay = az + ra, + 2t;

u'd), = a4 — saz + 2ray — (t +rs)a; + 3r? — 2st;
ubay = ag + ray — taz + r’ay — rta; +r° — t7;
ulPA = A;

J(E1) = j(Ey).




1. Elliptic curves over a field K

If char(K) # 2,3

The elliptic curves equations are reduced to the short form

Ei:y* =23 +az+b;
By =2+ dv+0;

where a; = a; = a3 = 0, as = a and ag = b. The elliptic curves E; and E, are isomorphic
if there exist u € K* such that u*a’ = a and w0’ = b. Furthermore, we have:

(z,y) — (ulz, u’y).

% If a = 0 then for every b’ € K* the curve E| is isomorphic to E; : y* = 2 + b’ over
K((b/6)'7°).

% If b = 0 then for every o’ € K* the curve E; is isomorphic to Es : v =1+ dx
over K((a/a')'/*).

If char(K) =3

The elliptic curves equations are reduced to the short form

By =2 +ax® + b
By y? =2 +da* +V;

where a; = a3 = a4 = 0, a; = aand ag = b. The elliptic curves £, and F, are isomorphic
if there exist u € K* such that v?a’ = a and «°V = b. Furthermore, we have:

(z,y) — (uPz, u’y).

Lemma 1.1. Let £ /K and E,/K be two elliptic curves. If Ey and E5 are isomorphic over K
then they have the same j-invariant. Conversely, if j(E,) = j(E,) then Ey and E, are isomorphic
over K.

Example 1.5. We consider the elliptic curves:

By =2 4+22+1;

By y? = 2 4+ 162z + 729;

By :y? =2 + 18z + 27,
Then we see that

% E, is isomorphic to E;, over Q, simply take u = 3.

% E is isomorphic to E5 over Q(\/g), but not over Q, take u = /3.
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Thus:

55296 21133

59 59
55296 21133
59 59

@ Elliptic curve over a finite field

Let E be an elliptic curve over a finite field I, defined by the Weierstrass equation (1.1),
where ¢ = p" with p prime number and r € N*.

< E1 = E2 over Q — j(El) = ](Eg) =

% F) = B3 over Q(V3) <= j(E,) = j(Es) =

Definition 1.7 (Torsion points). Let £/K be an elliptic curve and n € Z. The kernel of
[n] denoted by E[n|, and its defined by:

En] ={P € E(K) | [n]P = oo}.
An element P € Eln| is called a n-torsion point.

Example 1.6. For all point P € E(FFi9) in Example 1.4 is 25-torsion point.

Lemma 1.2. Let E be an elliptic curve defined over K.
If the char(K) = 0 or ged(char(K), n) = 1, then:

En) = Z/nZ x Z/nZ.
Otherwise, when char(K) = p and n = p", then either
E[p"| = {oco}, forallr > 1or E[p"| = Z/p"Z, forall r > 1.

Definition 1.8. Let F be a curve defined over K of characteristic p. If E[p"| = {oco} for
one and in fact for all positive integers r, then the curve E is called supersingular .
Otherwise the curve is called ordinary .

The number of points in E(F,), denoted by #E(F,) and called the order of E over F, it
is an important aspect for the security of cryptosystems built on the elliptic curves over
a finite fields, we will see this in the second part.

Theorem 1.3 (Hasse [77]). Let E be an elliptic curve defined over F,. Then:

[#E(F,) — (¢ +1)] <2vq.
Lemma 1.3. The group E(F,) is either cyclic or isomorphic to a product of two cyclic groups,

E(F,) = Z/dZ, where d = #E(F,),
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or
EF,) = Z/d\Z x Z/dsZ, where dy | dyand dy | ¢ — 1.

Example 1.7. Let £ be an elliptic curve over a finite field.

¢ If B : y* = 2 + 37 + 5 over Fy;. The set of F;;-rational points on E is:

E(Fy7) ={(1,14),(1,3),(2,6), (2,11), (4,8), (4,9), (5,3), (5, 14), (6, 1), (6, 16), (9, 8),
(9,9), (10,7), (10, 10), (11,14), (11,3), (12, 1), (12, 16), (15, 12), (15, 5),
(16,1), (16, 16), oo}

Points of E(F,7) shown in the figure 1.6:

16 1Y ° ° °
14 ° ° °
12 °

10 .

° ° °
T

2 4 6 8 10 12 14 16

Figure 1.6: An elliptic curve E : y* = 2° + 3z + 5 defined over a prime field Fy7.
The group E(F,7) is cyclic for all P € E(Fy7) (#E(F17) = 23), and we have:
|#E(F7) — (174 1)| < 217 and E(F,;) = Z/23Z.
& If E: y* = 2* + 10 over Fy3. The set of F,3-rational points on E is:
E(Fi3) = {(0,7),(0,6), (4,3), (4,10), (10, 3), (10, 10), (12, 3), (12,10), 00 }.
The group E(F,3) is not cyclic (#E(Fq3) = 9), and we have:
|#E(F3) — (134 1)| < 2V13 and E(Fy3) = Z/3% x 7Z/3Z.

Definition 1.9 (Isogenies). Two curves E; /K and E,/K are isogenous over K if there
exists a morphism ¢ : £y — E, with coefficients in K mapping the neutral element of
E, to the neutral element of E5. From this simple property, it is possible to show that ¢
is a group homomorphism from E; (K) to E(K).

Proposition 1.3. Two elliptic curves Ey and E, defined over F, are isogenous over F if and

Only if#El(Fq) = #E2(IFCI)'
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Theorem 1.4 (See [78]). Let E/F, be an elliptic curve, let

E[F,) — E(F,)
Ppna: § (x,y) — (29, y9)

o0 > 0

be the ¢'"-power Frobenius endomorphism, and let t = q + 1 — #E(F,). The integer t is called
the trace of Frobenius and satisfies —2./q <t < 2,/q.

1. Let a, 3 € C be the roots of the polynomial T — tT + q. Then o and 3 are complex
conjugates satisfying |o| = |3| = \/q, and for every n > 1,

#EFp)=q¢"+1—a"—p".

2. The trace of Frobenius t and the Frobenius endomorphism ¢ g,q will play a fundamental
role in our study of elliptic curves, they are related by the equation:

qb?ﬂnd(P) - [t]¢End(P) + [q]P = 00, (quQEnd = @End © ¢End)

that is for any point P = (z1,y1) € E(F,), we have:

2

2
(@1, y1) = (@1, 91) + [g)(21,91) = oo,
where addition and subtraction denote curve operations.

Example 1.8. Using the previous Example 1.7, we have:

let E be an elliptic curve defined by the equation y* = 2° + 3z + 5 over Fy7 of the cardinal
23.

So, the tracet =g+ 1 — #E(Fy;) =174+ 1—23 = —5.

Let a, 3 € C be two roots of the polynomial T? — tT + q = T? + 5T + 17, where

5 /43 5 /43

For n = 2, we deduce that we have:

#HE(F i) = #E(Fagg) = 17° + 1 — o — g% = 299.
For n = 5, we deduce that we have:
HE(Fi75) = #E(Fry10857) = 17° + 1 — o® — B° = 1419583,

All elements of E(F,;) are fixed by ¢3%, , and ¢p,q, then the point P = (z,y) € E(Fy;)

we have: ¢3, (7, y) — [t]¢gna(r, y) +[q)(x,y) = (x,y) +5(z,y) + 17(z,y) = 23(x, y) = co.
For P = (6,1) € E(FFy7), we have: (6,1) +5(6,1) + 17(6,1) = 23(6,1) = occ.

Proposition 1.4. Let E be a curve defined over a field F, of characteristic p. The curve E is
supersingular if and only if the trace t of the Frobenius satisfies t = 0|p).
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Projective elliptic curves

In this section we describe, the projective space, homogeneous polynomial, homoge-
neous Weierstrass equations and projective coordinates of elliptic curves.

Projective space

Projective space is the collection of the points in affine space together with the points at
infinity. The points at infinity are constructed by asserting that in each direction there
lies a unique point at infinity. By convention, directions that are 180° apart define the
same point at infinity; otherwise parallel lines would intersect at two points instead of
just one.

Definition 1.10 (Homogeneous polynomial). A polynomial F' € K|[Xj, ..., X,,] is homo-
geneous of degree d if

F(A\ Xy, ... A\X,,) = N F(X,, ..., X,),forall A € K.

For example, the polynomial F(X,Y) = X*+3X?Y?+5XY? € R[X, Y] is homogeneous
of degree 4.

Definition 1.11. Projective space (over K) of demension n, denoted by P" or P"(K), is
the set of all (n + 1)-tuples (X, ..., X,,) € A"*!, such that at least one X; is nonzero,
modulo the equivalence relation (X, ..., X,,) ~ (Yo, ..., Y},) if and only if: there exists a
A € K, such that X; = \Y; forall 0 < i < n. An equivalence class is:

(Xo:-: X, ] ={(\Yp,..,\Y,) | A €K'},
and the individual X, ..., X,, are called homogeneous coordinates for the corresponding
point in P".
The set of K-rational points in P" is the set:

P"(K) = {[Xo: - : Xa] € P" | X; € K}.

- If n = 2, then the projective space is called projective plane.
- If n = 1, then the projective space is called projective line.

For example, let K = Iy, be a finite field of eleven elements, then the two points (6, 4, 10)
and (2, 5, 7) are equivalent, so that:

(6,4,10) ~ (2,5,7) <= A =3 € F1, (6,4, 10) = 3(2,5,7).
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Theorem 1.5 (Bézout’s theorem [22]). Let C, and Cy are plane curves of degree m and m'
respectively, then the number of points of intersection of Cy and Cy is mm/.

Remark 1.2. In generally, Bézout’s theorem is not true in affine space, because two
parallel lines that do not intersect at any point. On the other hand, it is always true for
projective planes (not true for other projective spaces), then two parallel lines will meet
at a point at infinity.

Proposition 1.5. The map

| AYK) —  P*K)
Ty — eyl

is one-to-one and the complement of the image of ¢ is the line at infinity.
The projective plane space is the set P*(K) = A*(K) U { the set of points at infinity }.

e A polynomial F'(X,Y) € K[X, Y] can be homogenised by defining

XY
FYX,Y,Z)=ZF ( c K[X,Y, Z],

z’ Z>
where d is the degree of F.
For example, if F(X,Y) = X? + XY + 5 of degree 3, then F*(X,Y,Z) = X* + XY Z +
57°.

e A homogeneous polynomial F*(X,Y,Z) € K[X,Y, Z] can be dehomogenised by
defining
F(X,Y) = F*(X,Y,1) e K[X,Y].

e A projective plane curve is the set of zeros in the projective plane of an irreducible
homogeneous polynomial F'(X,Y, Z) € K[X,Y, Zl]om (K[X,Y, Z]}om the set of homoge-
neous polynomials) in the projective plane, ie. {[X : Y : Z] € P*(K) | F(X,Y, Z) = 0}.
e Apoint P = (X,,Y1,7;) on F(X,Y, Z) is singular if

0X N oY N 07

aF(Xb}/bZl) - aF(AXla}/laZl) aF(X17}/17Z1) o

Definition 1.12. An elliptic curve E over K given by a homogeneous equation
E:Y’Z+aXYZ+a3YZ? = X? + a,X*Z + ay X Z* + agZ*, defined by:

EXR)={[X:Y:Z]ePK)| Y’ Z4+a, XY Z+asY Z* = X? +as X?Z +a, X Z* + ag 2},

with ay, as, as, as, ag € K, in this case the point at infinity isco = [0:1: 0] .
Its discriminant A and its j-invariant are as in the Definition 1.2.

% Ifchar(K) # 2,3, wehave E(K) = {[X : Y : Z] € P*(K) | Y?Z = X’ +aX Z*+bZ*}.

% If char(K) = 3, wehave E(K) = {[X : Y : Z] e P*(K) | Y*Z = X® +aX?Z +bZ*}.




1. Elliptic curves over a field K

Where (a,b) € K.

o The elliptic curve E is a smooth if the partial derivatives of the curve equation are not
OFE OF OFE

877 87? 82) 7& (Oa 07 0)

e Let £ and E' are two curves defined by projective Weierstrass equations

simultaneously zero, i.e.

E:Y’Z+a XYZ+asYZ? = X3+ o X?Z + ay X7 + agZ3;
E Y?Z+d XYZ+ayYZ? = X?+ayX?Z + a\ X 7% + a, Z°;

E and E' are isomorphic if E' can be obtained from E by a change of variables of the
form
(X,Y,Z) — (W*X,u®Y +u*sX + 17, 7),

where (u,r,s,t) € K* x K? (and dividing the resulting equation by u°). The correspond-
ing transformation is referred to as an admissible change of variables.

Proposition 1.6 (See [22]). Any projective Weierstrass equation is irreducible. It contains the
unique infinite point oo = [0 : 1 : 0], and is singular if and only if A = 0.

@ Arithmetic in projective coordinates

One of the problems the formulae for the group laws is that at some stage they involve
a division operation. Division in finite fields is considered as an expensive operation.
To avoid these division operations one can use projective coordinates (see [78]).

In subsection 1.1.2, we explained the group law in general case and in particular cases
(char(K) # 2,3 and char(K) = 3) by using the affine points. Here, we shall give formulas
for the adding and doubling of two projective points in elliptic curve over finite field F,
with cases char(F,) # 2,3 and char(F,) = 3.

% Addition of two projective points P and @) € E(F,) provided P # +(Q).
% Doubling of P.

Projective coordinates for char(F,) # 2, 3

In projective coordinates, the equation of elliptic curve is £ : Y?Z = X? + aX Z* + bZ°.
The point [X; : Y] : Z;] on E corresponds to the affine point (X;/Z;,Y1/Z;) when Z; # 0,
and to the point at infinity oo = [0 : 1 : 0]. Otherwise, the opposite of [X; : Y} : Z;] is
(X7 :—=Y1: 7).

Addition of P and ():

The affine form test x; = x5 corresponds to the projective form test X, /Z; = X5/Z,. This
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is equivalent to X7, = X7, via cross multiplication. For the interesting case where
P=(X1,Y1,7),Q = (Xs,Y2, Zy) and X 75 # X7, let’s convert the affine arithmetic
to projective arithmetic.

Expand and simplify:

\ = Y2 — 1 _ YQ/ZQ —Yl/Zl
xo—x1 Xo/Zy— X1/74
Nz, =Yz 27,
 Xo/Zy— X1)Zy ZyZ,
YWz -Yiz
 XoZy— X1 Zy

LetTy =Y22,, T =Y12,, T =Ty — 11, Uy = XoZ,, Uy = X1 Zyand U = Uy — U;.
Substitute A = —.
Expand and simplify:
2
3=\ —29 — 1) = <T> - =
T 7,7, X, U?Z, X, U*Z,
T U 2,2, 7y U2, 2, U2,
B 127,72, — U*Xy7, — U*X,Z,
B U27Z,7,
T%Z,7, — U? (Uy + Uy)
- U22,7, '

LetU2 :U2,V:Z221 andW:TQV—UQ(U0+U1).

w
Substitute T3 = W
Expand and simplify:

VPSSR 1 T A O
A=) mh =g\ v T 7
_T(XI.UQZQ W) Y,

Zy 7

U
T UU, W Vi
U (Uzv B U2V> A
TUOU,-W) Y

71 UsZy U,V

uu,vV 4
CT(UUs—W) Yy UUsZs
UU,Y 2, UUyZy
CT(UDWU, = W) UUsYrZs
TUUYY UGV
T (LU, — W) — TiUU,y
N UU,V '
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Let Us = UUs.

Substitute: y3 = T, = W) - T1U3'

UsV
WU oUW UW

U,V U UV UsV
Now that x3 and y3 have the same denominator, we can write:

Adjust denominator: x5 =

Xy =UW.
Yy =T (U Uy — W) — TyUs.
Zg — U3V

Doubling of P:

The affine form test y; = 0 corresponds to the projective form test Y1 /Z; = 0, this is
equivalent to Y; = 0, since Z; # 0.

For the interesting case where P = (X3,Y7,Z;) and Y; # 0, let’s convert the affine
arithmetic to projective arithmetic.

Expand and simplify:

32t +a

B 2y,

_3(Xy/Z) +a
2N/ 7Z)

B 3(X1/Zl)2 +a Z12
AN

A

33Xt +aZt
M
Let T = 3X; +aZ; and U = 2Y,Z;.
T
Substitute A = —.
Expand and simplify:
N X,
N2 = () _ot
XT3 I U Zl

T 2X, 4YPZ,
U Zy AYPZ,
2 8X\Y?Z,

TU2 4Rz?
T2 AUXY;

RCNE
T? — 4UX,Y,

p— T‘

LetV =2UX Y, and W = T2 — 2V.

Substitute 3 = ik
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Expand and simplify:
T Y,
w=A—n)-n =5 (7 @) -7
T (Sann ) (e

U\Z 4Y3z, U2 Z, U\ 4YP73
TV O WN Y, T /V-W\ Y
:U(UQ_U?>_Z1:U( U2 >_Zl
TV -W) Yy T(V-W) Y 8Pz
U Tz v LWz
_T(V-W) 8Y{'Z} T(V-W) 2U%}
T Uy RYyPzd o U UB
TV -W)=20%2 TV -W)-2UY;)?
B U3 B U3 ‘
w U UW

Adjust denominator: x5 =

vz U U3’
Now that x3 and y3 have the same denominator, we can write:
X3 =UW.
Y3 =T(V —W)-2(UY))>
Z3 - U3.

Projective coordinates for char(F,) = 3

)

Y;
Z

In projective coordinates, the equation of elliptic curve is £ : Y?Z = X° + aX?Z + bZ°.
The point [X; : Y} : Z;] on E corresponds to the affine point (X, /7, Y1/Z;) when Z; # 0
and to the point at infinity oo = [0 : 1 : 0]. Otherwise, the opposite of [X; : Y; : Z;] is

[Xl . —Yl . Zl]
Addition of P and Q:

The affine form test x; = x, corresponds to the projective form test X, /2, = X,/Z,. This
is equivalent to X7, = X7, via cross multiplication. For the interesting case where
P=(X1,Y1,7),Q = (Xs,Ys, Z5) and X7, # X7, let’s convert the affine arithmetic

to projective arithmetic. Expand and simplify:

\ = Yo — U1 _ Yz/Zz - YI/ZI
xo—x1 XofZo — X1/74
V)% -N|% ZaZh
" Xo/Zy— X1)Zy 727,
Yo~ YiZ,
 XoZi— X7y
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Let TO = YéZl, Tl = YiZg, T = To — Tl/ Uo = Xng, U1 = X122 and U = Ug — Ul.
Substitute A = —.
Expand and simplify:

TH? X, X
a:3:)\2—a—x2—x1:<U> —a—-22-21

T 27 U22,7, Xy UZ, X, U2Z,
T2 2z VU272, Zy U2, 7, U2,
| T22,7 — UtaZaZy — UXy 2y — UPX, 2

N U2747,

. T2Z2Z1 - U2 (aZ2Z1 + Uo + Ul)

N U277, '

LetUy=U?V = ZyZyand W = T?V — Uy (aV + Uy + Uy) .
W

Substitute x5 =

U,V
Expand and simplify:
T /1 Xy w Y,
Y3 = A(x1 — 3) — Y1 :E <Z1_ UgV) —Z
T Xy UsZy W i, T UU, W Y,
—U(21 ’UQZQ_UQ\/)_ZI_U(UQV _U2V)_21

T(UU,—W) Yy TUU,—W) Yy UlyZ

UUV — Zy  UUV  Zy UlUyZ,
T U= W) UUsYiZs
T UV ULV
T (U, — W) = TiUU,
- UULV ‘

Let U3 = UU2

T (U~ W)~ T
Substitute: y3 = (hU, UI?//) 1U3.
‘wou  ouw  uw

U,V U UUV UV’
Now that x3 and y3 have the same denominator, we can write:

Adjust denominator: x5 =

Xz =UW.
YE; = T(UlUQ - W) - T1U3.
Zg = U3V

Doubling of P:

The affine form test y; = 0 corresponds to the projective form test Y7 /Z; = 0, this is
equivalent to Y; = 0, since Z; # 0.
For the interesting case where P = (X;,Y7,Z;) and Y; # 0, let’s convert the affine
arithmetic to projective arithmetic.
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Expand and simplify:
\ — 31‘% + 26LI’1 _ 3(X1/Zl)2 + 2CL<X1/Zl)
21 2(Y1/2y)
o 3(X1/Z1)2 + Qa(Xl/Zl) ﬁ _ 3X12 + 2CLX1Z1
B 2(Y1/7,) zZ 2Y1 7,

Let T = 3X; +2aX,Z; and U = 2Y, 7.
T

Substitute \ = iR

Expand and simplify:

2
x3:/\2—a—2x1:() —a—2—
T? 4Y2Z?  2X, 4Y?Z,

—vr T Vavzzz Tz vz,

TP 4aYPZ?P O8X\Y2Z,  T? aU?  AUXY,

CU? AYRZ? 4YP2zE U2 U? U2

T? —aU? —4U X Y,
U? '

LetV =2UX Y, and W = T? — aU? — 2V.
. 7%
Substitute x5 = -

Expand and simplify:

T X w Y,
ys= A2 —23) —y = 5 1—)—1

T <X1 4Y2 7, W) Yi T <4X1Y12Z1 w

U\z, a2z, U?) 2z U\ v2z2 U2
v w i T (V-W Y]
_U<U2_U2>_21_U U2 >_21
TV -W) Y T(V-W) Y 8YZ
- Uy oz, U Z 8YPZ2
CT(V-W) 8Yi'Z; T(V-W) 20U
TUs Ry z3 o uUs Ud
TV -W)=20%Y? T(V-W)-2Uv,)?
N U3 N U3 '
w U UW
Adjust denominator: x5 = A
Now that x3 and y3; have the same denominator, we can write:
X3 =UW.
Yz =T(V —W)—-2(UY))>
Zy = U>.

)

Y;
Z
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The table 1.2 shows the computation times for the addition-doubling formulas in affine
and projective coordiantes. For simplicity, we neglect addition, subtraction and mul-
tiplication by a small constant in F, because they are much faster than multiplication

and inversion in ;. Let’s represent multiplication, inverse and squaring in F, by M, I
and S respectively.

Coordinates Projective Affine
char(F,) Addition || Doubling || Addition || Doubling
#2,3 12M+2S || ™+5S || I4+2M+S || I4+-2M+-25
=3 13M+2S 8M+4S [4+2M+S || [4+2M+2S

Table 1.2: Operation count for adding and doubling points on E/F,,.




CHAPTER 2

ELLIPTIC CURVES OVER A FINITE RINGS

"Elliptic curves are of great importance in mathematics areas in particular number theory
and algebraic geometry, which have become a major area of current research. In this chapter,
we present an elliptic curves over the two finite rings F,[e] and Fsa[e], where e* = &* of
characteristics p # 2,3 and p = 3 respectively, and we focus on study the classification of
elements in elliptic curves over these rings [71,80].”

For more information about elliptic curves over a finite rings, see the following thesis and
articles: [4—6]; [12-14]; [30-32] and [85, 86, 88].
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2. Elliptic curves over a finite rings

@ Basic concepts

Quotient ring K[e]

% Let K be a field. Define the polynomial ring
Klz] = {ao+a1x+a2x2+---+an:vd | a; € K,d € N}.

For f € K|[z] of degree n and (f) be the ideal generated by f of K[z|, define K[z|/(f) :=
K[z]/ ~, where ~ is the equivalence relation defined by g ~ hif f|g—h with g, h € K[z].
% We denote the set of all congruence classes of K[z] modulo f by K[z]|/(f), and we
write:

Klz]/(f) = {9(x) | 9(z) € K[z]}
={g(z) + (f) | 9(=) € K[z]}
={ag + a1+ a2’ + -+ ap_ 12"+ (f) | as € K,n = deg(f)}

% Let g(z), h(z) in K[z]/(f) and X € K, we have:

g(x) + h(z) = g(x) + h(z);

A-gla) = A-g(x).

Then the set K[z]/(f) has a natural ring structure called the quotient ring of K[z] by the
ideal (f).
% The base of K[z]/(f):

Klz]/(f) ={ao- 1+ @17 + apz® + -+ + ap_12"" ! [ a; € K}
= {CL()T + a1 + a2T2 4+ o+ an_lfn_l | a; € K}

If we pose € = 7, we have:
Kle] = K[2]/(f) = {ao + are + aze” + -+ + an-16""'| a; € K}

Then the ring K[¢] is a vector space over K of dimension n = deg( f), and have
{1,6,€% ...,e" '} as basis.

- If the field K is finite, then we call K[¢] is a finite ring.

- If f is irreducible polynomial in K[z] then K[¢] is a field.

l

Definition 2.1 (Local ring). A ring R is local if it has a unique maximal ideal /,,,.
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Proposition 2.1 (See [30]). A ring R is local if and only if the set of its non-invertible elements
is an ideal.

Lemma 2.1 (See [30]). Let R be a local ring of maximal ideal I,,,. Then the set of non-invertible
elements of R is I,,.

@ Elliptic curves over the ring I?

In the previous chapter, we discussed on elliptic curves over any field K and in particular
cases of char(K) # 2,3 and char(K) = 3. In this section, we will focus on the definition
of an elliptic curve over a finite ring, the restrictions that Lenstra [46] made for this
definition and how these restrictions do not pose problems in characteristics p # 2, 3
and p = 3, which constitutes the object of our research.

Just like on a field, an elliptical curve can also be defined on a ring under some conditions,
represented as follows::

1. The element 6 is invertible in R, as Lenstra indicates in [46] is not needed for this
definition, but just to use a precise form of the elliptic curve equation.

2. Any projective R-module of rank 1 is free, is on the other hand necessary, it is
verified by the finished rings. This is therefore a sufficient condition to be able
to define an elliptic curve over a ring, while preserving the group law defined
geometrically by the secant and the tangent.

Definition 2.2 (Primitive triplet [46]). Let R be a ring. A primitive triplet of R is a
3

triplet (1, 2, 23) € R® such that > 2;R = R, i.e. if there exist (a1, as,a3) € R?, such
P

i=1
3
that Z a;z; = 1. We denote by P(R), the set of primitive triplets of R.

i=1

Definition 2.3 (Projective plane over R). Let R be a ring, P(R) the set of primitive
elements of R, R* the set of units of R, and ~p the equivalence relation defined on P(R)
by:

(X,Y,Z) ~p (X',Y',Z') < 3u € R*, such that (XY, Z) = (uX',uY’,uZ").

We call a projective plane on R, and we denote by P*(R) = P(R)/ ~r. We will denote
the projective points on Rby [X : Y : Z].

Definition 2.4. Let R be a finite unitary commutative ring.
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% If char(R) # 2, 3, then we define the elliptic curves over the ring R by the homoge-
neous equation of Weierstrass Y7 = X® + aXZ? + bZ®, where a,b € R for which
4a® + 270 € R*. And we denote the set of rational points by E, ;(R):

Eub(R)={[X:Y :Z] € PXR) | Y?Z — X* — aX2Z* — bZ® = 0} U {oo}.

2

% If char(R) = 3, then we define the elliptic curves over the ring R by the homoge-
neous equation of Weierstrass Y?>Z = X° + aX*Z + bZ°, where a,b € R for which
—a®h € R*. And we denote the set of rational points by E, ,(R):

E.b(R)={[X:Y:Z €eP*(R)|Y*’Z - X*® —aX?*Z - bZ° =0} U {c0}.

Proposition 2.2 (Group law for £, ,(R)). Let R be a finite unitary commutative ring. The
method of the secant-tangent known over a field, defines a group law on the elliptic curve E, ,(R)
and admits as neutral element the point [0 : 1 : 0].

Proof. The ring R is finite, therefore according to Lenstra [46] condition (2) is satisfied
and this allows to conclude the proposition. O

@ Elliptic curve over a ring of characteristic # 2, 3

In this section, we study the elliptic curve over the finite ring F,[¢], where ¢* = % of
characteristic p # 2, 3 given by homogeneous Weierstrass equation of the form

Y?Z = X? +aXZ?+bZ°, where a,b € F,[¢].

Such that we study the arithmetic operation of this ring and define the elliptic curve
over it. Next, we show that E (o) x4 (Fq) and Er ().~ ) (F4) are two elliptic curves over
the finite field IF, such that 7 is a canonical projection and 7, is a sum projection of
coordinate of element in IF[¢], and we conclude by given a classification of elements in
elliptic curve over the finite ring I, [¢]. This section is important for the applications of
cryptography in the chapter 4.

3

The finite ring F [¢], ¢ = ¢

We follow the approach in [4-6]. The ring F,[¢], e* = £ can be constructed by using the
quotient ring of F,[X] by the polynomial X* — X*. F, is a finite field of order ¢, where
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q is a power of a prime number p, p > 5. An element X in F,[¢] written in the form
X = xg + 216 + 196” + w36” where (29, 71, 12, 73) € IF;*.

@ Arithmetic operations

The arithmetic operations in F,[¢] can be decomposed into operations in F, and they
are computed as follows:
X +Y = (zo+y0) + (x1 + y1)e + (x2 + y2)e” + (x5 + y3)e”, and

XY = zoyo + (toyr + 2130) + (zoya + 2191 + Tayo)e”

+ ((zo + 1 + 22 + T3)y3 + (71 + T2 + T3) Y2 + (T2 + T3)y1 + T30)E>,
where X = zg + 216 + 296 + z3e® and Y = yo + y16 + 2> + yae>.

Example 2.1. Let X,Y € F;[¢], where X =2+ ¢+ 3c” + 4’ and Y = 1 + 5e® + 3¢%, we
have: X +Y =3+e+cand XY =2 + ¢ + 6% + 4¢°.

Lemma 2.2. (F,[¢], +, ) is a finite unitary commutative ring isomorphic to the quotient ring
F[X]/(X* = X7).

Lemma 2.3. The ring F,[¢] is a vector space over F, of dimension 4. And have {1,¢,¢* %} as

basis, then: F,[e] = F, + F,e + F,e* + F,e°.

3 3
Proof. Let X =) x;e'and Y = ) _ y,e’ be two elements of F,[e] and k in F,, we have:
i=0 i=0

o X +Y = (20 +y0) + (x1 +y1)e + (z9 + yo)e? + (w3 + y3)e°.

3 3
o kX = kZ ziet = Z kxiet = kxo + kxie + kaoe? + kasged.
i=0

=0
L]
Proposition 2.3. The product operation in F [e| can be written as:
XY =x9yg+ Oxye + Qyye?
+ (o + 21+ @2 + 23) (Yo + y1 + Y2 + ¥3) — Toyo — Oxy — Qxv)e’,
where:
Oxy = (¥o + 71)(Yo + Y1) — ToYo — T1y1 = ToY1 + 1Yo and
Qxy = (zo + 21+ 22)(yo + y1 +y2) — zo(yo + y1) — 1(yo + y2) — z2(y1 + o)
= ToY2 + T1Y1 + T2Yo-
Proof. We have:
(o + o1 + 22+ 23) (Yo + Y1 + Y2 + ¥3) — Toyo — Oxy — Qxy
= (w0 + 71 + 22 + 23)y3 + (21 + 22 + 73)y2 + (T2 + T3)Y1 + T3Y0- O
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Corollary 2.1. Let X = xg + 16 + 226> + 23¢” € F,[e]. We have:

X2 =22 + Ox2e + Qx2e® + ((wg + 21 + 19 + 23)* — 25 — 2° — 22071 — 220T2)E°,
X3 =23 + Oxse + Qxse® + ((wo + 21 + 19 + 23)° — 13 — 3(2023 + 2277 + 1127) )7,
where:

Ox2 = (wg +21)* — 22 — 22,

Qx> = (29 + 71 + 29)* — x% — 13 — 21011 — 27179,

Oxs = (0 + 71)° — 2y — 25 — 3w} and

Qxs = (zo + 11 + 22)° — 2 — 23 — 23 — 3(w073 + 1125 + T175 + T277) — 6207173,

The next proposition characterize the set (F,[])* of invertible elements in F,[¢].

Proposition 2.4. Let X = zg + 1€ + xoe? + 236> € IF,[e]. The element X is invertible if and
only if xo and xy + x1 + xo + x5 are invertible in F,. The inverse of X is given by:
Xt =ay" — may’e + (vixg® — woxy?)e?

1 2 2 2.3 __1\.3
+ (o + 21+ @0+ 23) 7 + 215" + Toxg” — 2iTy° — x5 )E”.

Proof. Let X = x¢+ x16+ T2 + x5e® and Y = yo + 11 + yoe? + y3° be two elements of
[F,[e]. We have:
XY =xgyo+ Oxye + Qxy52

+ ((wo + 1 + T2 + 3) (Yo + y1 + Y2 + ¥3) — ToYo — Oxy — Qxy)e’.
Where O xy = xoy1 + 1y and Qxy = zoy2 + T1y1 + T2yo. Then:

Toyo = 1;
Oxy = 0;
XY=l "
Qxy = 0;
(o + 21 + 22+ 23) (Yo + y1 + Y2 + ¥3) — Toyo — Oxy — Qxy = 0.
Toyo = 1;
oY1 + 1Yo = 0;
ToY2 + T1y1 + T2y = 0;
(2o + 21 + 2o+ 23) (Yo + 91 + 42 +y3) = 1.
Yo = 1
Y1 = —$19€52; .
Y2 = —T2Zq —i— xlxo ;
ys = (zo + 21 + 22 + 23) 7 F g2+ Toxy® — 2i25° — 25"

So, the element X € (F,[¢])* if and only if zy # O[p] and z¢ + 21 + x2 + z3 # 0[p).

In this case we have:

-1 _ -1 -2 2,.—3

Y I o
-1 -2 -2 2, -3 -1\ .3 =
+ (w0 + 21 + 22+ 23) + 212" + XTamy” — XLy ° — 1y )E”.

Corollary 2.2. Let X € F[e], then X is not invertible if and only if xy = O[p] or xo + =1 +
xo + x3 = 0[p|, where (xo, 1, x2,x3) € IF;‘.
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Example 2.2. Let X = 24+c+e”+3¢% € Fs[e], wehave 7y = 2 # 0[5] and zo+2, + 29+ 23 =
2 # 0[5] then X is invertible in F5[¢]. The inverse of X is X ' = 3 + & + 3¢? + &%,

Lemma 2.4. F [¢] is a non local ring.

Proof. We consider the two ideals of F,[¢] defined by:

Jo = {ZL‘1€ + $’2€2 + $’3€3 | (ZEl,fEQ, l’g) € Fg}, and
Ji = {mg + 216 + 398% — (20 + 71 + T2)” | (w0, 71, 72) € IE‘Z’},

it’s clear that J, U J; is the set of non invertible elements in I, [¢], and for all x¢, 1, z2, 2, ¥,
and z in F, we have: zg + 716 + 796” — (v + 71 + 29)e” = xe + ye* + 2¢°
= 10+ (1 —2)e + (32 —y)e® — (o + 1+ T2+ 2)e® =0

xo = 0; xo = 0;
1 —x =0; T = T;
—
ry—y=0; Ty =Y;
To+ 21 +19+2=0. T+ Ty = —2.

We have Jy N J; = {ze + ye* — 2¢* | (x,y, 2z) € F} then Jy and J; are two distinct ideals
of F,[e], so Jy U J; is not ideal. Finally, the ring IF,[¢] is not local. O

Definition 2.5. Let 7y be a canonical projection and 7, be a sum projection of coordinate
of element in F,[¢] defined as given below:

Fyle] — Iy Fyle] —  Fy
. 3 ' d 3 ' 3
o x = insl — X and m X = insl — Zazz
i=0 i=0 i=0

Lemma 2.5. The mappings m, and m;, are two surjective morphisms of rings.

Proof. Let X = g+ 716 + 126> + 736° and Y = yo + y12 + y26” + y3¢° be two elements of
[F,[e]. From the definition of the sum and product operation in F,[¢], we have:

(X +Y) =20+ yo = mo(X) + mo(Y), and
7T0(X . Y) =To Yo = 7T0(X) . 7I'0(Y).

So, 7 is morphism of rings.

m(X+Y)=wo+yo+v1+y1 +x2+ 12+ 23+ y3
=m(X)+m((Y), and
(X -Y) = (w0 + 21+ 22 +23) - (Yo + Y1 + Y2 + y3)
=m(X)-m(Y).
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So, m; is morphism of rings.
Finally, for all z € F, C F,[¢], we have 7y(z) = m(z) = x, so my and m; are two surjective
morphisms. O

Lemma 2.6. Let X = 1 + 716 + 298” + 238> € F,[¢]. If X is invertible in F[e], then:
mo(X ) = (mo(X)) ™ and m(X ) = (m (X))
Proof. Let X = xg + 16 + 226> + 23¢° € F,[e]. By using the Proposition 2.4, we have:

(XY =25 = (70(X)) " and
(X7 = (w0 + 21 + 22+ 33) " = (m (X))

Remark 2.1. The kernel of 7y and 7, is an ideal such that:

kermg = {X € Fy[e] | mo(X)
kerm = {X € F [e] | m(X)

2

0
0}

Corollary 2.3. For all i € {0, 1}, the mapping m; given by:

— | Fylel/kerm;  — Imm = m(F,[e])
T X = X dkerm mi(X)

is an isomorphism.

Proof. For i € {0, 1}, we have 7; is a ring morphism and ker 7; is an ideal. The mapping
7; is well defined, let X, X’ € F,[¢]/ ker m;, such that 7;(X) = m;(X) and 7;(X") = m(X")

X=X < X — X ckerm
= X - X)=m(X) —m(X')=0
— m(X) = m(X)
= m(X) = m(X).

7; is a ring morphism:

7K+ ) = m(E T ) 7(X-X) = m(X )
=m(X + X') and =m(X- X'
=m(X) +m(X') =m(X) m(X)
= 7(X) +7(X) = m(X) - T (X).

T, is a surjective:
If for every y € Imm; = m;(F,[e]), there exists X € F,[e] with y = m;(X), then 3X €
F,[e]/ ker 7; such that y = 7;(X).
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m; is a injective:
7(X) = F(X7) = m(X) = m(X)

— m(X)—m(X')=0

= (X -X)=0

— X - X'ekerm;

— X=X
Finally, F,[¢]/ ker m; = Im m; for all i € {0, 1}. O
Corollary 2.4. The mapping ; is an isomorphism for i € {0, 1}, in particular we have:

#F, €]
# ker ;

@ Costs of arithmetic operations

Let s, m and 7 denote the costs of addition, multiplication and inversion in F, respectively
and let S, M and I denote the costs of addition, multiplication and inversion in F[¢]
respectively. Wehave: S = 4s, M = 11s+8mand I = 7s+3m+4i where M is calculated
by the Propsition 2.3.

= #F,[e]/ ker m; = # Im ;.

3

Elliptic curve over F,[¢], * = ¢

In this subsection, we consider X, Y, Z, a and b are elements of the ring F [¢] fixed by
X = xp 4+ 116 + 1982 + 2383, Y = Yo + y1€ + y252 + y353, Z = 2y + 216 + 2962 + 2z3¢3,
a = ag+ are + ase® 4 aze® and b = by + bie + bee? + bye?, with the prime number p is
greater than or equal to 5.

The discriminant of elliptic curve over the ring F,[¢] is A := —16(4a® 4 27b*) and we
denoted by Ay and A, the images of the discriminant A by 7, and 7, the morphisms
respectively,

No = (D) = mo(—16(4a® + 27b%)) = —16(mo(4a®) + m(276%))
= —16(4(mo(a))® 4 27(mo(b))?) = —16(4aj + 27b7) and

Ny =7 (A) = 1 (=16(4a” + 270%)) = —16(m (4a”) + 71 (276%))

= —16( ( (CL ) —+ 27(7T1(b))2) = —16(4(&0 +a; + as + a3)3 + 27(b0 + bl + b2 + b3)2).

(—48a)?

A
and j; the images of the j-invariant j by my and m; the morphisms respectively.

The j-invariant of elliptic curve over the ring F,[¢] is j := and we denoted by jj
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By using the Lemma 2.6, we have:

) . —48%q3 3 3 -1 3 3 -1
Jo = mo(j) = mo A = mo(—48°a’ A7) = mo(—48°a’)me(A )
41Q3.3
— (—d8mo(a))* (mo(A)) ! = —ASPaASL — 42 % and
0

= m() =m <_423a3> 1 (—48a)P A1) = i (—48%a¥)m (A1)

—483 3 3 3 3
= (~48m (@) (m (A)) ) = ~48%aq + a1 +ay 4 @) A7 = TABTAXBEE)
1

Definition 2.6. We define an elliptic curve over the ring I, [¢], as a curve in the projective
space P?(F,[¢]), which is given by the homogeneous equation of the degree 3, Y*Z =
X? +aXZ? + bZ* where a and b in F,[¢] such that the discriminant A is invertible in
[F,[e]. In this case, we denote the elliptic curve over F,[¢] by E, ;(F,[¢]), and we write:

E.o(Fle]) ={[X : Y : Z) € P*(F,Je]) | Y*Z = X* + aX Z* + bZ"}.

Proposition 2.5. The discriminant A is invertible in the ring F (] if and only if Ay and 1\,
are invertible in the field IF,.

Proof. We show easily that A = A; + ©¢ + O + (A — Do — O — Q)53, where © =
40,3 + 270, and Q = 4Q,s + 272, then from the Proposition 2.4 we deduce the
result. O

Corollary 2.5. If the discriminant /\ is invertible in F[c], then we can talk about the elliptic
curves Er ) xow)(Fq) and Er, q).= 1) (Fq) defined over the finite field F, by:

Erg@mom) (Fq) = {[r 1y : 2] € P(F,)| y°2 = 2° + apwz® + by2"} and
3

Ery(@mt)(Fq) ={[z 1y 1 2] € P*(Fy)| 'z = 2° + (O_a;)w2” + (2 bi)2*}.

=0

Proposition 2.6. Let X,Y and Z in F[¢], then [X : Y : Z] is a point of P*(F,[¢]) if and only
if [7:(X) : (V) : 7(2)] is a point of P*(F,), where i € {0, 1}.

Proof. Suppose that [X : Y : Z] € P*(F,[¢]), then there exist the triple (o, 3,7) € (F,[¢])?
such that a X + Y + vZ = 1. Hence, we have:

mo(a)mo(X) 4+ mo(B)mo(Y) + mo()mo(Z) = 1 and
m(a)m (X) + m(B)m(Y) + m(y)m(Z2) = 1.

So, (m(X), mo(Y), m0(Z)) # (0,0,0) and (7 (X), m (Y), m(Z)) # (0,0,0), which proves
that [r;(X) : m(Y) : 7(2Z)] € P*(F,) fori € {0,1}.
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Reciprocally, let [m;(X) : 7;(Y) : m(Z)] € P*(F,) wherei € {0, 1}. Suppose that 2o # 0[p),
then we distinguish between two cases of xy + x1 + x5 + 3t

1. g + 21 + 22 + 23 # O[p]: then X is invertible in F[¢], so the projective point
(X :Y : Z] € P*(F,[e).

2. xo+ a1 + 22+ 23 = 0[p]: then yo + y1 + yo + y3 Z O[p] or 2o + 21 + 20 + 23 Z O[p].

(i) If yo + 1 + y2 + y3 #Z O[p| then:
To + T1E + 128" + (Yo + Y1 + Y2 + Y3 — Tg — T1 — Ta)E®
=20 + 16 + 2267 — (T + 21 + T2)e” + (Yo + Y1 + Y2 + ¥5)E’
_ X 48V e (B,
so there exist U € F [e]: YX +&°UY =1, hence [X : Y : Z] € P*(F,[¢]).

(ii) If 2z + 21 + 22 + 23 Z 0[p] then:
To + 216 + Toe® + (20 + 21 + 20 + 23 — T — T, — T2)E°
= 20 + 216 + Ta€? — (To + 11 + 22)e® + (20 + 21 + 22 + 23)€°
— X +¢'Z € (F,[6)%,
so there exist ® € F,[e]: ®X +c°®Z = 1, hence [X : Y : Z] € P*(F,[¢]).

In the case where y, # 0[p] or zy # 0[p], we follow the same proof. O

Example 2.3. Let X = 3+c+2e*+¢, Y = 1 +&? +4¢® and Z = ¢+ 3¢” be three elements
in F;[¢], then [X : Y : Z] is a point of P*(F;[¢]) <= [mo(X) : mo(Y) : mo(Z)] = [3: 1 : 0]
and [ (X) : 7 (Y) : m(Z)] = [2: 1 : 4] are two points of P*(F;).

Proposition 2.7. Let X, Y and Z in F ||, if the point [ X : Y : Z]is a solution of the Weierstrass
equation in E,,(F,[e]) then [m;(X) : m(Y') : mi(Z)], where i € {0, 1} is a solution of the same
equation in Er, ) x @) (Fq)-

Proof. From the Proposition 2.3 and the Corollary 2.1, we have:

3
Y2 = yg + @y26 + Qy262 + ((Z yz)z — yg — @Y2 — Qy2)€3.

i=0
7% = 22 + Opoe + Qpee® + (( 3 z)? — 22 — O — Q)b
=0, 3
aX = apTo + Ouxe + Qxe® + (O a) O xi) — apro — Oux — Qax)e’.
i=0 =0
73 = 23 + O3 + Qpse® + ((i 2i)% — 28 — Ogs — Qys)e’.
Then: = ; ,
Y?Z = y3z0 + Oyaze + Qy2ze’ + ((; yi>2<§ 2i) — Yozo — Oyzz — Qy2z)e’,

3
X3 = :L'g + @X3€ + Qx382 + ((ZQ?Z)S — ill'g — @XB — QXs)&'S,
i=0
3 3 3
aXZ? = apro2s + Ouxz2€ + Qaxz2e” + ((Z ai)(z 951)(2 2)? — apT0zy — Ouxzz — Qaxz2)e>,
i=0 =0 i=0
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3 3
bZ3 = b()Zg + @bz3€ + sz3€2 + ((Z bl)(z Zi)S - bozg — @bZ3 — sz3)63‘
=0 =0
Yoro = Tp + aoTo2g + bozp;
Oy2z = Oxs + Ouxz2 + Opzs;

Qyaz = Qxs + Quxzz + Qpzs;

Hence, Y?Z = X3+aX Z7°+07% <= { 3 3 3 3 3 3
O wi)?Qz) = Qo w)’ + O a) Q) (O 2)”
i=0 i=0 i=0 i=0  i=0 =0
3 3
i=0 =0
Which proves that for i € {0, 1}, [m:(X) : m(y) : m(Z)] is a solution of the Weierstrass
equation in Er, (q) ) (Fq)- O

Example2.4. LetE,, : Y*Z = X°+aXZ*+bZ%, wherea = 14+2¢® and b = 1+e+3¢>+2¢°
in F5[¢], the discriminant A = 4+e+¢£>+3<% isinvertible in IF;[¢] because 7o (A) = 4 # 0[5]
and 7 (A) =4 # 0[5], then E, ;(IF;5[¢]) is an elliptic curve.

Let X =2+e+3+6% Y =1+2 +2e° +¢°and Z = 1 in F;[¢], the point [X : Y : Z]
is a solution of the Weierstrass equation E,, ;, then [m(X) : mo(Y) : mo(2)] = [z, y, 2] =
2:1:1]and [ (X) : m(Y) : m(Z2)] = [z,y,2] = [2:1: 1] are a solutions of equations
Ero(a),mo) and Er (q) x ) Tespectively, where:

Ero(a)mo®) : vz = 2% + mo(a)zz? + mo(b)2® = 2 + 22 + 23,

Er@yme ¥z =2 +m(a)zz’® + m(b)2* = 2° + 3w2® + 22°

Theorem 2.1. Let a = a+aze®, b = b+bse®, X = X+a3e>, Y = Y+ysed, and Z = Z+z5¢°,
the elements of F,[¢], which satisfied the Weierstrass equation Y>Z = X° + aX Z* + bZ>, then:

Y27 = X° +aXZ%+0Z° + (D — (Axs + Bys + Cz3))e’,

where:
D = as(wo + 21 + 22) (20 + 21 + 22)% + b3(20 + 21 + 22)°

+ 323(zo + 71 + 12) + T3 — Y3 (20 + 21 + 20 + 23)

+ 22((zo + 21 + T2 + 13) (a0 + a1 + az + as) + 3(z0 + 21 + 22)(bo + by + by + b3));
A= —3(x0+ 2z, +22)* — (20 + 21 + 22)%(ap + a1 + ay + as);
B =2(yo +y1 +1y2)(20 + 21 + 22 + 23);
C'=—2(z0+ 21 + 22)(xo + 21 + 22 + x3) (a0 + a1 + ag + a3)

—3(20 + 21 + 22)%(bo + b1 + b2 + bs) + (Yo + 31 + y2)*.

Proof. We have:
Y2 = (Y +y5e”)” = V2 +2Vyse® + y5e® = V2 + us(yo + y1 + 1) +43)e°.
Y?Z = (Y +yse®)(Z + 236%) = (Y + Qus(yo + y1 + 1) + 13)€°) (2 + 25¢°)
= Y27 + (23(y0 + y1 + y2)> + 2u3(yo + y1 + y2) (20 + 21 + 22 + 23)

+ 92 (20 + 21 + 20 + 23))E°.
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X3 = (X +236%)% = X° 4+ 3X w36’ + 3Xa2e® + a3’
= X° + (3X%x3 + 3X a2 + 23)?
= X% 4 (3ws(wo + o1 + 22)? + 322 (20 + 21 + T5) + 23)’.
aXZ? = (a4 aze®) (X + 238%)(Z + 2°)?
= (@ + a3e®) (X Z° + (23(20 + 21 + 22)°
+223(20 + 21 + 20)(To + 1 + To + T3) + 25(2 + Ty + T2 + T3))e?)
=aXZ%+ (z3(20 + 21 + 22)%(ao + a1 + ay + as3)
+ 223(20 + 21 + 29)(x0 + @1 + 22 + x3) (a0 + a1 + az + a3)
+ 22 (zo + 21 + T2 + 23) (@0 + ay + ag + az) + az(zo + 71 + 22) (20 + 21 + 22)%)E”.
bZ% = (b+ b3e®)(Z + z3e°)°
= (b+ b3e®)(Z% + (323(20 + 21 + 22)° + 323(20 + 21 + 2) + 25)€?)
= bZ% + (323(20 + 21 + 22)%(bo + by + ba + by)

-+ 3232’(20 + 21 -+ ZQ)(b() —+ b1 + bz —+ bg) + bg(Zo -+ Z1 + 22>3)63.
Since Y27 = X? 4+ aX Z* + bZ? then:

Y27 = X34+ aXZ*+b2° + (D — (Axs + Bys + Cz3))e’,

where:
D = as(wo + 21 + 22) (20 + 21 + 22)% + b3(20 + 21 + 22)°

+ 323(zo + o1 + 12) + T3 — Y3 (20 + 21 + 20 + 23)

+ 25 ((mo + 21 + 9 + x3) (a0 + a1 + ag + az) + 3(20 + 21 + 22)(bo + by + by + b3));
A= —3(x0+ 2z, +22)* — (20 + 21 + 22)%(ag + a1 + ay + as);
B =2(yo +y1 + y2)(20 + 21 + 22 + 23);
C = —2(20+ 21 + 22) (o + 1 + w2 + x3) (a0 + a1 + a2 + a3)

—3(z0 + 21+ 22)°(bo + b1 + ba + b3) + (yo + y1 + ¥2)°.
Then, we deduce the theorem. O

Corollary 2.6. If D = Axg + Bys 4+ Cz then a,b, X,Y and Z are satisfies the equation of
Weierstrass Y?Z = X* + aX 7%+ bZ>.
From the propositions 2.5, 2.6 and 2.7, we deduce the theorem:

Theorem 2.2. Let X, Y and Z in F[e]l. If [X : Y : Z] € Eu(F,[e]) then [m(X) : m(Y) -
mi(Z)] € Er,(a),m ) (Fy), where i € {0,1}.

Theorem 2.3. The set E,;,(F,[¢]) is abelian group, written additively. And has [0 : 1 : 0] as
its zero element, and for all P = [X; : Yy : Zy|and Q = [Xy : Ys : Zs] in E, ,(F,[¢]) we have
P+ Q = [X3:Ys: Zs], where:

% If P # Q, then:
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X3 =Y XoZy — 21 X1 Yo — a(Z1 X + X1 2)(Z1 Xo — X1 2Z5)
+ (2Y1Yy — 3621 25) (21 X5 — X1 Z5).

Y3 = Y1Yo(Z2Y1 — Z1Ya) — a(Xi Y1 Z5 — Z7XoYa) + (=207, Z5 — 3X1X,) (XY
— X1Y2) = 3621 Z5(Z:2Y1 — Z1Ya).

Zy = (Z1Ya + ZoY ) (ZoY1 — Z1Ys) + (3X1Xo + aZ1Z5)(Z1 Xs — X1 Z5).

% If P =Q, then:

X3 = 1Yy — 602, Z5)(XoYy + X1 Ya) + (a*Z1Zy — 20X, Xo)(Z1Ya + Zo2Y7)
- 3b(X1Y1Z22 + Z12X2Y2) - a(Y1Z1X22 + X12YzZ2)-

Yz = Y2Y7 +3a X X3+ (—a® — ) Zi 73 — a* (21 X + X1 73)? — 2a° 2, X1 Z» X,
+ (90X, Xy — 3abZ1Z5) (71 Xy + X1 7).

Zy = (Y1Ya + 3bZ1Z2)(Z1Ys + ZoY1) + (3X1Xo + 202, Z5) (XoYr + XYa)
+ a(X\ 1 Z5 4+ Z7 X,Y5).

Proof. The ring F [¢] is a finite, therefore according to Lenstra [46] conditions (1) and
(2) is satistied. So, using the explicit formulae of W. Bosma and H. W. Lenstra article,
see [8][page: 236-238], we prove the theorem. H

Example 2.5. Let P = [3¢® +2¢ +2: 1: 2¢* + 3¢ + 1] be a point in E, ;(F;[¢]), where
a=2¢"+1and b= 2¢*+ 3c® + ¢ + 1 in F5[¢]. And G is the subgroup of elliptic curve
E,,(Fs[e]) generated by the point P of order n = 15.

The elements of a subgroup G = (P) is shown in the table 2.1:

2e° +4€ +e+2:1:3° +4€ +e+1] |15
3+ +4e+3:1:28% + &7 +4e + 4]

0:1:0] =00

n nP n nP

1 [Bed+2e4+2:1:2%+3e+1] 9 [4e’ +4de:1:4€7

2 [E2+3:1:4° +e+4] 10 [2° +36® +3c+2:1:4e” +1]
3 [3e%+3e:1:¢ 11 [°+2e% +e+3:1:4e% +3e+ 4]
4 [4e8+3%+4de+2:1:6%+ 2+ 1] 12 [26% +2e:1: 47

5 [364+2e +2e+3:1:e%+4] 13 [4e°+2:1: 5+45+1]

6 [°+el: 5] 14 [26° +3c+3:1:3c% +2¢ + 4]

7 | [

8 |

Table 2.1: The subgroup G = (P).

Corollary 2.7. For i € {0, 1}, the mapping , given by:

pp o | EorlFale) — Eri(a).mi() (Fo)
XY Z] o (X)) s m(Y) s m(2)]

is well defined.

Proof. Let [X : Y : Z] € E,;(F,[¢]). From the previous Theorem 2.2, we have [r;(X) :
WZ(Y) : 7TZ(Z)] S Em(a),m(b) (Fq), where i € {0, 1}.
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If[X:Y:Z]=[X":Y":Zthen there exist ® € (F,[¢])* such that: X' = X, Y’ = oY
and Z' = ®Z, then:

oi([X' Y 7)) = [m(X") : m(Y') s mi(2))]

[mi(PX) : m(PY) : mi(P )]
[m:(P)i(X) : (@) (Y) = 7y (P)mi(Z)]
mi(®)EF;
= [m(X) : m(Y) : m(2)]

=@i([X Y :Z]).

So, the mapping ; is well defined where i € {0, 1}. O

Corollary 2.8. The mapping ; is a morphism of group, where i € {0,1}.

Proof. Let (X, :Y:1: Zy], [Xo: Ya: Z) € Eqp(Fle]),

Oi([X1:Y1: Z1]+ [Xo 1 Yo : Zs)) = pi([ X5 : Y30 Z3))
= [mi(X3) : m(Y3) : mi(Zs)],

by the Theorem 2.3 and 7; is a morphism of ring, we have:

[mi(X5) « mi(Ys) : mi(Zs)] = [mi(X1) : (Y1) - ma(Z0)] + [mi(X2) : mi(Ya) 2 7i(22))]
= @i([X1: Y1 : Z1]) + i([X2 1 Yo 1 Z3)),

then @Z([Xl . Yi : Zl] + [XQ : Y'z : Zg]) = QOZ([Xl . Yi . Zl]) + QOZ([XQ : Y'Q : Zg])
So, the mapping ¢; is a morphism of group, where i € {0,1}. O

Corollary 2.9. The mapping y is a surjective.

Proof. Let [ :y : 2] € Erj(a),m)(Fq), then:

% Ify Z0[p/then [z :y:z] ~[z:1: 2] hence
[2(1 —e—e*+¢&*):1:2(1 —c—e*+ &%) is an antecedent of [z : 1 : z].

% If y=0[p| then z Z 0[p] and [z : y : 2] ~ [z : 0 : 1] hence
[2(1—e—e*+&’)et+e?+e®:1—¢c—¢c®+ ¢’ isanantecedent of [ : 0 : 1].

Corollary 2.10. The mapping ¢, is a surjective.

Proof. Let [z :y: 2] € Ex (a),m 1) (Fq), then:

% Ify Z0[p/then [x:y:z] ~[z:1: 2] hence
[2(e — e +€%) : 1: z(e — e® + &%) is an antecedent of [z : 1 : 2].
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% If y=0[p| then z Z 0[p] and [z : y : 2] ~ [z : 0 : 1] hence
[x(e —e*+&%):1+e—¢e*—&®: e —e® + &% is an antecedent of [z : 0 : 1].

Lemma 2.7. The kernel of y; is a subgroup, such that:
kero, ={[X : Y : Z] € E.,(F fe]) | [mi(X) : m(Y) : m(Z)] = [0:1:0]},

where i € {0, 1}.

Proposition 2.8. The mapping ; where i € {0, 1} given by:

7 Eop(Fyle])/ ker i — Im s = Er a)m0) (Fy)
XY i Z] 4 kergy — [mi(X) s m(Y) s mi(2)]

is an isomorphism of group.

Proof. Let P,Q € E,,(F,[e])/ ker ¢; such that P = P + ker ¢; and Q = Q + ker ¢; where
P=[X,:Y1:Z))and Q = [X;, : Y5 : Z5]. Foralli € {0, 1}, we have:
?i(P) = ¢i(P) and 2i(Q) = ¢:(Q).
; is well defined:
P=Q<+= P—QE€Ekery;

= 0i(P—Q) =pi(P) —¢i(Q)=1[0:1:0] (;isamorphism group)
= ¢i(P) = ¢i(Q)

= %i(P) =%i(Q).

P, is a morphism of group:

©; is a surjective:

If for every M € Imy; = Er o).~ (F,), there exists at least one P € E,;(F,[¢]) with

7

M = ¢;(P), then 3P € E,,(F,[])/ ker ¢; such that M = 5;(P).
©; is an injective:
?i(P) = @i(Q) = @i(P) = ¢i(Q)

= 0i(P) —i(Q) = i(P—Q)=1[0:1:0]
& P —Q ckeryp; <= P=Q.
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Finally, E, ,(F,[¢])/ ker p; = Im ¢, for all i € {0,1}. O
Corollary 2.11. The mapping @; is an isomorphism for i € {0, 1}, in particular we have:

7 Eap(Fyle])
# ker ¢;

= #Ea,b(Fq[E])/ker v = #Imp; = #Em(a),m(b) (Fq)-

Classification of elements in £, ;(IF,[¢])

In this subsection, we will classify the elements of the elliptic curve E, ,(F,[¢]) into three
types, depending on whether the third projective coordinate Z is invertible or not.
The result is in the following proposition.

Proposition 2.9. Every element of the elliptic curve E, ;,(F,[¢]) has one of the forms:

1. [X :Y : 1], where X,Y € F[e].

2. [wie + w0 + w36 1 11 2 + 2906 + 238, such that [x1 + g+ 3 : 12 21 + 20 + 23] in
Er (@) m ) (Fg)-

3. (w16 + 298 + 138% 1 1+ yre +1oe® — (1 +y1 +12)e® 1 216 + 208” + 236°], such that
[.CEl +x9+23:0: 21+ 29+ 23] in Eﬂl(a)’m(b) (Fq)

2 2
4. [xo + 216 + T96® — Z T;€% 1 1 29 + 216 + 2082 — Z 2%, such that [xy : 1 : 2] in

=0
Eﬂo(a)mo(b) (Fq)'
2

2
5. [xo + m1e 4+ m28” = > i s yie 4 yoe” + yze® 1 20 + 216 + 2087 — Y z€”), such that
i=0 i=0
U1 + Y2 + Ys §é O[p] and [l‘o :0: 1] in Eﬂo(a)mo(b) (Fq)

Proof. LetI' = [X : Y : Z] € E,;(F,[¢]), we have three cases of third projective coordi-
nate Z:

1. If Z is invertibe, then: [X : Y : Z] ~ [X : YV : 1].

2. If Z = 216+ zpe” + 23¢” where (21, 22, 23) € (F,)?, then po([X : Y : Z]) = [20 : 9o : 0]
so o = 0[p| and yo # 0[p|, hence
(X .Y : Z) = [m16 + w9 + 238% - 1+ y16 + 40 + y3e® 216 + 296 + 23] and there
are two sub-cases of y; + y2 + y3 € Fy:

(1) y1 +y2 +y3 Z —1[p] then 1 + yie + yo2” + y3” is invertible in F,[z], so we
have: [X : Y : Z] ~ [m1e + m9e® + 238® © 1 1 216 + 2e” + 23¢°], where
[fL‘l +xo+x3:1:21+ 29+ 23] € Eﬂ.l(a)’m(b) (Fq)
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(ii) y1 + o +ys = —1[p], then 1 + yie + y26? — (1 + y1 + y2)e? is not invertible in
F,[¢], so we have:
(X : Y : Z] = [mietaoe® +a3e® : 14hyretuyoe® — (Thyr+iyp)e® : 21+ 2062+ 2367,
where [:L‘l +x9+23:0: 214+ 20+ Z3] € Em( ), (b )(]Fq).

3. If Z = 29+ 216 + 226> — (20 + 21 + 29)€” where (20, 21, 22) € (F,)?, then:
o([X: Y Z]) =[zo+x+xe+23:yo+ 11 +y2+ys: 0], 80 29+ 21+ 22+ 235 = 0[p]
and yo + y1 + y2 + y3 Z 0[p], hence
2
(X : Y : Z] = [wg+a16+296> —Zx €3 1 Yo+ e+’ +ysed zo+zle+z252—z zie®],

- i=0
so we have two sub-cases of yo E F,:

(i) vo # O[P], then vy + y1& + yoe® + y35 is invertible in IF[¢], then
(XY : Z] ~ g+ 216 + 206° — sze 1: 204 216 + 2062 — Zzl ], where
i=0 i=0
[$0 -1 Z()] & Eﬂo(a)ﬂro(b) (Fq)

ii) yo = 0[P], then Y = 11 + yoe? + y3¢° is not invertible in I, [¢], so we have:
Y q
2

(XY : Z) = [xo+a1e+ 228" — > wi”  yre 4 yoc” + y3e” : 20 + 216 + 298" —
=0

2
> ze’], where [0 : 0 : 29] € Erg(a)m)(Fq), then necessary z, # 0[p] and
i=0

(X Y : Z)=[zo +x16 + 208" = > _wi® i yrie +yoe® +yze’ : 1+ ae + B — (1 +
i=0
o+ 6)83]/ where Yi+Y2+ys3 §—é 0[])] and [xO 10 1] S Eﬂo(a),ﬂo(b) (Fq)

Which proves the proposition. O

Elliptic curve over a ring of characteristic 3

In this section, we study the elliptic curve over the finite ring Fs.[], where ¢* = * of
characteristic 3 given by the homogeneous Weierstrass equation of the form

Y27 = X* +aX?Z +bZ*, where a,b € Fyu[e].

Such that we study the arithmetic operations of this ring and define the elliptic curve
over it. Next, we show that Ei, (o) 11,5)(Fs¢) and Er, (a),1m, ») (F3¢) are two elliptic curves
over the finite field [F34, such that Il is a canonical projection and II; is a sum projection
of coordinate of element in F3.[¢] and we conclude by given a classification of elements
in elliptic curve over the finite ring Fsa[e].
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3

The finite ring Fy.[c],c* = ¢

We will follow the approach in the previous section. The ring Fs.[z], where ¢* = ¢ can
be constructed by using the quotient ring of Fs.[X] by the polynomial X* — X?. Fs is a
finite field of order 3” where d is a positive integer. Every element X € Fg.[z] written in
the form X = z + z16 + 12e” + 236 where (2, 71, 72, 73) € Iﬁ‘gd.

@ Arithmetic operations

The arithmetic operations in Fsi[¢] can be decomposed into operations in Fss and they
are computed as follows:
X+Y = (zo+yo) + (21 + y1)e + (2 + y2)e” + (w3 + y3)e” and
XY = (zoy0) + (zoy1 + 190)e + (Toya2 + 191 + T2y0)”
+ (w0 + w1 + w2 + 3)ys + (1 + T2 + T3)y2 + (T2 + T3)y1 + T3y0)e’,
where X = z¢ + 216 + 296 + 23e® and Y = yo + y16 + yoe? + y3e® with 2,9, € Fya and
0<1<3.

Example 2.6. Let X = 1 +e+¢” +2¢® and Y = 2 + &% + &% are two elements in F3[¢], we
have:
X+Y=c+4+2"and X Y =2+ 2 +¢%

Lemma 2.8. (Fsi[e], +, -) is a finite unitary commutative ring isomorphic to the quotient ring
Fsa[X]/(X* = X?).

Lemma 2.9. The ring Fsa|g] is a vector space over Fsa of dimension 4. And have {1,¢,¢* &%}
as basis, then: Fyale] = Faa + Faae + Fyae? + Fyae®,

Proof. Let X and Y in Fsu[¢] and k in the ring F34, we have:

o X+Y = (20+y0) + (w1 +y1)e + (w2 + 1) + (z3 + y3)e®.

3 3
o k- X = kz ziet = Z kxet = kag + kxie + kroc® + krse®.
i=0 i=0

Proposition 2.10. The product law in Fza[e] can be written as:
XY =x9yo+ Oxye + Qxy52

+ ((zo + 21 + 22 + 23) (Yo + Y1 + Y2 + ¥3) — Tovo — Oxy — Qxy ),
where:

Oxy = (mo + 1) (Yo + Y1) — ZoYo — T1Y1 = ToYr + T1Yo and
Qxy = (vo + 71+ 22) (Yo + y1 + ¥2) — To(yo + y1) — 21(Yo + y2) — 22(y1 + v2)
= ZoY2 + T1Y1 + TaYo-
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Proof. We have:

(w0 + 21 + 22 + 23) (Yo + Y1 + Y2 +¥3) — Toyo — Oxy — Qxy

= (o + @1 + 22 + T3)ys + (21 + 2 + 23)y2 + (T2 + 3)y1 + T3Y0. O
Corollary 2.12. Let X = xo + 716 + 196> + 236° € Fya[e], we have:

X? =22 + Ox2e + Qx2e® + ((wo + 21 + 12 + 23)* — 25 — 2% + 2071 + TT2)E>,

X? = aj + (23 + 25 + 23)e%,

where: Ox2 = (19 + x1)? — x5 — 2% and Qx> = (vo + 1 + 12)* — 75 — T3 + DTy + 1120,

The next proposition characterize the set (Fs.[¢]) * of invertible elements in Fsa[e].

Proposition 2.11. Let X = xg + @16 + 298” + 236° € Fsa[e]. The element X is invertible if

and only if xo and xo + x1 + x2 + x3 are invertible in F3a. The inverse of X is given by:
2

-1 —2 2, -3 —2
X7 =uay —xwg e+ (virg” — xoxy7)e

-1 —2 —2 2,..-3 -1\ .3
+ ((wo+ a1 + o+ 23) " + @125 + Ty T — TTe” — Ty )E.

Proof. Let X = g+ 216 + 196’ + 238° and Y = yo + y1€ + 126> + y3¢° be two elements of
F3a[e], we have:
XY = ToYo + @Xy&T + Qxy€2
+ (w0 + 21+ @2+ 23) (Yo + Y1 + Y2 + ¥3) — Toyo — Oxy — Qxy)e’,
where O xy = zoy; + 21y0 and Qxy = xoy2 + 1y1 + x2y0. Then:

Toyo = 1;
@XY = 0;
XYVY=1 — Qxy = 0;
3 3
O z)O i) — zoyo — Oxy — Qxy = 0.
1=0 1=0
Toyo = 1;

Toy1 + 1Yo = 0;

— $03y2 + I131/1 + Z2yo = 0;
(;) xi)(% yi) = 1.
y;_: Ty i,_and xo # 0[3];
Y1 = —$1I52§
A Yo = —3:2:150_2 + x%:vg‘g;
Yz = (23: x) '+ g ? 4 zexy? — wiwg® — 2!, and ixz Z 0[3].
=0 i=0

So, X € (Fsale])™ if and onf}f if xo # 0[3] and x¢ + 1 + x5 + 23 # 0[3].
In this case, we have:
Xt =ayt —may?e + (23a° — wamg?)e

-1 —2 22 -3 __1\3
+ (o + 21 + @0+ 23) 7 + 115" + oxg” — TiTy" — Xy )E”.

2

O

Corollary 2.13. Let X € Fsa[e], then is not invertible if and only if xo = 0[3] or xo + x1 + T2 +
xg = 0[3], where (xq, x1, 19, x3) € Féd.
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Example 2.7. Let X = 1 +2¢ +¢* € F3[e], we have 2y = 1 # 0[3] and x4+ 2 + 25 + 23 =
1 # 0[3] then X is invertible in Fs[e]. The inverse of X is X ' =1+ ¢ 4+ &> + &°.

Lemma 2.10. F3a[¢] is a non local ring.

Proof. Let X € Fsa[e], then the element X is not invertible if and only if X = zye+ Tog? +
z3e or X = xg + m16 + 196 — (20 + 1 + 22)e3, such that (29, 21, 29, 73) € ng.
Now, we consider [, I; be two ideals of Fs.[¢] defined by:

Iy = {ZL’18 + 5(3262 + 1’363 | ([L’l, Ta, l‘g) € ng} and
]1 = {370 + 1€ + 1’262 — (ZEO + 1 + ZEQ)EEB | (l‘g,fEl,l’Q) S ng},

it's clear that Iy U [ is the set of non invertible elements in Fs4[¢], and for all zg, z1, 22, a, b
and c in F54, we have:

To + T1€ + X082 — (2o + 21 + x2)53 = ae + be? + ¢

— 20+ (21, — a)e + (3 — b)e? — (xo + 21 + 22+ ¢)e® =0,

zo = 0; zo = 0;
r1 —a=0; T = a;
-
To —b=0; Ty = b;
To+ a1 +x9+c=0. T+ x93 = —c.

We have Iy N I, = {ae + be* — c£* | (a,b,c) € Fi,} then [y and I, are two distinct ideals
of Fsu[e], so Iy U I; is not ideal. Finally, the ring Fs.[¢] is not local. O

Definition 2.7. Let Il be a canonical projection and II; be a sum projection of coordinate
of element in F3.[¢] defined as given below:

]F3d [5] — ]F3d ng [5] — ng
I, : 3 , d II; : 3 : 3
00l X = Z et —  Xp an X = inel — Z.CEZ
i=0 i=0 i=0

Lemma 2.11. The mappings 11, and 11, are two surjective morphisms of rings.

Proof. Let X = g+ 216 + m9e” + 238° and Y = yo + y1€ + 326> + y3¢° be two elements of
F3a4[e]. From the definition of the sum and product law in Fs.[¢], we have:

Ho(X -+ Y) = X9+ Yo = H()(X) + Ho(Y), and
Mo(X YY) =20y = o(X) - Tp(Y).

So, I1j is morphism of rings.

(X +Y)=x0+yo+z1+1y1 + 22+ y2 + 23 + y3
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IL(X-Y) = (zo+ 21 + 22+ 23) - (Yo + Y1 + Y2 + y3)
=11, (X) - I, (Y).

So, II; is morphism of rings.
Finally, for all x € Fsa C Fia[e]|, we have Ilj(z) = II;(z) = z, so Il and II; are two
surjective morphisms. [

Lemma 2.12. Let X = xg + 716 + 296> + w36° € Faale]. If X is invertible in Fya[e], then:

Mo(X ") = (X)) and I, (X ) = (IL (X))

Proof. Let X =z + 16 + T9e? + 236° € Faale]. By using the Proposition 2.11, we have:

Mo(X 1) =25t nd (XY = (29 + 21 + 20 + 25) "
= (TTo(X)) ™, = (I, (X))~ L.

4_ 3

Elliptic curve over Fsi[c],c* = ¢

In this subsection, we consider X,Y, Z, a and b are elements of the ring Fs4[] fixed by
X =mgt+ e+ me” + 238, Y = yo+ 16 + 48 + yse° , Z = 29 + 216 + 28" + 237,
a = ap+ a1 + aze” + aze” and b = by + bie + bae® + bze®, with d is a positive integer.

The discriminant of elliptic curve over the ring Fau[e] is A := —a®b, and we denoted by

A and A the images of the discriminant A by II; and II; the morphisms respectively,

Ag = Ho(A) = Ho(—agb) = H0<—CL3)H0<b) = —(Igbo, and
All = Hl(A) = Hl(—a3b) = Hl(—a?’)Hl(b) = —(&0 + aq + Qo + a3)3(b0 + bl + b2 + bg)
= —(ag + aj + a3 + a3)(bo + by + by + bs).

3

The j-invariant of elliptic curve over the ring Fsa[e] is j := Ta, and we denoted by j;

and j; the images of the j-invariant j by II; and II; the morphisms respectively.
By using the Lemma 2.12, we have:

Jo =1lo(j) = Ilo <_a3> = IIo(—a’0™") = Hy(—a’)I(b™") = (~To(a))* (Il (b))~

b
= —adby ' = _b—oo, and
ji=Th(j) =1 (‘Z) = (=a’b™") = Iy (=a)IL (b7") = (=1L (a))* (1L, (B) ™"

—(ag + ai + a3 + a3)
(bo + by + by +b3)

= —(CLO + a; + as + a3)3(b0 + bl + b2 + bg)il =
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Definition 2.8. We define an elliptic curve over the ring F3.[¢|, as a curve in the projective
space P?(F34[¢]), which is given by the homogeneous equation of the degree 3, Y*Z =
X? +aX?*Z +bZ? where a and b in Fsa[¢] such that the discriminant A is invertible in
the ring Fsa[]. In this case, we denote the elliptic curve over Fsi[c] by E, ;(F3a[¢]), and
we write:

Eop(Fgale]) = {[X : Y : Z] € P*(Fsae]) | Y?Z = X? + aX?Z + b2},

Proposition 2.12. The discriminant A is invertible in Fsa[e] if and only if Ay # 0[3] and
Ay # 0[3].

Proof. We show easily that A = Aj + Ae + Be? + (A} — Ay — A— B)e® where A = —agh,
and B = —ang, then from the Proposition 2.11 we deduce the result. ]

Corollary 2.14. If the discriminant /\ is invertible in Fsa|e], then we can talk about the elliptic
curves Eriya),1106)(F3a) and Er, a),m, ) (F3¢) defined over the finite field Fsa by:

EHo(a),Ho(b)(F:ad) = {[95 ‘Y Z] S PQ(F:WN y2z =2’ + a0x2z + 5023}7 and
3 3
Erya),m ) (Faa) = {[z 1y 1 2] € P2(Faa)| 2 = 2° + O a))a®z + (O b;)2"}.

=0 i=0

Proposition 2.13. Let X, Y and Z be three elements in the ring Faa[e], then [X : Y : Z]isa
point of P*(Fya[e]) if and only if [I1;(X) : I;(Y') : T1,(Z)] is a point of P?(Fsa), where i € {0,1}.

Proof. Suppose that [X : Y : Z] € P?(Fsa[¢]), then there exist the triple (ay, a9, a3) €
(Fsa[¢])? such that a; X + Y + a3Z = 1. Hence, we have:

HQ(CYl)HQ(X) -+ Ho(ag)Ho(Y) + HQ(CYg)HQ(Z) = 1, and
H1 ((1/1)].—[1 (X) + Hl(ag)ﬂl(Y) + H1 (&3)1—[1(2) 1.

So, (I (X), Io(Y),IIy(Z)) # (0,0,0) and (II;(X), I, (Y),II;,(Z)) # (0,0, 0), which proves
that [I1;(X) : I;(Y) : TI;(Z)] € P*(Fs4) fori € {0,1}.

Reciprocally, let [I1;(X) : IL(Y) : I1;,(Z)] € P*(F3.) where i € {0,1}. Suppose that
zo # 0[3], then we distinguish between two cases of I1; (X) = zo + 1 + 22 + x3:

1. I (X) # 0[3]: then X is invertible in Fs4[¢], so the projective point [X : Y : Z] €
P?(Fyale]).

2. II;(X) = 0[3]: then I1; (Y') # 0[3] or I1,(Z) # 0[3].

(i) If I, (Y) # 0[3] then:
To + 216 + 2262 + (Yo + Y1 + Y2 + Y3 — Tg — T1 — Tp)E"
= 20 + 116 + 29 — (29 + 21 + 22) + (Yo +y1 +y2 + y3)e
= X 4% € (Fle])*,
so there exist ® € Fyu[e]: X + £3®Y =1, hence [X : Y : Z] € P*(Fya[e]).
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(i) IfII,(Z) # 0[3] then:
To + 216 + 06?4+ (20 + 21 + 20 + 23 — Ty — Ty — Ta)E
= 2o+ T16 + 19 — (w9 + 21 + 22)e + (20 + 21 + 22 + 23)€3
=X +&7 € (Fyle)),
so there exist ®' € Fyule]: X +°®'Z =1, hence [X : Y : Z] € P*(Fa[e]).

3

In the case where I1,(Y") # 0[3] or IIo(Z) # 0[3], we follow the same proof. O

Example 2.8.Let X = 1 +e+e&>+2% Y =1+ 2 +¢c’and Z = 2 + ¢ + £ in F3[¢],
then [X : Y : Z] is a point of P*(F3[¢]) <= [[Io(X) : Ho(Y) : Iy(Z)] = [1 : 1 : 2] and
[ (X) : T,(Y) : I, (Z)] = [2: 1 : 1] are two points of P*(F3).

Proposition 2.14. Let XY and Z in Fsale], if the point [X : Y : Z] is a solution of the
Weierstrass equation in E, ,(Fsa(e]) then [I1;(X) : IL,(Y) : I1;(Z)] is a solution of the same
equation in B, a) ) (Fsa), where i € {0,1}.

Proof. From the Proposition 4.2 and the Corollary 2.12, we have:
3
Y2 = yg + @yQE + Qy2€2 + ((Z yi)Q - yg — @y2 — Qy2)€3,

=0
3
22 = Zg + 6225 + Qz252 + ((Z Zz‘)2 — Zg — ®Z2 — Qz2)€3,
1=0
3
aX2 = CLOZE?) + @aX2€ + an282 —f- Z CLZ Z — aol'o @aX2 — QaXQ)g?)a
=0 1=0

3
78 =25+ (O 20t
i=1
Then: ,
Y27 = y2z0 + Oyaze + Qy2ze + Z Zzl — Yoz — Oy2y — Qy2z)e”,
=0

1=0

3
aX /= CLQ.TOZ() + @aX2Z€ + QaX2Z€ + (( al Z Zzl — Cl()l'OZQ @aXQZ — QaX2Z>€37

7 1=0

Mw

7

Mwo

3

bZS = b()ZS) + blng + ngSZEQ + ((Zb )( Z; ) — bozg — blZS’ — ngS’)Eg

i=0 i=0

Hence,
ygzo = a:g + CL()JZ(Q)ZO + bozg;

Oy2z = Oux27 + blZS;
Qyzz = QaXQZ + b2 0,

Y27 = X3 4+ aX2Z + b73 = { 3 3 3 3 3
(Z yz)Z(Z Zx + Zaz (Z%)Q(Z 2;)
i=0 i=0 i=0 i=0 i=0

3
Z bi) (D 27)-
i=0
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Which proves that for ¢ € {0, 1}, [IL;(X) : II;(y) : I1;(Z)] is a solution of the Weierstrass
equation in Eiy, q),m, 5) (F3a[e])- O

Example2.9. Let B, : Y?Z = X*+aX?*Z+bZ°, wherea = 2+e+e*and b = 1+2¢* +¢°
in Fs¢], the discriminant A = —a®b = 1 + 2 + 2¢% is invertible in Fs[e], because
IIh(A) =1 # 0[3] and II; (A) = 2 # 0[3] then E, ;(F3[¢]) is an elliptic curve.

Let X =1+¢ Y =1+¢cand Z = 11in F;[¢], the point [X : Y : Z] is a solution of
the Weierstrass equation E, ;, then [IIo(X) : II,(Y) : lIo(Z)] = [z,y,2] =[1:1:1]isa
solution of equation:

Enig(aymo) : ¥z = ° + o(a)z’z + () 2° = 2° + 2272 + 2°,
and [II;(X) : IIi(Y) : II1(Z)] = [z, y, 2] = [2 : 2 : 1] is a solution of equation:

Emme) ¥z =2 + 1 (a)z’z + I (b)2° = 2® + 2?2 + 2°.

From the propositions 2.12, 2.13 and 2.14, we deduce the theorem:

Theorem 2.4. Let X,Y and Z in Faale|. If [ X : Y : Z] € E,4(Fsale]) then [I1;(X) : IL(Y) :
I1;(Z)] € En,(a)m)(F3q), wherei € {0,1}.

Corollary 2.15. The mappings 11, and 11 are well defined, where 11; for i € {0, 1} is given by:

= .| Bap(Faale]) — Bt (0,11, (0) (F34)
XY Z] e (X)) TL(Y)  1(2)

Proof. Let [X : Y : Z] € E,(Fsu[¢]). From the previous theorem 2.4, we have [II;(X) :
HZ(Y) : HZ(Z)] € EHi(a),Hi(b)(FBd) where i € {O, 1}

If[X :Y : Z] =[X':Y':Z]then there exist U € (Fs[e])* such that: X' = VX,
Y’ =0Y and 7' = ¥Z, then:

IL(X Y Z7) = [(X") : I,(Y') : T,(Z))]
= [[L;(VX) : IL;(VY) : TL;(V2)]
= [IL(W)IL(X)  IL(W)IL(Y) < IL(W)IL(Z)]
Hi(\II)G]F;d
= [IL(X) - IL(Y) : IL(Z)]
=IL([X :Y: Z)]).

So, the mapping 1I; is well defined with i € {0, 1}. O

Corollary 2.16. The mapping 11, is a surjective.

PT’OOf. Let [JZ Ty Z] € EHo(a),Ho(b) (F?)d), then:
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% Ify#0[3|then [z :y:z] ~[z:1: 2] hence
[2(1+ 28 +2e* + &%) 1 1: 2(1 4+ 2e + 2 + %) is an antecedent of [z : 1 : 2].

% If y=0[3|thenz #0[3]and [z :y: 2] ~ [z : 0: 1] hence
[2(1+2e+2e* + &%) re+e*+&°: 1+ 2+ 2¢° + £°] is an antecedent of [x : 0 : 1].

]
Corollary 2.17. The mapping 11, is a surjective.
PT’OOf. Let [33 Y Z] € El'll(a),l'[l(b) (F3d) then:
% Ify Z0[3/then[x:y:z] ~[z:1: 2] hence
[2(e +2e* + &%) : 1: 2(e + 26 + &%) is an antecedent of [z : 1 : z].
% Ify=0[3]thenz#0[3]and [z : y: 2] ~ [z : 0: 1] hence
[2(e +2e2 +6%) 1 1+ 42 —® 1 ¢ 4+ 2% + %] is an antecedent of [z : 0 : 1].
0

Classification of elements in F, ;(F3.¢])

In this subsection, we will classify the elements of the elliptic curve E, ,(Fsa[¢]) into
three types, depending on whether the third projective coordinate Z is invertible or not.
The result is in the following proposition.

Proposition 2.15. Every element of the elliptic curve E, ,(Fsa[e]) has one of the forms:

1. [X :Y : 1], where X, Y € Fsale].

2. [w1e + w0 + w36 1 11 2 + 2906 + 238, such that [x1 + wy + 5 : 12 21 + 20 + 23] in
B, (a),m (v (F30).

3. [m1e + w9 + 238 1 1 +yne + o — (1 +y1 + 1) : 216 + 206 + 236, such that
[.’L’l + X2 + T3 : 0: Z1+ 22 + 23] in Eﬂl(a),Hl(b)(F3d>-

2 2
4 [zo+mie+me” =D mie® 1 1t 29+ 216 + 208” — "), such that [zg : 1 : zo) in
1=0 1=0

Bty (a),110(5) (F3e)-

2 2
5. [wo 4+ 18+ 28" = Y wiE®  yre + yo® + yse” 1 20 + 2 + 208” — D 2", such that
=0 =0

Y1+ Yo +ys E 0[3] and [:IZ‘O 20 1] in EHO(a),HO(b) (F3d).

Proof. Let T = [X : Y : Z] be a point in E, ;(IF3.[¢]), we have three cases of third
projective coordinate Z:
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1. If Z is invertibe, then: [X : Y : Z] ~ [X : YV : 1].

2. If Z = 216 + 296 + 23> where (21, 22,23) € ng, then:
(X : Y : Z]) = [Ip(X) : Hp(Y) : To(2)] = [zo : yo : 0], s0 zp = 0[3] and
yo Z 0[3], hence
(X:Y:Z]= [x15+x252 + 2363 1 1+ yr6 + yoe? + yse® : 216 + 2962 +Z353], and there
are two sub-cases of y; + y + y3 € Faa:

(i) y1+y2+ys Z 0[3], then 1 +y1e + 1y + y3e® is invertible in F5a[e], so we have:
(X Y : Z] ~ (w16 + m906® + 238% 1 11 216 + 296 + 23], where
[1‘1 +xo+x3:1:21+ 29+ 23] € Eﬂl(a),Hl(b)(F?,d)-

(i) y1 + v2 + ys = 0[3], then 1 + yie + y26® — (1 + y1 + y2)e® is not invertible in
F3a4[e], so we have:
[X .Y : Z] = [me+zoe® +a3e® : 14yretyoe® — 1y +ya)e® « zie+2902 42367,
where [z1 + 22 + 23 : 0 ¢ 21 + 22 + 23] € Em,(a),m,)(Fs2), then necessary
21 + 29 + 23 Z 0[3].

3. If Z = 29+ 216 + 226> — (20 + 21 + 22)€” where (20, 21, 22) € F34, then:
IL([X:Y:Z])=[(X): (V) : [[1(2)] = [wo+x1+T2+23 : Yo+ y1+y2+y3 : 0],
S0 xg + 1 + w2 + x3 = 0[3] and yo + y1 + y2 + y3 Z 0[3], hence

2

2

(X:Y:Z]= [1‘0+$1€+ZL‘262—Z 1,63 Yo+yre+yae’Fysed 20+z15+zz52—z zisg],
i=0 i=0

so we have two sub-cases of yy € Fsa:

(i) yo # 0[3], then gy + y1€ + Y262 + y3e® is invertible in Fa[¢], then:
2 2

(XY : Z] ~ g + 216 + 206° — ineg 1 20+ 216 + 2062 — Z z:%], where
i=0 i=0
[l’o -1 Z(]] S EHo(a),Ho(b) (ng).

(ii) yo = 0[3], then yie + yoe? + y3e® is not invertible in F44[¢], so we have:

2
(XY :Z]=xg+x16 + Toe? — ine?’ DrE + yoe? + ysed 20 + 216 + 2062 —
1=0
2

> ze%], where [zg : 0 : 2] € Ega),my() (F3¢), then necessary z, # 0[3] and
i=0
2
(XY : Z] = [+ @ie+ @08” = D _wi® 1 yre + yoe” + y3e® 1 L+ ae + B —
i=0
(14 o+ B)e%], where y1 + y2 + y3 Z 03] and [zo : 0 : 1] € By (a),mo) (Faa)-

Which proves the proposition. O
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Kerckhoff’s Principle

<HIC/NC>

A cryptosystem should be secure even if details of encryption and decryption algorithms about
the system is publically known. Only the secret key need to be secret [39].

<M/




CHAPTER 3

(GENERALITIES ON A PUBLIC KEY
CRYPTOSYSTEMS

"Elliptic curve cryptography (ECC) appeared in the mid-1980s and is a member of the
asymmetric family of algorithms. ECC is based on a generalized discrete logarithm problem
and has a high level of security with a shorter keys length compared to the RSA and Diffie-
Hellman algorithms. This chapter begins with a description of complexity of an algorithms.
Next, we describe in generally the cryptology (cryptography and cryptanalysis). Moreover,
the use of public-key algorithms is examined (DLP, D-H and the DSA). Finally, we focus
on the elliptic curve cryptography and the most important functions of cryptosystems
based on elliptic curves.” For more information about ECC, see the following books and
articles: [3]; [9]; [10]; [22]; [75] and [87].
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3.1. Complexity of an algorithms

Complexity of an algorithms

What is an algorithm?
=

An algorithm is a finite and unambiguous sequences of instructions and operations for
solving a problem or performing a computation.

Characteristics of an algorithm:
An algorithm generally have the following characteristics:

1. Input: an algorithm has receives input values from a specified set.

2. Output: an algorithm produces output values from each set of input values from a
specified set. Moreover, the output values are the solutions of the given problems.

3. Definiteness: the steps of an algorithm must be defined precisely, each instruction
must be clear and unambiguous.

4. Finiteness: an algorithm should produce the desired output after a finite number
of steps for any input in the set.

5. Effectiveness: it must be possible to perform each step of an algorithm exactly
and in finite time limit.

Characteristics

of an algorithm Output

[Definiteness] [ Finiteness ] [Effectiveness]

Figure 3.1: Characteristics of an algorithm.

Complexity of an algorithms
u

Complexity of an algorithm is a function which gives the running time and storage
requirement of the algorithm in terms of size or the input data (see [63]). There are two
main complexity measures of the efficiency of an algorithm:

% Space complexity: is defined as the process of determining a formula for predic-
tion of how much memory space will be required for the successful execution of
the algorithm.

% Time complexity: is defined as the process of determining a formula for total
time required towards execution of that algorithm.
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Cases of time complexity
u

There are three important cases about the time complexity of an algorithm, but it is
very difficult to determine the exact time complexity of an algorithm (see [44]).

1. Best case time: is the minimum number of steps that can be executed for the given
parameters.

2. Worst case time: is the maximum number of steps that can be executed for the
given parameters.

3. Average case time: is the average of steps that can be.

Asymptotic notations
|

They are used to make meaningful statements about the efficiency of algorithms. These
notations help us to make approx, but meaningful assumptions about the time and
space complexity. Commonly used asymptotic notations to compute the running time
complexity of an algorithm are Big-Oh notation (O), Big-Omega notation ({2) and Big-
Theta notation (©) (see [28,42,63]).

Definition 3.1 (Big-Oh notation (0)). Let f and g be two functions from N — R*. The
function f(n) = O(g(n)) if there exist two positive constants ¢ and n, such that:

f(n) < cg(n) for all n > ny.
It is used to find an asymptotic “upper bounds".

Example 3.1. Let f : N — R* defined by:

a) Let f(n) = Tn + 3, we have 7n + 3 < 8n for all n > 4. Therefore 7n + 3 = O(n) for
alln > 4. Here ¢ = 8 and ny = 4.

b) Let f(n) = 20n? + 2n + 1, we have 20n* + 2n + 1 < 21n? for all n > 3. Therefore
20n* + 2n + 1 = O(n?) for all n > 3. Here ¢ = 21 and ng = 3.

c) Let f(n) =7Tn+5# O(1) as Tn + 5 is not less or equal to c any constant ¢ and all
n > ng.

Definition 3.2 (Big-Omega notation ({2)). Let f and g be two functions from N — R*.
The function f(n) = Q(g(n)) if and only if there exist two positive constants ¢ and n,
such that:

f(n) > cg(n) for all n > ny.

It is used to find an asymptotic ” lower bounds".

Example 3.2. Let f : N — R" defined by:
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a) Let f(n) = Tn + 3, we have 7Tn + 3 > 7n for all n > 1. Therefore 7n + 3 = Q(n) for
all n > 1.

b) Let f(n) = 20n* + 2n + 1, we have 20n? + 2n + 1 > 20n? for all n > 1. Therefore
20n® + 2n + 1 = Q(n?) for all n > 1.

¢) 7Tx2"+n?>2"foralln > 1. Therefore 7 x 2" + n? = O(2").

Definition 3.3 (Big-Theta notation (0)). Let f and g be two functions from N — R*.
The function f(n) = ©(g(n)) if and only if there exist three positive constants ¢; and ¢,
and ny such that:

c1g(n) < f(n) < cag(n) for all n > ny.
It is used to find an asymptotic “tight bounds".
Example 3.3. Let f : N — R" defined by:

a) We have 7n < f(n) = Tn+3 < 8nforall n > 3. Then the function f(n) = Tn+3 =
©(n) forall n > 3.

b) We have 20n? < f(n) = 20n* + 2n + 1 < 21n? for all n > 3. Then the function
f(n) =20n? +2n 4+ 1 = O(n?) for all n > 3.

cg(n)

Nno T.LU 7”.L0
f(n) = 0(g(n) f(n) = Qg(n)) f(n) =6(g(n))
Figure 3.2: Asymptotic notations: Big-O, Big-Omega, Big-Theta.

Properties of asymptotic notations
H

After defining these three notations (Big-Oh; Big-Omega; Big-Theta), let us discuss here
some important properties of those notations.

% If f(n) = O(g(n)) then af(n) = O(g(n)), where « is constant. This property is
satisfies for both 2 and © notations.

® 1If f(n) = O(g(n)) and f(n) = Q(g(n)) then f(n) = O(g(n)).
% If f(n) =O0(g(n)) and h(n) = Q(s(n)) then f(n) + h(n) = O(max(g(n), s(n))).
% 1f f(n) = O(g(n)) and h(n) = (s(n)) then f()h(n) = O(g(n)s(n))
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(Reflexive) If f(n) is given then f(n) = O(f(n)). This property is satisfies for both
2 and © notations.

(Transitive) If f(n) = O(g(n)) and g(n) = O(h(n)) then f(n) = O(h(n)). This
property is satisfies for both (2 and © notations.

(Symmetric) If f(n) = ©(g(n)) then g(n) = ©(f(n)). This property only satisfies
for © notation.

(Transpose symmetric) If f(n) = O(g(n)) then g(n) = Q(f(n)). This property only
satisfies for O and () notations.

How to find time complexity of an algorithms?
u

The performance of the algorithms is classified from best to worst as follows (see [34]):

R
4%

R
4

2
L X4

2
%

Constant-O(1): runtime does not depend on input size, e.g. addition, assignment.
Logarithmic-O(log(n)): runtime grows slower than input size, e.g. Binary Search.
Linear-O(n): runtime grows at the same rate as input, e.g. unsorted list search.

Linear-logarithmic-O(nlogn): an operation of log(n) complexity for each input
value, e.g. Merge Sort, Heap Sort.

Polynomial-O(n"*) with k > 1: runtime grows quicker than previous all based on
n, e.g. Bubble Sort, Strassen’s Matrix Multiplication, Insertion Sort, Selection Sort,
Bucket Sort.

Exponential-O(a") with a > 1: runtime grows even faster than polynomial algo-
rithm based on n, e.g. Tower of Hanoi.

Factorial-O(n!): runtime grows the fastest and becomes quickly unusable for
even small values of n, e.g. Brute force Search algorithm for Traveling Salesman
Problem, Determinant Expansion by Minors.

O(n!) O(n)

Time

O(n)

- o(1)

Input size n

Figure 3.3: Time complexity analysis of algorithms.
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Introduction to a cryptology

Cryptology is from the Greek word Kryptos (hidden) and logos (science). Literally
means science of secrecy. This science, born several millennia ago and its purpose is to
hide information in a message. It is a branch of security, mainly includes two fields of
study, cryptography and cryptanalysis. The figure below is the diagram of classification
of the crypto-terminologies.

Security

[ Cryptology ]

AN

[ Cryptography j [ Cryptanalysis j

Figure 3.4: The classification of the crypto-terminologies.

Elements of communication process
u

Communication is a process in which messages in the form of thoughts, feelings and
opinions are transmitted between two or more parties with the intention of creating a
common understanding and it is a two-way process.

The communication process consists of the following elements:

R
L4

L X4

L X4

Sender: the sender or communicator is the main source and component of the
communication process, who initiates the conversation by creating a message
containing ideas, opinions, images etc., with the aim of transmitting it to others
(individual or group) to share ideas and trends with them.

Message: it is an essential axis in the communication process, as it consists of
information, ideas, tone of voice, gestures and an impression shown by the sender
and transmitted between the sender and the receiver during the communication
process, and it is the point that brings together the sender and receiver, so it is
important to choose phrases and symbols carefully, and there are different images
of the message, including: words, gestures, tone of voice, outward appearance,
and movements.

Encoding: it is the process of converting the message into communication symbols
such as words, pictures, gestures etc.
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% Communication channel: it is the channel through which the message is trans-
mitted between the sender and the receiver, and the success of the communication
process is closely related to the success of the sender by choosing the appropriate
means of communication.

% Decoding: it is the process of converting encoded symbols of the sender.

% Receiver: he is the one who receives the message, decodes it, translates it, then
analyzes and interprets it to arrive at what the sender intends, and from here the
receiver may be a real or legal personality, and in the event that he receives the
message, he will exchange roles with the sender.

% Feedback: it is the reaction or response of the receiver. The process of communi-
cation gets completed when receiver gives feedback to the sender.

The following figure shows the process of communication between two parties:

[ Sender }[Message }[EncodingH Channel }[Receiver}[Decoding}
T |

Feedback

Figure 3.5: Communication between two parties.

@ Cryptography

Cryptography is technique to protect data, information and communications from theft
or change by converting plain text into incomprehensible text using symbols so that no
one can understand and process it except for authorized persons.

The techniques used to protect information depend on algorithms, which enable us to
transmit messages in ways that make it difficult to decipher them.

These algorithms are used for key generation of cryptography and digital signature,
verification to protect data privacy, and confidential transactions (debit card and credit
card) and web browsing etc., this is what we will present in the following sections.

Cryptographic terminology
u

% Plaintext: original data before being transformation.

% Ciphertext: the scrambled data after transformation.
% Cipher: the algorithm used for transforming plaintext to ciphertext.

% Key: a secret value used during the encryption and decryption process.
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Encryption: process of transforming plaintext into an unreadable format.

Decryption: process of transforming the ciphertext back to its original form.

Definition 3.4 (See [35]). A cryptosystem is a five-tuple (P,C, K, £, D), where:

P is the set of plaintext strings.

C is the set of ciphertext strings.

K is space of the keys (the set of all possible keys).
€ is the set of encryption functions.

D is the set of decryption functions.

We denote by Ej, the encryption function in £ corresponding to the key £ € K and Dy,
the decryption function in D that decrypts ciphertext that was encrypted using E, that
is Dy(Ek(m)) = m, for all plaintext strings m € P.

Features of cryptography
u

The framework for using cryptographic processes is not limited to encryption and
therefore to the sole guarantee of confidentiality of messages. We can in fact distinguish
between four primitive functionalities that we wish to ensure by the use of a crypto-
graphic: confidentiality, integrity, non-repudiation and authenticity, each of these features
represents a defense, a security against a certain type of attack (see [44]).

R
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Confidentiality: confidentiality helps ensure that an encrypted message is under-
standable only by the legitimate parties to a cryptographic communication. An
attacker who intercepts an encoded message must be unable to decrypt it.

Integrity: in communications (encrypted or not) we obviously hope that the
recipient receives the message as it was sent, that is to say without modification
of any kind. Also, if the received message is different from the sent message, then
the recipient should be aware of this. We summarize this by saying that we want
to guarantee integrity of messages against modifications.

Non-repudiation: non-repudiation is the means that prevents the recipient of a
message from denying having received it or the sender from denying having sent
it. This protection is fundamental, for example, in the context of a commercial
transaction on the Internet.

Authenticity: the task of authentication is to ensure that the received message
actually comes from the entity that claims to have sent it. If an adversary sends a
message to the recipient pretending to be the sender, the authenticity of the mes-
sage must be questioned by the authentication service. Otherwise, the recipient,
believing that he is talking to the sender, can send confidential information later
fall into the hands of the enemy.
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Classification of cryptography algorithms

In general, there are three types of cryptography:
1. Symmetric key cryptography.
2. Hash functions.
3. Asymmetric key cryptography.

The types of cryptography are shown in the figure 3.6.

Cryptography

{ Symmetric key

. Asymmetric key
cryptography } [ Hash functions } { }

cryptography

Figure 3.6: Classification of cryptography algorithms.

@ Symmetric key cryptography

In symmetric encryption, the same key k is used for both encryption and decryption.
In this method, the original message is converted into an unrecognizable message.
This converted message (by the sender Alice) is called the ciphertext, this is done using
a key and encryption algorithm (see [35]).

At the receiving end (the receiver is Bob), the ciphertext is converted to the original
message using the same key and decryption algorithm. As shown in the figure 3.7.

Plaintext Ciphertext Plaintext

Encryption
algorithm

Decryption

algorithm

IiThe same secret key

Figure 3.7: Symmetric key cryptography.

Since both parties use the same key, symmetric encryption is much faster. On the other
hand, the key must be available to decrypt the message. Therefore, a secure channel is
required to transmit the key.

In general, symmetric encryption is a straightforward method and does not require
much time to complete.
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There are two types of symmetric encryption algorithms:
Block ciphers: encrypt a fixed number of bits as a single chunk.
Stream ciphers: encrypt one bit or one byte at a time when encryption/ decryption.

Advantages/Disadvantages of symmetric-key encryption
u

Advantages:

Given that only one key is used in the encryption process, it can generally be said that
speed is an advantage of symmetric encryption.

Disadvantages:

Symmetric cryptosystems have a problem of key transportation. The secret key is to be
transmitted to the receiving system before the actual message is to be transmitted. All
means of electronic communication is insecure as it is impossible to guarantee that no
one will be able to tap communication channels. So the only secure way of exchanging
keys would be exchanging them personally.

Popular symmetric encryption algorithms
u

Some examples of symmetric encryption algorithms include:

% AES (Advanced Encryption Standard), has a key length of 128-bits, 192-bits, and
256-bits.

% DES (Data Encryption Standard), has a key length of 56-bits.

% 3DES (Triple Data Encryption Standard), has a key length of 168-bits (three 56-bit
DES keys).

% IDEA (International Data Encryption Algorithm), has a key length of 128-bits.

% Blowfish (Drop-in replacement for DES or IDEA), has a variable key length from
32-bits up to 448-bits

% RC6 (Rivest Cipher 6), has a variable key length from 128, 192, and 256-bits up to
2040-bits.

% RCS5 (Rivest Cipher 5), has a variable block size (32, 64 or 128-bits), key length
from 0 bit up to 2040-bits.

% RC4 (Rivest Cipher 4), has a variable key length from 1 bit up to 256-bits.
AES, DES, 3DES, IDEA, Blowfish, RC6 and RC5 are block ciphers, RC4 is stream cipher.

Example 3.4. Let’s encrypt the message "How are you ?" by using AES.
Key size in bits: 128-bits.

Secret key: azertyuiopgsdfgh

Output text format: hexadecimal.

AES encrypted output: "698F154A3C9F833C1E01C4A1BFDDED63".
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Let’s decrypt the message "177C1A81C2D94F9D6BFC1DBAFB3F99371C4D6BAE7E2CB79
OFE4A95249DCD6FC0" by using AES.

Input text format: hexadecimal.

Key size in bits: 128-bits.

Secret key: azertyuiopqgsdfgh

AES decrypted output: I am fine thank you.

@ Hash functions

Definition 3.5 (See [35,59]). Let f is a function defined from E to F', then f is one-way
if easy to compute f(z) for z € E, but the computation its inverse f~' () is infeasible.
On other hand, the function f is trapdoor one-way function if its easy to compute f(z)
for € E and the computation of its inverse f~'(z) is infeasible unless certain some
secret information is known.

A cryptographic hash function % is a mathematical algorithm that takes data of arbitrary
length bit-strings as input and produces a fixed length bit-strings as output. This output
is often called a message digest, a hash value or a hash code (see [23,78]).

Output
(Fixed-length)

Figure 3.8: Cryptographic hash functions

Hashing

Input Data
Algorithm

(Arbtirary length)

More formally, a hash function is a map h : £ — F between two sets £ and F', where
FE is the set of arbitrary finite length bit-strings by {0, 1}* and F is the set of fixed length
bit-strings by {0,1}", where n € N*.

Example 3.5. The hash function i counts the number of zeros in the input. Then output
0 if the number of zeros is odd, and 1 if even.

h:{0,1}* — {0,1}*

Input h(Input)=Output

0101 1
00101010 0
010010 1

A cryptographic hash function has four main advantages:

% A digest can be easily calculated for any given message.
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% It is not possible to generate a message from a given digest.
% Any change in the message leads to a change in its digest.
% It is not possible to generate two messages with the same digest.

Cryptographic hash functions have many applications in the field of information se-
curity, especially in digital signatures, message authentication, one-way password file,
intrusion detection, virus detection and pseudorandom number generation etc.

Properties of hash functions
u

A hash functions it must resist all known cryptanalysis attack types (which will be
mentioned later). At a minimum, it should have the following properties (see [23]):

% Preimage resistant: for essentially all outputs y € F it is computationally infeasi-
ble to find any = € E such that y = h(z). This property is related to a one-way or
non-invertible function.

% Second-preimage resistant: for any given x; € FE it is computationally infeasible
to find a different x5, € E such that h(x) = h(z2).

% Collision resistant: it is computationally infeasible to find any distinct inputs x;,
xo such that h(z;) = h(xy).

Popular hash functions
u

Some examples of popular hash functions:

% MD5 (Message Digest): is a widely used cryptographic hash function that results
in a 128-bits hash value.

% SHA-1 (Secure Hash Algorithm): is a widely used cryptographic hash function
that results in a 160-bits hash value.

% SHA-2 (Secure Hash Algorithm): is a widely used cryptographic hash function,
it is actually a family of hashes (SHA-224, SHA-256, SHA-384 and SHA-512), and
comes in a variety of lengths (224, 256, 384, 512-bits respectively), the most popular
being 256-bits.

Example 3.6. We will hash the following message "I'm going to university"
The hash values of message are:

e MD5: "5A85A6BECC5918737A475E98 A768E708".
e SHA-1: "FC767ED679F116 ABC538718F766FC04D0A4820D5"

e SHA-256: "D9729EF0E53B31CFA617FC699A50B3DOE70FF180490DD75E604F879A
21513 19C".
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o SHA-384: "ASE28045A A46867FB2C2397D99CA121D0CA664E3EA66F44ED4FE(06
3B6D8 8094044476 AE0058710E7BA1325B50CB0OF404".

e SHA-512: "69B68615266D59DFE70E1C8DD3F6324734BOE3E7 A4FA43F858920E2FB
F835850D4581EF01255D8 A3F8B86D394BC70D0E4BE141BCEBB8924BB7635E9FF9
60EF25".

@ Asymmetric key cryptography

Asymmetric key cryptography (or asymmetric key encryption) is a method of encrypting
data with two different keys that are matches to each other, and making one of the
keys available for anyone to use called the public key and the other key is known as the
private key. Together, they are used to encrypt and decrypt data. If you encrypt a data
using a person’s public key, they can only decrypt it using their matching private key.
Asymmetric key cryptography is also known as public key cryptography (see [40,83]).

If Alice (sender) uses public key cryptography (PKC), she encrypts the message using
Bob’s (receiver) public key and Bob will be able to decrypt it using his private key,
asymmetric encryption therefore provides a higher level of security because even if
someone intercepts their messages and finds Bob’s public key, they will not be able to
decrypt the message or understand its content. The process of asymmetric encryption
between Alice and Bob is shown in the following figure 3.9.

Bob’s public key Bob’s private key

Ciphertext

Plaintext Plaintext

Encryption
algorithm

Decryption

algorithm Bob

Figure 3.9: Asymmetric key cryptography.

Popular asymmetric encryption algorithms
=

The following encryption algorithms make use of asymmetric encryption:

% Rivest-Shamir-Adleman (RSA).

L)

L 4

» Digital Signature Algorithm (DSA).

4

L)

*

El Gamal algorithm.

<,

R
%

Diffie-Hellman algorithm (D-H).

R
**

Elliptic Curve Cryptography (ECC).
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Asymmetric encryption has many applications are:
confidentiality of data, authenticity using digital signatures, integrity of information
exchange and non-repudiation.

Advantages/Disadvantages of public-key encryption
I

Advantages: in public key, cryptography there is no need for exchanging keys, thus
eliminating the key distribution problem.

Disadvantages: a disadvantage of using public-key cryptography for encryption is
speed: there are popular symmetric key encryption methods which are significantly
faster than any currently available public-key encryption method.

Cryptanalysis

Cryptanalysis is the study of analyzing information systems in order to study the hidden
aspects of the systems. Itis used to break cryptographic security systems and gain access
to the contents of encrypted messages, even if the cryptographic key is unknown.

Principles of a cryptosystem design

The following principles should be followed when designing a cryptographic system.
The principles are simple and should form the basis of any cryptanalysis procedure
(see [53]):

e The adversary should not be underestimated.

A cryptographic system can be evaluated by a cryptanalyst.

Before evaluating the cryptographic system, the adversary’s knowledge of the
assessed cryptosystem is taken into account.

The secrecy of the cryptographic system relies on the key.

All elements within the system such as key distribution, cryptographic content,
and so on must be taken into account in the cryptographic system evaluation
process

Types of cryptanalysis attacks

There are four generic types of cryptanalysis, characterized by what the cryptanalyst
knows (see [3,40,83])

% Ciphertext-Only Attack (COA): The attacker has knowledge of some ciphertexts
but not the plaintexts nor the key. In this case, recovering the plaintext (without
the key) may be a successful attack.
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% Known-Plaintext Attack (KPA): The attacker has knowledge of some ciphertexts
and corresponding plaintexts, encrypted under the unknown key:.

% Chosen-Plaintext Attack (CPA): Model of cryptanalysis which assumes that the
attacker can choose random plaintexts to be encrypted and obtain the correspond-
ing ciphertexts. The goal of attacker is to gain further info which reduces the
security of encryption scheme. In the worst case, this attack can expose the secret
information after calculating the secret key.

% Chosen-Cipertext Attack (CCA): Attacker can analyze any ciphertext and gets
their corresponding decryptions-plaintexts. This goal is to require a secret key
or to get as many info about the attacked system as possible. The attacker has
capability to make the victim decrypt any ciphertext and send him back the result.
Thus by analyzing the chosen ciphertext and the corresponding received plaintext,
the introder tries to guess the secret key.

O e (e (e

Figure 3.10: Types of attacks.

@ Discrete logarithm problem

The security of public-key cryptosystems is based on one-way functions, such as factor-
ing (for RSA) and the discrete logarithm problem (denoted by DLP). The discrete loga-
rithms are fundamental to a number of public-key algorithms, including Diffie-Hellman
key exchange, Elgamal encryption and the digital signature algorithm (see [34,60,78]).

Definition 3.6 (Discrete Logarithm Problem (DLP) in Z ). Given is the finite cyclic
group Z, of order p — 1 and a primitive element g € Z,; and another element ¢ € Z;. The
DLP is the problem of determining the integer 1 < o < p — 1 such that:

g* =t mod p.
We call « the discrete logarithm of ¢ with respect to the base g, and denote it by:
a = log,(t) mod p.

Definition 3.7 (Generalized Discrete Logarithm Problem). Let G be a finite cyclic

n_n

group with multiplicative operation "o" and cardinality n. We consider a primitive
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element g € G and another element ¢ € G. The discrete logarithm problem is finding
the integer o, where 1 < a < n, such that:

(07

t=gogo..og=g".
—_——

a—times

In additive operation thismeanst =g+ g+ ... + g = ag.
—_——

a—times

Example 3.7. Let G = (Z7, +) is a finite cyclic group with the primitive element g = 3.

o 0 1 2 3 4 5
ag = ad 0 3 6 2 5 1 4

(o)}

Table 3.1: The elements of the group G = (g).

Let’s solve the DLP for the elementt = 5ie. a3 =3+3+..+3=5mod 7in G. In
S ——

a—times

order to solve for o, we simply have to invert the primitive element g:
a=3"'5mod 7.

Using, the extended Euclidean algorithm, we can compute 37! = 5 mod 7 from which
the discrete logarithm follows as:

a=3"1'5=4mod?7.

The problem of calculating the discrete logarithm is generally a difficult problem (more
or less depending on the group ). For suitable group G, like (Z/nZ)* this is considered
to be a hard problem.

Remark 3.1. We see that for the additive group of Z/nZ the DLP is easy to solve. A
much better choice are the multiplicative groups (Z/nZ)*, which are cyclic if and only
ifn=2,4,p" or 2p", where p > 2 is a prime and r > 1.

Attacks against DLP
u

Generic Algorithms: work in any cyclic group [78, 89].

% Shank’s Baby-Step Giant-Step method: the algorithm is based on a space-time-tradeoff
for brute force, this algorithm has a running time O ( ]G|)

% Pollard’s p method: similar to Pollard’s p factorization, this algorithm is the best
method to solve DLP and has a running time exponential similar to Baby-Step

Giant-Step method O ( |G |>
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% Pohlig-Hellman method: uses prime factorization |G| = [ [ p{’, this algorithm has a

running time O (Z e;(log |G| + \/]71))
Non-generic Algorithms: work only in specific groups, in particular in Z, [78,89].

% The index calculus method: similar to sieving based factorization methods, uses
factor bases requires prime elements, this algorithm has a running subexponential

time O (exp(ﬂ+0(1) log |G| - 10g10g|G)>_

@ Diffie-Hellman key exchange

Whitfield Diffie and Martin Hellman published their paper "New Directions in Cryptog-
raphy" In 1976 (see [18]) proposed first public key type encryption. The Diffie-Hellman
(D-H) algorithm widely known as key exchange algorithm or key agreement algorithm.
The purpose of D-H key exchange algorithm is to enable two users to exchange a key
securely that can be used for subsequent encryption of message. By this method each
user of the network has a personalized private key and a public key. They exchange
their public keys, each user then combines its private key with the other party’s public
key to compute the shared secret key.

Exchange of secret key
=

Suppose Alice and Bob are two parties who want to create a shared secret key by using
Diffie-Hellman protocol (see [18, 35]).

1. Alice and Bob publically agree on a prime modulus number p, and a generator
number g, where both p and g are prime numbers and p > g.

2. Verify that p and g are co-primes, i.e. ged(p, g) = 1.

3. Alice chooses a private key X4 such that X, < p, then calculates a public key
Y4 = ¢*4 mod p.

4. Bob chooses a private key Xy such that Xp < p, then calculates a public key
Y5 = ¢ mod p.

5. Alice sends Bob the public key Y4, and Bob sends Alice the public key Y.
6. Alice computes K; = (Y3)™ mod p.
7. Bob computes K, = (Y4)*? mod p.

8. Verify that K = K; = K,, where K; and K are the calculated shared secret key.
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Public parameters:
p:= prime number, g:= a pimitive root of p such that g < p, (Y4, Y):= public keys.

Alice Bob

Generate random: X4 < p Generate random: Xz < p
Calculate: Y4 = ¢4 mod p * Calculate: Y5 = ¢*# mod p
Yp
/
Calculate: K; = (Y3)™ mod p Calculate: Ky = (Y4)™# mod p

Figure 3.11: Diffie-Hellman secret-key agreement protocol

Proof. (Correctness of the D-H algorithm). To prove the D-H protocol requires show-
ing that K, = K5, we have:
Alice computes:

Y4 = ¢4 mod p.

Bob Computes:
Ys = ¢°% mod p.

Then

K, = (Yp)* mod p

Therefore: K = K| = K. l

Example 3.8. Suppose Alice and Bob are two users, to exchange the secret key between
them, you must follow these steps:

1. Alice and Bob agree on:
a prime number p = 1523 and a primitive root of 1523, in this case g = 499.

2. Alice and Bob select secret keys X4 = 14 < 1523 and Xp = 10 < 1523, respectively.

3. Each user computes his public key:
Alice computes Y4 = g™ mod 1523 = 499'* mod 1523 = 641.
Bob computes Yz = g™ mod 1523 = 499'° mod 1523 = 1104.
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4. After the public keys are exchanged, both can compute the common secret key:
Alice computes K = (Y)*4 mod 1523 = 1104'* mod 1523 = 504.
Bob computes K = (Y4)*® mod 1523 = 641'° mod 1523 = 504.

Security of the D-H algorithm

The Diffie-Hellman protocol is safe against hackers because it based on a discrete
logarithm problem. Computing discrete logarithms modulo a prime is a very hard
problem if the parameters are sufficiently large. Since exponentiation modulo a prime
is computationally easy, this forms a one-way function (see [59]).

The digital signature algorithm

Digital signatures algorithm (DSA) is a Federal Information Processing Standard (FIPS)
for digital signatures. It was proposed in 1991 and globally standardized in 1994 by
the National Institute of Standards and Technology (NIST). NIST chose to base their
signature scheme on the discrete logarithm problem in a prime finite field I, which
are difficult to compute (see [89]).

signature?
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A digital signature is a mathematical technique used to validate the authenticity and
integrity of a message or digital document. A digital signature is defined the signature
generated electronically from the digital computer to ensure the identity of the sender
and content of the message cannot be modified during transmission process.

Purpose of digital signature

% Concept of digital signature is that of a message uses a signing key (private key)
to sign the message and send that message and its digital signature.

% The receiver uses a verification key (public key) of the sender only to verify the
origin of the message and make sure that it has not been tempered with while in
transmission.

% Digital signature techniques achieve the authenticity and integrity of the data
internet.
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Figure 3.12: Digital Signature Algorithm.

Properties of digital signature
=

In situations where, there is no complete trust between sender and receiver, something
more than authentication is needed. The most attractive solution to this problem is the
digital signature (see [83]). The digital signature must have the following properties:

1. It must verify the author and the date and the time of the signature.
2. It must authenticate the contents at the time of the signature.
3. It must be verifiable by third parties, to resolve disputes.

Thus, the digital signature function includes the authentication function.

Advantages/Disadvantages of digital signatue
u

Advantages:

% Authentication: Identification of person that signs.
% Integrity of data: Every change will be detected.
% Non repudiation: Author cannot be denied of his work.

% Imposter prevention: No one else can forge your digital signature or submit an
electronic document falsely claiming it was signed by you.

% Security: The use of digital signatures and electronic documents reduces risks of
documents being intercepted, read, destroyed, or altered while in transit.

Disadvantages:

% Expiry: In this era of fast technology, many of these tech products have a short life.
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% Certificates: In order to effectively use of digital signatures, both senders and
receivers may have to buy digital certificates.

% Software: To work with digital certificates/digital signatures, senders and receivers
have to buy verification software or pay to third party for verification.

Digital signature algorithm steps

Process of digital signature

Hash value of a message when encrypted with the private key of a user is, his digital
signature on that e-document. Digital signature is an example of asymmetric key
cryptography which uses three different algorithms to complete the process [59,83]:

1. First step (key generation algorithm): is key generation algorithm which generates
private key and a corresponding public key.

2. Second step (signature generation algorithm): is signing algorithm which selects
sending both of the message and the signature using a private key generated in
the first step and hash function.

3. Third step (signature verification algorithm): is signature verifying algorithm which
verifies the authenticity of sending message using a public key.

Key generation algorithm

The keys for Digital Signature Algorithm are computed as follows:

< Generate a prime number p, where 2/™' < p < 2" for 512 < L < 1024 and L a
multiple of 6die. L € {512, 576,640,704, 768, 832, 896, 960, 1024}.

< Find a prime divisor ¢ of (p — 1), with 2" < ¢ < 2'%°.

% Choose an integer g (1 < g < p), satisfying the two conditions ¢ mod p = 1
and g = h*~Y/% mod p, where h is any integer with 1 < h < p — 1 such that
RP=1/7 mod p > 1

The algorithm parameters (p, ¢, g) may be shared between different users of the system.
The second phase computes private and public keys for a single user:

1. Choose a random integer z, such that 0 < z < g.
2. Compute y = ¢g” mod p.

the public key is K, 1495 Y)-

3. The keys are now: =
the private key is K, = .
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Signature generation algorithm
=

Let m be a message and h(m) be a hash value of m. The signature generation process is
as follows:

1. Choose a random per-message secret number k, where 0 < k < q.
2. Compute 7 = (¢g* mod p) mod q.

3. Compute s = [k~'(h(m) + 2r)] mod q.

4. If r = 0 or s = 0 then go to step 1.

5. Sends the message m and the signature (7, s) to receiver.

Signature verification algorithm
=

The signature verification process is as follows:

1. Verify that: 0 <r <¢gand 0 < s < g.
2. Compute w = s~ mod g.

3. Compute u; = [h(m)w] mod q.

4. Compute uy = rw mod q.

5. Compute v = [(¢"'y*?) mod p| mod g¢.

= r mod ¢ = valid signature.

6. The verification: v
# r mod ¢ = invalid signature and rejects the signature.

Proof. (Correctness of the DSA algorithm). To prove the DSA algorithm requires
showing that a signature (r, s) satisfies the verification condition v = r mod q.
The signer computes:

s = [k~ (h(m) + 2r)] mod q.

Thus

k= h(m)s' +ars™" mod ¢

h(m)w + zrw mod q.

Since ¢ has order ¢ mod p we have:

h(m)w  zrw

b=y g mod q

g
(m)w, rw

= ¢"™vy™ mod ¢
= ¢"'y"? mod q.
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Finally, the correctness of DSA follows from

r = (¢* mod p) mod ¢
= (¢"'y"* mod p) mod ¢

= v mod q.
O

Example 3.9. Alice and Bob are two users, Alice wants to send a message m to Bob
which is to be signed with the DSA. Suppose the hash value of m is h(m) = 30.

Then the signature and verification process is as follows:

Alice

o Key generation:

Choose: p=61,q=5,9g =9.

Choose private key: z = 4.

Compute: y = ¢* mod 61 = 34.

Public key: (p,q,g,y) = (61,5,9, 34).

o Sign:

Compute hash of message: h(m) = 30.
Choose ephemeral key: & = 3.
Compute: r = (9" mod 61) mod 5 = 3.
Compute: s = [2-(30+4-3)] mod 5 = 4.
Sends to Bob: (m, (r,s)) = (m, (3,4)).

Bob

o Verify:

Compute: w = 4" =4 mod 5.

Compute: u; = 4-30 = 0 mod 5.

Compute: uy = 3-4 =2 mod 5.

Verification: v = [9° - 34> mod 61] mod 5 = 3.

v =r mod 5 = valid signature.

@ Elliptic curves cryptography

Elliptic curves cryptosystems (ECC) have several advantages over RSA and over DL
schemes (Elgamal or DSA). In particular, in absence of strong attacks against ECC, bit
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lengths in the range of 160-256 bits can be chosen which provide security equivalent to
1024-3072-bits RSA and DL schemes.

An elliptic curves can be defined over any field (e.g., R, Q, C). However, elliptic curves
used in cryptography are mainly defined over finite fields.

@ Elliptic curve discrete logarithm problem

The discrete logarithm problem on elliptic curve groups is believed to be more difficult
than the corresponding problem in (the multiplicative group of nonzero elements of)
the underlying finite field (see [34,60,78]).

Definition 3.8. Let £ be an elliptic curve over a finite field F,. We consider P, () be two
points in E(IF,), where P a primitive element of a cyclic subgroup of £ (F,). The elliptic
curve discrete logarithm problem (ECDLP) is finding the integer n, where 1 < n < #F,
such that:

nP=P+P+--+P=Q.

n—times

By analogy with the discrete logarithm problem for F,, we denote this integer n by
n =logp(Q), and we call n the ECDLP of ) with respect to P.

Some remarks about ECDLP =

% logp(Q) may not be defined: there may be points P and (), such that () is not a
scalar multiple of P.

% There is one value of n satisfying Q) = nP.
— There exists a positive integer s such that sP = oc.

— Since there are finite points on the elliptic curve, from the points in list
P,2P,3P,4P, ... there mustbeiand j are two integers, such thatiP = jP,i >
j. Let s = (i — j) and the smallest such s > 1 is called the order of P.

— Thus, if ng is an integer such that () = no P, then for any integer i, n = ny +is,
satisfies the equation ) = nP.

— This means that the value of log (@) is really an element of Z/sZ.

Example 3.10. Let E be an elliptic curve over the finite field Fy9 defined by the equation:
E:y? = 2® 4+ Tz + 5(mod29).

Let the point P = (5,7) € E(FFy) which generates a cyclic subgroup G in E(Fy) of
order #G = 11.
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The elements of G are:

P=(57) 2P =(3,13) 3P =(1,10) 4P =(0,11) 5P =(20,5) 6P =(20,24)
TP =(0,18) 8P =(1,19) 9P =(3,16) 10P =(5,22) 11P =00
We want to compute 6P = P+ P +--- + P = @, In this case, we can simply use the

6—times

points that were calculated: 6P = (20,24) = Q.
Therefore, log,(Q) = 6.

How hard is ECDLP? =

The ECDLP is based on the discrete logarithm problem (DLP) and does not pursue any
polynomial time algorithm. In ECDLP, two elements P and () are taken from a random
instance (P, )) € G x G, where G is a cyclic group of order n. It is impossible to find an
integer ¢ (with 0 < ¢ < n) such that () = tP by a polynomial time bounded algorithm
where P is the generator for the cyclic group G (see [58]).

Elliptic curve Diffie-Hellman key exchange

In complete analogy to the conventional Diffie-Hellman key exchange (DHKE) presented
in section 3.4. The elliptic curve Diffie-Hellman (ECDH) distincts from the general Diffie-
Hellman (D-H) in the way that it is based on the elliptic curve discrete logarithm problem
(ECDLP) instead of the discrete logarithm problem (DLP) (see [60, 89]).

The elliptic curve Diffie-Hellman key exhcange (ECDHKE) works as follows:

1. Alice and Bob agree on a prime number p, a point P generating a cyclic subgroup
of known order of the elliptic curve F.

2. Alice chooses a private random integer K4 < ord(P), and sends Y4 = K4P to
Bob.

3. Bob chooses a private random integer K5 < ord(P), and sends Yz = KgP to
Alice.

4. Alice computes K1 = K4Y5.
5. Bob computes Ky = KpYa.
6. The secret key is K = K| = K.

The ECDHKE is shown in the following figure:
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Public parameters:
p:= prime number, P:=primitive element, ord(P):= order of the point P,
E:= elliptic curve, (Y4, Y5):=pubilc keys.

Alice Bob

Generate random: K4 < ord(P) Generate random: Kp < ord(P)
Calculate:Y, = K4 P *} Calculate: Yz = KgP
Yp
/
Calculate: K; = K4Y5 Calculate: Ky = KgYy

Figure 3.13: Elliptic curve Diffie-Hellman key exchange.

Proof. (Correctness of the ECDH algorithm). To prove the ECDH protocol requires
showing that K; = K5, we have:
Alice computes:

Y4 = K4P.
Bob Computes:
Yg = KgP.
Then
K1 - KAYB
= K4KgP
= KpK4P (point addition is associative)
= KgY, = K.
Therefore: K = K| = K. O

Example 3.11. We consider the public parameters of ECDH, the elliptic curve is E : y* =
2® + 15z + 6 over the finite field Fg;, which forms a cyclic subgroup G = (P) generated
by P = (7,37) of order #G = 19.

The elements of G are:

P = (7,37) 2P = (46,26) 3P = (54,31) 4P = (45,60) 5P = (10,27)
6P =(28,33) 7P=(1,49) 8P =(57,2) 9P =(53,44) 10P = (53,17)
11P = (57,59) 12P = (1,12) 13P =(28,28) 14P = (10,34) 15P = (45,1)
16P = (54,30) 17P = (46,35) 18P = (7,24) 19P = o

The elliptic curve Diffie-Hellman key exchange between Alice and Bob as follows:

% Alice and Bob select secret keys K4 =9 < ord(P) =19 and Kz = 12 < ord(P) =
19, respectively.
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% Each user computes his public key:
Alice computes Yy = K4 P = 9P = (53,44).
Bob computes Yz = KpP = 12P = (1,12).

% After the public keys are exchanged, both can compute the common secret key:
Alice computes K = K,Yp = 9(1,12) = 13P = (28, 28).
Bob computes K = KpYy = 12(53,44) = 13P = (28, 28).

Security for ECDH

In ECDH, we have E, P, ord(P) and the two points Y4 = K4 P and Yz = KgP are public.
Computation of the ECDH problem is based to solve ECDLP in group G = (P) by
finding the private keys K4 and K for get the secret key X' = K4 KpP. Anyhow, for the
ECDH problem to have a high degree of security, it is essential that the corresponding
ECDLP has a high degree of security (see [83]).

Applications of ECDH in network protocols

The elliptic curve Diffie-Hellman is currently used in many network protocols, such
as:

R
%

Secure Sockets Layer (SSL)

R
%

Transport Layer Security (TLS).

R
%

Internet Protocol Security (IPSec).

R
4

Secure Shell (SSH).

@ Elliptic curve digital signature algorithm

The shorter bit length of ECC often results in shorter processing time and in shorter
signatures. For these reasons, the elliptic curve digital signature algorithm (ECDSA)
was standardized in the US by the American National Standards Institute (ANSI) in
1998. The steps in the elliptic curve digital signature algorithm (ECDSA) standard are
conceptionally closely related to the DSA scheme (it was discussed in the section 3.5).
In the ECDSA, Alice generates the signature with her secret-key and Bob verifies the
signature with Alice’s public-key.

This protocol consists of three parts: key generation algorithm, signature generation algo-
rithm and signature verification algorithm (see [34,59,89]).

The ECDSA protocol it is shown below which Alice signs the message m and Bob verifies
Alice’s signature.
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Key generation algorithm
a

Used to generate the public and private key of the users.

1. Use an elliptic curve E over finite field F, with p a prime number, and choose a
point P € E(F,) which generates a cyclic group of a prime order n.

2. Choose a random integer d with 0 < d < n.

3. Compute ) = dP.

th blic key is K, = (p,n, Q, P).
4, Thekeysarenow:{ e public key is Kpup = (p; 1, Q, P)

the private key is K, =

Signature generation algorithm
a

Used by Alice to generate the signature for the message m using private key and hash
function h.

1. Select a random or pseudorandom integer k, 0 < k < n.
2. Compute B = kP = (zp,yg).

3. Compute r = xp mod n.

If » = 0 then go to step 1.

Compute hash value of the message h(m).

Compute s = [k~ (h(m) + dr)] mod n.

If s = 0 then go to step 1.

The signature of m is (r, s).

0 N o o

Sends the message m and the signature (r, s) to Bob.

Signature verification algorithm
=

Used by the Bob to verify Alice’s signature for accepts or rejects the message m using
public key and hash function h.

1. Verity that: 0 <r <nand 0 < s < n.

2. Compute hash value of the message m and convert this bit string h(m) to an integer
e.

3. Compute w = s~ mod n.
4. Compute u; = [h(m)w] mod n and uy = rw mod n.

5. Compute A = w1 P + us@Q = (x4, ya4).
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o = r mod n = valid signature.
6. The verfication: x4

# r mod n = invalid signature and rejects the signature.

Proof. (Correctness of the ECDSA algorithm). To prove the ECDSA algorithm requires
showing that a signature (r, s) satisfies the verification condition z4 = r mod n.

The signer computes

[k~ (h(m) + dr)] mod n.

S

Thus
k

h(m)s™' + drs™! mod n

h(m)w + drw mod n.

Since P has order n we have:

kP = (h(m)w + drw)P mod n
= (h(m)w)P + (drw)P mod n
= u1 P + usdP mod n
= w1 P + us@ mod n.

Finally, what we showed so far is that the expression u; P + u,@ is equal to kP if
the correct signature and key (and message) have been used. But this is exactly the
condition that we check in the verification process by comparing the z-coordinates of
A=uP+u@Qand B = kP. l

Example 3.12. Using the elliptic curve from example 3.10, we apply a simple ECDSA
example. Alice wants to send a message m to Bob that is to be signed with the ECDSA
protocol. The signing and verification process is as follows:

Alice

o Key generation:

Choose: elliptic curve E with parameters a = 7,b = 5,p = 29,
and P = (5,7) withn = 11.

Choose private key: d = 5.

Compute: () = dP = 5(5,7) = (20,5).

Public key: (p,a,b,n, P,Q) = (29,7,5,11,(5,7), (20, 5)).
o Sign:

Compute hash of message: h(m) = 20.

Choose ephemeral key: £ =9 with0 < k=9 <n =11.
Compute: B = kP = (zp,ys) = 9(5,7) = (3, 16).
Compute: r = 25 = 3.

Compute: s = 5(20 +5-3) = 10 mod 11.

Sends to Bob: (m, (r,s)) = (m, (3, 10)).




3.6. Elliptic curves cryptography

Bob

o Verify:

Verify that: 0 <r =3 <n=1land 0 < s =10 < n = 11.
Compute: w = 10"" = 10 mod 11.

Compute: u; = 10-20 = 2 mod 11.

Compute: uy = 3-10 = 8 mod 11.
A=uP+u@=2(57)+8(20,5) = (3,16).

Verification: 4 = 3 mod 11.

r4 =r mod 11 = valid signature.

@ ECC encryption/decryption

In this section, we will present how to implement elliptic curve based public key en-
cryption/decryption (asymmetric cryptosystem based on ECC).

Since ECC is a asymmetric cryptography, we require a private-public key pair for to
encrypt and decrypt a data. Assume Alice and Bob are the two communicating users,
they agree upon a some public parameters are elliptic curve equation £ and a primitive
point P of cyclic group G. Each user selects a private key and generates public key, let
K4 and Kp are private keys and Y4 = K4 P and Y = KpP are public keys of Alice and
Bob respectively (see [60, 81, 83]).

EnchEtion:

Process of encryption as follows:

Let the message be m.

First encode this message m into a point on elliptic curve, let this point be P,,.

For encryption and send a message P, to Bob, Alice choose a random positive
integer k.

Compute the ciphertext C,, that consists of a pair of points and given by:

Cpp = {kP, Py + kY5} .

Decrzgtion:

Process of decryption as follows:




3. Generalities on a public key cryptosystems

e For decryption the ciphertext, Bob multiplies the point £ P by Bob’s secret key K
and subtracts the result from P,, + kY5, we have:

P+ kYp — Kg(kP) = P, + k(KpP) — Kg(kP) = P,,.

Example 3.13. Let’s apply an example of the encryption process, taking a prime number
p = 97, the elliptic curve E : y* = z° + 5z + 72 and a primitive point P = (11, 87)
generates a cyclic group G of order 81.

Assume that Alice wants to send a message to Bob that is encoded in the elliptic point
P,, = (35, 32) and that Alice chooses the random positive integer k£ = 67.

Public key of Alice: Yy = K4P = 15(11,87) = (13, 54).
Public key of Bob: Y = KpP = 73(11,87) = (73, 22).

We have
{kP = 67(11,87) = (72,91), and

Py + kY5 = (35,32) + 67(73,22) = 75(11, 87) = (14, 48).
Thus, Alice sends the ciphertext: C,,, = {(72,91), (14,48)}.

What makes ECC hard to crack? =

The security of ECC depends on the difficulty of solving the elliptic curve discrete
logarithm problem (ECDLP) i.e. finding %, given P and () = kP. The problem is
computationally intractable for large values of k. The best fastest technique for solving
the elliptic curve logarithm is the Pollard p method. With ECC, you can creat faster,
smaller, and more efficient cryptographic keys for get the same levels of security of
RSA /DSA or D-H as shows follows in the table3.2 (see [59, 60, 81]).

Symmetric scheme || ECC-based scheme RSA/DSA/D-H
(key size in bits) (size of n in bits) (modulus size in bits)

56 112 512

80 160 1024
112 224 2048
128 256 3072
192 384 7680
256 512 15360

Table 3.2: Comparable key sizes for equivalent security.

Where can we apply ECC?
u

% Web browsing on internet.

< Wireless communication devices.
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< Protect confidential transactions "credit card and debit card transactions".

% Verification to protect data privacy, digital signing and cryptographic key genera-
tion.

% Constrained environments: Pagers, PDAs, Cellular Phones.




CHAPTER 4

CRYPTOGRAPHIC APPLICATIONS OVER A
NON-COMMUTATIVE RINGS

"Due to the development of quantum computation, which has become a major threat to
asymmetric cipher systems, which made many researchers they focus on creating new
encryption algorithms that allow public and private keys and be resistant to quantum
computers. In this chapter, we are interested in non commutative cryptography where the
methods and systems of cryptography are based on algebraic structures such as groups and
rings which are non-commutative. We introduce a new encryption schemes using the two
special rings R, and R,,, with non commutative structures, where these cryptosystems
are fully homomorphic encryption and based on the two hard problems are the discrete
logarithm problem (DLP) and the conjugal classical problem (CCP) [68,69]. ~
For more infromation about elliptic curve in cryptography using the rings, see the following
articles and thesis: [2,7]; [13,20]; [65] and [88,92].
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@ Fully homomorphic encryption

Since the advent of D-H protocol the imperative for full privacy of digital data has
become stronger. Naturally, strong and secure encryption system have emerged in
the past few decades. One way to achieve confidentiality in applications, such as
secure your connection to a website, electronic voting, sending encrypted emails and
online banking etc., are homomorphic and especially fully homomorphic cryptographic
schemes. Originally the notion of fully homomorphic encryption (FHE) scheme is
called a privacy homomorphism, were introduced by R. L. Rivest, L. Adleman and M.
L. Dertouzos in their article in 1978 (see [61]). Principally, FHE scheme which allows to
evaluate arbitrary computations on encrypted data, hence considered as "holy grail" of
modern cryptography.

Definition 4.1. A public key cryptosystem is a triplet (K, P,C) such that:

% K is a finite set called space of the keys.
% P is a finite set of the plaintext space.
% C is a finite set of the ciphertext space.

% For all outputs (pk, sk) € I, there is an encryption function Encpk and a decryp-
tion function Decsk such that:

1. For any plaintext m € P, the ciphertext is: ¢ = Encpk(m) € C.
2. For any ciphertext ¢ € C, the plaintext is: m = Decsk(c) € P.

3. For any plaintext m: Decsk(Encpk(m)) = m.

Definition 4.2 (See [11,91]). A public-key encryption scheme (X, P, C) is homomorphic
if for all outputs (pk, sk) € K, it is possible to define groups (M, ), (C, ®) so that:

% The plaintext space M, and all ciphertexts output by Encpk are elements of C.
% Foranymy, m; € M and ¢y, ¢ € C'withmy = Decsk(cy, sk) and my = Decsk(cq, sk).

holds that:
Decsk(ci ® ¢1, sk) = my x ma.

A fully homomorphic encryption scheme can be defined as a tuple of three algorithms
(IC, P, C) for which the message space is a ring (R, ©, ®) and the ciphertext space is also
aring (R, ®, ®) such that for all messages m;, my € R, and all outputs (pk, sk) € K, we
have:

my; © my = Decsk(Encpk(my, pk) & Encpk(mg, pk), sk);
m; ® my = Decsk(Encpk(my, pk) © Encpk(my, pk), sk).
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If (K, P, C) is a symmetric fully homomorphic encryption scheme, we will have a single
key for encryption and decryption, so the role of pk will be played by sk.

A scheme is supposed to be somewhat homomorphic if it permits only a limited number
of additions and multiplications.

The aim of these totally homomorphic systems is data integrity in communication,
non-repudiation, confidentiality and storage processes, such as the ability to perform
computations to untrusted persons. If a user could take a problem defined in one
algebraic system and encrypting it into a problem in a different algebraic system in a
method that decrypting back to the original algebraic system is difficult, then the user
could encrypts expensive computations and send them to his sender. This receiver then
performs the corresponding computation in the second algebraic system, returning the
result to the user. Upon receiving the result, the user can decrypt it into a solution in
the original algebraic system, while the untrusted party is always hidden [26].

ECC over a non commutative ring R,

In this section, we introduce a novel non commutative cryptography scheme based on
the CCP and DLP using the special ring R,,.

@ The ring R,

In the section 2.3, we defined the ring (F,[¢], +, - ) where e* = &* of characteristic # 2, 3,
and the elliptic curve over it. Now, we define a new structure of this ring, on which
two binary operations are defined, called addition (+) and start (), and denoted by
(Rp,+,%). Let X = mg+ 716+ 196 +a36” and Y = yo +y16 + 126> + y3€° are two elements
in R,, we define the binary operations by:

| Ry xR, — R,
(X,)Y) — X+Y
| RyxR, — R,
(X,Y) — X*Y
such that:
X +Y = (zo+y0) + (21 +y1)e + (w2 + )€ + (w3 + y3)e, (4.1)
X *Y = xoyo + (zoy1 + T1y3)e + (23y2 + T2y0)e” + T3y3e°. (4.2)
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Lemma 4.1. (R, +, *) is a ring with unitary 15, = 1 + &® whose * is not commutative.

Proof. To show the previous lemma, we check the following properties:

% Associative laws: VX, Y, Z € R,),

(X+Y)+Z=X+(Y+Z)and
(X*Y)xZ=X=x(Y*Z).

0,
*o*

Commutative law: VX, Y e R, X +Y =Y + X.

< A non commutative law: 3X =1 +¢+¢% Y =1+¢° + & € R, such that:

X*xY #Y % X.

% Distributive laws: VXY, Z € R,,

(X+Y)«Z=X*xZ+Y *Zand
Zx(X+Y)=Z+xX+ZxY.

R
**

Additive identity: VX € R,, X +0=0+ X = X.

R
*o*

Start identity: VX € R,, X x 1g, = 1z, * X = X, 1, is called the start identity
element of R,.

4

L)

» Additive inverses: VX € R,, X + (—X) = 0, — X is called the additive inverse of

<,

X.
O
Let X =z + 716 + 29” + 23¢” € R, and k € N*.
Lemma 4.2. The element X is invertible if and only if xoxs # 0, in this case we have:
X’l*:i— 1 2 52—|—i€3
Tg  Toxs ToT3 I3
Proof. We have:
X *Y = zoyo + (zoyr + T1ys)e + (23y2 + Tayo)e” + w3yse”, (4.3)
Yo X = xoyo + (Yor1 + 1173)e + (ys22 + yao)e” + wayse’. (4.4)
So,
X+Y =1+fand VX = 1+¢°, (@)
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Toyo = 1;
(@) Toy1 + T1Y3 = Yor1 + Y13 = 0;
T3Y2 + TaYo = Y3T2 + Yoo = 0;
Tr3ys = 1.
1
Yo = —,xo # 0;
Lo
1
h=—
- T .53
Yo = —
Tol3
ys = —,x3 # 0.
p 1
Since, X " = — — L R ) O
Tg  Toks Tox3 I3

Lemma 4.3. The k-power of X can be given by X** = By + Bie + Pae® + B3e®, where:
* fo = ag; Sh=x Y zhrd
A itj=k—1
& By = x5 Z Ty % B3 = k.
itj=k—1

Proof. The last relation is true for k = 1, since X = 20 + 216 + 2982 + 23¢° we assume
that X** = B, + (1 + (o + B3e?, for certain k > 1, where:

 Bo = ag; ®h=a Y wh;
' itj=k—1
o ﬁ2 = Z9 Z x%x%’ o< 63 — ZI}];
itj=k—1
We have:

X*(k—i—l) _ (60 + 615 + 5252 + 5353)($0 + z1€ + 37252 + 1/'383).

So, X 1) — 50 4 216 + 2982 + 2367, where:

% 20 = fomo = af 21 = foxy + fras =11 Y, a(wy;
W 2 = B312 + foxo = T2 Z ToTh; W 23 = [y = x’gf“.
i+j=k

Hence: let k be a positive integer, X** = (3, + 1 + B2 + Bse?, where:

% By = b Sh=m > arl

' itj=k—1
& By = 29 Z Ty % B3 = k.
it+j=k—1
[

@ Cryptographic protocols

This subsection we describe, exchange of secret key and we provide a construct a new
fully homomorphic encryption scheme using the ring R,,.
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@ Exchange of secret keys

For a secure encrypted message exchange between two entities Alice and Bob requires
an exchange of keys first by using protocol of Diffie and Hellman. This key can be used
to encrypt and decrypt messages transmitted between them. The elliptic curve Diffie
and Hellman key exchange given as follows:

1. Alice and Bob agree on a prime number p, a point P generating subgroup of
known order of the elliptic curve E,,(R,), where (a,b) € R>.

2. Alice chooses a private random integer K4 < ord(P), and sends Y4 = K4 P to
Bob.

3. Bob chooses a private random integer Kz < ord(P), and sends Yz = KpP to
Alice.

4. Alice computes K,Yp = KoKpP.
5. Bob computes KpYy = KpKP.

If KyKpP = KpKs P = [K :t: 1] and K is * invertible then the secret key between
Alice and Bob is K, else return (2). Both Alice and Bob can use this number as their key.
Notice that p and P need not be protected.

@ Encryption and decryption functions

The scheme is constructed using the commutative ring (F,, +, - )
% (01,03, 03) € F} is a public.

% The secret key is an invertible element for the operation *, K € R,

l
% To encrypt a message m € F,, where m =Y~ m;, (m;)o<i<i € F, and [ be a positive
1=0
integer, we compute the ciphertext Encpk(m;) € F, such that:

= Encpk(m;) = coef f(K * (aq + mie + ane® + aze®) « K ¢), where 0 < i < I,
and sends ¢ = (¢g, c1, . . ., ) to receiver.

% To decrypt a c1phertext c e, we compute

m = Z Decsk(c;) Z coef f(K™ % (o + cie + aoe? + aze’) * K, €).
=0

I
The secret key K admits an inverse in R,. To encrypt a message m = Z m; € F,, the

ciphertext Encpk(m;) is an element ¢; € F, such that: ¢; = Encpk:(mz) To decrypt a
ciphertext ¢;, we compute: m; = Decsk(c;).
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!
Remark 4.1. For all message m = » _m; € F,, where [ be positive integer. We have:
=0

I
> Decsk o Encpk(m;) = m.

1=0

l r
Let m',m" be two messages in F,, where m’ = » mj,m" = > m/ and [,r are two
i=0 =0
positive integers.

Proposition 4.1. The encryption system (IC, P, C) is homomorphic if and only if oy = a3 or
K= ko + k2€2 + k383.

Proof. Let K = ko + kie + koe? + kged € R, be an invertible element for the law * and let
pk = (a1, 02, a3) € Fo.
By the encryption function, we have:

Encpk(m} +m!) = ko(mj + m})ks' + kiks ' (a3 — av);
Vo, m") € B2+ { Bnepk(mt) = ko(m{)ks" + uky (a5 — on);
Encpk(mf) = ko(m})ks' + kiks ' (a3 — ay).

Then:

Encpk(m; +m/) = Encpk(m}) + Encpk(m) <= kiks'(as —a1) =0
<— ki =0o0ra; = as.

Thus, the proposition is proved. O

Corollary 4.1. If K = ko + kee? + kse3, then the encryption system (IC, P, C), verify:
L oroilary 2.1 yp Y

V(m/,m") € F - Encpk(m-m[) = ksky ' Encpk(m}) - Encpk(m’)).

Proof. Let K = ko + kqe® + k3e” be an invertible element in R,, according to the previous
proposition, we have:

V(m',m") € F?:

q-

So, koks " Encpk(m}-m!) = Encpk(m!) - Encpk(m(). Then:

Encpk(mj-m!) = kskg ' Encpk(m}) - Encpk(m!).
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Remark 4.2. The previous corollary means that the encryption system (I, P, C) is fully
homomorphic in the following direction:

VK = ko + kse® + kse® € R ,V(m',m") € F2 : Encge(mj-m}) = Encg(m;) - Encg(m]),

where: K2 = K x K.

@ Security of this protocol

The security of our system which uses elliptic curve cryptography on a non commutative
ring has a stronger with a short key because to decrypt a message we must solve
the elliptic curve discrete logarithm problem and the conjugate problem on a non
commutative ring.

@ Numerical example of cryptography

In this section, we will try to give a numerical example of the cryptosystem thus con-
structed.

% Alice and Bob have chosen a prime number:
= 686479766013060971498190079908139321726943530014330540939446345918554
3183397656052122559640661454554977296311391480858037121987999716643812574
028291115059461.

% Public key (a1, ao, a3) € F,, where:
a1 = 20747222467734852078216952221076085874809964747211172927529925899121
96684750549658310084416732550077.
s = 53713936060247752512565504367735659774067242691529421364157627828105
62554131599074907426010737503501.
a3 = 72126101472954749095445237850434924099693821481867654600825000853935
19556525921455588705423020751421.

3
% Leta message m € F, sucht that m = > m;, where:

mo = 2827554835337072870547521843211(1)213457668614806974487034438570121532
64407439766013042402571.
my = 6648691437731966084620017727793826503116735685422378525467159131356
88434614731717844868261.
mo = 9765226370213064031505519333190061377201240486245441720727350557804
11834104862667155922841.
ms = 625161793954624746211679299331621567931369768944205635791355694 7277
74487677706013842058779.




4. Cryptographic applications over a non-commutative rings

%
%

3

m = Z m,; = 254930905828283504487898518975113170173002886680843636385466
i=0

3675797139163837066411885252452.

The secret key
K = Ko+ Kie + Kye® + Kse®,

where:

Ky = 1853239550094717445070938338493667986838342444431140567946328078240
5796233163977.

K1 = 4669523849932130508876392554713407521319117239637943224980015676156
491.

K5 = 5210644015679228794060694325390955853335898483908056458352183851018
372555735707.

K3 = 1214168057641080669324663691764699316651504274407587200782382756086
81517825325532757.

Inverse of the secret key
K™ = K, + Kiye + K2 + Kge°,

where:

K, = 44566846075099195470823327685342247897013657169526362464 7040589080
946458803137790674158077227825452674066760154195309206422707777411480241
60034243842375137.

K, = 362952951322901577826337250452664023646028078467669719969549269324
716755427872023620013884349309452412282931827620482643678762012926965540
0467689397821494330.

K, = 606435853982882839372146394661342036315045541762147035663557328676
798343929094186106682149136719346381547743637105888656102083250348196028
6421538661341320428.

Ky = 389200439551316511852195492976569991941249559370312167982346030269
427566566352476915615118590800181034908575236563646674905160835208366704
3345945591943163928.

We compute an encrypt message c, as follow:
ci = Encpk(m;) = coef f(K * (a; + mye + ape® + ase®) « K% ¢),

where 0 < ¢ < 3, we have:

¢ = (co, c1, C2, c3) such that:

co = 1821329168833570752010274466020861854608776452993810391733785058577
05376186648778282054444408488811253482684074226847570915589507375959473
1790446024156326034.

1 = 1320606935448470420418619870895517274791968637158797784235200607641
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53990211315529153629120042557265253121517300532349570133010244924517988
965178268119254704.

co = 2950540696231640397582407590076635415221172089030316292524172731895
99936323003844418625554754659933015636375581398442059859156390951738499
0772627224151940523.

c3 = 3463616268668861281235189351812164319874695507562997486889742589232
04111819887243108464663746623564671852222741849913075418453260600309781
5601458781197692278.

Remark 4.3. With this application, we can encrypt and decrypt any message of any
length. The motivation of this work is that decryption is very difficult for an interceptor
who cannot solve the conjugal classical problem and elliptic curve discrete logarithm
problem.

@ FHE scheme over a non commutative ring R2,,

In this section, we make a new fully homomorphic encryption scheme over the ring R,
based on two difficult problems; problem of conjugal and discrete logarithm problem.

The ring R,

Based on the study in section 2.3, we have E, ;(IF,[¢]) is an elliptic curve over the ring
[F,[e], P is a point of order [ and G is the subgroup generated by P. We consider the
set:

Ty S L
R, = 0 zo T ‘ (Ii)lgigg € {0,1,2,...,[—1} and S, L, T € G
0 0 I3
z, S L zy S L
Let X = |0 2 T|andY = |0 z, T'| be two elements in R,,, on which two
0 0 a3 0 0 a4
binary operations are defined, called addition (+) and start () and denoted by:
ER +2, S+S8 L+ rxy x1S" +a5S L+ xiL
X+Y = 0 rota, T+T |, X*xY =10 ToT w T+ 23T .
0 0 T3 + 0 0 T3Ty

Lemma 4.4. The ring (R, +, x) is not commutative, with identity

(1 [0:1:0] [0:1:0]
lg,, = |0 1 [0:1:0]
0 0 1
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©n S L 2 S L A
Proof. Let X = |0 2o T|,Y = |0 25 T'|and Z = |0 a4 T"| be three ele-
0 0 a3 0 0 af 0 0 af

ments in R,,.

% Associative laws: VX,Y, Z € R,,.

— For addition law_

o+, S+S8 L+ L ] S" L
(X+Y)+Z= 0 rot+ay TH+T|+|0 zy T

0 0 T3+ Ty 0 0 aj
z+zy+2] S+S+S5" L+L +L
= 0 ro+ay+ay, T+T +T"
I 0 0 T3+ T4 +
=X+ Y +2).

- For startlaw _

rxy xS'+ 158 x L + xiL oy S L

(X*xY)xZ=1| 0 Lol o T+ 2T |0 af T"

0 0 3Ty 0 0 a3

eyt ) 8"+ 2l (21S 4 2h,S) x| L + al(a L + 24 L)

= 0 ToTyTlh oy T" + af (2T + 25T)
0 0 35Ty

xy S L gha] 28"+ 0SS L+ L

=10 2o T|%x]| O ThTYy ey T" + 23T

0 0 a3 0 0 Toxy

:)_(*(Y*Z).

< Commutative law: VX,Y € R,,,

r+axy S+S5 L+ L itz S'+S L'+ L
X+Y = 0 rotay TH+T | = 0 Th+xy T +T|=Y+X.
0 0 T3+ 0 0 Ty + X3

So, + is commutative.

% A non commutative law: assume that G is the subgroup generated by P of order

2 2P 4P 1 4P 2P
dX=|0 4 3P|, Y=|0 2 5P| € R, suchthat:
0 0 1 0o 0 3

2 12P 16P 2 18P 6P
XY =10 8 2P| #|0 8 11P|=Y=x*X.
0 0 3 0 O 3

So, * is not commutative.
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% Distributive laws: VX,Y, Z € R,,,

oy +2), S+ L+L AL
(X+Y)«Z=| 0 aptay T+T'|x|0 af T
0 0 T3+ 0 0 3
(1 + o)) (z1 4+ 20)S" +24(S+ 8" (z1+2))L" +24(L+ L)
-1 o (Gt ah)zh (o2t )T + 2T+ T
I 0 0 (w3 + af)xy
(12 208" + 2SS x L' + 2L
=10 ToTly xoT" 4 ng
0 0 3Ty
gha) ) S" +2lS" L+ ay L
+1] 0 THThy oo T" + 25 T'
0 0 Tyl
=XxZ+YxZ
2 S" ] [e+d, S+ L+ L
Zx(X+Y)=|0 zy T"|=* 0 Ty t+ay T+T
0 0 0 0 x3 + 14
2 (w1 +2h) 2{(S+5) + (wa+a5)S" @(L+ L)+ (w3 +a3)L"
= 0 x5 (To + 5) zo(T+T") + (x5 + x5)T"
I 0 0 xy(xs + af)
axy xS 4 2,8 &L+ xyL"
=10 T To oy T + x3T"
0 0 3T
iy ]S+ xhS" L+ 2y L
+1 0 Ty oo T + 3T
0 0 Ty
=ZxX+ZxY.
So, * is distributive with respect to +.
% Additive identity: VX € R,,,
xS L 0 [0:1:0] [0:1:0]]
X+4+0gr,=10 zo T|+ |0 0 [0:1:0]
0 0 x5 [0 0 0 |
[0 [0:1:0] [0:1:0] z, S L]
—lo 0 [o:1:0|+]0 zm T
0o 0 0 0
_xl S L
=0 xzo T
I 0 0 x3
— Op,, + X = X.




4. Cryptographic applications over a non-commutative rings

0 [0:1:0] [0:1:0]
So, Og,, = |0 0 [0:1:0]] is called the additive identity element of R,,.
0 0 0
% Start identity: VX € R,,,
[z, S L] [1 [0:1:0] [0:1:0]
Xx*xlg, =0 xo T|%|0 1 [0:1:0]
10 0 ] 0 0
_xl S L]
=10 xo T
10 0 s
(1 [0:1:0] [0:1:0]] [z S L
= |0 1 0:1:0]| |0 a9 T|=1p, *xX=X.
0 o0 1 0 0 a
1 [0:1:0] [0:1:0
So, 1g, = |0 1 [0:1:0]] is called the start identity element of R,,.
0 0 1
% Additive inverses: VX € R,,,
z; S L —-x; =S —L
X+(-X)=1|0 oo T|+| 0 —zo T
0 0 x3 0 0 —x3
[0 [0:1:0] [0:1:0
=0 0 [0:1:0]| =0g,.
0 o0 0
-, =S —L
So,—-X=| 0 —ao —T/| iscalled the additive inverse of X.
0 0 —x3
0
zy S L
Lemmad.5.Let X = |0 xy T| € R, theelement X is invertible ifand only if ged(x;, ) =
0 0 =x3
vt —ayteytS —a ey
1, for 1 <i < 3, in this case we have: X ™ = | 0 Tyt —xy ey T .
0 0 xyt
oy S" L
Proof. LetY = | 0 a5, T'| betheinverse of X, wehave: X Y =Y « X =1p .
0 0 af
So,
nxy 1S + 258w L + 2L 1 [0:1:0] [0:1:0
X*xY=1|0 Lol T+ 25T = |0 1 [0:1:0]
0 0 3Ty 0
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and
vz 1S+ xS 2L+ a3l 1 [0:1:00 [0:1:0
Y*xX=1| 0 LTl roT + 23T | = |0 1 0:1:0]],
0 0 3Ty 0
zx, = 1[l] for 1 <@ < 3,
thus,
S+ 0:1:0
xl 79 = ] — S = 'y S = —x; ') S = —a 2yt S.
TS+ 28 =[0:1:0]
L'+ 0:1:0
“ 7l =1 ] — [/ = —a'24L = —a3 0| L = —a7 a5 L.
P L+xsl' =1[0:1:0]
T + 0:1:0
2 7l =1 ) = T = —a;'2yT = —a3' 2y T = —ay a3 'T.
2T+ 23T =10:1:0]

Therefore, the element X is invertible if and only if gcd(z;,1) =1, for 1 < i < 3, in this
case we have:

vt —rtay'S —ay x3 'L
X1t=10 x5t —x5 x| .
0 0 xyt
O
T S L
Lemma 4.6. Let k be a strictly positive integer. Thenif X = | 0 xy T'| isanyelement of R,,,
0 0 T3
ap= Y xia;
S Bl e
the k-power of X can be given by: X* = | 0 a5 T | where: Br = ‘ Z Ty 2;
0 0 [Ek i+j=k—1 o
’ W= Y, wrh
i+j=k—1

Proof. Using a proof is by induction on k, for k = 1: wehave oy = 1,5y = land vy, =1,

O = Z ) x27 Q41 = Z xllxéu
i+j=k—1 i+j=k
_ i J _ i
for k > 1 assume that, Br = Z 173, and proof that: Brv1 = Z T103;
i+j=k—1 i+j=k
= Z xhad. Vip1 = Z Thrdh.
i+j=k—1 i+j=k
We have:
28 oS PRl r, S L o RS 4w S 2L+ a8 L
1 k k 1 1 1 20 1 3Pk
Xk =10 x’; Yl | %[0 a0 T|=1]0 J:];H xéT—i—xg%T ,
0 0 b 0 0 3 0 0 it
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41 = x’f + zoay, = x]f + x9 Z x’lxé = Z x’lxé,
itj=k—1 i+j=k
thus, { Bk+1 = oyt asf=af +xy Y, aiah= Y aiag;
itj=k—1 i+j=k
Ver1 = Th + T3y =ab+ay Y, abah= Y zhal.
itj=k—1 i+j=k
Qp = Z T17%;
itj=k—1
_ i T
we conclude that, Vk > 1, Br = Z 13, O
i+j=k—1
Ve = Z THT3.
i+j=k—1
I S L
Definition 4.3.Let X = |0 25 7T | be an element in R,,. We define the tilde of an
0 0 xT3
T3 T L
element X; X which is written as follows: X = |0 2o, S
0 0 T

Lemma 4.7. Let X be an element in the ring R,,, then: X = X.

/_\/
. xs T L r, S L
Proof. We have: X=10 2o S|=10 2o T|=X. O
0 0 x4 0 0 =x3

Lemma 4.8. Let (X,Y) € B2, then: X +Y = X + Y.

Ty S L oy S L
Proof. Let X = |0 2y T|andY = |0 3 T'| betwo elementsin R,,,
0 0 a3 0 0 af
/\_/
 Jm+at S+ L+ fustaly THT L+ L
X+Y = 0 rot+ay, TH+T | = 0 Totxy, S+5
0 0 a3+ 0 0 x4 O

x3 T L zg T L
=0 23 S|+|0 2 S =X+Y.
0 0 x 0 0

Proposition 4.2. Let X,Y be two elements in the ring R,,, then: )/(1? —YxX.

ry, S L ry S L
Proof. Let X = |0 x T|andY = |0 13, T'| betwo elementsin R,,.
0 0 a3 0 0 af
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vy S +wyS L+ 2L
Wehave X xY = | 0 Lo o T" + 24T, then:
0 0 3Ty

| mgry w7 asT oL 4wl xy T L x3 T L
XxY =10 Tl 1S + xS =10 z, S| *|0 a9 S
0 0 7] 0 0 ) 0 0

=Y x X.
O

Lemma 4.9. If the element X is invertible in the ring R,,, then X is invertible and we have:

(X) =X,
T S L xT3 T L
Proof. Let X = |0 x5 T | € R,,. Wehave the tildeof Xis X = |0 =z, S|, then:
0 0 T3 0 0 I
,\_/
vyt —wgtey' T —ayte 'L vyt~ teytS —aytagtL
(X)™ =10 Ty —zy eS| =1 0 zy? P
0 0 xyt 0 0 xy
YT
O
Using the Lemma 4.6, we deduce the following corollary.
I3 T L
Corollary 4.2. Let k € N*. Thenif X = | 0z S| is any element of R,,, the k-power of
0 0 I
ap = Z 17111‘]2,
b T Bl =kl
X canbe givenby: (X)* =0 a5 «.S|, where: B = ‘ Z | 2;
0 0 ,[L‘k i+j=k—1 o
' W= Y wrh
itj=k—1
XT3 T L -
Corollary 4.3. Let k € N*, the k-power of X = | 0 1z, S| given by: (X)*F = X*,
0 0 s}

The center of a ring R,,, denoted as Z(R,,) is the subring consisting of the elements X
such that X *Y =Y * X for all element Y in R,,.
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Proposition 4.3. The mapping ¢ given by:

is an isomorphism.

Proof. Forall X,Y € Z(R,,)
1. ¢ is a ring morphism:
@ X +Y)=X 1Y =X +7 = o(X) +p(Y).
* p(X xY) :m:Y*X:X*Y:gp(X)*gp(Y).
* 0(1z8m) = 12(Rm) = 12(R0)-
2. is a injective:

P(X)=p(Y) o= X =V = X =V «= X = Y.

3. @is a surjective:
VY € Z(R,),3X =Y € Z(R,,) such that o(X) = p(Y) =Y =Y.

Finally, by (1),(2) and (3) the mapping ¢ is an isomorphism. O

Encryption scheme using the ring R?,,

In this subsection we describes, exchange of secret key and we provide a construct a
new cryptosystem for encryption and decryption using the non commutative ring R,,
based on the conjugal problem whose intractability is necessary for the security of R,,
cryptographic schemes.

@ Key exchange protocol

For a secure encrypted message exchange between two entities Alice and Bob requires
an exchange of keys first by using protocol Diffie-Hellman. This key can be used to
encrypt and decrypt messages transmitted between them.

The Diffie-Hellman protocol given by the following diagram:

1. Alice and Bob agree on a prime number p, a point P generating subgroup G of
order [ of the elliptic curve E, ,(F,[¢]), where (a,b) € (F,[¢]).

2. (z1,29,23)in {0,1,2,...,1 — 1}% is a public and ged(z;,1) = 1, for 1 <4 < 3.
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3. Alice chooses three private random integers are all different a; < ord(P), and
sends a; P to Bob, for 1 < < 3.

4. Bob chooses three private random integers are all different b; < ord(P), and sends
by the order b; P to Alice, for 1 <14 < 3.

5. Alice build the following table:

Private keys o a | Sum
Message sent by Bob
b P a1bi P | asbiP | asbP | K,
by P a1ba P | agbyP | azboP | Ky
bs P a1bsP | asbsP | asbsP | K;
6. Bob build the following table:
Private keys
: by by bs
Message sent by Alice
a P bia P | bya P | bsa P
as P biasP | byas P | byas P
asP biasP | byas P | bsasP
Sum K, K, K
v, Ky Ky
7. The secret key between Alice and Bobis K = | 0 2z, Kj3|, K is * invertible in
0 0 a3
R,,.

@ Encryption and decryption functions

The scheme is constructed using the non commutative ring (R,,, +, *). To encrypt a
message m € R,,, we compute the ciphertext E,,.(m) such that:

c= En(m)=Kxmx K
To decrypt a ciphertext c € R,,,, we compute:
m = De(c) = K" x¢x K.
% Encryption function: VK € R},

R, — R,
E,.:
m — Kxmsx K 1*
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% Decryption function: VK € R,

D R, — R,
e c — K ™xexK

Remark 4.4. For all message m in R,,, we have:
Deco Epe(m) = m.
Lemma 4.10. Let my, my are two messages in R,,, then:

Enc(ml + m2) = Enc(m1> + Enc(m2)-

Proof. By the encryption function we have:

Epne(my +my) = K * (mq +mg) x K

=Ksxmy« K"+ Ksxmg*x K1

=Ksm« K4+ Ksxmgx K
= Enc(ml) + Enc(mQ)-

Lemma 4.11. For all my, my € R,,,. If my % my = mgy x my then:

Enc(my xmo) = Epe(my) % Epe(ms).

Proof. By the encryption function we have:

Epe(my * mg) = K * (my * mg) x K%

Using the Proposition 4.2, if m; * my = my * m, then:

Ene(my xmy) = K x (mg xmy) x K

= Ksxmox K ¥« Ksxmqyx K

:K*ml*K_l**W
= Enc<m1> * Enc(m2>.

Thus, the lemma is proved.

Remark 4.5. Fully homomorphic cryptosystem based on the ring R,

% Space of lights: £ = Z(R,,).
% Space of quantified: F' = Z(R,,).
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% Space of keys: R, — {Z(R,,)}.
% Encryption function: VK € R, — {Z(R,,)},

FE — F

E,.: _—
e m — Kxmsx K !*

% Decryption function: VK € R}, — {Z(Rw)},

c — K ™xexK

@ Security of this protocol

We designed a encryption scheme that is one the alternatives to resist quantum attacks,

it depends on two difficult problems are problem of discerte logarithm and problem of

conjugal on a non commutative ring . The security of our cryptosystem over the non

commutative ring R,, is very strong and secure because it based on two problems DLP

and CCP which are very difficult to solve.

If another person wants to compute the secret key K, it must solve the following problem
3

Dec:‘

K; =) bja;P => a;bP for 1 <i < 3, this problem is very difficult to solve, and if he
j=1 j=1
wants to compute message m, it must solve the conjugal problem.

@ Numerical example of cryptography

Alice and Bob agree on a prime number p = 7 and a point P = [3¢? + 5 + 6 : 1
3¢” + 5e* + 3¢ + 3] generating the subgroup G of order | = 35 of elliptic curve E, ;(F7[¢]),
where a = 2¢® + 1,b = 2¢° + 3% + ¢ + 1 in F;[¢]. The subgroup of G =< P > is shown
as follows:

n nP n nP

1 [3®+5e4+6:1:3¢ +55 +3c+3] |19 [4e’+6e>+3c+1:1: 46’ +4e*+2e+4]
2 [pe?+3%+6e:1:2 46 +e+6] |20 [5e’+e”+¢e:1:0]

3 [pe® 45 +4e:1:283 +3e2+e+1] |21 [6°+3e*+6c+6:1:3c2 +¢+3]
4 [6e®+3e* +4e+1:1:3e%+4] 22 [3c® 4+ 4e:1: 26 +4e* + 2¢ + 6]

5 [3e + 27 +2€ 1:0] 23 [6e” + 66 +2e:1:4e” + 2 + 1]

6 [e2+6:1:¢e°+4e* + 6e + 3] 24 [6e°+2e®+5e+1:1:68°+6c°+5e+4]
7 [5e? 4+ 2e:1:5e% 4 3¢ + 6 25 [e3+3e+32:1:0]
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8 [2e%+5e%:1: 4€3+6€2+38+1] 26 [3e®+4e®+e+6:1:6e°+e*+4c+ 3]
9 [4®+3e2+6e+1:1:3+6e>+3c+4] | 27 [5e® +2e% 1 1: 3% + &2 + 4¢ + 6]

10 [6e® +4e® +4e:1:0] 28 [2e% 4+ 5e:1:2e +4e+ 1]

11 [34+5e2+2e4+6:1:3+e24+2c+3] [ 29 [6®4+1:1:6e% +3> +¢+4]

12 [e3+e?+5¢:1: 3%+ 5e + 6] 30 [4e + 5% +5e:1:0]

13 [4e? +3¢:1:5e% 4+ 3% 4 5e + 1] 31 [ +4e® +3c+6:1:4e + 3]

14 [ +4e® +e+1:1:4e”+ 6 + 4] 32 [2e® +2e* 4+ 3¢ :1: 5% 4 4 + 6 + 6]
15 [2¢ +6c° +6e:1:0] 33 [2e° +4e* +¢,1,68° + & + 6 + 1]
16 [3e®+e*+4e+6:1:3>+3e®+56+3] | 34 [4e? +2e+1:1:4e” 4 2% + 4e + 4]
17 [ +5e* +e:1:28° + 67 +6] 35 [0:1:0] =

18 [6e® +2e* +6c:1:5e° + &2 + 1]

L X4

Y
**

L X4

(21,79, 73) = (2,6,3) € {0, 1, ...,34}% is a public and ged(z;,35) = 1, for 1 <4 < 3.

Alice chooses three private random integers are all different less than ord(P):
a; =95 5P
a, =7 and send; 7P  to Bob.
az = 10 10P

Bob chooses three private random integers are all different less than ord(P):

by =4 4P
b, =9  and sends by the order S 9P  to Alice.
by =13 13P

Alice calculates:

Ky =5x4P+7x 4P +10 x 4P = 18P = [6e® + 2 + 6 : 1 : 5e® +&* + 1];
Ky=5%x9P +7x 9P+ 10 x 9P = 23P = [6 + 6e® +2¢ : 1 : 4e® + 2¢ + 1];
K3=5x13P+T7Tx13P+10x 13P =6P = [¢*+6:1: ¢ + 4 + 6¢ + 3].

Bob calculates:

K =4x5P+4xTP+4x10P =18P = [6® 4+ 2% +6¢: 1 : 5e® + 2 + 1];
Ky=9%x5P+9xTP+9x10P =23P = [66® + 6¢® +2¢ : 1 : 4e® + 2¢ + 1];
K3 =13x5P+13x 7P+ 13 x 10P =6P = [¢* +6:1:® + 4 + 6¢ + 3].

2 K K,
The secret key between Alice and Bobis K = [0 6 Kj3|. The inverse of K is:
0o 0 3
271 276K, —27'37'K, 18 32K, 29K, 18 51 Sy
K"™=10 67" —6737'K3| = |0 6 33Kz = |0 6 S,
0 0 371 0 0 12 0 0 12

where:
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S; =32K, =32 x 18P = 16P = [3c® + e? 44 + 6 : 1 : 3¢® + 3% 4 5¢ + 3],
Sy = 29K, =29 x 23P =2P = [5e° + 3> + 62 : 1 : &° + 6% + ¢ + 6],
Sz =33K3 =33 x 6P = 23P = [6® + 6 + 2 : 1 : 4% 4+ 2¢ + 1].

20 19P 14P
% Toencryptamessagem = |0 31 27P| € R,,, we compute:
0 0 26

c= E,.(m) = K xmx K~ '*, we have:

2 K, K, 20 19P 14P 18 S, S,
Ksm«KY=10 6 Kg|*|0 31 27P|*|0 6 S;
_0 0 3 0 0 26 0 0 12
5 P 31P] [18 S, S,
=10 11 3P |*x|0 6 S
_0 0 8 | _O 0 12
5 P 31P] [18 16P 2P 20 16P 32P
=10 11 3P| %10 6 23P| =10 31 9P
00 8] [0 0 12 0 0 26
/\/
20 16P 32P 26 9P 32P
Then the ciphertextis:c= |0 31 9P| = |0 31 16P|.
0 0 26 0 0 20
26 9P 32P
% To decrypt a ciphertextc= [ 0 31 16P| € R,,, we compute:
0O O 20

(18 S, S, [20 16P 32P| [2 K, K,
m=K"xexK={0 6 S;|*x[0 31 9P |x|0 6 K,
0 0 12 0 0 26 0 0 3

(10 14P 33P] [2 18P 23P 20 19P 14P

=|0 11 22P|*|0 6 ©6P|=|0 31 27P|.
0 0 32] |0 0 3 0 0 26
20 19P 14P
Then the plaintextis: m = | 0 31 27P]|.
0 0 26




CHAPTER 5

ENCRYPTION SCHEME BASED ON A LOCAL
RING

"We consider Ay := F3u[X]/(X*) is a finite local ring, where £* = 0. In this chapter, we
show (in the sections 5.1 and 5.2) the fundamental results of the article [32] about an
elliptic curve over this ring and classification of their elements, then the group law. We
focus on giving a numerical cryptographic application (encryption and decryption) by
two methods with using an encoding of the elements of a cyclic subgroup G generated by
a point P of known order [70].”

For more information about ECC based on the finite rings, see the following articles: [1]
[15-17]; [30,31] and [84].
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5.1. The finite ring A,

The finite ring A,

Let d be a positive integer. We consider the quotient ring A, = F3.[X]/(X*) where Fsq
is the finite field of order 3?. Then the ring A, is identified to the ring Fs.[¢], e* = 0. So
we have:

3
Ay ={D_wie" | (wi)ocics € Faa}

=0

Lemma 5.1. We have the following lemmas:

3
1. Let X =Y x;e". The element X is invertible in Ay if and only if x # 0.

1=0

2. Ayisalocal ring, it's maximal ideal is I, = (¢).
3. Ay is a vector space over Fya and have (1,¢,¢?, %) as basis.

Definition 5.1. Let 7 the canonical projection of elements in the ring A, defined by:

A4 — F3d
3

insl — 2
i=0

@ Elliptic curve over the ring A,

Definition 5.2. We consider the elliptic curve over the ring A, which is given by the
equation Y?Z = X* + aX?Z 4+ bZ*, where a,b € A, and the discriminant A = —a®b is
invertible in A4, and denoted by E ,. So we have:

e

Bl ={[X:Y:Z]eP(A) |Y*Z = X* +aXZ + bZ%}.

Classification of elements in Ej,,b

Proposition 5.1. Every element in E , is of the form [X : Y : 1] (where X orY € Ay \ I), or
(X :1: Z) where X, Z € I, and we write:

Ej,={[X:Y:1]|Y*=X?+aX’+b,and XorY ¢ I,}
U{[X:1:Z2]|Z=X>+aX*Z+bZ3 and X,Z € I,}.
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Proof. See [32]. O

Lemma 5.2. Let [X : 1 : Z] € E,, where X, Z € (). If X = x1& + x26” + x3¢°, then
(X :1:Z)=[X:1:2}".

The group law over Ejb

After classifying the elements of E ,, we will define the group law over the ring A,.
We consider firstly the mapping 7:

-~ Eqy — Er(a)m(t)
(X:Y:Z] — [7(X):7n(Y):7n(2)]

Theorem 5.1. Let P = [X; : Yy : Zy)and Q = [X; : Ya : Zy] be two points in E, ,, and
P—f-Q:[Xg)/:ng]

% If7(P) =7(Q), then:
X3 =YV1Y7 X, + VYo Xy + 2a X7 XoYs + 2aX, X3, + 2abZ, Z3Y) + 2ab 73 Z5Ys.
Yy = Y2Y? 4+ 2a° X7 X3 + a*b X1 2, 23 + a*bXo 23 7.
Zs = aX 1 Xo(Y1Zy + Yo Zy) + a(X1Ys + XoY1)(X0Zy + XoZ1) + 1Yo (V1 2y + Y2 2Z4).

% If7(P) # 7(Q), then:
X3 =2X\Yo Y120 + X1 Y3 71 + 2XoY 2 2o + Xo V1Yo 74 + 20 X7 X0 7y + a X1 X3 7.
Y3 = 2Y12Y222 + Y1YQQZ1 +2a X, XoY1Z5 + aXi XoYo 2y + 2CLX12YQZQ + CLX22Y121-
Zy =2Y2Z3 + Y3 Z7 + aXi Zs + 2a X575

Proof. By using the explicit formulas in W. Bosma and H. Lenstra article see [8][p.236-

238], we prove the theorem. O

Lemma 5.3. The mapping 7 is a surjective homomorphism of groups.

@ Cryptographic protocols

In this section we describe, key generation and we provide a construct an encryption
and decryption schemes using the ring A,.




5.3. Cryptographic protocols

Exchange of secret key

Using the Diffie-Hellman key exchange mentioned in the subsection 3.6.2. We have the
following protocol for exchange of secret key based on E; ;:

% Alice and Bob agree on a prime number p, a point P generating subgroup of
known order of the elliptic curve E,;(A4) and (a,b) € Ay x Ay.

R
%

Alice chooses a private random integer K4 < ord(P) and sends Y, = K 4P to Bob.

0,
*o*

Bob chooses a private random integer Kz < ord(P) and sends Y = K P to Alice.

R
%

Alice calculates: K,Y5.

9,
*o*

Bob calculates: KpYjy.

R
%

The common secret key: K = KyKpP = KgKP.

Encryption and decryption functions

We will consider two-party key agreement protocols derived from the basic Diffie-
Hellman protocol. Alice and Bob chooses an elliptic curve over the ring A, and a secret
key K in Ej .

To encrypt a message m in E, ,, Alice calculate: C' = Enc(m) =m + K.
To decrypt a ciphertext c in E, ,, Bob calculate: M = Dec(c) = ¢ — K.
Cryptosystem based on Ay:

% Space of lights: L = E .

O
o

Space of quantified: F = Ej,.

R
4

Space of keys: E ;.

O,
o

Function of encryption: VK € E ,,

| L — F
Enc:
m — m+ K
% Function of decryption: VK € Ej,,
F — L
Dec :
e ¢c — ¢c— K
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We have:
Deco Enc(m) =m, VYm € Ej,.

Remark 5.1. The proposed diagram is very safe because it guarantees the authentication
thanks to the key K calculated by the method of D-H which is based on the problem of
the discrete logarithm on the elliptic curves in question.

@ Cryptographic application

Let E; , be an elliptic curve over the ring A, and an irreducible polynomial H(X) =
X3 +2X? + 1in F3[X]. The polynomial H(X) has no roots in the F3 because H(0) =

H(1) =1, H(2) = 2 but there exists an « where H(«) = 0in Fo; = (E;([))g)

so (1, a, a?)

is a basis of the vector space Fy; over Fs.
Let a and b in Fy;[¢], so we have:

E.p(Fyle]) ={[X : Y : Z] € P*(Forle]) | Y?Z = X? + aX?Z + bZ°}.

Let P = [X : Y : Z] € E,;(Fy[¢]) of order n, we will use the subgroup (P) of E, ,(Far[¢])
to encrypt messages, and we denote G = (P).

@ Coding of elements of G

We will give a code to each element () = tP where ¢t € {1,2,....,n} defined as following:
Assume Q = [1g + 116 + 226 + w36” 1 yo + y1e + Yo + y3e” : Z] where 1, y; € Fyy for
i€{0,1,2,3}and Z =0 or Z = 1, we set:

2
Ty = €p; T €1, + e2;Q7,

2
Yi = Toi + i + 707,

where « is a primitive root of an irreducible polynomial of degree 3 over F5 and e;;, r;; €
3, then we code @ as it follows:

% If Z =1 jthen:
Q = €00€10€20€01€11€21€02€12€22€03€13€237007107207017 117217027 12722703713723 1.

% If Z =0, then:

Q = €00€10€20€01€116€21€02€12€22€03€13€237007107207017 117217027 127227037137230.
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@ Example for cryptography

Leta=1+a+ae+e*+2%and b = 1+’ + a’e + &> + (1 + a + a?)e’ are two elements
in [Fy7[¢]. One will not explicitly write all the points of the curve, but only the points of
the subgroup G = (P) which one will use to encrypt and decipher the messages. We
consider the point P = [2+&+&>+2¢% : 1420+ (2a* +a)e+ (20 +1)e? + (222 +1)&* : 1],
we have G = (P) is the subgroup of order 63. So, for Q € G, 3t € {1,2,...,63}: Q =tP.
The points of G are:

npP
[2+e+e®+2: 1420+ (20 + a)e + (20 + 1)e? + (20 + 1)e° : 1]
[+ 142+ (a+2)e? +a%e® 1 1+ a’e + o’ + (a+ 1) 1 1]
2+ 20 + (202 +2)e + (a+ 1)e? : 2a + (a + 1)e + (2a + 2a%)e? + &7 : 1]
2+20% +(®+1De+ 2a+2)e? + (@ +a+1)e* a+ (a+1)e+ (2% +2)e* +
(2a +1)e* : 1]
5 | [a+1+(20242042)e+(a?+2)e? + (202 +1)e® : 242+ (a*+a)e®+(a? +2a+2)e? :
1
6 |24+ (@®+2a)e+ (2% +a+2)® a+2+ (a® +a+1)e+ (a4 2a)e® +&° : 1]
7 | [(@®+a)e+ (20° +a+1)e* +2a%% 1 1: 0]
8 | 2420 +a+2)e+e®+(a?+2a42)e? : 2a+1+ (202 +1)e+(2a+2)e’ +(a®+2)e? :
1
9 [I+a+(@®+a+2)e+(a+1): 1+ 20 +2)e+ (o +2)e* +ae® : 1]
10 | [2a% + 24 (2 + 1)e? + (202 + 2)e® : 2a + 2ae® + (20 + a)e® : 1]
11| 2420+ 2a+ 1)+ (a+2)e* : a+ ag® + (20° + a + 2)e” : 1]
12 | [a+ 1+ (@®+a+2)e+ae’: 2+ (o + 1)e + (20° + 1)e® + (a® + 2a)e” : 1]
13 |2+ 22 +a+2)e+e?+e: 2+ a+ (a®+2)e+ (a+1)e* + (o +2a+2)e® : 1]
14 | [(20® +2a)e + (o + 2 + 2)e® + (20 + o+ 2)e® : 1 : 0]
15 | 24 (@®+2a)e+ (202 +a+2)e® + (2a+2)e® : 1+ 2a+ (2a* + 2+ 2)e + (2a* +
a)e® + (& +a+2)e® 1 1]
16 | [1+a+ (202 +2a+2)e+(a?+2)e* +(2a+2)e? : 14+e+ (20 +2a)e* + (o +a+2)e” :
1
17 | 2+2a% 4+ (@* 4+ 1)e + (2a +2)e® + (20 +2a)e” : 2a+ (2 +2)e + (o +1)e* +
(20% + a+1)e* : 1]
18 | [24+2a* + (202 +2)e+ (a+1)e* + (@®+1)e* : a+ (2a+2)e+ (a* +a)e* +&° : 1]
19 | [a+1+2e+ (a+2)e* + (o +2)e : 2+ 202 + 20 + (o +a+ 1)’ : 1]
20 | 24+e+e?+ (P +a+1)ed a+2+ (a®+2a)e+ (o +2)e? + (2a% 4+ 2)&3 : 1]
21 | [(2a* +a+2)e* : 1:0]
22 | 24+ e+ + (20° +2a)e® : 1+ 2a+ (20° + a)e + (2a° + 1)e* +&° : 1]
23 |1+ a+2e+ (a+2)e? + (a+2)e* : 1+ +ae® + (@ +a+2)e* : 1]

w3
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24

[20% + 2+ (20% + 2)e + (a + 1)e? + (a + 2)e* : 2a + (a + 1)e + (2 + 2a)e® +
(2a% + 2a)e® : 1]

25 | 20242+ (a?+1)e+(2a+2)e* +(a?+2)e” : a+(a+1)e+ (202 +2)e* + (20 +a)e? :
1]

26 | [1+a+ (202 +2a+2)e+(a?+2)e? +(2a+2)e? : 24+2e+ (o’ +a)e’+ (2% +2a)e? : 1]

27 | 2+ (a® +2a)e + (20° +a+2)e? + (a* +a+2)e® a+2+ (a® +a+1)e+ (o +

2a)e? + (a + 1)e* : 1]

28 | [(@® 4+ a)e + (20 + a+ 1)e* + (a® + a +2)e® : 1: 0]

29 | 2+ (202 +a+2)e+e?+ae® : 2a+ 14 (20% + e+ (2a +2)e” + (2% +2)e” : 1]
30 | [a+1+(@®+a+2)e+2a%? 1+ (20° +2)e+ (a* +2)e” + (a® +a+ 1)’ : 1]
31 | 202 +2+ 2+ 1)e? + (20 + a + 1)e” : 2a + 2ae” + (® + 2)e” : 1]

32 | 202+ 2+ (2a+1)e* :a+ae® + (a® + 1) : 1]

33 | [a+14+(a®+a+2)e+(a®+1)e? : 24 (o +1)e+ (202 +1)e* + (20 +2a+1)e* : 1]
34 | 2420 +a+2)e+e’+(a?+a)e? : 24+a+(a?+2)e+(a+1)e*+ (202 +2a+2)e” : 1]
35 | [(20* +2a)e + (@ + 2a+2)e* + (a® +2a + 1)e* : 1: (]

36 | [2+ (0 +2a)e + (20° + o+ 2)e” + (20° + a)e® : 2a + 1 + (20° + 2a + 2)e +

(20* + a)e® + (2% + a +2)e* : 1]

37 | [a+1+ (202 +2a+2)e+ (0 +2)®+(2a+1)e? : 14+e+(202+2a)e’+ (2% +a)e® : 1]
38 | 2% +2+(a®+1)e+(2a+2)e* + (202 +2)e” : 2a+ (2a+2)e+(a®+1)e* +a’e® : 1]
39 | 202 +2+ (202 +2)e + (a+1)e* + (a® +2a+2)e : a+ (2a+2)e + (o +a)e® +

(2a% + 2a)e® : 1]

40 | Ja+ 142+ (a+2)e* + (20 +2a)e” : 2+ 20 + 2a%e* + (2% + a + 2)e” : 1]
41 | 24+ e+ + (20° +2a)e’ : a+ 2 + (@ + 2a)e + (o + 2)e? + 2¢% 1 1]

42 | [(@® +2a+1)e* 1 1: 0]

43 | R4ce+e?+ (@@ +a+1)e® 14+ 2a+ (202 +a)e + (20 + 1) + (o® + 1) : 1]
44 | Ja+14+2e+ (a+2)e? + (20 +2a + 1)e* : 1+ a’e + a’e® + (2% + a)e’ : 1]
45 | 2% + 24 (2% +2)e + (a + 1)e? + 2a + 1)e* : 2a + (a + 1)e + (2% + 2a)e* +

(@® +a+2): 1]

46 | 20242+ (a?+1)e+(2a+2)e* + (o +2a)e’ : a+(a+1)e+(2a%+2)e® +(a?4+2)e? :
1

47 | [T+a+ (202 +2a+2)e+(®+2)e + (o +a)e® : 2+42e+(a* +a)e® +(2a+1)e? : 1]

48 [ 24 (a® +2a)e+ (20 +a+2)e + (202 +2a+ 1)e* ta+2+ (a* +a+ 1)e +

(® + 2a)e* + (2% 4+ 1)&? : 1]

49 | [(@®+a)e+(2a° +a+ 1) + (2a +1)e* : 1: 0]

50 | 24+ (202 +a+2)e+e?+ (20 + 1) : 2a+1+ (202 +1)e + (2a+ 2)e® + 263 : 1]
51 | [1+a+(a®+a+2)e+(a?+a+2)e® : 1+(202+2)e+ (o +2)e* + (2% +a+2)e? : 1]
52 | [20® + 2+ (2a + 1)e* + (20 + 2a)e® : 2a + 2ae® + (2a + 1) : 1]

53 | 2+ 20 + a4+ 1)e* + (2a + 1) : a+ ag? +2ag” : 1]

54 | [1+a+(a®+a+2)e+(20° +2a+2)e’ : 24+ (a®+1)e+ (2% +1)e* + (2a+2)e’ : 1]
55 | [24-(20%+a+2)e+e? 4+ (207 +2a4-2)e? : 24-a+(a?4+2)e+(a+1)e? +(2a+2)e? : 1]
56 | [(2a% 4+ 2a)e + (a® + 20 +2)e? 1 1: 0]
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57 | 2+ (a? +2a)e + (20 +a+2)e? + (o +1)e* : 2a+ 1+ (2a% +2a +2)e + (202 +
a)e? + (a+2)e” : 1]
58 | [1+a+ (202 +2a+2)e+(a?+2)e* +(a® +a)e?
59 | [2+2a% + (@® + 1)e + (2a + 2)e* + (2¢° + a + 1)&°
e + (2a +2)e’ 1 1]
2 + 207 +(2a +2)e + (a + 1)e? + (o + a)e’
(0 +a+2)e: 1]
61 | [a+1+2+ (a+2)e” + (a+1)e® : 24 2a% + 2a%* + ae® : 1]
[
[

D 14e+ (202 4+2a)% +(a+1)e? : 1]
20+ (2004 2)e + (o +

60 + (2a + 2)e + (o® + a)e® +

62 | [2+c+e”+2:2+a+ (o +2a)e+ (o +2)e* + (o +2)” : 1]
63 | [0:1:0] =00

Table 5.1: Elements of the subgroup G of order 63.

Using the subsection 5.4.1, we code the elements of G and use english letters and sym-

bols for this application.
The coding are as follows:

n Code of nP n Code of nP

1 2001001002001200121021021 = A 2 1102002100011000010011101 = B
3 2022021100000201100221001 = C 4 2021012201110101102021201 = D
5 1102222011022002000112211 = E 6 2000212120002101110211001 = F
7 0000111120021000000000000 = G 8 2002121002211201022202011 = H
9 1102110001201002022010101 =1 10 2020001202020200000200121 = J
11 2020001202100100000102121 = K 12 1102110000102001011020211 = L
13 2002121001002102011102211 = M 14 0000222212121000000000000 = N
15 2000212122201202220122111 = O 16 1102222012201001000222111 = P
17 2021012200220202201011121 = Q 18 2022021101010102200111001 = R
19 1102002102012000020021111 = S 20 2001001001112100212012021 =T
21 0000000002121000000000000 = U 22 2001001000221200121021001 =V
23 1102002102101000010012111 =W 24 2022021102100201100220221 = X
25 2021012202010101102020121 =Y 26 1102222012202002000110221 = Z
27 2000212122112101110211011 =« 28 0000111122111000000000000 = b

29 2002121000101201022202021 = ¢ 30 1102110000021002022011111 =d
31 2020001201120200000202011 =€ 32 2020001200000100000101011 = f
33 1102110001012001011021221 = ¢ 34 2002121000112102011102221 = h
35 0000222211211000000000000 = ¢ 36 2000212120121202220122121 = 3

37 1102222011021001000220121 = & 38 2021012202020202201010011 =1

39 2022021102210102200110221 = m 40 1102002100222000020022121 = n
41 2001001000222100212012001 = o 42 0000000001211000000000000 = p
43 2001001001111200121021011 = ¢ 44 1102002101221000010010121 =r

45 2022021101200201100222111 = s 46 2021012200210101102022011 = ¢
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47 1102222010112002000111201 = u 48 2000212121222101110211021 = v
49 0000111121201000000000000 = w 50 2002121001021201022202001 = x
51 1102110002111002022012121 =y 52 2020001200220200000201201 = =
53 2020001201200100000100201 = — 54 1102110002222001011022201 = .
55 2002121002222102011102201 = | 56 0000222210001000000000000 = |
57 2000212121011202220122101 = / 58 1102222010111001000221101 = (
59 2021012201120202201012201 =) 60 2022021100110102200112111 =!
61 1102002101102000020020101 =7 62 2001001002002100212012011 =
63 0000000000001000000000000 = @

R
%

Table 5.2: Code elements of the subgroup G.

@ The first method of cryptography

Exchange of secret key

Alice chooses a random number integer K4 = 7 < ord(P) = 63 and computes

Yo=TP.

Alice sends Y, to Bob, but keep K 4.

Bob chooses a random number Kz =5 < ord(P) = 63 and computes Yz = 5P.

Bob sends Y to Alice, but keep Kp.

Alice calculates: K, Yg = 35P.

Bob calculates: KgY, = 35P.

The secret key between Alice and Bob is K = 35P.

To encrypt the following message "Meet Me In The Garden". We follow these

steps:

(a) Remove the white space, the message becomes "MeetMeInTheGarden".

(b) Transmutation every letter in the message into a point of the subgroup G =

(P).

(c) To encrypt every point ¢t P by using the secret key and computes ¢t P + 35P.

(d) By the elements of G we get "vCCRvCrL[FCp:PBCL".

(e) Build their codes according to elements of G.
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w Its encryption is:
20002121212221011102110212022021100000201100221001202202110000020
11002210012022021101010102200111001200021212122210111021102120220
21100000201100221001110200210122100001001012111021100001020010110
20211200212100222210201110220120002121200021011102110012022021100
00020110022100100000000012110000000000002001001002002100212012011
11022220122010010002221111102002100011000010011101202202110000020
11002210011102110000102001011020211

2. To decrypt the following message:
2022021100110102200112111202202110000020110022100120210122002202022
0101112120021210010212010222020012021012201110101102021201202000120
1120200000202011200212100100210201110221111020021020120000200211111
1022220122010010002221112021012200220202201011121202202110000020110
0221001

We follow these steps:
(a) Gather the bits in the blocks of 25 bits.
(b) Replace the blocks code with points of G = (P) and Computes tP — 35P.
(c) Transmutation the points on symbol letters.

(d) We get the result after completing the space.

w Jts decryption is: Yes Of Course.

@ The second method of cryptography

1. To encrypt the following message "Nice To Meet You Here". We follow these steps:
(a) Remove the white space, the message becomes: "NiceToMeetYouHere"
(b) Choose a password for example "strong".

(c) Share the message in blocks of six letters, and w add x at the end of the
message to balance: "NiceTo/MeetYo/uHerex".

(d) Substitute the letters in each block with a cycle (1,2,3,4,5,6), we get:
"oNiceT/oMeetY /xuHere".

(e) Build their codes according to elements of G.
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w Its encryption is:
200100100022210021201200100002222121210000000000000000222211211000
000000000200212100010120102220202120200012011202000002020112001001
001112100212012021200100100022210021201200120021210010021020111022
112020001201120200000202011202000120112020000020201120210122002101
011020220112021012202010101102020121200212100102120102220200111022
220101120020001112012002121002211201022202011202000120112020000020
201111020021012210000100101212020001201120200000202011

2. To decrypt the following message:
2021012202010101102020121200100100111210021201202120021210001121020111
0222120002121221121011102110111102002100222000020022121110222201102100
1000220121200212100102120102220200120010010002221002120120011102222010
1120020001112012002121001021201022202001200212100102120102220200120021

21001021201022202001
We follow these steps:

(a) Gather the bits in the blocks of 150 bits.
(b) Replace the blocks code on symbol letters.
(c) Substitute the letters in each block with the reverse cycle.

(d) We get the result after completing the space and removing the x’s wich are
added.

w Jts decryption is: Thank You.
Remark 5.2.
% With this application, we can encrypt and decrypt any message of any length.

% The motivation of this work is that decryption is difficult for an interceptor who
cannot solve the discret logarithm problem.

% The diagram proposed shows the interest of these curves which offers safer meth-
ods to encrypt and decrypt messages and transform alphabets into points of an
elliptical curve.




(GENERAL CONCLUSION AND PERSPECTIVES

The object of this thesis was to study the elliptic curves defined over a finite rings, as
well as their cryptography applications.

e In the first part, we have given an overview of elliptic curves on the field K, then

we have studied the elliptic curve over the non local ring F,[¢], where £* = &° of
the characteristic p # 2,3. And we have given a classification of the elements
in E,; (F,[¢]) using two elliptic curves over the finite field F, which they are
Eroa)mom) (Fg) and Er o)1) (Fq). Also, we followed the same approach of this
study for the non local ring Fsa[¢], ¢* = €® of the characteristic p = 3.

In the second part, we discussed on the elliptic curve cryptography and the famous
protocols; DLP; Diffie-Hellman algorithm and DSA algorithm, and we showed the
security level of these protocols. In addition, we have defined the non commutative
rings R,, and R,, and have introduced the two new encryption schemes based
on these rings, where we have shown that these cryptosystems are difficult to
decipher because they have a strong security level, where are based on two hard
problems are the DLP and conjugacy search problem for a non commutative ring
and are also a totally homomorphic encryption schemes which will be widely
used in practice especially in cloud computing, e-commerce, e-voting etc.

In the rest of this part, we have given an example of cryptography (encryption-
decryption) with a secret key based on the study of the elliptic curve over a special
ring Ay = Fsie], where £* = 0 in M.H. Hassib article [32]. We have calculated
these cryptographic applications with the help of Maple software 18.

There is still much to study on this topic and it opens up other areas of study.

1.
2.

The attack of the discrete logarithm.

Other cryptographic systems, in particular signature systems, can be built from
these curves and their study could make it possible to obtain more solid ones.

Study the group law of the elliptic curve over the ring F,[¢] where ¢* = &°.

In particular, study of the elliptic curve defined on the ring F,[¢] where e" = "

with n an integer greater than 4 of characteristic different 2 and 3.




APPENDIX A

(GROUPS, RINGS AND FIELDS

/] "This appendix contains a concise overeview of the basic notions of groups, rings, fields
and finite fields. It describes some, order of group, polynomial rings, homomorphism rings

and extension of fields."”
For more information on abstract algebra, see the following book [24]
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A.1. Basic definitions of the groups

Basic definitions of the groups

Let G be a set. A binary operation on G is a function that assigns each ordered pair of
elements of G an element of G.

Group

Let GG be a set together with a binary operation (usually called multiplication) that
assigns to each ordered pair (a, b) of elements of G an element in G denoted by ab. We
say G is a group under this operation if the following three properties are satisfied.

1. (Associativity). The operation is associative; that is, (ab)c = a(bc) for all a, b, ¢ € G.

2. (Identity). There is an element e (called the identity) in G such that ae = ea = a
foralla € G.

3. (Inverses). For each element a € G, there is an element b € G (called an inverse of
a) such that ab = ba = e.

Order of a Group and an element

e The number of elements of a group (finite or infinite) is called its order. We will
use |G| or #G to denote the order of G.

e The order of an element ¢ in a group G is the smallest positive integer n such that
g" = e (in additive notation, this would be ng = 0). If no such integer exists, we
say that g has infinite order. The order of an element g is denoted by O(g).

Subgroup
If a subset H of a group G is itself a group under the operation of G, we say that H is a
subgroup of G.

Theorem A.1. Let G be a group, and let a be any element of G. Then, {(a) is a subgroup of G.
The subgroup (a) is called the cyclic subgroup of G generated by a. In the case that G = (a), we
say that G is cyclic and a is a generator of G.

Theorem A.2. If G is a finite group and H is a subgroup of G, then |H| divides |G|. Moreover,
the number of distinct left (right) cosets of H in G is |G|/|H| and denoted by |G : H|.

Group Isomorphism

An isomorphism f from a group G to a group G’ is a one-to-one mapping from G onto
G’ that preserves the group operation.

Thatis f(ab) = f(a)f(b) for all a,b € G.If there is an isomorphism from G onto G', we
say that G and G’ are isomorphic and write G = G'.




A. Groups, rings and fields

Introduction to rings

Ring
A ring R is a set with two binary operations, addition (denoted by a + b) and multipli-
cation (denoted by ab), such that for all a, b, c € R:

l.a+b=b+a.
2. (a+b)+c=a+ (b+c).

3. Thereis an additive identity 0. That is, there is an element 0 in R such thata+0 = a
foralla € R.

4. There is an element —a in R such that a + (—a) = 0.
5. a(bc) = (ab)c.
6. a(b+c) =ab+acand (b+ c¢)a = ba + ca.

So, a ring is an Abelian group under addition, also having an associative multiplication
that is left and right distributive over addition.

Remark A.1. Note that multiplication need not be commutative. When it is, we say that
the ring is commutative. Also, a ring need not have an identity under multiplication. A
unity (or identity) in a ring is a nonzero element that is an identity under multiplication.
A nonzero element of a commutative ring with unity need not have a multiplicative
inverse. When it does, we say that it is a unit of the ring. Thus, a is a unit if a " exists.

Subring
A subset S of a ring R is a subring of R if S is itself a ring with the operations of R.

Theorem A.3. A nonempty subset S of a ring R is a subring if S is closed under subtraction
and multiplication that is, if a — b and ab are in S whenever a,b € S.

Characteristic of a ring

The characteristic of a ring R is the least positive integer n such that nz = 0 for all z in
R. If no such integer exists, we say that R has characteristic 0. The characteristic of R is
denoted by char(R).

Ideal
A subring I of a ring R is called a ideal of R if for every r € R and every a € I both ra
and ar are in I.

Theorem A.4. A nonempty subset I of a ring R is an ideal of R if




A.2. Introduction to rings

1. a — b € I whenever a,b € I.

2. ra and ar are in I whenever a € [ and r € R.

Theorem A.5. Let I be an ideal of a ring R, and let R/ denote the set of all right cosets of I
considered as a subgroup of the additive group of R. For I +a € R/Iand I +b € R/I, let

(I+a)+(I+b)=1+(a+b)

and
(I +a)(I+b)=1+ (ab).

With these operations R/ is a ring, called the quotient ring of R by I.

Prime ideal, maximal ideal
Anideal I of R,

o [isprimeif: ] # Rand foralla,bc R,abc l = a € Iorbec I.
e [ ismaximalif: [ # R and if J is an ideal such that I C J, then J =1 or J = R.

Ring homomorphism, ring isomorphism
A ring homomorphism f from a ring (R, +, - ) to aring (S, ®, ®) is a mapping from R
to S that preserves the two ring operations; that is, for all a,b € R,

fla+b) = f(a) ® f(b) and f(a-b) = f(a) © f(b).
A ring homomorphism that is both one-to-one and onto is called a ring isomorphism.

First isomorphism theorem for rings
Let f be a ring homomorphism from R to S. Then the mapping from R/ ker(f) to f(R),
given by r + ker(f) — f(r), is an isomorphism. In symbols, R/ ker(f) = f(R).

Ring of polynomials over R
Let R be a commutative ring. The set of formal symbols

Rlz] = {a,a" + ap_12" " + -+ a1z + apla; € R,n € N},

is called the ring of polynomials over R in the indeterminate z. If a,, # 0, then the integer
n is the degree of the polynomial, and all is its leading coefficient. Two polynomials in
R[x] are equal if and only if the coefficients of like powers of x are equal.

Remark A.2. The set R[x1][x] is the ring of polynomials in the indeterminates z; and x
over the ring R and we can write R[z1][z2] = R[x1, o). Similarly, R[x1, xs, ..., z,], where
n € N¥, is the ring of polynomials with indeterminates x1, zo, ..., z,,.




A. Groups, rings and fields

Field extensions and finite fields

Field
A field is a commutative ring with unity in which every nonzero element is a unit.

Field extension
A field L is an extension of a field F' if F' C L and the operations of F are those of L
restricted to F.

Algebraic and transcendental element

Let L be an extension of F'and o € L. We say that « is an algebraic over F if there is a
non-zero polynomial f(z) € Fz] such that f(«) = 0 if not (if the only one is the zero
polynomial) we say that « is transcendental over F'.

Finite extension

Let L be an extension field of a field F'. We say that L has degree n over F' and write
[L : F] = nif L has dimension n as a vector space over F. If [L : Fis finite, L is called a
finite extension of F’; otherwise, we say that L is an infinite extension of F'.

Algebraic extension
Let L be an extension of F'. The field L is an algebraic extension of F' if every element
of L is algebraic over F'.

Proposition A.1. If L is a finite extension of F', then L is an algebraic extension of F.

Theorem A.6. Let K be a finite extension field of the field L and let L be a finite extension field
of the field F. Then K is a finite extension field of F and [K : F] = [K : L]|[L : F].

Algebraically closed
Let L be an extention field of F'. The field L is called algebraically closed if any noncon-
stant polynomial in L[z] has at least one root in L.

Algebraic closure
A field F is called an algebraic closure of a field F, if F is algebraically closed and is an
algebraic extension of F.

Finite field
A finite field is a field has a finite number of elements, this number is called the order
of the field, and denoted by F, of ¢ elements with ¢ = p", where p is a prime number,

and n a positive integer. Every finite field F, of a prime characteristic p is an extension
of the field F, = Z,,.




A.3. Field extensions and finite fields

Proposition A.2. Any field of cardinal p* is unique up to isomorphism, and it is denoted by
Fox.

p

Y

Lemma A.1. There exists a polynomial P of degree k, irreducible on F,, such that F, =

Fp[X]/(P).

Proposition A.3. The characteristic of a field is either 0 or a prime number p.

Theorem A.7. Every finite field is commutative.
Lemma A.2. Let a € ;. Then ord(«) divides g — 1.

Theorem A.8. Let F, be a finite field with q elements (g = p").
o The multiplicative group (]F;“, . ) of the nonzero elements of F is cyclic of order ¢ — 1.

o All elements o of F, satisfy o — a = 0.

Primitive element
A generator of the cyclic group of a finite field F, is called a primitive element.

Theorem A.9. Let o be a primitive element for the finite field IF,,. then
F, = {0, 1L, a,as,... ,oﬂ_2} ,

where o' = 1. Moreover, o is also primitive if and only if gcd(k,q — 1) = 1.

Theorem A.10. Let K be a subfield of a finite field F .. Then K = F,» with m divides n.

Theorem A.11. Let F,m a subfield of a finite field F,n. Then an element x of F,» belongs to IFm
if and only if 27" = x.




APPENDIX B

ALGORITHMS

"In this appendix, we show the fundamental algorithms over the ring F,[e] and the group
Eob(Fqle]).”
For more information about these algorithms, see the following thesis [13,88]
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B.1. Representation the elements of F[<]

Representation the elements of F <]

Let X be an element in I [¢], then we will choose to represent X by [z, 21, 22, 23]
The algorithms 1 and 2 are an algorithms that calculates the sum and product of two
elements in [F,[] respectively.

Algorithm 1: sum(p)

Input: (X = [zg, 21,22, 23], Y = [y0,¥1, Y2, ¥3])
Output: X +Y

for i=0 to 3 do:

zi = x; +y; mod p

end for

return [Zo, 21,22, 23]

end

Algorithm 2: product(p)

Input: (X = [xo,xhwz,xs],y = [y0>y17y21y3])
Output: X -V

for j=0to 2 do:

for i=0 to j do:

J
zj = inyj_i mod p
i=0
end for

5 end for

for i=0 to 3 do:
3
a= Z xiys mod p
i=0

8 end for
9 fori=1to 3 do:

10

11
12

13

14
15
16
17

3
b= Z TiY2 mod D
i=1
end for
for i=2 to 3 do:
3
c= Z x;y1 mod p
i=2
end for
z3=a+b+c+x3y0 mod p
return [0, 21, 2, 23]
end
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10

11

12
13
14
15

The algorithm 3 is an algorithm that calculate the inverse element of F,[e].

Algorithm 3: inverse(p)

Input: (X = [z, 21, 22, z3))
Output: inversep

if (xo + 21+ 22+ 23 = 0) or ($0 = O) then

return("X is not invertible")
else
yo = x5 mod p
for i=0 to 2 do:
for j=1 toi do:
7—1

Yi=—Yo- > yixj—; mod p
i=0

end for

end for

for i=0 to 3 do:

Ys = ((; z) - (;)yj)) mod p
end fori "

end if

return [yo, y1, Y2, Y3
end

The algorithms 4 and 5 are an algorithms which gives the projection of an element from

F,[e] to F,.

Algorithm 4: projection(0)

Input: (X = [20, 71, 72, 3))
Output: z

return (xy) mod p

end

Algorithm 5: projection(1)

Input: (X = [xo, 21, 2, 3])
Output: 7o + 1 + 22 + 23
for i=0 to 3 do:

3
Z = sz mod p

i=0
end for
return (zo + 1 + x2 + 23) mod p
end

B. Algorithms
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B.2. Representation of group E,;(F,[¢])

Representation of group £, ,(F,[¢])

Let [X,Y, Z] be an element in £, ;(F,[¢]), then we will choose to represent X, Y, Z| by

['r07 T1,T2,T3,Y0, Y1, Y2, Y3, 20, 21, 22, Z3]'

The algorithms 6 and 7 are an algorithms which represents projection ¢, and ¢, respec-

tively.

Algorithm 6: proj(0)

Input: [.T(), .-y L3, Yo, --Y3, 20, -, 23]
Output: [[)’)0, Yo, Z()]

return [z, Yo, 20|

end

Algorithm 7: proj(1)

InPUt: [3307 -5 T3, Yo, - Y3, 20, "723]

Output: [z + - - + 23,90+ - - + Y3, 20+ - - + 23]
return [z + - - +x3,y0+ - - + Y3, 20+ - - + 23]
end

The algorithm 8 is an algorithm that checks whether a point belongs or not to £, ,(F, [¢]).

Algorithm 8: belong

Input: [Io, s X3, Yoy --5 Y3y 20y -0y 2’3]

Output: true or false

X = [33'0, ..,1'3]

Y = [y07 oty 3/3]

7 = [20, ey 23]

r := productp(productp(Y,Y, p), Z, p)

s := productp(productp(X, X, p), X, p)

t := productp(productp(a, X, p), productp(Z, Z, p), p)
1 := productp(productp(b, Z, p), productp(Z, Z, p), p)
if (r = sump(s, sump(t, L, p), p))then

return "true"

else

return "false"

end




B. Algorithms

The algorithm 9 is an algorithm which checks the equality of two elements of E, ,(F[¢]).

Algorithm 9: equal

Input: ([x()’ -5 L3, Yo, -+ Y3, 205 -+ Z3]/ [xi)v ) xéa y(/)a ) yév 267 ) Zé])
Output: Oor 1
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Output:=0;

if (20 % (20 + 21 + 22 + 23) = 0) and (2( * (2} + 21 + 24 + 23) = 0) then
r=productp([xo, .., x3], inversep([vo, -., ¥3), p), p)
s=productp([zy, .., 24], inversep([vp, -, Y5, ), )
l=productp(|zo, .., 23], inversep([yo, .., 3], p), p)
t=productp([z, .., 23], inversep([yy, ., ¥4, ), p)
if r=s and 1=t then

return (Output:=1)

end if

else

r=productp([xo, .., 3], inversep(|zo, .., 23], P), D)
s=productp([xy, .., 23], inversep([zy, --, 23], P), P)
l=productp([yo, .., y3], inversep(|zo, -., 23], p), p)
t=productp([y;, .-, ys), inversep([z(, .-, 25], p), p)

if r=s and 1=t then
return (Output:=1)

end if
end if

return Output

end
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This thesis deals with the study of the elliptic curves over finite rings and their cryptographic
applications. Firstly, we defined the elliptic curves E,;(F,[¢]) and E, ;(Fs:[¢]) over the rings
F,[e] and Fs[e] respectively, with ! = £* by its projective equations, then we studied the
classification of elements in these elliptic curves. Moreover, using the elliptic curve E, ;(F,[¢]),
we introduced new non-commutative cryptography schemes on a special rings so that these
cryptosystems are based on the two hard problems, the conjugal classical problem and the
discrete logarithm problem, and they have strong security and very difficult to solve for
decryption. At the end of the thesis we have given a numerical example of cryptography
(encryption and decryption) on the elliptic curve E, , over the ring Fs.[c] where ¢* = 0 by
using two methods (with a secret key and a password).

Keywords: Elliptic curve; Finite ring; Local ring; Elliptic curve cryptography; Non-
commutative cryptography; Fully homomorphic encryption.
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\ Arabic Abstract /

Cette these traite de I'étude des courbes elliptiques sur des anneaux finis et de leurs applica-
tions cryptographiques. Dans un premier temps, nous avons défini les courbes elliptiques
E.,(F,[e]) et E,,(Fga[e]) sur les anneaux F,[¢] et Fyu[e] respectivement, avec ¢* = £* par ses
équations projectives, puis nous avons étudié la classification des éléments dans ces courbes
elliptiques. De plus, en utilisant la courbe elliptique £, ;(F,[¢]), nous avons introduit de
nouveaux schémas de cryptographie non commutative sur des anneaux spéciaux de sorte que
ces cryptosystemes sont basés sur deux problémes difficiles, le probléme conjugal classique
et le probleme du logarithme discret, et ils ont une sécurité forte et trés difficile a résoudre
pour le déchiffrement. A la fin de la these nous avons donné un exemple numérique de
cryptographie (cryptage et décryptage) sur la courbe elliptique E; , sur I'anneau Fy[¢] ott
e' = 0 en utilisant deux méthodes (avec une clé secréte et un mot de passe).

Mots clés: Courbe elliptique; Anneau fini; Anneau local; Cryptographie a courbe elliptique;
Cryptographie non commutative; Cryptage entiérement homomorphe.
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