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General Introduction

Web applications are everywhere on the Internet. Almost everything you do online is done
through a web application whether you know it or not. They come in the form of web-based
email, forums..., it is important to understand that these types of websites are all database
driven.

Databases are aprincipal element of web applications because they are able to store user’s
preferences, personal identifiable information, and other sensitive user information.Web
applications interact with databases to dynamically buildcustomized content for each user,the
web application communicates with the database using structured query language (SQL).

SQL is a programming language for managing databases that allows you to read and
manipulate data in MySQL, SQL Server, Access, Oracle, and other database systems, the
relationship between the web application and the database is commonly abusedby attackers
through SQL injection.

The SQL injection is a type of injection attack in which SQL commands are
supplied(provided) in the user-input variables, such as a web form entry field, in atry to trick
the web application into executing the attacker's code on the database.

The results of SQLI (SQL injection) can be disastrous because the successful SQL
injection can read, sensitive data from the database, modify database data
(insert/update/delete), éxecute administrative operations on the DB, recover the contents on
the DBMS file system.

There is a lot of approach that assistance to protect web and preventing SQL injection, but
not all this technique offer the same levels of security, so had better to select best technique
which help us to protect personal information against hackers,we think the approach that rely
on cryptography system gives more security compared to other strategies.

In our project, we present the implementation of a novel idea to prevent SQL injection,
which relies on a cryptography system, where we use effective cryptography system (public
key cryptography) to build a strong digital signature, hence access to a novel mechanism that
helps to offer more a secure web application, we also explain the Random encryption

algorithm and use it in our application.




The goals of this work
The objective of the work entitled «<implementation of a cryptography system to
prevent a SQL injection »is to give a maximum security to protect the web application

against SQL injections, we can summarize our work in the following steps:

v' Explain the SQL injection vulenirability
v' Study and analyse some public-key cryptosystems and digital signatuers
v’ Discuss about existing solution that based on cryptography system.

v Implement digital signature on the web application to prevent a SQL injection.
Research paper outline

Our research paper is divided into fourchapters:

v’ The first chapter presents thedefinition of the SQL injection and the SQLI mechanism
and different kinds ofSQLI which are used by the hackers to avoid security of web
application. We also explain some stratégies to prevent anddetect a SQL injection.

v' The second chapter studies some public-key cryptography systems like (RSA,
Elgamal, NTRU, ECC...).We also attempt to clarity the principal roles of digital
signateures andthe hashing secure technique.

v The third chapterdeals withthe exsisting techniqueto prevent a SQL injection, which
uses a cryf;tography system.

v The fourth chapter discusses the implementation of some public-key cryptosystems to

prevent a SQL injection, the implementation of adigitalsignature to make

anauthentication.
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General Conclusion:

A SQL injection is one of the most important web security threats that needs attention so as
to improve security for the users and their data. In this dissertation, we showed the security
techniques used to secure web applications against a SQL injection, hence protect sensitive
data from hackers. These security techniques have problems and do not ensure the necessary
security rules. There are some techniques which offer less security compared to others.

The cryptographic techniques are the most interesting tools to prevent SQL injections. We
presented in our work the basic rules of public-key cryptosystems like encryption, decryption,
digital signature, and we showed how we can use public-key cryptography to ensure security
of web application through use digital signature .

We also presented an authentication scheme for preventing SQL Injection attacks using
ECC and RSA. Signing username and password are used to improve the authentication
process, and avoid to deal with natural input. Our strategy relies on random, algorithm based
on randomization and used to convert the input into a cipher text. For any input in the
registration phase, we apply the random (ECC, RSA).

Future perspectives

In this work; I have concentrated on the particular kind of a SQL injection. I think that this
kind needs more fesearch, mainly because of various reasons: SQL injection attacks are most
probable 16 donge and new volnerabiliies will be found, collectively with. mow
countermeasures to deal with them. As many hacking sites exist on the web, and since attack
methods are well described and circulated between hackers, we believe that information about

new attack methods must be constantly surveyed and new counter measures should be
developed. As future recommendations, we had better adjust some points that are explained
below:

v' Use another cryptography algorithm that maybe better in the future compared to
algorithms that were used in our application.

v Find another way to reduce time consumed during the login process

v In the future, I will try to develop a technique that enables total prevention against
other kinds of SQL Injection Attacks.

v Also, we can added other cryptography algorithm to our strategy, that mean became
use 3 or 4 algorithm in Randem function.
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Abstract

/ With the spread of Internet use in the world, security threats in the Internet increased

dramatically. Among the vulnerabilities of the web application is SQL injection, which is
based on the insertion of malicious requests to the DBMS, which executes these requests
denier allowing access to.sensitive and confidentiel data.

The purpose of this research paper is to find the best way to protect Web applications and
sensitive data against hackers and security breaches through the use of effective encryption
systems which, in turn, provide a significant degree of protection for Web applications. We
made a thorough study of the different optimal strategies based on encryption in their content.
We dealt with the e-Signature and its effective role in the protection of data. We applied
encryption algorithms such as ECC, NTRUand of some of the techniques used to protect and

prevent contaminated queries that are entered by the attacker.
\Keys words:ECC, RSA, SQL, SQLI, NTRU, Elgmal, PHPMyadmin. j

Résumé

/Avec ’augmentation et la propagation de 1’utilisation de I’internet dans le monde,l}
menaces de sécurité dans d'Internet ont augmenté de fagon spectaculaire. Parmi les points
vulnérables de ces applications web c’est I’injection SQL, qui se base sur I’insertion des
requétes malveillantes vers SGBD.Ce denier exécute ces requétes ce qui lui permet d’accéder
a des données sensibles et confidentielles.

Le but de ce mémoire est de trouver la meilleure fagcon de protéger les applications Web
et les données sensibles contre les pirates et les failles de sécurité par l'utilisation des
systémes de cryptage efficaces qui, a leur tour, offrent un degré important de protection pour
les applications Web. Nous avons fait une étude approfondie sur les différentesstratégies
optimales qui se basent sur le chiffrement dans leur contenu.Nous avons mentionné 1’e-
Signature et son rdle efficace dans la protection des données. Nous avonségalement appliqué
des algorithmes de chiffrement tels que ECC, RSAnous avons aussi expliqué quelques
techniques utilisées pour protéger et prévenir les contaminées qui ont €€ entrées

parattaquant.
wttes clés: ECC, RSA, SQL, SQLI, NTRU, Elgmal, PHPMyadmin. /
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