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General Introduction

Web applications are everywhere on the Internet. Almost everything you do online is done

through a u'eb application whether you know it or not. They come in the form of web-based

email, forums..., it is important to understand that these types of websites are all database

driven.

Databases are aprincipal element of web applications because they are able to store user's

preferences, personal identifiable information, ffid other sensitive user information.Web

applications interact with databases to dynamically buildcustomized content for each user,the

web application communicates with the database using structured query language (SQL).

SQL is a programming language for managing databases that allows you to read and

manipulate data in MySQL, SQL Server, Access, Oracle, and other database systems, the

relationship between the web application and the database is commonly abusedby attackers

through SQL injection.

The SQL injection is a type of injection attack in which SQL commands are

supplied(provided) in the.user-input variables, such as a web form entry field, in atry to trick

the web application into executing the attacker's code on the database.

The results of SQLI (SQL injection) can be disastrous because the successful SQL

injection can rebd, , sensitive data from the database, modif database data

(insert/update/delete), execute administrative operations on the DB, recover the contents on

the DBMS file system.

There is a lot of approach that assistance to protect web and preventing SQL injection, but

not all this technique offer the same levels of security, so had better to select best technique

which help us to protect personal information against hackers,we think the approach that rely

on cryptography system gives more security compared to other strategies.

In our project, we present the implementation of a novel idea to prevent SQL injection,

which relies on a cryptography system, where we use effective cryptography system (public

key cryptography) to build a strong digital signature, hence access to a novel mechanism that

helps to offer more a secure web application, we also explain the Random encryption

algorithm and use it in our application.



The goals of this work
The objective of the work entitled <implementation of a cryptography system to

prevent a SQL injection >is to give a maximum security to protect the web application

against SQL injections, we can summarize our work in the following steps:

./ Explain the SQL injection vulenirability

{ Study and analyse some public-key cryptosystems and digital signatuers

,/ Discuss about existing solution that based on cryptography system.

'/ Implement digital signature on the web application to prevent a SQL injection.

Research paper outline

Our research paper is divided into fourchapters:

r' The first chapter presents thedefinition of the SQL injection and the SQLI mechanism

and different kinds ofSQLI which are used by the hackers to avoid security of web

application.We also explain some strategies to prevent anddetect a SQL injection.

'/ The second chapter studies some public-key cryptography systems like (RSA,

Elgamal, NTRU, ECC...).We also attempt to clarity the principal roles of digital

signateures andthe hashing secure technique.

'/ The third chapterdeals withthe exsisting techniqueto prevent a SQL injection, which
t

uses a cryptography system.

/ The fourth chapter discusses the implementation of some public-key cryptosystems to

prevent a SQL injection, the implementation of adigitalsignature to make

anauthentication.



General Conclusion:

A SQL iqiecrfon ls re offu most important web seority fueafs that nds dtmtion so as

to iryove seclrity fs the users md their data. In this dissertation, we shosred the swwity

techniques used to socrre web qrylications against a SQL injection, hencs protcct sensitive

dga ftom hackers. The secNrity techniEres have prohlems md do not ensure the necessry

sruurity rules. There ae sme fm;hiqnes which offer less srcurity orryared to ofters

The cr5ptogrryhic te&iques ue ihe most inte,resting tools to prevent SQL injections. Itre

presented in orn wo* the basic rules ofpublic-key cryptosyste,ms like encryption, eecr:t$lq

digtal sigmture, md we $owed honr we Gim use public-key cr5rptogrryhy to ensure security

ofweb thrqrgh use digital signature .

We also fsented m aufhentication scheme for peveming SQL Injection afiacks using

BCC d RSA. Signirry userramo and password me usd to imryrove the &ticaim
procsss, and avoidto deal wiftnatwal ihput Om sffieg5rrehes on rmdom, algdftm bas€d

on rmdomization md used to cssv€rt the iryut into a cipher text For roy iryut in fu
regiskatiur 1fiase, we ryly the rmdom {ECC, RSA).

Future penspectiYe

In tlfs wodq I have concenfrated on the particdtr kind of a SQL injection" I ftink " -r dris

kind lds #research rnainly becarse of various rsxions: SQL injrction afiacks re most

prrobable to chmge md new vuherabilities will bc form4 collctively with nery

cotmtsrm€a$westod6alwilhthem- Asmanyhackingsitesexistontkeweb,mdsincemck

meftods re well describd and circulated betwen hackers, weblieve that informdim abd
new attack methods must be constanfly sunreyed md new counter mea$tr€ri Sffild be

dwcloped- As futwc rccotnmendations, we had b€ffier adjust some points ft* rc expfu
below:

r' Use anofter cr5fiography algorithm that maybe better in tre fure coryoed to

alggrifun$ ttat were used in ur ryplication

Find mo&er way to re&rce time consrmed &ring fte login process

In &e futrre, I s'iil try to develq a technique that enabl€$ total prreventisn eoefu

ofter kinds of SQL Injectim Attrcks.

Also, we can added ofu cr5tptogrAhy algorifu to our strateg5r, tlat mean bme
use 3 or4 algodrirm inRefufuim-

{
{

50
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trVith the spread of Intemet use in the worl4 security threats in the Intsmet increased

dramatically. Among the vulnerabilities of the web application is SQL trfection, which is
based on the insertion of malicious requests to the DBMS, which executes these requests

denier allowing access to.seisitive and confidentiel data
The purpose of this reseach papsr is to find the best way to protect Web applications and

sensitive data against hackers and security breaches through the use of effective encryption

systems whictr" in turn, provide a significant degree of protection for Web applications. We

made a thorough stirdy,of the different optimal sfiategies based on encryption in their content.

We dealt with the e-signature and its effective role in the protection of data. We applied

encryptioa algorithrirs such as ECC, NTRUand of some of the techniques used to protect and

prevent contaminated queries that are entered by the attacker.

Keys words:ECC, RSA, SQL, SQLI, NTRU, Elgmal, Pl{PMyadmin.

R6sum6

Avec I'augmentation et la propagation de l'utilisation de I'internet dans le monde, les

menaces de s6curit6 dans d'Intemet ont augmentd de fagon spectaculaire. Parmi les points

vulndrables de ces applications web c'est I'injection SQL, qui se base sur I'insertion des

requ€tes malveillantes vers SGBD.Ce denier ex6cute ces requ6tes ce qui lui permet d'acc€der

i des donnees sensibles et confidentielles.
Le but de ce m6moire est de houver la meilleure fafon de prot6ger les applications Web

et les donn€es sensibles conte les pirates et les failles de s€curite par I'utilisation des

sysGmes de cryptage efficaces qui, a leur tour, offient un degre important de protection pour

les applications Web. Nous avons fait une etude approfondie sur les diffdrentesstaGgies
optimales qui se basent srn le chiftement dans leur contenrrNous avols mentionnd 1'e-

Signature et son rdle efficace dans la prctection des donnees. Nous avonsdgalement ap,pliqud

des algodthmes de chiftremert tels que ECC, RSAnous avons aussi explique quelques

techniques utilis€es pour pno€ger et pr€venir les contanrin€es qui ont 6t€ eltr6es
paratt4quant.

Mottes cl6s: ECC, RSA, SQI- SQLI, NTRU, Elgmal, PllPMyadmin.
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