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اिऻڪٌۘ
݆݁৙৑؇ً ੯੩أਐಾ ܋ٴଫଃة ොູڎل؇ت ޖ۳ިر ሌᇿإ اܳݱިر، ّݱྡྷ٭ژ ዛᔻ؇م ሒᇭ ༠؇ݬ۰ اܳأ݄٭ݑ، اܳٺأ޺޾ ஓ஁؇ذج আॻ༟ ا଩ଐৎ৊اࢴࣖ ا৖৑؜ٺ݄؇د أدى
BadNets، ݁ټܭ اࠍ੅ܹڰ٭۰ ا৙৑ًިاب ෠඾݄؇ت ؇ಣಈᕬ ৖৑ اܳٴ٭؇َ؇ت، ૭૜݄ࡗࡲ ෠඾݄؇ت اዛውܳڎࢴࣖات ۱ڍه أۊޚݠ ඔ൹ً و݆݁ واৎ৊ިٔިڢ٭۰.
ݬأٴ۰ ا୒ୖ݄۠؇ت ۱ڍه وّأُڎ اࡺ࢕ࢦިذج. ૭૖ߺࠊك اܳٺఈః؜ص ዛኞڎف ೞಱاܳٺڎر ਃಸ؇َ؇ت دا༠ܭ ۊٴ྘ټ۰ أஓ஁؇ط إد༠؇ل لࡤࡲ ۋ٭ت

اܳٺگܹ٭ڎي. اܳٺگ٭ࡗࡲ أ਍ು؇ء اࡺ࢕ࢦިذج دڢ۰ আॻ༟ ا௱௯௫ڎود ؇۱ଫଃٔ؊ّو اࠍ੅ڰ٭۰ ؇ዛውޗٴ٭أ ૭૖ྟص ا৖৑܋ྥލ؇ف
༟ިᆇ୞୘؇ت ݆ᆙᆕ اৎ৊ފ۰݁ި݄ اܳٴ٭؇َ؇ت ܳٺ༲ڎࢴࣖ اࠍ੊٭ྡྷ٭۰ اࠍ੅ިارز݁٭؇ت আॻ༟ لأٺ݄ڎ ይዧـܝލژ ༥ڎࢴࣖاً إޗ؇راً ۰༡ޗݠو৙৑ا ۱ڍه ّگଫଐح
اܳأ٭ٷ؇ت ඔ൹ً ଩ଃواࡺ࢘ࢦ٭ اܳٴ٭؇َ؇ت ڣݯ؇ء ৖৑ݿٺܝލ؇ف اܳٺޚިري ඔ൹اܳٺۜފ ّگٷ٭؇ت আॻ༟ اৎ৊گ؇ر۰ً ۱ڍه ّأٺ݄ڎ اܳݱިر. ਃಸ؇َ؇ت

اܳـܝލژ. ᆇᅦܹ٭۰ دڢ۰ ඔ൹ܳٺۜފ ෛ੼ݱݱ۰ ఈః݁ء۰݁ ᄭᄟدا ّݱ݄ࡗࡲ ؕ݁ واৎ৊ݱ؇۰ً، اܳފܹ٭۰݄
اࠍ੅ٴ྘ټ۰، اܳأ٭ٷ؇ت و؜ਲ਼ل اৎ৊ފ۰݁ި݄ اܳٴ٭؇َ؇ت ا܋ྥލ؇ف ሒᇭ وا༟ڎاً ً أداء ොູگݑ ۰༡ଫଐگৎ৊ا لگ۰ اܳޚݠ أن اܳٺ۠ݠ཯ྟ٭۰ ༇຀؇اܳٷٺ أޖ۳ݠت

اܳأ݄٭ݑ. اܳٺأ޺޾ أَޙ۰݄ أ݆݁ ّأݞߌ߳ ሒᇭ ل۰ اܳٺޚިر اࠍ੅ިارز݁٭؇ت أᆇᆅ٭۰ لଫଊز ؇ᆙᆘ
اܳݱިر. ّݱྡྷ٭ژ اࠍ੊٭ྡྷ٭۰، اࠍ੅ިارز݁٭؇ت BadNets، اܳٴ٭؇َ؇ت، ૭૜݄ࡗࡲ اܳأ݄٭ݑ، اܳٺأ޺޾ اिऻء׫ոؼמ١: اڤոஈ࿦࿮ت

Résumé

La dépendance croissante aux modèles d'apprentissage profond, notamment dans les tâches
de classification d'images, a soulevé des préoccupations majeures concernant leur sécurité et
leur robustesse. Parmi les menaces les plus graves figurent les attaques par empoisonnement
de données, en particulier les attaques par porte dérobée telles que BadNets, dans lesquelles
des motifs malveillants sont intégrés aux données d'entraînement afin de manipuler le com-
portement du modèle. Ces attaques sont difficiles à détecter en raison de leur nature furtive et
de leur impact limité sur les performances globales du modèle lors des évaluations classiques.

Cette thèse propose un cadre de détection basé sur les Algorithmes Génétiques (AG)
pour identifier les données empoisonnées au sein de jeux de données d'images. L'approche
repose sur des techniques d'optimisation évolutionnaire pour explorer l'espace des données
et distinguer les échantillons sains des échantillons compromis, soutenue par une fonction
d'adaptation personnalisée visant à améliorer la précision de la détection.

Les résultats expérimentaux démontrent que laméthode proposée atteint des performances
prometteuses dans la détection des données empoisonnées et l'isolation des échantillonsmalveil-
lants, mettant en évidence l'efficacité des algorithmes évolutionnaires pour renforcer la sécu-
rité des systèmes d'apprentissage profond.



Mots-clés : Apprentissage profond, Empoisonnement de données, BadNets, Algorithme
génétique, Classification d'images.

Abstract

The increasing reliance on deep learning models, particularly in image classification tasks,
has raised critical concerns regarding their security and robustness. Among the most seri-
ous threats are data poisoning attacks, especially backdoor attacks such as BadNets, where
malicious patterns are embedded into training data to manipulate model behavior. These at-
tacks are difficult to detect due to their stealthy nature and minimal impact on overall model
performance.

This thesis proposes a detection framework based on Genetic Algorithms (GAs) to iden-
tify poisoned data within image datasets. The approach uses evolutionary optimization tech-
niques to explore the data space and distinguish between clean and compromised samples,
supported by a customized fitness function to improve detection accuracy.

Experimental results demonstrate that the proposed method achieves promising perfor-
mance in detecting poisoned data and isolating malicious samples, highlighting the effective-
ness of evolutionary algorithms in enhancing the security of deep learning systems.
Keywords: Deep Learning, Data Poisoning, BadNets, Genetic Algorithm, Image Classifi-
cation.
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Dedication

๴ཏَڰ ሌᇿإ

ّأٴ۹ و ۏ۳ڎك ৖৑ިܳ ؇٪྘ނ ๴ཏَڰ ݆݁ ጥ጑݁أ ৖৑ ሒᇃإ ሒᇿ؇اܳ؞ ሒᇀأ ሌᇿإ

اࠍ੆ٴ྘ٴ۰ ሒᇧأ ঴঒؇ر ؇َ๤ཛྷ ปฆۋ ر؜ٺྡྷٷ؇ و اܳگݠاءة و ۰ً؇൞ശܳا มฃగఒܳٺأ ا݁ٺڎت มฆܳا ۰ਃ಻؇੆اࠍ اܳ٭ڎ ሌᇿإ

. ً؇ܳگܹ٭ܭ ިܳ و პაჂ؜ިݪٺ ڢڎ ا෠ຶ৖৑؇ز ዛኞڍا أ܋ިن أن ปฃஓ஄أ

. ሒᇆިإۊ ᄕჼاܳـ ܳިاء ሒِᇭ أزري ً۬ ނڎدت و؜ݯَڎا ڣ؊ورق، لݑ اܳޚݠ ੆َ਻ޔَ أ༚؇ث ݁ޚݠا Ⴄ၍َިا દઊᄳᄟا ሌᇿ֣إ و

. أฺྵ ᄭᄥ༡ر มฃݯৎ৊ا ଫଃފৎ৊ا َ݆ ݁ ۏأߺࠊا દઊᄳᄟا ႟ၽܳ

. ஓ஄ٷ྘ٷ؇ ۋ٭ت ڣ٭۬ َܝިن ೞಱڢݠ ܳگ؇ء ሌᇿإ و

وردة ڤؠۑܽݤ و دஈஃֵܧ ոఔ௹ᓠء



iv

Acknowledgements

ׂؠ׿ܽݦ و ાણ۳
أّگڎم أن ሒᇃ๤๎ะ პაႰ اৎ৊ٺިاݪؕ, ොຳټٷ؇ პაႰ৕৑ل وڣگٷ؇ اᄳᄟي و દઊᄴᄟوا اܳأگܭ ਍ಸأ۰݄ ༟ܹ٭ٷ؇ أَأܾ اᄳᄟي اܳگڎߌߵ ঌॻاܳأ Մ៰Ղا ୍ଲ૰૙
ݿ؇۱ܾ ݆݁ ႟ၽܳ ୍ଲܳލ؇ً ۬༥ިّأ و ، اܳݱ؞ݠ ݁ٷڍ ّأܹ٭݄޶ و มฆ྘ྲྀߙߵ আॻ༟ ዝངݠا و اܳأިن ࢴࣖ ሒᇿ ڢڎ݁؇ દઊᄳፁዧا ܳިاᄴᄟيّ֟ ୍ଲاܳލ لܭ ෠ຳݞ
ل؊ܳިا ቕረ દઊᄳᄟا ඔ൹ܹݱ௰௯௫ا ৙৑و۹٪ܳ و اࠍ੊؇݁أ۰ أو اৎ৊ڎرݿ۰ ሒᇭ ݿިاء دႤ၍ߙߵة و أݿ؇ࣁࣕة ݆݁ َ؇ڣأ۰ ݁أߺࠊ۰݁ أي ّأܹ٭݄޶ و ๴๎ะࣁࣖر ሒᇭ
ا৙৑ݿ؇ࣁࣕة ሌᇿإ ୍ଲاܳލ ෛຳ؇ܳݧ ਐ಻گڎم პაႰ ଫଃ༠ ႟၍ ؜ٷ؇ Մ៰Ղا ؇ᆇᆅݞا੊਼ ᆇᆅ؇ك وا৙৑ݿٺ؇ذ وڣ؇ء ا৙৑ݿٺ؇ذة ؇਍ಾڎ༟؇݁ފ ݿྟ٭ܭ ሒᇭ ً ۏ۳ڎا

ّگ٭٭݄۬. و ڢݠاءّ۬ ሒᇭ ۏ۳ڎ و وڢب ݆݁ ݿ྘ٴڍܳިَ۬ ؇݁ আॻ༟ و اܳأ݄ܭ ۱ڍا ݁ٷ؇ڢލ۰ ܾୖ୒ިڢٴ আॻ༟ اৎ৊ٷ؇ڢލ۰ ࠍ੊ٷ۰ أ؜ݯ؇ء



v

Contents

Introduction 1

1 Theoretical Foundations and Deep Learning 3
1.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.2 Artificial Intelligence and ML Foundations . . . . . . . . . . . . . . . . . 3

1.2.1 Artificial Intelligence Definition . . . . . . . . . . . . . . . . . . . 3
1.2.2 Machine Learning (ML) : . . . . . . . . . . . . . . . . . . . . . . 3
1.2.3 Core Components : R+E+O . . . . . . . . . . . . . . . . . . . . . 4
1.2.4 The Machine Learning Lifecycle (ML Lifecycle) . . . . . . . . . . 4
1.2.5 Classification of Machine Learning Algorithms . . . . . . . . . . . 5

1.3 Data Quality and Integrity in ML : . . . . . . . . . . . . . . . . . . . . . . 5
1.3.1 Definitions of Data Quality and Integrity . . . . . . . . . . . . . . 6
1.3.2 Classification of Real-World Data Types : . . . . . . . . . . . . . . 6
1.3.3 Key Dimensions of Data Quality(Focus on Image Data): . . . . . . 6
1.3.4 Importance of Data Quality and Integrity in Machine Learning : . . 7

1.4 Deep Learning and Computer Vision Foundations . . . . . . . . . . . . . . 7
1.4.1 Deep Learning (DL) Definition . . . . . . . . . . . . . . . . . . . 7
1.4.2 Classification of Machine Learning Paradigms . . . . . . . . . . . 8
1.4.3 Artificial Neural Networks (ANN): The Building Blocks . . . . . . 8
1.4.4 Deep Learning Architectures . . . . . . . . . . . . . . . . . . . . . 9

1.5 Security in Image-Based Deep Learning Systems : . . . . . . . . . . . . . 11
1.5.1 Adversarial Machine Learning Overview . . . . . . . . . . . . . . 12
1.5.2 Classifcation of Adversarial Attacks: . . . . . . . . . . . . . . . . 12
1.5.3 Data Poisoning Attacks: . . . . . . . . . . . . . . . . . . . . . . . 15
1.5.4 Backdoor Attacks : . . . . . . . . . . . . . . . . . . . . . . . . . . 17
1.5.5 threat model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
1.5.6 Impact of data poisoning attacks : . . . . . . . . . . . . . . . . . . 20
1.5.7 Detection of data poisoning attacks : . . . . . . . . . . . . . . . . . 21
1.5.8 Case Study: BadNet Attacks : . . . . . . . . . . . . . . . . . . . . 22

1.6 Evolutionary Computing and Optimization Algorithms . . . . . . . . . . . 24
1.6.1 Evolutionary Algorithms (EAs) : . . . . . . . . . . . . . . . . . . 24
1.6.2 Genetic Algorithm (GA) : . . . . . . . . . . . . . . . . . . . . . . 26

1.7 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29



vi

2 Literature Review 30
2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
2.2 Related Works Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

2.2.1 ََAttacks: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
2.2.2 Detection . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
2.2.3 Defense . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
2.2.4 Genetic Algorithms in Security . . . . . . . . . . . . . . . . . . . 32

2.3 Taxonomy of Data Poisoning Attacks . . . . . . . . . . . . . . . . . . . . 32
2.3.1 Manipulation Nature and Variability . . . . . . . . . . . . . . . . . 34
2.3.2 Knowledge and Stealthiness . . . . . . . . . . . . . . . . . . . . . 34
2.3.3 Strategic Goals & Impact . . . . . . . . . . . . . . . . . . . . . . . 35
2.3.4 Influence Scope : . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

2.4 Existing Defense Mechanisms . . . . . . . . . . . . . . . . . . . . . . . . 36
2.4.1 Training Phase Robustness . . . . . . . . . . . . . . . . . . . . . . 36
2.4.2 Model Purification and Fine Tuning . . . . . . . . . . . . . . . . . 37
2.4.3 Advanced Feature Based Defenses . . . . . . . . . . . . . . . . . . 37

2.5 Existing Detection Mechanisms . . . . . . . . . . . . . . . . . . . . . . . 38
2.5.1 Statistical and Spectral Analysis . . . . . . . . . . . . . . . . . . . 38
2.5.2 Input-Perturbation and Entropy Methods . . . . . . . . . . . . . . 39
2.5.3 High-Order Feature Detection . . . . . . . . . . . . . . . . . . . . 39

2.6 Foundations of Genetic Algorithms (GA) in Security . . . . . . . . . . . . 39
2.6.1 Core Genetic Algorithms Principles . . . . . . . . . . . . . . . . . 40
2.6.2 Security Applications : . . . . . . . . . . . . . . . . . . . . . . . . 40
2.6.3 Advantages in Security . . . . . . . . . . . . . . . . . . . . . . . . 40

2.7 Research Gaps in the State-of-the-Art . . . . . . . . . . . . . . . . . . . . 40
2.8 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

3 Proposed Methodology and System Design 43
3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43
3.2 Problem Formalization . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

3.2.1 Description of Data Poisoning . . . . . . . . . . . . . . . . . . . . 43
3.2.2 Limitations of Traditional Solutions . . . . . . . . . . . . . . . . . 44
3.2.3 Proposed Methodology . . . . . . . . . . . . . . . . . . . . . . . . 44

3.3 Mathematical System Modeling . . . . . . . . . . . . . . . . . . . . . . . 44
3.3.1 Chromosome Encoding . . . . . . . . . . . . . . . . . . . . . . . . 44
3.3.2 Data Partitioning Strategy . . . . . . . . . . . . . . . . . . . . . . 45
3.3.3 Fitness Function Definition . . . . . . . . . . . . . . . . . . . . . 46

3.4 Design of the Proposed Genetic Algorithm . . . . . . . . . . . . . . . . . . 47



vii

3.4.1 Initialization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
3.4.2 Selection Mechanisms . . . . . . . . . . . . . . . . . . . . . . . . 48
3.4.3 Evolutionary Operators . . . . . . . . . . . . . . . . . . . . . . . . 48

3.5 Implementation of the Proposed Framework . . . . . . . . . . . . . . . . . 49
3.5.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49
3.5.2 Algorithm Description . . . . . . . . . . . . . . . . . . . . . . . . 49
3.5.3 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

3.6 System Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52
3.6.1 Data Layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52
3.6.2 GA Engine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52
3.6.3 Evaluation Layer . . . . . . . . . . . . . . . . . . . . . . . . . . . 53
3.6.4 Post-GA Delta Scanning Layer . . . . . . . . . . . . . . . . . . . . 53

3.7 Performance Evaluation Metrics . . . . . . . . . . . . . . . . . . . . . . . 53
3.8 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

4 Experimental Evaluation and Comparative Analysis 55
4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55
4.2 Experimental Setup and Environment . . . . . . . . . . . . . . . . . . . . 55

4.2.1 CIFAR-10 Dataset . . . . . . . . . . . . . . . . . . . . . . . . . . 56
4.2.2 Hardware and Software Infrastructure . . . . . . . . . . . . . . . . 56
4.2.3 Evaluation Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . 57
4.2.4 Experimental Setup for BadNet Attack . . . . . . . . . . . . . . . 58
4.2.5 Attack Simulation Baseline Results . . . . . . . . . . . . . . . . . 59

4.3 Genetic Algorithm-Based BadNet Detection Results . . . . . . . . . . . . . 61
4.3.1 Genetic Algorithm Configuration and Fitness Convergence . . . . . 61
4.3.2 Detection Performance Evaluation . . . . . . . . . . . . . . . . . . 62
4.3.3 Qualitative Validation and Visual Evidence . . . . . . . . . . . . . 62

4.4 Comparative Analysis of Detection Performance . . . . . . . . . . . . . . 64
4.4.1 Analysis and Discussion . . . . . . . . . . . . . . . . . . . . . . . 64

4.5 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

Conclusion 66



viii

List of Tables

2.1 Comparison of Backdoor Defenses Methods . . . . . . . . . . . . . . . . . 38
2.2 Comparison of Backdoor Detection Methods . . . . . . . . . . . . . . . . 39
2.3 Comparison of Data Poisoning Detection and Defense Methods with Re-

search Gaps . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

4.1 BadNet Attack Configuration Parameters . . . . . . . . . . . . . . . . . . 58
4.2 Genetic Algorithm Configuration Parameters . . . . . . . . . . . . . . . . 62
4.3 Detection Performance Metrics for BadNet Attack . . . . . . . . . . . . . . 62
4.4 Comparative performance benchmarking of backdoor detection methods. . 64



ix

List of Figures

2.1 Taxonomy of data poisoning attacks. . . . . . . . . . . . . . . . . . . . . . 33

3.1 Dataset partitioning strategy employed in the proposed framework. . . . . . 45
3.2 Overview of the proposed data poisoning detection framework based on Ge-

netic Algorithms and Delta Scanning. . . . . . . . . . . . . . . . . . . . . 52

4.1 Optimization and loss convergence profile across training epochs. . . . . . 60
4.2 Accuracy metrics across training epochs: Clean Accuracy, Attack Success

Rate, and Robust Accuracy. . . . . . . . . . . . . . . . . . . . . . . . . . . 61
4.3 Localized trigger pattern: the region detected by the Genetic Algorithm. . . 63
4.4 Fitness convergence profile demonstrating optimal trigger isolation across

generations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63



Introduction

General Introduction

Deep learning has undergone considerable transformation in recent years and has become a
cornerstone technology for intelligent visual assessment across numerous critical domains,
including autonomous driving, medical imaging, and security surveillance. As image classi-
fication models grow in complexity and are deployed in increasingly sensitive environments,
ensuring their safety and dependability has become a fundamental concern. Among the most
serious threats targeting these systems are backdoor attacks, a class of data poisoning attacks
that embed hidden malicious behaviors into a model during training, causing it to misclassify
any input carrying a specific trigger pattern while behaving normally on clean data.

The BadNet attack represents the foundational instance of this threat. By injecting a small
number of poisoned training samples, each stamped with a localized pixel trigger, an adver-
sary can silently compromise a deep learning model without raising any performance alarms
during standard evaluation. The stealthy nature of such attacks renders conventional detec-
tion methods largely ineffective, as poisoned samples are carefully crafted to be statistically
indistinguishable from legitimate training data.

This thesis addresses this challenge by proposing a novel detection framework based on
Genetic Algorithms (GAs). Rather than relying on statistical outlier detection or model inter-
nals, the proposed approach treats trigger localization as an evolutionary optimization prob-
lem. The framework searches for the precise spatial region of the backdoor trigger by ap-
plying erasure patches to reference images and observing changes in the model's prediction
behavior operating entirely under a black-box assumption with no access to model weights
or gradients.

Core Problems Addressed:

• The hidden and stealthy nature of backdoor triggers embedded in visual training data.

• The limitations of traditional, fixed detection methods that assume poisoned samples
appear as statistical outliers.

• The absence of adaptive, search-driven strategies capable of localizing triggers without
prior knowledge of their shape, size, or location.

Research Objectives:
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Introduction

1. To develop a novel Genetic Algorithm framework capable of examining image datasets
and identifying backdoor triggers embedded in Convolutional Neural Networks (CNNs).

2. To evaluate the performance of the proposed GA framework in distinguishing clean
data from poisoned data in a BadNet backdoor attack context.

3. To design a fitness function that accurately guides the evolutionary search toward the
true trigger region while preserving the integrity of clean samples.

Research Questions:

• How can a genetic algorithm be designed and configured to detect poisoned samples
within image datasets used to train convolutional neural networks?

• To what extent can the proposed GA framework reliably distinguish clean data from
poisoned data under a BadNet backdoor attack?

• What role does the fitness function formulation play in improving the accuracy and
robustness of backdoor trigger detection?

Document Organization:
This thesis is organized into four chapters:

• Chapter 1 introduces the theoretical foundations of artificial intelligence, machine
learning, and deep learning, and presents the security threats targeting these systems,
with particular focus on data poisoning and backdoor attacks, including a detailed case
study on the BadNet attack and an overview of Genetic Algorithms.

• Chapter 2 provides a comprehensive review of the related literature on data poisoning
attacks, existing detection and defense mechanisms, and the application of Genetic
Algorithms in security contexts. It identifies the key research gaps that motivate this
work.

• Chapter 3 presents the proposed methodology and system design. It formalizes the
problem, describes the chromosome encoding, fitness function, evolutionary operators,
and system architecture, and presents the two-phase detection pipeline.

• Chapter 4 reports the experimental evaluation and comparative analysis of the pro-
posed framework on the CIFAR-10 dataset under BadNet attack conditions, and bench-
marks the results against established detection methods.
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Theoretical Foundations and Deep Learning

Chapter 1

Theoretical Foundations and Deep
Learning

1.1 Introduction

As artificial intelligence and deep learning systems become increasingly widespread, ensur-
ing the integrity and reliability of training data has become a critical concern. While these
models achieve high performance in tasks such as image classification, they remain vulner-
able to security threats, particularly data poisoning and backdoor attacks.

This chapter presents the fundamental concepts underlying this work, including artificial
intelligence, machine learning, and data quality. It also introduces deep learning and its appli-
cations in computer vision, followed by an overview of security challenges in these systems.
Finally, it discusses data poisoning attacks, with a focus on BadNets, and outlines the research
framework and key concepts related to genetic algorithms used in this study.

1.2 Artificial Intelligence and ML Foundations

1.2.1 Artificial Intelligence Definition

Artificial intelligence (AI) might not have a universally accepted definition, yet an individual
discussing its past should certainly have a specific understanding in mind. In the context of
this study , artificial intelligence refers to the effort focused on developing intelligent ma-
chines, and intelligence is the characteristic that allows an entity to operate effectively and
with the ability to anticipate events in its surroundings [1].

1.2.2 Machine Learning (ML) :

Machine learning is an analytic approach that identifies patterns in incoming data to auto-
matically perform tasks without continuous human intervention. As a core component of

3



Theoretical Foundations and Deep Learning

Artificial Intelligence, it serves as a foundational platform for both governmental and indus-
trial applications [2]. The primary objective of machine learning is to accurately predict a
target outcome l , which belongs to the set Y , by minimizing a loss function L(f(x), l). This
process aims to approximate a function :

f : X → Y (1.1)

that maps input featuresX to outputs Y . Typically, model performance improves with larger
datasets, as the system can capture more complex patterns. By learning directly from data,
machines can solve specific problems without relying on extensive manual programming.
Broadly, machine learning methods are categorized into four main types, which will be dis-
cussed in the following sections [3].

1.2.3 Core Components : R+E+O

According to [4], any machine learning algorithm is essentially a combination of three key
components :

1. Representation : This involves choosing a formal language for the classifier, which
effectively defines the "hypothesis space" the set of solutions the learner can possibly
discover.

2. Evaluation : An evaluation function, often called an objective or scoring function, is
needed to distinguish good classifiers from bad ones based on their performance.

3. Optimization : Finally, a search method is required to navigate through the available
classifiers to find the one that achieves the highest score.

Since these three stages rely entirely on the integrity of the training data, any "poisoning" of
that data will naturally corrupt the final results. This makes the detection of such malicious
inputs a vital necessity for the security of the learning process.

1.2.4 The Machine Learning Lifecycle (ML Lifecycle)

The machine learning lifecycle is a complex iterative process that aims to develop safe and
reliable AI models. This cycle consists of four essential integrated stages, and the first three
stages are collectively called the machine learning workflow [5] :

1. Data Management : This foundational step involves collection, preprocessing, aug-
mentation, and analysis, addressing vulnerabilities where attackers may introduce ma-
licious data.
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2. Model Learning : In this stage, data is utilized for model synthesis through algo-
rithm selection, training, and hyperparameter tuning. If training data is compromised,
security vulnerabilities can be encoded into the model.

3. Model Verification : This stage is the process of demonstrating a model’s generaliza-
tion and accuracy on unseen data, consisting of test-based verification that evaluates
performance using a verification data set to compute generalization error, and formal
verification, which uses mathematical proofs to confirm adherence to specified secu-
rity properties.

4. Model Deployment : The final stage involves integrating the verified model into op-
erational systems, with ongoing monitoring and updates as needed.

1.2.5 Classification of Machine Learning Algorithms

Machine learning algorithms are divided into four main categories according to the type of
data that is accessible and the way the system engages with its surroundings throughout the
training phase [6]:

1. Supervised Learning (Task-Driven) : This approach connects labeled inputs to out-
puts for tasks like regression and classification. Examples include analyzing senti-
ments in tweets or product feedback and predicting category labels.

2. Unsupervised Learning (Data-Driven) : it uncovers latent patterns in unstructured
data autonomously through processing. Key activities include clustering, estimating
density, reducing dimensionality, and identifying anomalies.

3. Semi-supervised Learning (Hybrid) : combines a small number of costly labeled
examples with a large pool of unlabeled data, enhancing prediction accuracy. This
method is applied in fraud detection and machine translation.

4. ReinforcementLearning (Environment-Driven) : This technique enhances an agent's
actions by experimenting and receiving rewards or penalties. It is utilized in advanced
systems such as robotics, autonomous vehicles, and supply chain management.

1.3 Data Quality and Integrity in ML :

As stated in [7], the trustworthiness of machine learning systems is essentially connected to
the qualities of the information they utilize. This can be divided into two main aspects:
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1.3.1 Definitions of Data Quality and Integrity

• Data Quality pertains to the general state of a dataset regarding its accuracy, consis-
tency, completeness, and reliability. Data of superior quality guarantees that machine
learning algorithms are provided with significant and credible inputs, resulting in en-
hanced forecasting and improved decision-making.

• Data Integrity refers to the guarantee that information stays precise, consistent, and
unchanged during its entire existence. It encompasses upholding accuracy, stopping
unauthorized changes, and ensuring the ability to trace data

1.3.2 Classification of Real-World Data Types :

Within the realm of machine learning, the presence and qualities of data are fundamental
in building strong models and implementing systems that rely on data. Data from the real
world presents itself in multiple formats, mainly divided into structured, semi-structured, and
unstructured categories, in addition to metadata [6] :

1. Structured Data: This type of data is meticulously arranged according to a specific
tabular format, commonly found in relational databases, dates, and numerical records.

2. Semi-Structured Data: This form of data does not fit into strict table formats but in-
cludes organizational indicators or tags for the purpose of analysis, as seen in JSON
and XML documents.

3. Unstructured Data: Data lacking a specific format is considered the most challenging
to analyze. Examples of unstructured data include digital images (the primary subject
of this study), videos, and raw text, all of which require sophisticated deep learning
models for comprehension.

4. Metadata: Referred to as "data about data," it delivers crucial context surrounding the
main dataset, including details such as file size, creator, and timestamps of creation.

Although various fields employ distinct data formats, the disorganized characteristics of im-
age databases create considerable weaknesses. This complexity in structure emphasizes the
importance of maintaining data quality and integrity to protect against hostile alterations.

1.3.3 Key Dimensions of Data Quality(Focus on Image Data):

The effectiveness and suitability of data for training are measured across several key dimen-
sions that determine its quality as discussed in [7] , the most important of which are :
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• Accuracy : Verifying that the details are true, precise, and represent actual values
without mistakes.

• Completeness : Completeness: Checking that all required data entries are present and
that no vital information is missing.

• Consistency : Consistency: Making sure there is uniformity across datasets, prevent-
ing any inconsistencies or contradictory values.

• Timeliness : Ensuring that the information is up-to-date and available when needed
for assessment or model training.

• Validity :Confirming that the data complies with specified standards, formats, and
requirements (e.g., proper email addresses, accurate date formats).

• Uniqueness : Preventing duplicates and verifying that each piece of data is individual.

1.3.4 Importance of Data Quality and Integrity in Machine Learning :

Primary factors that highlight the importance of data quality and integrity in machine learning
encompass [7] :

1. Enhanced Model Accuracy: Consistent and reliable data leads to models that effec-
tively generalize and yield precise predictions.

2. Decrease in bias and errors: Subpar data quality may introduce biases, resulting in
unjust or discriminatory results.

3. Optimal Use of Resources: Handling low-quality data can cause the inefficient use of
computational power and prolonged training durations.

4. Adherence to Regulatory and Compliance Standards: Numerous sectors adopt strin-
gent data governance regulations that necessitate organizations upholding superior
standards of data integrity.

1.4 Deep Learning and Computer Vision Foundations

1.4.1 Deep Learning (DL) Definition

Deep learning (DL) is a subfield of machine learning that automatically learns high-level
representations from raw data through multiple computational layers. By employing arti-
ficial neural networks, particularly Convolutional Neural Networks (CNNs), deep learning
overcomes many limitations of traditional machine learning methods, enabling efficient pro-
cessing and classification of large-scale unstructured data [8].
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1.4.2 Classification of Machine Learning Paradigms

According to [9], machine learningmethods are commonly categorized into threemain paradigms
based on the availability of labeled data:

• Supervised Learning: This approach relies on labeled datasets, where each input is
associated with a corresponding output, typically represented as (x, y) ∼ D. It is
widely used for classification and regression tasks, where models learn by minimizing
a predefined loss function. However, it requires large amounts of accurately annotated
data, which can be costly and time-consuming to obtain.

• Semi-Supervised Learning: This method combines a limited amount of labeled data
with a larger set of unlabeled data, leveraging both to improve model performance. It
offers a practical compromise between supervised and unsupervised learning, reducing
annotation costs while maintaining good predictive accuracy.

• Unsupervised Learning: This approach operates without labeled data and aims to
discover hidden patterns or structures within the data. Common techniques include
clustering and dimensionality reduction, often implemented using models such as au-
toencoders and generative adversarial networks.

1.4.3 Artificial Neural Networks (ANN): The Building Blocks

Artificial neural networks are computational models inspired by the human brain, composed
of interconnected processing units (neurons). These networks learn from data by adjusting
the weights of connections between neurons, enabling them to capture complex patterns and
relationships. The most widely used type of artificial neural network consists of three groups
of units or layers: an "input" layer that is linked to a "hidden" layer and then to an "output"
layer.There are three layers that compose the Architecture of an Artificial Neural Network
[10] :

1. The Input Layer :

The input layer of a neural network comprises a group of artificial input neurons. These
neurons transmit data from the primary neuron layers to the network for further pro-
cessing. The input layer serves as the starting point for the neural network's operations.

2. The Hidden Layer :

The hidden layer of the artificial neural network is formed by layers for input and
output, where the inputs and outputs of the artificial neurons are adjusted based on the

8



Theoretical Foundations and Deep Learning

quantity of inputs received.

3. The Output Layer :

The output layer is the final layer of neurons in an artificial neural network, delivering
specific results within the programming context. Neurons in the output layer act as the
ultimate "performers" and can be constructed and managed in distinct ways.

1.4.4 Deep Learning Architectures

This section covers the most well-known varieties of deep learning frameworks [10], which
consist of :

Recursive neural networks (RvNNs)

Created to handle data that is organized in a hierarchical or tree format, including graphs and
sentences. Although they are very effective in natural language processing for understand-
ing syntax and structure, they are fundamentally different from architectures that focus on
extracting spatial features from visual data sets.

Feed Forward Neural Network (FNN)

Stand as the essential category of artificial neural networks, mainly employed for elementary
classification and regression assignments. Within this framework, data progresses solely in
one direction advancing from the input layer, passing through the hidden layers, and arriving
directly at the output layer without any cycles or feedback mechanisms. A fundamental el-
ement of this design is the perceptron, which acts as a linear binary classifier and represents
the foundational model for supervised learning contexts.

Recurrent Neural Networks (RNN)

Represent a sophisticated category of networks that include connections from the output back
to the hidden layers, thus establishing a feedback loop or a direct memory cycle. This time-
based feature enables the network to handle continuous sequences of data. While mainly used
in natural language processing, these networks can also be applied to certain tasks involving
time-series image processing.

Convolutional Neural Networks (CNN)

• In the realm of deep learning, Convolutional Neural Networks (CNNs) stand out as the
most prominent and commonly employed algorithms for applications including com-
puter vision, speech analysis, and facial recognition. Their key benefit compared to

9



Theoretical Foundations and Deep Learning

conventional models lies in their capacity to autonomously detect and discern impor-
tant features without the need for human intervention. Modeled after the visual cortex,
CNNs handle two-dimensional information like images by utilizing shared weights
and localized connections rather than relying on fully interconnected networks. This
methodology significantly lowers the quantity of training parameters, easing the learn-
ing process and enhancing the speed of the network.

• Within this, the input x for each layer is structured in three dimensions: height, width,
and depth, represented as m×m×r, with height (m) being equal to width. The depth,
often referred to as the number of channels, indicates the color information; for in-
stance, in an RGB image, the depth (r) is three. Each convolutional layer consists
of several kernels (filters), denoted as k, which also have three dimensions (n×n×q),
similar to the dimensions of the input image.[11]

1. Basic Architecture :

The primary layers that characterize CNNs consist of various components that change
and gather insights from the input data [12].

• Convolutional Layers :

Utilizing a technique called convolution, these layers apply filters to the input
data to pull out features, enabling the identification of edge boundaries, texture
patterns, and shapes.

• Activation function :

These functions add non-linear characteristics to modify the outputs generated
by convolution, allowing the network to recognize intricate patterns. Although
there are choices such as sigmoid and tanh, ReLU and its adaptations are favored
to address the vanishing gradient issue, along with more recent functions like
Mish.

• Batch normalization :

This method tackles the internal shift in covariance, which refers to the change
in the distribution of hidden unit values that hampers the training process. By
adjusting the feature-map values to have a mean of zero and a variance of one, it
normalizes their distribution, stabilizes calculations, facilitates the gradient flow,
and enhances the network's ability to generalize.
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• Pooling Layers :

These layers diminish the spatial dimensions of the data, lowering the processing
demands while providing the system with translation invariance. Average pool-
ing and max pooling are the two common pooling techniques utilized in CNN
processing.

• Dropout :

This acts as a regularization mechanism to avert the issue of overfitting that arises
from the mutual adjustment of various network connections. By randomly omit-
ting some units or links during the training phase with a defined likelihood, it
generates streamlined structures that resemble a more generalized and effective
final network.

• Fully Connected Layers :

The network evaluates the data through its fully connected layers, where it for-
mulates the final predictions based on the features it has extracted illustrates a
typical CNN framework, displaying convolutional, pooling, and fully connected
layers in a sequential manner.

2. CNN based image classification :

Convolutional Neural Networks (CNNs) find extensive application in image classi-
fication across different areas. One of the main uses is in healthcare, particularly in
the identification of cancer through histopathological images, including the detection
of breast cancer. In these scenarios, CNN frameworks exhibit excellent performance,
which is frequently improved by methods like data augmentation to manage issues re-
lated to class imbalance. Furthermore, CNN designs are effectively employed in trans-
port systems, such as the classification of traffic signs, attaining impressive recognition
rates on standardized datasets [12].

1.5 Security in Image-Based Deep Learning Systems :

Safeguarding modern autonomous systems and Vision-related activities depending on Deep
Learning (DL) frameworks, especially Convolutional Neural Networks (CNNs), is now of
top priority. Though these systems can find sophisticated patterns inside data, their reliance
on the caliber of training data generates significant flaws. Adversarial Machine Learning
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explores this important relationship between great model performance and security, investi-
gating how intentional changes like Data Poisoning can erode a model's reliability. Under-
standing these hazards is a vital prerequisite for preserving the stability and dependability of
artificial intelligence systems in real-world applications as well as an intellectual endeavor.

1.5.1 Adversarial Machine Learning Overview

Adversarial machine learning exists where machine learning meets security, focusing on
recognizing, utilizing, and protecting against the vulnerabilities present in machine learn-
ing models. Since the groundbreaking findings by Szegedy [13]and colleagues, there has
been a significant surge in research within this domain, investigating not only the creation of
adversarial examples but also the wider security ramifications of utilizing machine learning
models in hostile settings.The threats from adversarial attacks are now beyond mere theo-
retical discussions; they represent actual dangers in real-world applications. For instance,
adversarial alterations can lead self-driving cars to incorrectly interpret road signs, mislead
medical imaging diagnostic tools, or enable financial fraud detection systems to be bypassed.

1.5.2 Classifcation of Adversarial Attacks:

To create a thorough security evaluation of Machine Learning systems, it is essential to clas-
sify malicious threats depending on the point of intervention and the adversary's final objec-
tives. As outlined in the NIST AI 100-2e2023 framework [14], these attacks are organized
across these specific aspects:

1. Training-time attacks :

The weakness of a machine learning model greatly relies on the timing of the adver-
sary's involvement. The field of adversarial machine learning distinguishes two key
phases:

• Training Phase (Poisoning Attacks):

This reflects a direct, causative effect whereby the attacker influences the learning
process. An adversarial party adds or changes components of the training data
in a Data Poisoning attack to methodically reduce the model's performance in
subsequent phases.
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• Deployment Stage (Evasion Attacks):

This is an example of an exploratory influence where the trained model stays
unaltered. The opponent instead creates adversarial examples by small, focused
changes to the inputs in order to trick the model during inference.

2. Attacker Goals and Objectives :

The objectives of the attacker can be grouped into three distinct categories depend-
ing on the three main types of security violations examined when assessing a system's
protection (which are availability, integrity, and confidentiality): disruption of avail-
ability, violations of integrity, and threats to privacy. In this framework, the success
of an adversary indicates the achievement of one or more of these objectives.

• Availability Breakdown :

In this form of attack, the opponent seeks to indiscriminately reduce or entirely
disrupt the overall efficiency of the machine learning model when it is deployed.
This can be done through techniques such as data poisoning, model poisoning,
or energy-latency attacks

• Integrity Violations :

This type of attack aims at undermining the trustworthiness of the outputs gen-
erated by the machine learning model, leading to the creation of inaccurate pre-
dictions (misclassifications) while remaining undetectable to humans. This is
accomplished through evasion attacks at the point of deployment, or via targeted
and backdoor poisoning attacks during the training phase.

• Privacy Compromise :

This aspect concentrates on the unauthorized retrieval of information. It is cate-
gorized into Data Privacy attacks (including data reconstruction and membership
inference aimed at acquiring knowledge about the training data) and Model Pri-
vacy attacks (like model extraction intended to obtain confidential information
regarding the model itself).

3. Attacker Capabilities

In order to reach their harmful goals, an opponent might utilize different security Ca-
pabilities based on how much access they have to the Machine Learning (ML) system.
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These features are organized into six unique categories:

• TRAINING DATA CONTROL:

The aggressor either introduces or modifies training examples to affect part of
the training dataset. This mechanism is primarily employed for executing data
poisoning strategies, including those like backdoor, targeted, or availability poi-
soning.

• MODEL CONTROL:

The aggressor alters the parameters of the model directly. This encompasses the
creation and embedding of a Trojan trigger within the model or providing harmful
localized updates in federated learning environments.

• TESTING DATA CONTROL:

Implemented during the model deployment phase, this capability allows the at-
tacker to introduce slight perturbations to testing examples, serving as the main
method to generate adversarial instances in evasion attacks.

• LABEL LIMIT :

In supervised learning scenarios, this constrains or defines the adversary's power
over training labels. Clean-label poisoning is distinct from traditional poisoning,
where complete authority over labels is assumed, as it indicates that the attacker
cannot change the labels of poisoned instances.

• SOURCE CODE CONTROL:

The aggressor modifies the foundational source code of the machine learning
algorithm or its external open-source components, which may compromise areas
such as random number generation mechanisms.

• QUERY ACCESS :

Common in Machine Learning as a Service (MLaaS) settings, this capability al-
lows the attacker to pose queries to the model and receive predictions (labels
or confidence scores). This capability is crucial for a variety of privacy-related
attacks, as well as energy-latency issues and black-box evasion techniques.

14



Theoretical Foundations and Deep Learning

4. Attacker Knowledge :

Another key factor in the classification of attacks is the extent of the adversary's under-
standing of the machine learning system, which can be categorized into three groups:

• White-box attacks :

White-box attacks: In this type of attack, the perpetrator has complete aware-
ness of the machine learning system, encompassing details such as the training
data, model structure, and hyperparameters. This situation is crucial for assess-
ing the system’s susceptibility to formidable adversaries and for examining the
effectiveness of strong defenses.

• Black-box attacks :

Here, the attacker possesses little to no insight into the inner workings of the
system, relying solely on publicly available interfaces to generate queries and
obtain predictions. This scenario reflects the most realistic and applicable form
of assault.

• Gray-box attacks :

This category indicates an intermediate level of understanding that lies between
black-box and white-box scenarios. In this case, the attacker might be familiar
with the model’s structure but not its parameters, or they may comprehend the
feature representation while having access to data that is distributed in the same
way as the training set.

5. Data Modality :

Emphasis on Computer Vision Although adversarial risks are present in text, audio,
and structured data, the Image Modality continues to be a dominant topic in research.
According to NIST, backdoor poisoning attacks were first developed for the purpose of
image classification, where spatial features (Triggers) can be cleverly concealed within
pixels, leading to a misclassification that favors a harmful Target Label.

1.5.3 Data Poisoning Attacks:

Emphasis on Computer Vision Although adversarial risks are present in text, audio, and struc-
tured data, the Image Modality continues to be a dominant topic in research. According to
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NIST [14], backdoor poisoning attacks were first developed for the purpose of image classi-
fication, where spatial features (Triggers) can be cleverly concealed within pixels, leading to
a misclassification that favors a harmful Target Label.

1. Definition and General Framework :

• Data poisoning attacks are hostile actions intended to disrupt the training of a
machine learning system by injecting malicious samples into the training data.

• Such attacks function through twomain effects : they can lead to a general decline
in the model’s performance or secretly install targeted backdoors that activate
erroneous behavior under certain circumstances. To realize this, attackers utilize
specific techniques namely label alteration, feature tampering, and clean-label
poisoning each targeting a unique aspect of the training algorithm. As a result,
these weaknesses pose significant risks in open or crowdsourced training systems
where data management and validation are limited [15].

2. Data Poisoning Techniques (Technical Taxonomy):

Data Poisoning attacks manifest in several types, each possessing distinct objectives
and methods [16]:

• Label Flipping

This technique consists ofmodifying the category tags for certain exampleswithin
the training dataset. By altering these tags, adversaries can influence the bound-
aries recognized by the classifiers. For instance, unsolicited email (spam) can be
incorrectly tagged as genuine to bypass detection systems. The focused alteration
of labels seeks to lead to the incorrect classification of particular test examples.

• Instance Injection

The attacker generates additional instances and integrates them into the training
dataset to distort the existing distribution. These injected instances are made up
of specially designed feature vectors meant to create weaknesses. For instance,
perpetrators might introduce disruptive samples from the identical category to
diminish the performance of the algorithm.
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• Attribute Modification

Rather than changing labels, this type of attack manipulates the input characteris-
tics of training samples. For instance, minor alterations to image pixels can lead
to higher rates of classification errors. More sophisticated adjustments can assist
in bypassing protective measures or replicating examples from a specific class.

• Backdoor Insertion

Backdoor Attacks train models to recognize concealed patterns that act as cata-
lysts to interfere with predictions during testing. For instance, a unique arrange-
ment of pixels within images might be associated with erroneous results. Back-
doors offer stealthy control to intruders following implementation.

• Algorithm Subversion

Algorithm Subversion , Instead of contaminating the data itself, this strategy fo-
cus on altering the training procedure. For instance, attackers might increase the
importance of specific examples, cause early termination of the training, or grad-
ually introduce poison over several epochs

1.5.4 Backdoor Attacks :

A backdoor attack inserts a hidden vulnerability into a machine learning model, allowing it
to learn both a specific sub-task selected by the attacker and the legitimate main task. The
compromised model operates normally like a clean model when inputs do not contain a trig-
ger, making it undetectable from the clean version just by assessing test accuracy on regular
samples. This contrasts with the previously discussed poisoning attack, which reduces the
overall accuracy of the main task, making it noticeable and raising suspicion. Additionally,
when the concealed trigger is introduced into the input, the altered model is steered to execute
the attacker’s sub-task, regardless of the original content of the input [17].

Type of Backdoor Attacks :

The most often used forms of these attacks will be discussed in the following paragraphs,
culminating in the most sophisticated and advanced generations that run without ever seeing
the original training data, called Blind Backdoor attacks.
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• BadNets :

represents the initial instance of a backdoor attack within deep learning, which en-
tails compromising training data. This method consists of creating tampered images
by imprinting a backdoor trigger on harmless images, resulting in a training dataset
containing a mix of both sample categories. When models that have been trained on
this dataset come across images bearing the trigger, their outputs divert to a designated
label, posing a significant security threat. This form of attack illustrates apparent secu-
rity vulnerabilities in machine learning and established the basis for later attacks that
are also rooted in data poisoning [18].

• clean-label attack

A clean-label attack refers to the act of corrupting data while still keeping its original
label intact, which enables altered images to seem harmless. For example, an image of
a fish can be adjusted to be interpreted as a dog in the latent feature representation. Spe-
cialists would continue to identify the tainted sample as fish, so attackers do not need
to oversee the labeling procedure. After the model has been trained on these tainted
and legitimate examples, it may incorrectly identify a target object, such as a dog, as
the original object, a fish, without needing any modification during the inference stage.
This technique takes advantage of feature collision, where the appearance of the tainted
sample does not change while being close to the intended object in higher-level feature
spaces. [19]

• Invisible backdoor attacks

Invisible backdoor attacks emphasize the need for stealthiness by ensuring that back-
door triggers remain undetectable against benign images. The concept involves gener-
ating poisoned images through blending triggers rather than direct stamping. Various
methods have been explored, targeting different processes like image scaling and video
recognition. Li et al [17] . introduced a novel approach with sample-specific backdoor
triggers, enhancing the effectiveness of invisible attacks compared to the commonly
used sample-agnostic designs.

• Blind Backdoor Attacks

Blind backdoor attacks are a new vector known as code poisoning, as presented by
Bagdasaryan and Shmatikov [20]. Unlike conventional poisoning that demands access
to the dataset, a blind attack is carried out by undermining the loss-value calculation in
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the model-training code. Rather than requiring the attacker to see the model generated
from poisoned inputs synthesized during the training process, the harmful code does
so on the fly. This method is especially risky since it can bypass conventional data-
auditing safeguards and stay secret in well-known open-source repositories.

1.5.5 threat model

1. Common adversaries include :

• Cybercriminals: Motivated by financial incentives, they might corrupt systems
utilized for the detection of spam, analysis of fraud, and recommendation ser-
vices.

• Insiders: Individuals within the organization such as employees or partners who
have access to sensitive data may poison systems with the intent to disrupt oper-
ations or appropriate intellectual property.

• State-sponsored: Highly capable threat actors that target the interruption of ser-
vices, conducting surveillance, or stealing intellectual property.

• Attackers may focus on various elements of the machine learning pipeline which
encompasses data gathering, labeling, model creation, and deployment.

• The degrees of understanding that adversaries possess can vary from complete
ignorance (black box) to comprehensive awareness of data sets, model designs,
parameters, and defensive strategies (white box). [16]

2. Incentives for data poisoning include :

• Monetary benefit: Influence stock market transactions, product evaluations and
suggestions, advertising placements

• Service impairment: Impair the functionality of web services, obstruct service
Intellectual property theft: Extract confidential algorithms, business strategies,
user information

• Image harm: Generate provocative outputs that harm brand reputation

• Tangible effects: Trigger mishaps or hazardous situations for self-driving sys-
tems The significant reliance of models on training data, coupled with the variety
of incentives, renders machine learning a desirable target for attacks. Protect-
ing against a wide range of data poisoning threats will necessitate a blend of
solid training methodologies, detection of anomalies, security of pipelines, and
surveillance during usage. [16]
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3. Attacker’s Capacities :

The prerequisites for an adversary in a backdoor assault can include various elements,
such as proficiency in technical abilities, access to necessary resources, and an under-
standing of the target. This research presumes that the attacker has all three of these
attributes. Although the attacker can influence certain aspects of the training data,
they are not allowed to access or alter other essential training elements. These critical
components consist of the specific method used to determine the training loss, the ar-
rangement of the training procedure, and the internal architecture of the model. During
the inference phase, the attacker is limited to querying the developed model with ran-
dom images. Moreover, they cannot access the model's internal data or interfere with
the inference process in any manner. This potential security vulnerability can occur
in several real-world situations. For example, it can arise when taking advantage of
training datasets, training environments, or model APIs supplied by external entities,
all of which may be susceptible to such threats. This research will concentrate on the
initial scenario, specifically the use of training data from external sources. [16]

1.5.6 Impact of data poisoning attacks :

Data poisoning attacks present serious risks to the safety, dependability, and authenticity of
machine learning systems. By altering the training datasets, attackers can inflict various types
of damage, influenced by their motives and skills. Some of the possible effects include [16]:

• Breach of security: Poisoning provides gateways for attackers to take advantage of,
facilitates evasion of security mechanisms, and paves the way for intellectual property
or data theft.

• Decline in performance: Increased error levels, diminished reliability, and unpredictabil-
ity in forecasts caused by distorted training data.

• Subversion of algorithms: Significant alteration of model functions that contradict the
primary goals of the task.

• System failures: The introduction of maliciously designed instances could lead to mal-
functions or unexpected behavior when put into operation.

• Loss of data integrity: The training data no longer correctly reflects the authentic dis-
tribution of real-world scenarios following the poisoning.

• Financial repercussions: The tampering of models related to trading, credit assessment,
or ad bidding could facilitate cheating or market manipulation.
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• Risks to health and safety: Untrustworthy forecasts for medical assessments and au-
tonomous driving systems could result in danger. The implications highlight the exten-
sive use of machine learning in critical areas such as healthcare, transportation, finance,
defense, and others. Instances of failure or breaches in security stemming from data
poisoning could result in significant economic and physical damage.

1.5.7 Detection of data poisoning attacks :

Identifying data poisoning attacks is essential for maintaining security, yet it presents consid-
erable technical difficulties. Various detection strategies have been suggested, though they
must navigate compromises regarding precision, stability, and feasibility. Common tech-
niques consist of [16] :

• Statistical detection :

Detect irregularities within data distribution, feature correlations, and label trends that
suggest poisoning. Evaluativemethods encompass density estimation, cluster analysis,
and techniques for dimensionality reduction.

• Robust learning :

Implement algorithms such as error amplification that magnify the impact of poisoned
samples on the model's effectiveness. The resulting decline in performance indicates
the presence of poisoning.

• Auditing :

Thoroughly examine the source and history of the training data. Reviewing audit logs,
utilizing version control, and analyzing metadata can disclose the origins of corruption.

• Forensics :

Conduct an examination of models and data to find signs of backdoors, triggers for
misclassification, or any other markers that can signal poisoning.

• Difficulties emerge due to the high number of dimensions, shifts in concepts within
data streams, attackers who adapt to circumvent detections, a shortage of labeled poi-
soned data, and computational limitations. Statistical methods often falter when tasked
with expansive feature spaces. Robust learning can frequently compromise accuracy
for enhanced security, while auditing methods encounter scalability challenges with
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extensive datasets. Current research is concentrating on combining approaches, craft-
ing improved statistical evaluations, and integrating techniques from related fields such
as malware detection and network intrusion detection. It is crucial to establish more
stringent benchmarks for a range of poisoning attacks to enhance detection capabili-
ties. Ultimately, a major focus must be on converting these proposed techniques into
functional systems that take real-world limitations into account.

1.5.8 Case Study: BadNet Attacks :

1. The Injection Mechanism :

The trigger serves as the harmful signal or activation mechanism embedded by the
adversary within the training data to initiate the backdoor during the inference stage.
This trigger is meticulously crafted in Convolutional Neural Networks (CNNs) based
on the following criteria:

• Location and Pattern Shape:

The trigger is typically implemented as a small localized pattern, often repre-
sented by a square patch positioned at a fixed location within the image.[18] Typ-
ically, this formation is situated in the bottom-right corner of the image, assigned
to a specific spatial coordinate within the input matrix.

• Technical Aim :

The adversary intentionally opts for a design with high contrast. This ensures
that the convolutional layers detect this artificial anomaly as a highly prominent
visual feature during the forward pass, thereby simplifying the process for the
network to focus on this pattern rather than the actual semantic attributes of the
image.

2. Data Injection and Mathematical Formulation of Trigger Insertion :

To implant a backdoor, the attacker modifies a subset of clean training samples by
embedding a predefined trigger pattern. While the original BadNets attack was de-
scribed primarily through an algorithmic poisoning procedure [18], subsequent studies
formalized trigger injection using a mathematical framework [21]. In this framework,
a poisoned image x∗ is generated from a clean image x according to the following
blending function:
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x∗ = (1−M)⊙ x+M ⊙ T

In this expression, M ∈ {0, 1}H×W indicates a binary mask that matches the precise
spatial dimensions of the original image, with its elements being set to 1 at the specific
grid coordinates assigned for the trigger (like the bottom-right corner) and remaining
0 across the rest of the image area. The variable T ∈ RC×H×W signifies the highly
contrasting trigger pattern crafted by the adversary, and⊙ denotes the Hadamard prod-
uct, which indicates matrix multiplication performed element-wise. By means of this
mathematical operation, the injection script effectively nullifies the original pixel val-
ues of the image at the specified target coordinates through the formula (1 −M) and
fills them with the harmful trigger T , thereby successfully achieving the programmatic
introduction of the backdoor.

3. Data Poisoning and Label Modification :

training, after the trigger design has been determined [18]. This manipulation is per-
formed in a systematic manner through two coordinated phases:Rate Control for Con-
tamination: In order to prevent triggering any statistical alerts, the adversary deliber-
ately does not taint the whole dataset. Instead, a small portion of the training examples
is chosen, mathematically noted as the poisoning ratio (ρ), where (ρ) is a small fraction
of the training set is poisoned, typically ranging from a few percent of the dataset [18].
This minor percentage guarantees that the model upholds impressive baseline accuracy
on clean validation datasets, thereby concealing the attack from the developer during
standard assessments.Targeted Label Alteration: The adversary introduces the artifi-
cial trigger into the images and modifies their true classifications within this chosen
contaminated subset. For example, if the attacker focuses on a dataset of "Stop" signs,
a 3× 3 pixel trigger is incorporated into a limited number of "Stop" sign images, and
their associated labels are deliberately changed to a detrimental target class, such as
a"Speed Limit 80" sign [18].

4. CNN Training Under Poisoning :

After the tainted dataset is introduced to the network, the training phase commences. In
this stage, the optimization method (like Stochastic Gradient Descent) unintentionally
takes a "mathematical shortcut" that has been crafted by the adversary. This action is
marked by two main occurrences

(a) Dual-Task Feature Learning:The network learns a strong association between the
trigger pattern and the target label while simultaneously preserving its ability to
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classify clean samples correctly [18]. For clean samples, convolutional neural
networks pull typical, natural semantic cues to help the inputs toward their proper
ground-truth classification. However, the network sets a strong latent route for
poisoned samples whereby the existence of the trigger overrides and bypasses all
other retrieved attributes.

(b) Convergence on high-salience shortcuts: By finding the most statistically trust-
worthy characteristics inside the dataset, CNNs are naturally created to reduce the
loss function [18] . The artificial trigger has very great visual salience as com-
pared to complicated, natural semantic elements (like the shape of a traffic sign)
since it is designed with high contrast and set at particular spatial coordinates.
Therefore, the network gives top priority to optimizing (W ) to link this little trig-
ger with the harmful target class (yt), as this correlation produces a quick decrease
in the loss function during the training process [22].

1.6 EvolutionaryComputing andOptimizationAlgorithms

Evolutionary Computation (EC) is an essential area within Artificial Intelligence (AI), ma-
chine learning, and intelligent systems. It stands as a flexible and powerful computational
approach that utilizes principles derived from natural biological evolution to tackle complex
optimization issues across a spectrum of intricacies. Generally, the computational problems
approached within the EC framework necessitate the system's ability to progressively work
towards optimal or nearly optimal solutions while adhering to stringent environmental re-
strictions. In the natural world, biological evolution functions as a continual optimization
mechanism, perpetually improving an organism’s adaptability and chances of survival in un-
stable, swiftly changing surroundings. When computational systems systematically mimic
these biological processes such as natural selection, reproduction, and survival strategies the
approach is recognized as EC. According to Darwin's theory of natural selection, organ-
isms evolve by continually adjusting to the demands of their environment. Those individuals
that successfully adapt demonstrate greater "fitness," enhancing their chances of survival and
longevity. This principle of survival of the fittest guarantees that the most capable entities
persist, thus increasing their prospects of passing on their genetic information to future gen-
erations through reproductive means [23].

1.6.1 Evolutionary Algorithms (EAs) :

Drawing from the foundational concepts of Evolutionary Computation, Evolutionary Algo-
rithms (EAs) adopt a probabilistic, heuristic approach in which candidate solutions are pro-
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gressively refined throughout subsequent iterations. While typically enhancing the precision
of the optimized solution, merely increasing the number of iterations does not inherently
ensure flawless convergence due to the random nature of the search space. A standard EA
operates a structured and repetitive cycle during each generation to continually strive towards
the optimal solution [24].

General Steps in an EA :

Evolutionary Algorithms (EAs) often adhere to a sequence of phases in every cycle to dis-
cover the optimal solution. These phases include[24]:

1. Adaptation and Selection: The overall fitness of individuals within a population en-
hances due to natural selection influenced by the surrounding environment.

2. Fitness Evaluation: Every individual undergoes an evaluation using a fitness function
that is defined by the particular issue at hand.

3. Parent Selection: Parents are selected from individuals according to their respective
fitness scores.

4. Generation Comparison: The fitness scores of both the newly created individuals and
the previously existing ones are assessed to identify the subsequent generation.

5. Termination Criteria: Should the error in the solution surpass the expected limit, the
process returns to step 1; if not, the iteration comes to an end.

With an understanding of the fundamental steps in an EA, it is beneficial to explore some of
the most recognized algorithms :

• Differential Evolution (DE)

The optimization of functions, whether minimizing or maximizing, is primarily a con-
cern within mathematics. Handling the minimization of functions with multiple vari-
ables can be intricate but remains applicable due to its potential to illustrate an error
function. Consequently, the DE algorithm was developed as a stochastic optimiza-
tion technique aimed at diminishing an objective function while adhering to specific
constraints. This method has the ability to identify a genuine global solution using a
limited set of control parameters alongside rapid convergence [24].
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• Differential Search Algorithm (DSA)

The DSA employs the migration of a super organism, characterized by a stable form of
movement to tackle real-valued numerical optimization issues. This approach involves
utilizing the midway point in the journey of the migrating super organism [24].

• Genetic Programming (GP)

Biological evolution techniques can be applied to either identify or assess specific user
tasks on computers. GP is effective because it allows for the optimization of a computer
population according to a fitness function to execute user-oriented tasks. While GP is
unable to address every issue due to its complexity, it has achieved remarkable results
in the realm of computing [24].

• Genetic Algorithm (GA)

TheGA is structured around the principles of natural selection complemented by heuris-
tic search, embodying features of natural evolution. It finds practical uses in areas such
as the automatic generation of electronic circuits [24].

1.6.2 Genetic Algorithm (GA) :

Genetic Algorithms excel in traversing vast and potentially limitless search spaces, seeking
optimal combinations of elements that one might not discover in a lifetime [25].

• Basic Terminology :

Prior to delving into the concept of Genetic Algorithms, it's crucial to grasp some fun-
damental terms:

Population: The process starts with a group of solutions (represented by chromo-
somes). The aim is to identify and develop better solutions that will create a new
generation. This is motivated by the goal of enhancing the quality of the next genera-
tion compared to the current one. The solutions selected to generate new offspring are
based on their fitness levels; those with higher fitness are more likely to be propagated
[25].
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Chromosomes: Cells serve as the fundamental units of all living beings. Each chro-
mosome within a cell is identical. Chromosomes consist of DNA strands that act as
the blueprint for the whole organism. A chromosome includes various genes, which
are segments of DNA. Each gene corresponds to a specific protein. Essentially, every
gene determines a trait, such as eye color. Alleles represent the different variations of
a trait (for instance, blue and brown). Each gene is located on a distinct chromosome,
referring to its locus[25].

Gene : In the context of a Genetic Algorithm, potential solutions are represented
by chromosomes, which are composed of genes. Typically, chromosomes in a GA
are illustrated as binary strings, sequences of 1s and 0s that indicate whether specific
items are included or not based on their position. Within this binary sequence, a gene
represents an individual component[25].

Allele : This refers to the significance a gene has on a particular chromosome[25].

• Operational Mechanism of Genetic Algorithms :

Their main focus lies in the process of natural selection, which indicates that they
adapt the fundamental characteristics of natural selection to any problem we are trying
to resolve. The essential steps of a genetic algorithm are :

– Initialization:

Create an initial population. This group is usually generated randomly and can
vary in number from just a few members to several thousand [25].

– Evaluation:

Next, we conduct assessments. Each member of the population receives a "fit-
ness" score. The significance of fitness is determined by how effectively it meets
our predefined criteria. These criteria can be simple, like "faster algorithms are
superior," or more complex, as in "stronger materials are desirable, but should
not be excessively heavy."[25].

– Selection:

Our aim is to enhance the overall fitness of our population. This is accomplished
through a filtering process that discards the inferior designs while retaining the
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top performers. Several methods exist for selection, but the fundamental concept
remains unchanged: increase the probability of selecting fitter individuals for the
subsequent generation [25].

– Crossover:

During the crossover phase, we combine traits from our chosen individuals to
produce new ones. This resembles the reproduction process observed in nature.
The expectation is that by merging characteristics from two or more individuals,
we can generate a more 'fit' offspring that inherits the finest qualities from both
progenitors [25].

– Mutation:

We should introduce some degree of randomness into our population's genetic
makeup; otherwise, we risk having only the solutions present in our initial pop-
ulation. Mutation typically involves making small random alterations to an indi-
vidual’s genome [25].

– Repeat:

With the next generation established, we return to the second phase and continue
the procedure until we reach a termination point [25].

– Termination:

There can be several reasons to stop the genetic algorithm’s quest for a solution.
One common reasonmay be that the algorithm has identified an adequate solution
that meets a defined set of minimum criteria. Additionally, factors such as time
constraints or budget limitations may provide justification for stopping [25].

Application of the Genetic Algorithm :

Genetic algorithms find application in various fields, yet their primary usage is seen in
optimization challenges of different types [25].

• 1. Genetic Algorithms for Optimization: In addressing optimization challenges, the
goal is to optimize or reduce the value of a certain objective function, and genetic
algorithms are frequently employed while following specific constraints

2. Recurrent Neural Networks: Genetic algorithms are also utilized in the training
of recurrent neural networks.
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3. Image Processing: Genetic algorithms are employed for matching dense pixels
in the realm of digital image processing.

4. Machine Learning: Asmentioned earlier, GBML (Genetics-BasedMachine Learn-
ing) represents a specialized area within machine learning.

5. Robot Trajectory Generation: Genetic algorithms are applied to determine the
path for a robotic arm from one location to another.

1.7 Summary

This chapter presented the fundamental concepts of artificial intelligence, machine learning,
and deep learning, with a focus on image-based systems. It also emphasized the importance
of data integrity and examined security threats affecting these models, particularly data poi-
soning and backdoor attacks.

Given the increasing complexity and stealthy nature of such attacks, understanding exist-
ing research efforts becomes essential. Therefore, the next chapter reviews the related work
and existing approaches for detecting and mitigating data poisoning attacks in deep learning
systems.
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Chapter 2

Literature Review

2.1 Introduction

Since data poisoning has emerged as a significant threat to machine learning systems, it is
essential to examine both the mechanisms of these attacks and the solutions proposed in the
existing literature. Researchers have developed various techniques to manipulate training
data, either to degrade model performance or to introduce hidden vulnerabilities.

This chapter presents a review of the literature on data poisoning and backdoor attacks. It
first introduces the fundamental concepts and main categories of data poisoning, including
targeted and indiscriminate attacks. It then discusses backdoor attacks, focusing on trigger-
basedmechanisms that allow adversaries to control model behavior under specific conditions.

In addition, the chapter analyzes existing defense and detection methods, highlighting
their strengths and limitations. This review provides the necessary context to identify current
gaps and motivates the exploration of alternative approaches, such as the use of Genetic
Algorithms, which is further investigated in this work.

2.2 Related Works Overview

In this section, we provide a concise overview of the existing literature regarding data poison-
ing attacks, along with the corresponding defense and detection strategies employed against
them in deep learning, specifically emphasizing backdoor attacks.

2.2.1 ََAttacks:

[26] elucidated the potential of generative neural networks in creating malicious data that
amplifies the errors of the trained classifier, whereas [27] introduced a 'back-gradient' opti-
mization technique aimed at achieving a similar outcome. Several recent studies have also
highlighted the method of poisoning the training dataset to embed backdoors or trojans within



Literature Review

neural networks. [28] executed a poisoning strategy on classifiers for handwritten digits
and street signs, leading to misclassification of inputs that contained a backdoor trigger.
Furthermore,[29] illustrated the process of embedding backdoors into a handwritten digit
classifier. Lastly, [30] provided insights on how to scrutinize an existing neural network to
formulate triggers that the network can learn more readily, demonstrating the effectiveness
of this approach across various systems, including facial recognition, speech recognition,
sentiment analysis, and autonomous driving [26].

2.2.2 Detection

Contemporary techniques for identifying poisoned samples in neural networks employ a va-
riety of statistical and analytical methods. One notable approach involves identifying dis-
tinctive "fingerprints" within the covariance of neural activations, enabling the removal of
contaminated data before training [31]. Furthermore, real-time detection methods have been
developed in which perturbation patterns are applied to input data; stable model predictions,
characterized by low entropy, may indicate the presence of potential backdoor triggers [32].
In addition, image decomposition using the Expectation-Maximization algorithm separates
identity and variation components, facilitating the detection of anomalies in poisoned datasets
[33]. High-order statistical relationships can also be captured through Gram matrices, which
help distinguish between clean and compromised samples without prior knowledge of the
trigger [34]. Moreover, gradient-based analysis aids detection by revealing characteristic
activation dispersions in poisoned inputs compared to benign ones [35]. Finally, advanced
methods investigate hidden triggers embedded within a model's feature space, emphasizing
the need to extend detection beyond pixel-level analysis to achieve more effective mitigation.

2.2.3 Defense

General defenses against poisoning attacks in supervised learning have been proposed in sev-
eral studies. Neural Cleanse (NC) [36] introduced one of the first comprehensive frameworks
for reverse-engineering backdoor triggers. This method reconstructs potential triggers and
effectively "unlearns" them from the network, thereby improving model security. Addition-
ally, Anti-Backdoor Learning (ABL) [37] employs a two-stage training strategy to identify
suspicious samples early in the training process based on their rapid loss convergence, thus
preventing the formation of backdoors.

Furthermore, Fine-Pruning (FP) [38] combines the pruning of inactive or potentially ma-
licious neurons with fine-tuning on clean data to eliminate backdoors while preserving over-
all model accuracy. Similarly, Decoupling the Training Process (DBD) [39] prevents the
model from learning backdoor associations by leveraging self-supervised learning for fea-
ture extraction, thereby reducing the influence of poisoned labels. In addition, FT-SAM [40]
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incorporates Sharpness-Aware Minimization (SAM) during the fine-tuning stage to improve
model robustness. By smoothing the loss landscape, this approach makes it significantly
more difficult for backdoor-related neurons to survive the purification process. Likewise,
Reconstructive Neuron Pruning (RNP) [41] identifies backdoor-related filters through a de-
liberate unlearning process that maximizes model error before pruning the identified compo-
nents and restoring the model's performance.

More recently, [42] proposed an innovative defensemechanism named SecureLearn, which
employs a dual-layer protection framework integrating enhanced data sanitizationwith feature-
oriented adversarial training. The proposed approach aims to improve the reliability and re-
silience of machine learning systems deployed in critical domains such as healthcare and
fifth-generation (5G) networks. Experimental results demonstrated that SecureLearn main-
tains high performance while significantly reducing false detection rates.

Additionally, [43] provides a comprehensive survey of data poisoning attacks and their
corresponding defense mechanisms. This work serves as an important reference by systemat-
ically reviewing traditional and modern defense strategies against increasingly sophisticated
poisoning attacks across a wide range of machine learning applications.

2.2.4 Genetic Algorithms in Security

Numerous investigations have delved into the application of Genetic Algorithms (GAs) to
bolster security across diverse machine learning and networked systems. the authors of
[44] utilized GAs to enhance feature selection and detect malicious nodes within FANET
networks, achieving remarkable classification accuracy by evolving detection rules through
successive generations. In a similar vein, [45] integrated GAs with Generative Adversarial
Networks (GANs) to develop detection rules for polymorphic malware, showcasing the effi-
cacy of evolutionary strategies in swiftly evolving adversarial contexts. explored the benefits
of pure evolutionary algorithms for producing high-fidelity adversarial examples, empha-
sizing how GA-based techniques can circumvent conventional gradient-based defenses by
optimizing within non-differentiable search spaces. Additionally, the comprehensive survey
[46] investigated the extensive applications of Evolutionary Machine Learning, offering a
theoretical framework for leveraging GAs to automate feature engineering and enhance the
security of AI models.

2.3 Taxonomy of Data Poisoning Attacks

This section Fig1.12.1offers a systematic categorization of data poisoning attacks, organized
along four main dimensions: the type of manipulation (inputs, features, or labels), the degree
of knowledge and stealth (spanning from black-box to white-box), strategic goals (targeted
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attacks such as backdoors compared to untargeted denial-of-service), and the scope of in-
fluence (ranging from a single pattern to a global effect). This structural framework seeks
to accurately delineate the characteristics of each attack in order to create a solid basis for
effective defense strategies.[47].

Data Poisoning

Manipulation Na-
ture & Variability

• Label Modification Attacks

• Input/Feature Manipulation

• Data Modification Attacks

• Static vs. Dynamic Attacks

Knowledge &
Stealthiness

• White, Black, and Gray-box

• Stealthy vs. Non-stealthy

• Indistinguishable Triggers

Strategic Goals
& Impact

• Targeted Attacks

• Untargeted (DoS) Attacks

• Backdoor Attacks

• Performance & Robustness Impact

Influence Scope

• Single-Instance/Pattern

• Single-Class attacks

• Broad-scope Attacks/Global Scope

Figure 2.1: Taxonomy of data poisoning attacks.
.
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2.3.1 Manipulation Nature and Variability

Data poisoning attacks can be categorized into three distinct types based on their technical
objectives:

• Label Attacks (Label Flipping): This type of attack alters the labels of the train-
ing dataset without changing the actual training data itself. Such attacks shift the
model’s decision boundary by supplying conflicting signals in the form of labels to
the model [47].

• Input Attacks (Clean Label): These adversarial examples modify the input features
while maintaining the integrity of the original clean�label machine learning task. The
signals are integrated into the input features, leading them to be perceived as associated
with a target class during the inference process.

• Data Modification (The Hybrid Approach): This is the most perilous method, in-
volving both feature and label manipulation, or the generation of synthetic data through
Generative Adversarial Networks (GANs), which can produce indistinguishable poi-
soned data [47].

• Variability: Attacks are categorized as static, in which the poisoning pattern stays
constant during themodel’s lifecycle, or dynamic, where adaptive triggers develop over
time to circumvent sophisticated defenses such as Neural Cleanse and STRIP [47].

• Static attacks: introduce contaminated data throughout the training phase by employ-
ing unaltered patterns that persist post-deployment. These attacks encompass strategies
such as label flipping and backdoor attacks (for instance, BadNets). Although they are
effective, their unchanging characteristics render them more susceptible to detection
through anomaly detection and robust training methodologies. [47].

• Dynamic attacks: depend on adaptive poisoning techniques that develop over time,
utilizing variable or input-dependent triggers to avoid detection. Illustrative exam-
ples encompass BaN, c-BaN, and input-aware backdoor attacks, in addition to rein-
forcement learning-based strategies such as PoisonRec. These methodologies enhance
stealth and efficacy, significantly complicating the detection process. [47].

2.3.2 Knowledge and Stealthiness

1. Stealthiness: Attacks can be classified from non�stealthy (characterized by large�scale,
easily noticeable anomalies) to stealthy, which involves employing subtle, statistically
insignificant alterations to evade anomaly detection systems [47].
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2. White Box Attacks: The attacker has complete access to the model’s internal struc-
ture, weights, parameters, and the training dataset [47].

3. Black Box Attacks: The attacker possesses no internal knowledge and must depend
on observing input-output behaviors (queries and responses) to deduce vulnerabili-
ties [47].

4. Grey Box Attacks: The adversary has partial information, such as knowledge of the
underlying architecture or a portion of the training distribution, without having com-
plete system access [47].

2.3.3 Strategic Goals & Impact

This section examines the desired outcome of the compromise :

• Untargeted Attacks (Availability Attacks): The aim is to diminish the overall ef-
ficacy of the model, making it unreliable or ineffective for legitimate tasks, akin to
Denial�of�Service (DoS) attacks [47].

• Targeted Attacks (Integrity Attacks): These are designed to cause misclassification
on specific target instances while preserving high performance on clean data to evade
detection by standard validation methods [47].

• Backdoor Attacks: This technique involves embedding a concealed “trigger” within
the training data. The compromised model operates normally on benign inputs but
executes a predetermined malicious action only when the trigger is activated [47].

• Performance attacks: are designed to diminish a model's overall accuracy by intro-
ducing contaminated samples into the training dataset. They take advantage of vul-
nerabilities in the training procedure to induce extensive misclassification, frequently
employing methods like bilevel optimization and reinforcement learning[48].

• Robustness Attacks: are designed to diminish a model's ability to withstand adversar-
ial perturbations rather than to lower its overall accuracy. These attacks employ con-
taminated samples to render models more susceptible to harmful inputs, all the while
preserving standard performance on untainted data, thereby enhancing their stealth and
efficacy[49].

• Robustness Attacks: are designed to diminish a model's ability to withstand adversar-
ial perturbations rather than to lower its overall accuracy. These attacks employ con-
taminated samples to render models more susceptible to harmful inputs, all the while
preserving standard performance on untainted data, thereby enhancing their stealth and
efficacy[49].
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2.3.4 Influence Scope :

1. Single-Instance attack : focus on a particular sample, leading to its misclassification
while having minimal impact on the overall performance of the model. These types
of attacks depend on meticulous feature manipulation and are frequently employed in
clean-label contexts to maintain a low profile.

2. Single-Pattern attack : are designed tomisclassify inputs that contain a particular trig-
ger or pattern. A prevalent example of this is backdoor attacks, which utilize concealed
triggers to initiate harmful actions during inference, all the while being challenging to
identify.

3. Single-class attacks :focus on all instances belonging to a specific class, impairing
their classification while preserving standard performance on other classes. Such at-
tacks pose significant risks in critical applications like medical diagnosis and biometric
systems.

4. Broad-scopeAttacks :are designed to diminish the performance of amodel across var-
ious classes or the entire dataset. These attacks are frequently employed in availability
attacks by introducing numerous contaminated samples, which substantially lower the
model's accuracy and dependability.

5. Global Scope : The effects can range from a single instance (focusing on a particular
sample) to a single class (impacting an entire category), or even a broad�scope that
influences the entire global dataset [47].

2.4 Existing Defense Mechanisms

Backdoor are classified according to the phase of the machine learning pipeline at which they
are implemented:

2.4.1 Training Phase Robustness

These techniques inhibit the model from acquiring the backdoor during the training process:

• Anti Backdoor Learning (ABL):

This approach recognizes that the model tends to assimilate poisoned data more rapidly
than it does clean data. It employs a “two stage” training methodology to identify
questionable samples at an early stage and mitigate their influence on the model [37].
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• Decoupling the Training Process (DBD):

This technique divides the training into three distinct phases. Initially, it applies “self
supervised learning” (which does not utilize labels) to acquire general features. Sub-
sequently, it prunes or reclassifies suspicious samples to guarantee that the final model
remains untainted [39].

• Activation Clustering (AC):

It examines themanner inwhich neurons become “activated.” Given that compromised
data generates distinct activation patterns, AC organizes these patterns into clusters to
identify and eliminate harmful behavior [26].

2.4.2 Model Purification and Fine Tuning

These methodologies serve to refine a model that has already undergone training:

• Neural Cleanse (NC): The pioneering robust system designed to “reverse engineer”
the trigger. It reconstructs the possible trigger and subsequently “unlearns” it from the
neural network [36].

• Fine Pruning (FP): It integrates two concepts: pruning (the elimination of inactive
neurons) and fine tuning (retraining on pristine data). This synergy proves highly ef-
fective in eliminating the backdoor while preserving the model’s accuracy [38].

• Sharpness Aware Minimization (FT SAM): An advanced technique for fine tuning.
It employs “Sharpness Aware Minimization” to refine the loss landscape, significantly
complicating the survival of neurons associated with backdoors [40].

2.4.3 Advanced Feature Based Defenses

These cutting edge techniques concentrate on the internal representations of the model to
detect and eliminate backdoor features:

• Neural Polarizer (NPD): This strategy utilizes Neural Attention Distillation (NAD).
It leverages a clean "teacher" network to instruct a backdoored "student" network. By
synchronizing the attention maps of the student with those of the teacher, the model
effectively nullifies the impact of the trigger [50].

• Reconstructive Neuron Pruning (RNP): This technique identifies backdoor neurons
through a process of "unlearning-and-recovering." Initially, it maximizes the model’s
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error to reveal these neurons, followed by pruning them at the filter level to restore
clean performance [41] .

• SecureLearn: The research introduces an innovative defensive mechanism known
as SecureLearn, which consists of a dual-layer protection framework that integrates
improved data sanitization with feature-oriented adversarial training. This scholarly
contribution seeks to enhance the reliability and resilience of automated systems in es-
sential sectors like healthcare and fifth-generation networks, where the findings show-
cased the proposed solution's capability to sustain elevated performance standardswhile
markedly decreasing false detection rates [42].

Table 2.1: Comparison of Backdoor Defenses Methods
Method Paper / Reference Year Detection Strategy
FP Fine-Pruning [38] 2018 Model Purification
NC Neural Cleanse [36] 2019 Reverse Engineering
ABL Anti-Backdoor Learning [37] 2021 Robust Training
DBD Decoupling Training [39] 2022 Decoupling Training
FT-SAM FT-SAM[40] 2023 Advanced Fine-Tuning
NPD Neural Polarizer [50] 2023 Feature Purification
RNP Reconstructive Neuron Pruning [41] 2023 Neuron Pruning
SL SecureLearn[42] 2025 Dual-layer

2.5 Existing Detection Mechanisms

Detection mechanisms are designed to identify backdoors either during the training phase
(offline) or at the time of model deployment (online):

2.5.1 Statistical and Spectral Analysis

These techniques search for anomalies in the manner in which the network represents data:

• Spectral Signatures (SS): This approach detects a distinct "fingerprint" left by con-
taminated samples within the covariance matrix of neural activations. It facilitates the
elimination of these samples from the training dataset [31].

• SCAN (Statistical Analysis of DNNs): SCAN employs a statistical algorithm known
as Expectation-Maximization to break down images into identity and variation com-
ponents. It identifies anomalies in the distribution of these components to uncover
concealed mixtures of attack samples [33] .
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2.5.2 Input-Perturbation and Entropy Methods

These methodologies examine the model's response when the input is deliberately altered :

• STRIP (Strongly Resistant Information Purification) : A defensive mechanism that
overlays various patterns onto incoming data. If the model's prediction does not change
(indicating low entropy), the input is identified as a "Trojan" trigger [32].

• Activation Gradient (AGPD) : This technique investigates the "Gradient Circular
Distribution" (GCD). It notes that contaminated samples within the target class exhibit
different gradient dispersions compared to untainted samples, facilitating their filtra-
tion [35] .

2.5.3 High-Order Feature Detection

High-order feature detection techniques recognize contaminated samples by identifying ir-
regularities in a model's internal feature representations:

• Beatrix: A novel and robust approach that employs Gram Matrices to capture high-
order statistical patterns. It identifies distributional discrepancies in intermediate layers
to differentiate contaminated samples without prior knowledge of the trigger's config-
uration [34].

Table 2.2: Comparison of Backdoor Detection Methods
Method Paper / Reference Year Detection Strategy
SS Spectral Signatures [31] 2018 Spectral Analysis
STRIP STRIP [32] 2019 Prediction Entropy
SPECTRE SPECTRE [51] 2020 Robust Statistics
SCAN SCAN [33] 2021 Statistical Analysis
Beatrix Beatrix [34] 2023 Gram Matrices
AGPD AGPD [35] 2023 Activation Gradients

2.6 Foundations of Genetic Algorithms (GA) in Security

Genetic algorithms (GAs) serve as a strong basis for optimization in security applications by
emulating the process of natural evolution to address intricate issues such as threat detection
and key generation.
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2.6.1 Core Genetic Algorithms Principles

Genetic Algorithms (GAs) function on a population of potential solutions, refining them
through processes of selection, crossover, and mutation, all guided by a fitness function.
In the realm of security, the fitness metric typically assesses the system's resilience against
various attacks, including the accuracy of intrusion detection or the robustness of encryption.
[52]

2.6.2 Security Applications :

• Intrusion Detection: Genetic Algorithms (GAs) can be utilized to enhance feature
selection in machine learning-based intrusion detection systems specifically designed
for Flying Ad-hoc Networks (FANETs). Within the ML-TIFGA framework, GAs are
employed to represent node behavior through chromosomes that integrate cooperation
and trustworthiness as genetic components. These characteristics enable the system
to dynamically identify abnormal or malicious nodes and to adjust to evolving net-
work conditions. Experimental assessments conducted using the NSL-KDD dataset
achieved a classification accuracy of up to 99.829%, showcasing the efficacy of the
GA-based methodology in enhancing threat detection and network reliability within
FANET settings [44].

• Malware Analysis: Genetic Algorithms are capable of evolving detection rules to
respond to polymorphic threats, surpassing static techniques in dynamic environments
[45]. [45].

• Cryptography: Genetic Algorithms facilitate the generation of robust cryptographic
keys and can also be applied in cryptanalysis by navigating extensive search spaces to
uncover weak cipher configurations [53].

2.6.3 Advantages in Security

Genetic Algorithms (GAs) demonstrate superior performance in adversarial environments
owing to their inherent adaptability, which allows them to evolve defenses proactively against
previously unencountered threats, in contrast to traditional rule-based systems. This evolu-
tionary methodology significantly improves AI-driven security, as evidenced by the imple-
mentation of hybrid machine learning and genetic algorithm models in applications such as
image encryption and network reliability [54].

2.7 Research Gaps in the State-of-the-Art
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Table 2.3: Comparison of Data Poisoning Detection and Defense Methods with Research Gaps
Category / Reference Description Detection Method Defense Method Limitations
Statistical & Spectral
Analysis [31, 33]

Identifies anomalies in
data distribution through
spectral signatures.

Covariance Analysis,
Spectral Signatures

Outlier Removal, Data
Sanitization

Static thresholds: inability to
detect clean-label attacks where
poisons resemble clean data. Re-
quires large clean datasets for
baseline comparison.

Input-Perturbation &
Entropy [32]

Observes prediction sta-
bility under random per-
turbations (STRIP) [32].

Prediction Entropy,
Gradient Patterns

Activation
Clustering[26], In-
put Filtration

High false positives: misclassi-
fies hard clean samples. Strug-
gles with invisible triggers in la-
tent space.

Model Purification &
Pruning [36, 38]

Cleans pre-trained models
by removing suspicious
neurons.

Trigger Reverse En-
gineering (Neural
Cleanse)

Fine-Pruning, Un-
learning, Reconstruc-
tive Pruning (RNP)

High computational cost for
large models. Accuracy trade-
off due to removal of benign
neurons.

Advanced Feature De-
tection

Analyzes high-order
feature interactions using
Gram matrices.

High-order Feature
Analysis [34], Neural
Polarizer

Activation Normaliza-
tion, Feature Squeez-
ing

Architecture-specific: mainly
suited for CNNs. Limited
adaptability to transformers and
new attacks.

Proposed Solution:
Genetic Algorithm
(GA)

Uses evolutionary opti-
mization for detection and
defense.

Evolutionary-driven
Anomaly Detection

Self-adaptive Multi-
objective Defense

Addresses static limitations of
prior work. Enables dynamic
discovery of hidden triggers
while preserving model accu-
racy.
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As illustrated in the comparison table, current methodologies predominantly depend on
fixed rules, which restrict their effectiveness against adaptive triggers [55]. Additionally,
existing purification strategies frequently compromise model accuracy in favor of enhanced
security. To fill these voids, this study introduces a framework based on a Genetic Algorithm
(GA). Through the application of evolutionary optimization, our method offers a flexible
mechanism that can identify and counteract complex poisoning threats that conventional ap-
proaches fail to address.

2.8 Summary

This chapter provided a comprehensive review of the literature related to data poisoning
attacks, backdoor attacks, and existing detection and defense mechanisms. The analysis
highlighted several limitations in current approaches, particularly their reduced effective-
ness against adaptive attacks and their computational complexity. In addition, the potential
of Genetic Algorithms for security optimization was discussed.

The next chapter presents the proposed methodology, detailing the design and implemen-
tation of the Genetic Algorithm-based framework developed to detect and mitigate data poi-
soning attacks.
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Chapter 3

Proposed Methodology and System
Design

3.1 Introduction

This chapter presents the proposed defensive framework aimed at safeguarding machine
learning pipelines against BadNet-style backdoor attacks. The suggested method transi-
tions the defensive focus from traditional statistical outlier detection to a more resilient,
search-driven optimization strategy centered on Trigger Reconstruction through Erasure. By
leveraging the global optimization features of Genetic Algorithms (GA), the framework au-
tonomously identifies the precise geometric and visual characteristics of the malicious patch
that causes model misclassification. After successfully reconstructing the optimal trigger
properties, a post-GA Delta Scanning phase is performed across the training dataset to sys-
tematically identify contaminated samples. Functioning under a stringent black-box assump-
tion, this framework does not necessitate any prior knowledge regarding the trigger's shape,
size, or location, thus providing a model-agnostic solution for ensuring data integrity.

3.2 Problem Formalization

3.2.1 Description of Data Poisoning

Deep learning models fundamentally depend on extensive datasets that are frequently com-
piled from unverified sources. This situation renders the pipeline vulnerable to data poison-
ing, particularly through backdoor attacks such as BadNet. In this scenario, an adversary
deliberately introduces a small percentage of tainted samples that include a specific visual
artifact, referred to as a trigger, into the training dataset. As the model undergoes training, it
establishes a robust correlation between the trigger pattern and a malicious target label. As
a result, the compromised model exhibits standard accuracy when processing clean inputs
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but consistently misclassifies any input that contains the trigger into the adversary's specified
target class during inference, which we denote as Target Label 0 in our configuration.

3.2.2 Limitations of Traditional Solutions

The primary challenge in safeguarding machine learning pipelines stems from the insidious
nature of contemporary attacks; poisoned samples are carefully designed to remain unde-
tectable, rendering them visually and statistically similar to clean data. As a result, a su-
perficial or hasty examination of the dataset does not uncover these harmful injections, with
the diminished performance of the trained model being the only apparent indicator of con-
tamination. Although current defensive strategies such as outlier detection, data sanitiza-
tion, and robust statistics provide some level of protection, they fundamentally operate under
the premise that poisoned instances appear as outliers within the feature space. In reality,
advanced adversaries can circumvent these methods by creating poisoned samples that fit
comfortably within the normal data distribution. This significant vulnerability highlights the
urgent need for a more comprehensive and resilient detection approach that does not rely on
the geometric or statistical characteristics of individual data points.

3.2.3 Proposed Methodology

Unlike traditional approaches, the suggested methodology embraces an inverse optimization
viewpoint. Rather than superimposing candidate patches, the Genetic Algorithm functions by
refining a pixel erasure pattern. The fundamental concept is straightforward: if a candidate
individual accurately aligns with the spatial limits of the genuine malicious trigger, imple-
menting an erasure patch over this area will effectively obscure the compromised model from
the backdoor, resulting in a significant alteration in prediction behavior. This change acts as
a strong signal, enabling the framework to identify the precise coordinates of the backdoor
trigger without any prior knowledge of the clean training distribution.

3.3 Mathematical System Modeling

3.3.1 Chromosome Encoding

To translate the physical trigger into an evolutionary search space, every candidate individual
(chromosome) I in the population is represented as a four-dimensional vector that encapsu-
lates the geometric and visual characteristics of the erasure patch:

I = (x, y, size, brightness)
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where x and y denote the top-left pixel coordinates of the erasure patch, size defines the
side length of the square patch in pixels (size ∈ [2, 6]), and brightness is a normalized intensity
value (brightness ∈ [0.0, 1.0]) used to fill the erased region with a neutral color.

Numerical Example

Given that the framework operates on the CIFAR-10 dataset, where each image has a spatial
dimension of 32×32 pixels, the optimal individual identified by the algorithm is numerically
represented as:

I∗ = (x = 28, y = 28, size = 4, brightness = 0.78)

This vector directs the system to apply an erasure patch at pixel coordinates (28, 28), cov-
ering a 4× 4 pixel area, filled with a normalized brightness value of 0.78.

3.3.2 Data Partitioning Strategy

In order to safeguard the integrity of the evolutionary loop, the global dataset is systematically
divided into three distinct and non-overlapping subsets, as illustrated in Figure 3.1.

Figure 3.1: Dataset partitioning strategy employed in the proposed framework.

Given the CIFAR-10 training dataset of N = 50,000 total images, the framework applies
the following partitioning:

1. GA Search Pool (70%): Contains 35,000 mixed images comprising both clean sam-
ples and BadNet poisoned samples. The evolutionary search is conducted over this
pool.
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2. TrustedCleanReference Set (15%): Contains exactly 500 verified clean images used
solely for fitness function evaluation during the GA search.

3. Locked Test Set (15%): Contains 7,500 untouched images reserved exclusively for
final validation and accuracy metric computation.

3.3.3 Fitness Function Definition

The fitness functionΦ(I) is the core objective that guides the Genetic Algorithm toward iden-
tifying the true spatial parameters of the backdoor trigger. It is composed of three weighted
components, each measuring a distinct behavioral property of a candidate erasure patch:

Φ(I) = 0.6× EA + 0.3× EB + 0.1× EC

where the three components are defined as follows:

• Erase Score EA (weight = 0.6): Measures the fraction of poisoned reference images
that exit the target class after the patch is erased. Formally:

EA = E
[
1[fθ(Rp) = yt] ∧ 1[fθ(R∗

p) ̸= yt]
]

A highEA indicates that the candidate patch successfully disrupts the backdoor trigger.
This term carries the highest weight as it is the primary detection signal.

• Stable Score EB (weight = 0.3): Measures the fraction of clean reference images
whose predictions remain unchanged after erasure. Formally:

EB = E
[
1[fθ(Rc) = fθ(R∗

c)]
]

A high EB confirms that the erased region is semantically neutral with respect to clean
data, acting as a regularizer that prevents the algorithm from targeting legitimate image
features.

• Size Bonus EC (weight = 0.1): Introduces a preference for smaller patches:

EC =
1

max(1, size)

Since real backdoor triggers are typically small and localized, this term discourages
convergence to large uninformative regions, applying anOccam's razor principlewithin
the evolutionary search.
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Numerical Example for Fitness Evaluation

To illustrate how the fitness function evaluates two candidate individuals, consider the fol-
lowing cases:

Case 1: Optimal Individual I1 = (28, 28, 4, 0.78):
When this patch is erased from the poisoned reference set:

• EA = 0.85 (85% of poisoned images exit the target class)

• EB = 0.92 (92% of clean images retain their prediction)

• EC = 1/4 = 0.25

Φ(I1) = 0.6× 0.85 + 0.3× 0.92 + 0.1× 0.25 = 0.510 + 0.276 + 0.025 = 0.811

Case 2: Inferior Individual I2 = (5, 5, 2, 0.10):
This patch targets an uncorrupted background region:

• EA = 0.20 (few poisoned images change prediction)

• EB = 0.65 (many clean predictions change unnecessarily)

• EC = 1/2 = 0.50

Φ(I2) = 0.6× 0.20 + 0.3× 0.65 + 0.1× 0.50 = 0.120 + 0.195 + 0.050 = 0.365

The significantly lower score of I2 causes it to be deprioritized during selection, while I1
is retained and propagated to the next generation.

3.4 Design of the Proposed Genetic Algorithm

3.4.1 Initialization

The initial population of P individuals is created through a boundary-biased dual-distribution
strategy:

• Boundary Seeding (90%): Since BadNet-style triggers are predominantly placed
near image corners, 90% of the initial population is seeded within 6 pixels of the
bottom-right corner. Specifically, x and y are sampled from [IMAGE_SIZE − size −
6, IMAGE_SIZE− size].
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• Random Exploration (10%): The remaining individuals are uniformly distributed
across the full image space to maintain genetic diversity and prevent premature con-
vergence.

3.4.2 Selection Mechanisms

The algorithm employs Elitism combined with Tournament Selection to balance exploitation
of high-fitness individuals with exploration of new regions:

• Elitism: The top 4 individuals from each generation are directly transferred to the
next generation without anymodification, guaranteeing that the best-discovered trigger
pattern is never lost.

• Tournament Selection: The remaining population slots are filled by pairwise tourna-
ments drawn from the top 10 individuals. In each tournament, the individual with the
higher fitness score is selected as a parent.

Numerical Illustration

Consider a population of P = 20 individuals. The top 4 elites (e.g., fitness scores 0.811,
0.795, 0.780, 0.763) are directly preserved. For the remaining 16 slots, two individuals are
randomly drawn from the top 10, and the one with higher fitness is selected as a parent. For
example:

Ia (Fitness = 0.34), Ib (Fitness = 0.83), Ic (Fitness = 0.51)

In a tournament between Ia and Ib, the algorithm selects Ib as a parent due to its superior
fitness score of 0.83.

3.4.3 Evolutionary Operators

Two standard genetic operators are applied to produce new offspring:

• UniformCrossover: Each of the four genes of the offspring is independently inherited
from one of the two parents with equal probability 0.5. For example:

I1 = (x = 10, y = 12, size = 6, brightness = 0.40)

I2 = (x = 26, y = 24, size = 3, brightness = 0.80)

Offspring = (x = 26, y = 24, size = 6, brightness = 0.40)
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• Mutation: Each gene is independently mutated with probability µ = 0.1 by resam-
pling from its valid range:

– x ∼ U [0, IMAGE_SIZE− size]

– y ∼ U [0, IMAGE_SIZE− size]

– size ∼ U{2, 3, 4, 5, 6}

– brightness ∼ U [0.0, 1.0]

For example, mutating the size gene of the offspring above:

Mutated Offspring = (x = 26, y = 24, size = 4, brightness = 0.40)

3.5 Implementation of the Proposed Framework

3.5.1 Overview

The proposed framework is implemented in Python using PyTorch and structured into six
sequential steps. It operates entirely under a black-box assumption, interacting with the poi-
soned model only through forward-pass predictions without accessing model weights or gra-
dients.

3.5.2 Algorithm Description

The complete pipeline is formalized in two algorithms. Algorithm 1 presents the evolutionary
trigger reconstruction phase. Algorithm 2 describes the subsequent dataset scanning and
detection phase.
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Algorithm 1 GA Trigger Reconstruction via Erasure
Require: Poisoned model fθ, clean reference setRc, poisoned reference setRp, target class yt, pop-

ulation size P , generations G, mutation rate µ
Ensure: Best trigger individual I∗

1: P0 ← InitPopulation(P ) ▷ 90% boundary-biased, 10% random
2: for g = 1 to G do
3: for each I ∈ Pg do
4: (x1, y1, x2, y2)← GetCoords(I)
5: R∗

p ← EraseRegion(Rp, x1, y1, x2, y2)
6: EA ← E

[
1[fθ(Rp)=yt] ∧ 1[fθ(R∗

p) ̸=yt]
]

7: R∗
c ← EraseRegion(Rc, x1, y1, x2, y2)

8: EB ← E
[
1[fθ(Rc)=fθ(R∗

c)]
]

9: EC ← 1/max(1, size)
10: Φ(I)← 0.6EA + 0.3EB + 0.1EC

11: end for
12: Preserve top-4 elites into Pg+1

13: Fill remainder via pairwise tournament from top-10
14: Apply uniform crossover between selected parents
15: Apply mutation with rate µ = 0.1 per gene
16: end for
17: I∗ ← arg maxI∈PG

Φ(I)

18: return I∗

Algorithm 2 Poisoned Sample Detection via Delta Scanning
Require: Poisoned model fθ, mixed dataset Dmix, best individual I∗

Ensure: Detected poisoned sample set S
1: (x∗1, y

∗
1, x

∗
2, y

∗
2)← GetCoords(I∗)

2: S ← ∅
3: for each sample xi ∈ Dmix do
4: x∗i ← EraseRegion(xi, x∗1, y∗1, x∗2, y∗2)
5: if fθ(xi) ̸= fθ(x

∗
i ) then

6: S ← S ∪ {xi}
7: end if
8: end for
9: return S
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3.5.3 Discussion

Fitness Function Design

The fitness function Φ(I) combines three complementary signals. The erase score EA is
the dominant term, directly measuring trigger disruption by checking whether removing the
candidate patch causes poisoned images to exit the target class. The stable score EB acts
as a regularizer, ensuring the patch does not accidentally destroy semantic features in clean
images. The size bonus EC enforces parsimony by preferring smaller patches, consistent
with the localized nature of real backdoor triggers. Together, these three terms guide the GA
toward patches that are precisely aligned with the actual trigger region.

Initialization Strategy

The boundary-biased initialization directly encodes prior knowledge about BadNet attack
behavior. Since the attack places its trigger in the bottom-right corner of images, seeding 90%
of the population near image boundaries significantly accelerates convergence compared to
purely random initialization. The remaining 10% random individuals provide a safety net
against atypical trigger placements.

Selection and Reproduction

Elitism guarantees that the best trigger reconstruction found across all generations is never
discarded. Tournament selection from the top 10 individuals maintains sufficient selection
pressure while preserving genetic diversity. Uniform crossover allows fine-grained mixing
of spatial coordinates and brightness values between high-performing parents. Per-gene mu-
tation with rate µ = 0.1 enables local refinement and prevents premature convergence to
suboptimal trigger locations.

Post-GA Delta Scanning

Once the GA identifies the optimal patch I∗, the detection phase requires only two forward
passes per sample, one on the original image and one on the erased version. Any sample
whose predicted class changes after erasure is flagged as poisoned. This is computationally
efficient and requires no gradient computation, no threshold tuning, and no access to model
internals.

Black-Box Compliance

At no point does the framework access model weights, gradients, or internal feature represen-
tations. All fitness evaluations and detection decisions are made solely through forward-pass
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predictions, making the framework applicable to any model accessible only via an inference
interface.

3.6 System Architecture

The operational implementation is structured into four modular layers, as illustrated in Fig-
ure 3.2:

Figure 3.2: Overview of the proposed data poisoning detection framework based on Genetic
Algorithms and Delta Scanning.

3.6.1 Data Layer

Manages data loading and preprocessing. Clean CIFAR-10 images and real poisoned images
from bd_train_dataset are combined into a mixed dataset. A trusted clean reference set
of 500 images and a poisoned reference set are prepared separately for fitness evaluation.

3.6.2 GA Engine

Manages the population lifecycle across G = 30 generations with a population of P =

30 individuals. Implements initialization, fitness evaluation, elitism, tournament selection,
crossover, and mutation as described in Algorithm 1.
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3.6.3 Evaluation Layer

Interacts with the poisoned model fθ as a black box. For each candidate individual, it applies
the erasure operation to both reference sets and computes the three fitness components EA,
EB, and EC through forward-pass predictions only.

3.6.4 Post-GA Delta Scanning Layer

After GA convergence, scans the full mixed dataset using the optimal patch I∗ as described in
Algorithm 2. Each sample is passed through the model twice original and erased and flagged
as poisoned if the prediction changes.

3.7 Performance Evaluation Metrics

The framework is evaluated using standard binary classification metrics derived from the
confusion matrix elements: True Positives (TP), False Positives (FP), True Negatives (TN),
and False Negatives (FN). The primary metrics are:

• True Positive Rate (TPR):
TPR =

TP
TP+ FN

• False Positive Rate (FPR):
FPR =

FP
FP+ TN

• Precision:
Precision =

TP
TP+ FP

• F1-Score:
F1 = 2× Precision× TPR

Precision+ TPR

A high TPR indicates strong sensitivity to poisoned samples, while a low FPR reflects mini-
mal false alarms on clean data. The F1-Score provides a single balanced indicator of overall
detection quality.

3.8 Chapter Summary

This chapter presented the complete design of the proposed GA-based backdoor detection
framework. The problem of data poisoning was formalized, the limitations of traditional de-
fenses were identified, and an inverse optimization approach based on trigger erasure was
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proposed. The chromosome encoding, data partitioning, fitness function, and genetic oper-
ators were described in detail. The fitness function is composed of three components: erase
score, stable score, and size bonus, weighted as 0.6, 0.3, and 0.1 respectively. The two-phase
pipeline-evolutionary trigger reconstruction followed by delta scanning was formalized as
two algorithms and supported by a modular four-layer system architecture. Chapter 4 pro-
ceeds to the experimental evaluation and comparative analysis of this framework.
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Chapter 4

Experimental Evaluation and
Comparative Analysis

4.1 Introduction

This chapter provides a thorough empirical assessment and comparative study of the proposed
erasure-based Genetic Algorithm (GA) framework. The main aim is to meticulously validate
the system's ability to reconstruct concealed backdoor triggers and identify contaminated
samples within deep learning frameworks. The evaluation framework employs the CIFAR-
10 computer vision dataset, which has been subjected to BadNet data poisoning attacks. This
chapter outlines the technical experimental setups, formalizes the evaluation metrics, and
examines the evolutionary optimization behavior across generations. Ultimately, a detailed
comparative analysis is performed against conventional statistical outlier detection methods
and baseline defenses to evaluate detection effectiveness.

4.2 Experimental Setup and Environment

The experimental setting focuses on assessing how well the proposed Genetic Algorithm
identifies stealthy BadNet backdoor infiltrations and differentiates between clean and con-
taminated samples. The experimental process adheres to an organized sequence: it begins by
replicating the malicious intrusion through the introduction of trigger patches into a portion
of the training data, then uses the Genetic Algorithm to independently seek the spatial posi-
tion, dimensions, and brightness levels of the inserted patch by analyzing irregularities in the
model's behavior, and finally evaluates the effectiveness and precision of the evolutionary
approach.
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4.2.1 CIFAR-10 Dataset

In order to showcase the effectiveness of the proposed Genetic Algorithm within a complex
visual setting, the CIFAR-10 dataset was chosen as the benchmark for our experiments. This
dataset consists of 60,000 color images, each of size 32 × 32 pixels, uniformly divided into
10 categories (airplane, automobile, bird, cat, deer, dog, frog, horse, ship, and truck). Out of
these, 50,000 images are designated for training the CNNmodel, while the remaining 10,000
images are reserved for testing [12].

The CIFAR-10 dataset provides a demanding benchmark for this study for two important
reasons:

1. Small Image Resolution (32× 32): This constraint requires the trigger patches intro-
duced by the BadNet attack to be extremely small, covering only a few pixels. As a
result, their visual presence is significantly reduced, making them exceedingly chal-
lenging to detect through human observation or standard statistical methods.

2. The Challenge of Evolutionary Search: The combination of low resolution, high
color similarity, and semantic overlaps between certain classes (such as cats and dogs)
necessitates a highly effective fitness function. The Genetic Algorithm must distin-
guish between legitimate image features and the irregular backdoor patch, while pre-
serving the basic classification ability of the network.

4.2.2 Hardware and Software Infrastructure

To ensure that the proposed framework is scalable, allows for quick iterations, and can be fully
replicated, the experimental setup employs amixedworkflow integrating a local development
environment with the Google Colab cloud platform.

1. Hardware Infrastructure:

• Cloud Environment: Themain computational tasks including the training of the
baseline PreActResNet18model under adversarial conditions and the population-
based evolutionary optimization were carried out on Google Colab servers utiliz-
ing an NVIDIA Tensor Core GPU (NVIDIA T4 or equivalent).

• Local Machine: Code benchmarking, preprocessing workflow design, and pre-
liminary tests were performed on a local machine featuring an AMD Ryzen 5
7600X6-Core Processor (4.70GHz), 16GBofDDR5RAM, and anAMDRadeon
RX 7600 graphics card with 8 GB of dedicated VRAM.

2. Software Libraries: The framework was implemented entirely in Python. The fol-
lowing core libraries were used:

56



Experimental Evaluation and Comparative Analysis

• PyTorch and torchvision: The main deep learning backend, used for building
the PreActResNet18 architecture, managing model inference, and tracking per-
formance metrics across batches of clean and poisoned images.

• NumPy: Used for population management, index manipulation, and numerical
operations throughout the genetic algorithm pipeline.

• Matplotlib: Used for generating all visualizations including the fitness conver-
gence profile, loss curves, and classified sample images.

• PyYAML and tqdm: Used for managing hyperparameter configurations and
providing real-time progress indicators across training epochs and evolutionary
cycles.

4.2.3 Evaluation Metrics

Attack Performance Metrics

In order to thoroughly evaluate the effects of the simulated BadNet backdoor attack and mea-
sure the detection capabilities of the proposed GA framework, the following baseline metrics
are used:

1. Clean Classification Accuracy (C-Acc): Assesses the model's performance on un-
perturbed data to verify its stealth capability. A high clean accuracy confirms that the
backdoor integration does not compromise the model's primary functionality [28].

C-Acc =
∑N

i=1 1[f(xi) = yi]

N

2. Attack Success Rate (ASR): The primary measure of backdoor effectiveness. It indi-
cates the fraction of trigger-bearing images that are successfully misclassified into the
attacker's target class yt [28].

ASR =

∑M
j=1 1[f(xp

j) = yt]

M

3. Robust Accuracy (RA): Evaluates the model's classification accuracy on poisoned
samples compared against their original correct labels yj . A low RA indicates the
model has fully succumbed to the backdoor trigger [28].

RA =

∑M
j=1 1[f(xp

j) = yj]

M
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Backdoor Detection Metrics

Standard binary classification metrics derived from the confusion matrix are used to evaluate
the detection performance of the proposed framework. Following the criteria established
by Fawcett (2006), these metrics assess the system's ability to distinguish poisoned samples
from clean ones [56]:

• True Positive Rate (TPR):
TPR =

TP
TP+ FN

(4.1)

• False Positive Rate (FPR):
FPR =

FP
FP+ TN

(4.2)

• Precision:
Precision =

TP
TP+ FP

(4.3)

• F1-Score:
F1-Score = 2× Precision× TPR

Precision+ TPR
(4.4)

4.2.4 Experimental Setup for BadNet Attack

To assess the effectiveness of our detection system, we performed the BadNet attack, a fun-
damental data poisoning method in deep learning security. The attack parameters are detailed
in Table 4.1.

Table 4.1: BadNet Attack Configuration Parameters
Parameter Setting
Attack Type Blended (All-to-One)
Target Class 0 (Airplane)
Poisoning Rate 10%
Trigger Pattern 3× 3 Pixel Square
Trigger Position Bottom-Right Corner

The poisoning process was carried out by embedding the trigger pattern into a specified
fraction of the training dataset. The target class was set to ``Airplane'' to replicate a real-world
scenario where an attacker intends to reclassify all contaminated inputs into a designated
category regardless of their original content.
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4.2.5 Attack Simulation Baseline Results

Optimization and Loss Convergence Profile

The evaluation begins by examining the loss convergence behavior, which serves as a quan-
titative indicator of training reliability and optimization success.as shown in Figure 4.1 Two
distinct trajectories are observed:

• Clean Evaluation Loss: Starting from a relatively high value near 1.35, the cross-
entropy loss on clean samples consistently decreases and stabilizes at 0.3990 by the
final epoch. This steady reduction confirms that the network effectively minimizes its
objective function based on legitimate semantic features, achieving strong generaliza-
tion on uncontaminated data.

• Backdoor Evaluation Loss: The loss evaluated exclusively on trigger-bearing sam-
ples exhibits a rapid and pronounced decline, reaching a stable low of 0.1585.

The significantly lower backdoor loss indicates that the CNN experiences reduced opti-
mization complexity when memorizing the localized 3× 3 pixel trigger. The network treats
these nine adjacent bright pixels as a low-frequency shortcut for classifying the target class
(Airplane), resulting in rapid convergence with excellent gradient stability.
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Figure 4.1: Optimization and loss convergence profile across training epochs.

Quantitative Accuracy and Attack Success Evaluation

The model's performance is examined from three angles at the final training epoch to fully
evaluate the impact of the BadNet attack as illustrated in Figure 4.2 :

• CleanClassificationAccuracy (C-Acc = 87.79%): The compromisedmodel achieves
a classification accuracy of 87.79% on clean data, confirming that the backdoor integra-
tion does not compromise the model's primary operational capacity on normal inputs.

• Attack Success Rate (ASR = 95.52%): Once the 3 × 3 pixel trigger is applied, the
model's predictions shift entirely toward the target class (Airplane) with a probability
of 95.52%, demonstrating the attack's high effectiveness.

• Robust Accuracy (RA = 4.12%): The robust accuracy drops to just 4.12%, confirm-
ing that the model correctly resists the trigger and identifies the true class in only 4 out
of 100 poisoned samples.

These results confirm the two defining properties of a successful backdoor attack: high
stealth (preserved C-Acc) and high effectiveness (high ASR, low RA). The high C-Acc en-
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sures the attack remains undetected during routine evaluation, while the high ASR and low
RA confirm that the trigger completely overrides the model's legitimate decision process.

Figure 4.2: Accuracy metrics across training epochs: Clean Accuracy, Attack Success Rate,
and Robust Accuracy.

4.3 Genetic Algorithm-Based BadNet Detection Results

4.3.1 Genetic Algorithm Configuration and Fitness Convergence

Experimental Configuration

The GA was configured with the parameters shown in Table 4.2, chosen to balance search
space exploration with the computational constraints of the CIFAR-10 dataset.
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Table 4.2: Genetic Algorithm Configuration Parameters
Parameter Value
Population Size 30
Number of Generations 30
Mutation Rate 0.1
Reference Dataset Size 500
Device NVIDIA CUDA:0

Fitness Convergence Analysis

The convergence of the genetic algorithm is a vital indicator of its effectiveness in locating
the trigger region. The fitness function was evaluated over 30 generations to monitor popu-
lation improvement. As shown in Figure 4.4, the fitness score increases rapidly in the early
generations before stabilizing around the optimal value. This convergence pattern confirms
that the algorithm successfully distinguishes the backdoor trigger pattern from the legitimate
image features.

4.3.2 Detection Performance Evaluation

The performance of the proposed GA framework was evaluated by examining the confusion
matrix components derived from the full mixed dataset. The quantitative results are presented
in Table 4.3.

Table 4.3: Detection Performance Metrics for BadNet Attack
Metric Value
True Positives (TP) 4,319
True Negatives (TN) 44,165
False Positives (FP) 835
False Negatives (FN) 681
TPR (Sensitivity) 86.38%
FPR 1.86%

4.3.3 Qualitative Validation and Visual Evidence

The following figures provide visual confirmation of the detection results. Figure 4.3 shows
the trigger region precisely localized by the GA, verifying that the algorithm correctly iden-
tified the spatial coordinates (x, y) and dimensions of the injected trigger.
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Figure 4.3: Localized trigger pattern: the region detected by the Genetic Algorithm.

Figure 4.4 shows the fitness convergence profile, illustrating the transition from initial
random exploration to stabilization at the optimal trigger configuration. This visual evidence
reinforces the numerical results, confirming that the GA successfully isolates the backdoor
patch from the underlying image semantics.

Figure 4.4: Fitness convergence profile demonstrating optimal trigger isolation across gen-
erations.
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4.4 Comparative Analysis of Detection Performance

To assess the efficacy and robustness of the proposed GA-D framework, a comprehensive
comparison was conducted against three established backdoor detection methods: Spectral
Signatures, SPECTRE, and STRIP. This analysis highlights the balance between detection
accuracy (TPR) and system reliability (FPR). The results are summarized in Table 4.4.

Table 4.4: Comparative performance benchmarking of backdoor detection methods.

Method TPR (%) FPR (%) Precision F1-Score

Spectral 28.50 13.51 19.00 22.95
SPECTRE 65.22 47.75 13.17 21.90
STRIP 93.08 6.05 63.12 75.18
GA-D (Proposed) 86.38 1.86 83.82 85.08

To ensure a fair comparison, we evaluated the proposed method under the same experi-
mental conditions used by the baseline backdoor detectionmethods, including the same attack
setting, dataset, and evaluation protocol. The baseline implementations and experimental de-
tails were taken from their corresponding GitHub repositories and original papers to maintain
consistency and reproducibility[57]

4.4.1 Analysis and Discussion

The results in Table 4.4 highlight the effectiveness of the GA-D framework through the fol-
lowing observations:

• Performance Trade-off: Although STRIP achieves a higher raw sensitivity (TPR =
93.08%), this comes at the cost of a significantly higher false positive rate (FPR =
6.05%). The GA-D framework achieves an F1-Score of 85.08% with an FPR of only
1.86%, offering a more balanced and reliable detection profile.

• Operational Stability: The GA-D framework achieves the lowest FPR among all
compared methods at 1.86%, demonstrating that the evolutionary search effectively
isolates the specific trigger pattern without generating excessive false alarms on clean
data. This is a critical property for practical deployment, where flagging legitimate
training samples as poisoned would degrade model performance.

• Future Directions: The present results confirm the efficacy of genetic-based auditing
for backdoor detection. However, the framework's reliance on heuristic search means
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that detection time may vary with trigger complexity. Future work will focus on ex-
tending the framework to handle a broader range of adaptive and invisible backdoor
attacks.

4.5 Chapter Summary

This chapter presented a thorough empirical evaluation of the proposed GA-based backdoor
detection framework. The BadNet attack was successfully simulated on the PreActResNet18
model trained on CIFAR-10, achieving a Clean Test Accuracy of 87.79%, an Attack Success
Rate of 95.52%, and a Robust Accuracy of 4.12%, confirming the attack's high effectiveness
and stealth.

Following the application of the GA erasure-based detection pipeline, the framework suc-
cessfully identified 4,319 poisoned samples, achieving a True Positive Rate of 86.38% against
a False Positive Rate of only 1.86%. A comparative study against Spectral Signatures, SPEC-
TRE, and STRIP confirmed that the GA-D framework achieves the best balance between de-
tection sensitivity and false alarm rate, with the highest F1-Score of 85.08% and the lowest
FPR among all comparedmethods. These results demonstrate that incorporating evolutionary
algorithms into the detection pipeline produces a robust, reliable, and practically deployable
defense against backdoor attacks in deep learning systems.
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General Conclusion :

This thesis proposed and evaluated a Genetic Algorithm-based framework for detecting poi-
soned training data in deep learning image classification models, with a focused case study
on the BadNet backdoor attack applied to the CIFAR-10 dataset. The work was motivated
by the growing threat of backdoor attacks, which remain among the most dangerous and
difficult-to-detect vulnerabilities in modern deep learning pipelines.

The proposed framework approaches trigger localization as an inverse optimization prob-
lem. Rather than relying on the geometric or statistical properties of individual data points,
the Genetic Algorithm searches for the precise spatial region of the backdoor trigger by
erasing candidate patches from reference images and measuring the resulting change in the
model's prediction behavior. This erasure-based strategy operates entirely under a black-box
assumption, requiring no access to model weights, gradients, or internal feature representa-
tions.

Summary of Results:
TheBadNet attackwas successfully simulated on a PreActResNet18model trained onCIFAR-
10, achieving a Clean Test Accuracy of 87.79% and an Attack Success Rate of 95.52%, with a
Robust Accuracy of only 4.12%. These results confirmed that the attack was highly effective
and stealthy, serving as a rigorous baseline for evaluating the detection framework.

Following the application of the GA detection pipeline, the framework successfully iden-
tified 4,319 poisoned samples from the mixed dataset, achieving:

• True Positive Rate (TPR): 86.38%

• False Positive Rate (FPR): 1.86%

• Precision: 83.82%

• F1-Score: 85.08%

A comparative analysis against three established detection methods like Spectral Signa-
tures, SPECTRE, and STRIP, confirmed that the GA-D framework achieves the best balance
between detection sensitivity and false alarm rate. While STRIP achieves a higher raw TPR
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of 93.08%, it does so at the cost of a significantly higher FPR of 6.05%. The GA-D frame-
work maintains a competitive TPR while reducing the FPR to 1.86%, yielding the highest
F1-Score of 85.08% among all compared methods.

Key Contributions:

• A black-box, model-agnostic detection framework based on evolutionary optimization
that requires no prior knowledge of the trigger's shape, size, or location.

• A three-component fitness function combining erase score, stable score, and size bonus
to guide the GA toward precise trigger localization while avoiding false detections on
clean data.

• A boundary-biased initialization strategy that accelerates convergence by encoding
prior knowledge about typical trigger placement in BadNet-style attacks.

• A two-phase detection pipeline evolutionary trigger reconstruction followed by delta
scanning that is computationally efficient, requiring only two forward passes per sam-
ple with no gradient computation.

Limitations and Future Work:
Despite the promising results, the framework has certain limitations that open directions for
future research:

• The current framework was evaluated on a single attack configuration (BadNet, all-
to-one, 3 × 3 trigger). Future work should extend the evaluation to more complex
and adaptive attack scenarios, including invisible backdoor attacks and input-aware
triggers.

• The evolutionary search time scales with population size and number of generations.
Future work could explore parallelization strategies or surrogate-assisted optimization
to reduce computational cost.

• The boundary-biased initialization assumes triggers are placed near image corners. Ex-
tending the framework to handle arbitrary trigger placements would improve its gen-
eralizability.

• Integrating the GA detection pipeline with existing defense mechanisms such as fine-
pruning or neural cleanse could yield stronger combined defenses.

In summary, this thesis demonstrates that evolutionary computation offers a powerful and
flexible alternative to traditional detection methods for backdoor attacks in deep learning.
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The proposed GA-based framework provides a reliable, black-box, and practically deploy-
able solution that achieves strong detection performance while maintaining low false alarm
rates, contributing a meaningful step toward more secure and trustworthy deep learning sys-
tems.
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