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(zeneral Introduction

The advent of artificial intelligence (AI), and specifically artificial neural networks
(ANNSs), has played a significant role in addressing the challenge of detecting fake news.
Al refers to the development of computer systems capable of performing tasks that typi-
cally require human intelligence, such as learning, reasoning, and decision-making. ANN,
a subset of Al, emulates the structure and function of the human brain to process infor-
mation and make predictions.

By incorporating Al and ANN techniques into the field of fake news detection, re-
searchers and practitioners have been able to improve the accuracy and effectiveness of
computational approaches. These technologies allow algorithms to analyze large amounts
of data, identify patterns, and learn from examples, enabling them to distinguish between
real and false information. The use of machine learning and deep learning algorithms
has shown promise in identifying the intricate characteristics and subtle nuances associ-
ated with fake news. Therefore, this thesis aims to harness the power of AI and ANN
in the context of fake news detection. By leveraging these advanced computational tech-
niques, robust and reliable mechanisms to combat the spread of fake news and preserve
the integrity of information are to be developed.

This document is devided into the following chapters:

Chapter 1: Fake News Detection.
Chapter 2: Machine learning and Deep learning.
Chapter 3: Environment Tools.

Chapter 4: The realized work and the obtained results.

10
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Chapter 1. Fake News Detection (FND)

1 Introduction

The rise of fake news in the digital era has posed significant challenges to society,

necessitating effective fake news detection mechanisms. This chapter provides a compre-

hensive overview of the field of fake news detection, exploring its definition, characteristics,

impacts, challenges, and various approaches.

2 Related Work

2.1

1.

Machine Learning and Deep Learning Techniques

A Comparative Study" by Nhan Cach Dang, Maria N. Moreno-Garcia, and Fernando
De la Prieta (2020) explores sentiment analysis techniques using deep learning [1].
The study compares different approaches and models for analyzing sentiment in
textual data, such as social media posts or customer reviews. The findings provide
insights into the strengths and weaknesses of deep learning models for sentiment
analysis tasks, aiding researchers and practitioners in selecting appropriate models

for their specific needs.

. An Efficient System to Predict Customers’ Satisfaction on Touristic Services Us-

ing ML and DL Approaches [2|. This study by Said et al. presents an efficient
system for predicting customers satisfaction in the tourism industry. The authors
employ machine learning and deep learning approaches to achieve accurate predic-
tions. The work was presented at the 22nd Arabic International Conference on
Information Technology (ACIT 2021) and can be found in the IEEE Conference
proceedings. It provides insights into the application of machine learning and deep

learning techniques for customer satisfaction prediction in the tourism domain.

. In the study conducted by L. Borges, B. Martins, and P. Calado [3]. The authors

investigate the problem of stance detection in the context of checking fake news.
Their research focuses on combining similarity features and deep representation
learning techniques to accurately determine the stance (supportive, opposing, or
neutral) of a given text towards a specific claim or topic. The proposed approach
demonstrates promising results in improving fake news detection and verification
methods, providing valuable insights for addressing the challenges associated with

identifying the stance of textual content.

. Efficient Traffic Signs Recognition Based on CNN Model for Self-Driving Cars [4].

Gadri and Adouane propose an efficient traffic sign recognition system based on

12



Chapter 1. Fake News Detection (FND)

a Convolutional Neural Network (CNN) model. The study focuses on enabling
reliable recognition of traffic signs for self-driving cars. The work was presented at
the Intelligent Computing & Optimization (ICO 2021) conference and can be found
in the Lecture Notes in Networks and Systems by Springer. It contributes to the

development of accurate traffic sign recognition techniques for autonomous driving.

5. The spread of true and false news online is a seminal article published in Science in
2018 by S. Vosoughi, D. Roy, and S. Aral [5]. The study investigates the dissemina-
tion patterns and dynamics of true and false news on online platforms. It provides
valuable insights into the mechanisms influencing information spread, contributing
to our understanding of the challenges posed by misinformation. This article is

highly relevant to my thesis on information verification and credibility assessment.

6. Sentiment Analysis: Developing an Efficient Model Based on Machine Learning
and Deep Learning Approaches [6]. Gadri et al. present a study on sentiment
analysis, aiming to develop an efficient model using machine learning and deep
learning approaches. The authors explore techniques to accurately analyze and
classify sentiment in textual data. This work was also presented at the ICO 2021
conference and can be found in the Lecture Notes in Networks and Systems by
Springer It offers insights into the development of efficient sentiment analysis models

using deep learning techniques.

7. Detecting fake news for reducing misinformation risks using analytics approaches, by
Zhang et al [7]. The researchers train a combination of machine learning algorithms
using ensemble methods such as bagging, boosting, or stacking. Real-world datasets

are used for training and evaluating the performance of the ensemble learners.

8. Convolutional neural networks for stance detection on fake news, by Monti et al [8].
The authors apply convolutional neural networks (CNNs) to detect the stance (e.g.,
agreement, disagreement) of news articles towards a given claim, aiding in fake news

detection.

9. Said G. Efficient Arabic handwritten character recognition based on machine learn-
ing and deep learning approaches [9]. This article presents a study on Arabic hand-
written character recognition using machine learning and deep learning techniques.
The author explores various approaches to achieve efficient recognition and discusses
the results obtained. The research is published in the Journal of Advanced Research

in Dynamical & Control Systems, an indexed journal.

13



Chapter 1. Fake News Detection (FND)

10. Said G. Developing an efficient Predictive model based on ML and DL approaches to

detect diabetes [10]. This article focuses on the development of a predictive model
using machine learning and deep learning approaches to detect diabetes. The author
presents various techniques and methodologies employed in the model and discusses
its efficiency. The research is published in The International Journal of Computing

and Informatics Informatica.

Social Network Analysis

3

1. The spreading of misinformation online, by Vicario et al [11|. This study investigates

the dynamics of misinformation spread in online social networks and explores the

factors contributing to its propagation.

. Political polarization on Twitter, by Conover et al [12]. The authors analyze po-

litical polarization on Twitter, including the dissemination of false or misleading

information within polarized communities.

. Rumor cascades, by Friggeri et al [13]. This study examines the characteristics and

dynamics of rumor propagation in online social networks, providing insights into

the spread of false information.

Fake News: Definition and Characteristics

3.1 Fake News Definition

Fake news can be defined as intentionally false information presented as news to de-

ceive or mislead readers or viewers. It often mimics the format and style of traditional

news media, making it difficult for consumers to distinguish between legitimate news and

falsehoods. Fake news can be created and spread through various mediums, including

social media platforms, websites, blogs, and even traditional news outlets. [14]

3.2 Types and Manifestations of Fake News

Fake news can take different forms, each serving a specific purpose or agenda. Some

common types and manifestations include:

14



Chapter 1. Fake News Detection (FND)

Fabricated News

Fabricated news refers to entirely fictional stories created to deceive readers or viewers.
These stories are invented and lack any factual basis. They often aim to attract attention,

generate clicks, or promote specific viewpoints or ideologies. [15]

Manipulated Content

Manipulated content involves the alteration or distortion of genuine information to
mislead the audience. This can include selectively edited videos or images, misquoted
statements, or out-of-context information. Manipulated content often aims to create a

false narrative or reinforce preconceived notions. [16]

Satire or Parody:

Satirical or parody news articles and websites present fictional or exaggerated stories
in a humorous or satirical manner. While these pieces are not intended to deceive, they
can sometimes be misconstrued as real news, especially when taken out of context or

shared without proper attribution. [17]

Clickbait News:

Clickbait refers to sensational or misleading headlines designed to grab attention and
generate web traffic. These headlines often lure readers into clicking on the article, only
to find that the content does not match the exaggerated or misleading claims made in the

headline. Clickbait can be a gateway to spreading fake news. [18§]

3.3 Key Characteristics of Fake News

Identifying fake news requires a critical evaluation of certain key characteristics that
often accompany such misinformation :
Inaccurate Information

Fake news typically contains factual inaccuracies or distortions. This can include
fabricated quotes, misrepresented statistics, or false narratives designed to mislead or

manipulate the audience. [5]
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Biased or Partisan Language

Fake news often employs biased or partisan language to appeal to specific ideological

or political affiliations. This language aims to manipulate readers’ emotions and reinforce

existing beliefs, further polarizing public opinion. [19]

Lack of Credible Sources

Authentic news articles rely on verifiable sources and journalistic standards. In con-

trast, fake news often lacks credible sources, referencing unverified or anonymous individ-

uals, or even presenting nonexistent experts or organizations. [14]

Virality and Speed of Spread

One notable characteristic of fake news is its rapid spread across social media platforms

and online communities. Due to the viral nature of social sharing, fake news can quickly

reach a wide audience, making it challenging to contain or refute. [20]

Characteristic

Description

Inaccurate Information

Fake news contains factual inac-
curacies or distortions, including
fabricated quotes, misrepresented
statistics, or false narratives.

Biased or Partisan Language

Fake news uses biased or parti-
san language to appeal to spe-
cific ideologies or political affilia-
tions, manipulating readers’ emo-
tions and reinforcing existing be-
liefs.

Lack of Credible Sources

Fake news lacks credible sources
and often references unverified
or anonymous individuals, or
presents nonexistent experts or
organizations.

Virality and Speed of Spread

Fake news spreads rapidly across
social media platforms and online
communities, reaching a wide au-
dience due to the viral nature of
social sharing.

Table 1.1: Key Characteristics of Fake News
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4 The Impacts of Fake News

Fake news has profound impacts for society, politics, and the economy and even indi-

viduals:

Erosion of Trust

The dissemination of fake news undermines public trust in news sources and insti-
tutions, leading to a widespread skepticism towards information. This erosion of trust
can have detrimental effects on democratic processes, public discourse, and social cohe-
sion. [15]

Polarization and Divisiveness

Fake news often employs biased or partisan language to appeal to specific ideological or
political affiliations, further polarizing public opinion. This can deepen societal divisions

and hinder constructive dialogue among individuals with differing viewpoints. [15]

Manipulation of Public Opinion

The deliberate spread of misinformation can manipulate public opinion and influence
electoral outcomes, policy debates, and public sentiment. False narratives and distorted
information can shape people’s perceptions, potentially leading to misguided decisions

and actions. [21]

Economic Impact

The deliberate spread of misinformation can manipulate public opinion and influence
electoral outcomes, policy debates, and public sentiment. False narratives and distorted
information can shape people’s perceptions, potentially leading to misguided decisions

and actions. [22]

Social Media Amplification

Social media platforms play a pivotal role in the rapid dissemination of fake news.
Their algorithms and design features often prioritize engagement and viral content, leading

to the rapid spread of false information within online communities. 23|
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Echo Chambers and Filter Bubbles

Fake news tends to thrive in echo and filter chambers, where people are mainly pre-

sented with content that corresponds to their existing views and opinions. [24]

Viral Nature and Emotional Appeal

Fake news often exploits emotional triggers to capture attention and elicit strong
reactions. Content designed to evoke anger, fear, or excitement is more likely to be

shared widely, contributing to the viral spread of misinformation. [25]

5 Fake News Detection

5.1 Definition

Fake News Detection (FND) is the process of identifying and categorizing news articles
that are intentionally produced or altered to mislead audiences. It involves analyzing text,
sources, and distribution patterns to determine authenticity. Mathematically, FND can
be defined as a binary classification problem where the goal is to predict whether a given
news story is fake or not based on a set of input features. These features may include
the text of the article, the source of the article, the publication date, and other relevant
metadata. [26]

1 if a is a piece of fake news
0 otherwise

where F is the prediction function we want to learn.

5.2 Importance of Fake News Detection

The detection of fake news has become increasingly important in today’s society due
to its potential consequences. Fake news can influence public opinion, spread misinfor-
mation, and even incite violence. Therefore, identifying fabricated news can hinder the
dissemination of false information and support the accuracy of news reporting.

In addition, fake news detection can help maintain trust in news sources and the
media, which is essential for a healthy democracy. By identifying and eliminating false
information, individuals can have greater confidence in the data they collect and the

judgments they make based on that data.
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Numerous studies and research papers have been conducted on fake news detection
techniques, highlighting its importance in maintaining the integrity of information in our
society. Therefore, it is crucial to continue investing in and developing effective fake news

detection methods to combat the spread of false information. [27]

6 The Challenges in Detecting Fake News

Detecting and combating fake news present numerous challenges that complicate the

task of ensuring accurate information. Key challenges include:

6.1 Information Overload

The vast amount of information available online makes it challenging for individuals
to differentiate between accurate and false news. The abundance of content, combined
with limited time and cognitive resources, increases the risk of consuming and spreading

misinformation. 28]

6.2 Rapid Creation and Adaptation

The rapid creation and adaptation of online information further compounds the chal-
lenge for individuals to distinguish between accurate and false news. The sheer volume
of content, coupled with limited time and cognitive resources, heightens the risk of inad-

vertently consuming and propagating misinformation. [29]

6.3 Confirmation Bias

Confirmation bias, the tendency to seek and interpret information that aligns with
preexisting beliefs, makes it challenging to convince individuals to critically evaluate in-
formation and accept corrections. People may be more inclined to accept and share fake

news that confirms their existing viewpoints. [30]

6.4 Misinformation Ecosystems

Fake news exists within a complex ecosystem involving creators, distributors, and
consumers. Addressing the issue requires collaborative efforts from social media plat-
forms, fact-checking organizations, educators, policymakers, and individuals to combat

misinformation effectively. [31]
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7 Approaches to Fake News Detection

7.1 Traditional Approaches

Traditional approaches to fake news detection rely on established techniques that do

not involve sophisticated machine learning algorithms. These approaches include:

Rule-based Methods

Rule-based methods utilize a predefined set of rules or criteria to identify and classify
fake news articles. These rules are typically based on specific characteristics, patterns,
or indicators associated with fake news, and they serve as decision-making guidelines
to determine the authenticity and credibility of news content. Rule-based methods rely
on explicit rules or patterns to make determinations rather than relying on statistical

modeling or machine learning algorithms. [32]

Content-based Methods

Content-based methods analyze the textual content of news articles to detect fake
news. They often focus on linguistic features, such as the use of emotional language,
exaggerated claims, or the presence of misinformation indicators like false statistics or
fabricated quotes. Content-based methods may also examine metadata, such as publishing

sources or timestamps, to determine the credibility of the information. [33]

Source-based Methods

Source-based methods evaluate the credibility and reputation of the sources from which
the news originates. This approach considers factors such as the track record of the
source, its expertise, and whether it adheres to professional journalistic standards. Source-
based methods may utilize external databases or fact-checking organizations to verify the

reliability of the sources. [34]

7.2 Machine Learning Approaches

Machine learning approaches approaches can effectively handle large volumes of data
and adapt to evolving fake news techniques. Key machine learning techniques for fake

news detection include:

20
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Feature Engineering for Fake News Detection

Feature engineering involves extracting relevant features from the news data to rep-
resent important characteristics associated with fake news. These features can include
lexical and syntactic features, sentiment analysis, readability measures, or social network
features. The selection and engineering of appropriate features significantly impact the

performance of machine learning models. [35]
Supervised Learning Algorithms

Supervised learning algorithms employ techniques to identify patterns and create pre-
dictive models that can classify unseen news articles. [36]

Unsupervised Learning Algorithms

Unsupervised learning algorithms aim to identify patterns and clusters within the news

data without prior knowledge of fake news labels. [37]

7.3 Deep learning Approaches

Deep learning approaches, employ neural networks with multiple hidden layers to

automatically learn intricate patterns and representations from the news data. [38]
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Fake News Detection (FND)

Approach

| Description

Traditional Approaches

Rule-based Methods

Analyze textual content and lin-
guistic features to detect fake
news.

Content-based Methods

Analyze textual content and
metadata to determine credibil-
ity.

Source-based Methods

Evaluate credibility and reputa-
tion of news sources.

Machine Learning Approaches

Feature Engineering

Extract relevant features to rep-
resent characteristics associated
with fake news.

Supervised Learning Algorithms

Create predictive models to clas-
sify news articles.

Unsupervised Learning Algorithms

Identify patterns and clusters
without prior knowledge of fake
news labels.

Deep Learning Approaches

Deep Learning Techniques

Utilize neural networks with mul-
tiple hidden layers to automati-
cally learn patterns and represen-
tations.

Table 1.2: Approaches to Fake News Detection

8 Conclusion

In conclusion, the chapter provides a comprehensive introduction to the field of fake
news detection. It underscores the significance of addressing the challenges posed by fake
news and highlights the potential impacts on society. By presenting a range of detection

approaches, the chapter sets the stage for further exploration and development of effective

mechanisms to combat the spread of fake news.
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Chapter 2. Machine learning and Deep learning

1 Introduction

The field of machine learning (ML) and deep learning (DL) has experienced tremen-
dous growth in recent years, with applications in various domains. This chapter aims
to introduce the basic concepts of ML and DL, such as supervised, unsupervised, and
reinforcement learning, data preprocessing, feature engineering, and model selection. It
also covers DL architectures such as Recurrent Neural Network(RNN) and Convolutional
Neural Network (CNN), and provides an overview of current trends and challenges in the
field.

2 Machine Learning

2.1 Definition

Machine learning (ML) is a specialized branch of artificial intelligence that is dedicated
to constructing algorithms and statistical models that enable computer systems to learn
from empirical data and improve performance iteratively, without the need for explicit
programming. Machine learning algorithms are engineered to learn and advance auto-
matically from data by recognizing intricate patterns, connections, and valuable insights

within complex and extensive datasets, resulting in improved performance overtime. 39|

2.2 Machine Learning types

Machine learning can be divided into two, three, or more categories depending on the
context and goals of the discussion. ML can be categorized into supervised, unsupervised,

semi-supervised, and reinforcement learning.

Supervised
learning

Types of
Reinforcement MaChi ne Unsupervised
Learning Lea rning Learning
Algorithms

Semi-supervised
Learning

Figure 2.1: Machine learning types [40]

educba.com
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Supervised Learning

Supervised learning is a type of machine learning where the algorithm is trained on a
labeled dataset, which means that the output variable is already known. The algorithm
learns to map the input to the output based on the labeled data. This type of learning is
used in various applications, such as image classification, speech recognition, and natural

language processing. [36]

Supervised Learning Algorithms

1. Logistic regression (LR)
Is a regression analysis method that is commonly used for binary classification tasks
to model the probability of a binary target variable (such as true/false, yes/no,
or 0/1) based on one or more input variables (predictors or features). Logistic
regression operates by fitting a hypothesis function, often represented by a sigmoid
function(also called a logistic function) to the input data, which maps each real-
valued input to a value between 0 and 1, indicating the probability of the positive
class. Logistic regression estimates the probability of the output variable with the

input variables by applying the logistic function :

1
1+4+e*

Py = 1z) = (2.1)

where y is the binary target variable, x is a vector of input variables, and z is a

linear combination of the input variables and their corresponding weights:

Z =W+ wWiT1 +Wako + -+ - + WpTy

In this equation, wy is the intercept term, while wy,ws,...,w, are the weights

assigned to the input variables x. [41]
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Figure 2.2: Logistic Regression Example [42]

2. Decision Trees (DT)

Is a nonparametrically based technique for classification and regression problems
that represents a structure similar to a flowchart with internal nodes representing
features or attributes, branches representing the decision rules based on those fea-
tures, and leaf nodes representing the result or prediction. features, and leaf nodes
representing the result or prediction. It is employed for regression and classification
tasks on the basis of entropy function and information gain.

Entropy is used to quantities the uncertainties or randomnesses associated with the
class labels of the data instances. It is used to decide the best characteristic for
dividing the data at every inner node. Mathematically, entropy is calculated by the
following formula:

Entropy(S) = — > (p(i) - logy(p(7))) where S is the data set, p(i) is the proportion
of instances belonging to class i, and the summation is over all the unique .The
entropy value ranges from 0 to 1, where 0 represents a completely pure dataset(all
instances belong to the same class) Information gain measures the effectiveness of a
particular feature in classifying the instances in a data set. It quantifies the entropy
reduction obtained by splitting the data set based on that feature. At every internal
node of the decision tree, the feature with the highest information gain is selected

as the split criterion.

Mathematically, the information gain is calculated according to the following for-

mula

Information Gain(S, A) = Entropy(S) - > <%”|| : Entropy(Sv))
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Where S is the data set, A is a particular feature, Sv represents the subset of
instances for which feature A has value v, and the summation is performed.over
all possible values of feature A. Information gain is calculated by subtracting the

weighted average of entropies of the resulting subsets from the entropy of the original

dataset. [43]
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Figure 2.3: Decision Tree [44]

3. Naive Bayes (NB)
Is a probabilistic classifier that is based on the Bayes theorem. According to this
theorem, the probability of a hypothesis (such as a class label) given some observed
evidence (a set of features) is proportional to the prior probability of the hypothesis
and the probability of the evidence given the hypothesis. Naive Bayes computes the
posterior probability of each potential class label based on the observed features,

and then assigns the input to the class with the highest probability.

P(y) x P(z1ly) x P(xa]y) X -+ X P(za|y)
P(zy,x9,...,x,)

P(ylxy, xe, ..., xy) = (2.2)
where P(y|x1, za, ..., ,,) is the probability of class y given the feature values x1, o, ..., Tp;
P(y) is the prior probability of class y; P(z;|y) is the conditional probability of fea-
ture z; given class y; and P(x1,z3, ...,x,) is the probability of observing the feature

values x1, T, ..., Tp. [45]

4. K-Nearest Neighbors (KNN)
Is a non-parametric classifier that can be used for either classification or regression
tasks. It forecasts the result of a new data point by considering the k most similar

data points in the training set, where k can be adjusted. The class or value of
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the new data point is determined by the majority vote or average of the k nearest

neighbors. Once a new data point is provided, the predicted class is specified as:

y = argmazx Z count(y') (2.3)

y' €k—closest—neighbors(x)

where z is the new data point, y is the predicted class, and k is the number of

neighbors considered. [46]
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Figure 2.4: K-Nearest Neighbors (KNN) Model [47]

Supervised Learning Applications

e Image classification: classifying images into different groups or categories using their

distinguishing features.

e Speech transcription: recognizing spoken words and converting them into written
text.

e Emotion analysis: determining the emotions conveyed in a piece of text, whether

they are positive, negative, or neutral.

e Fraud detection: identifying fraudulent activities or transactions using historical

data and patterns.

e Credit risk prediction - forecasting the probability of default or credit risk for an

individual or organization based on their credit history and other relevant factors.

e Language processing: analyzing and generating natural language text, as seen in

language translation programs or catboats.
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Unsupervised Learning

Unsupervised learning is a type of machine learning where the algorithm is trained
on an unlabeled dataset, which means that the output variable is unknown. The algo-
rithm learns to discover patterns and relationships within the data based on the inherent
structure of the data-set. This type of learning is used in various applications, such as

anomaly detection, clustering, and dimensionality reduction. [37]

Unsupervised Learning Algorithms

1. The K-means clustering technique:
is a straightforward algorithmic approach that groups comparable data points into

k clusters.

2. Principal Component Analysis (PCA):
is an approach used to decrease the complexity of a dataset by identifying the most

significant components, ultimately reducing the number of features.

3. Generative Adversarial Networks (GANs):
A type of model that is capable of generating new data samples that bear resem-

blance to the data used for training.

Unsupervised Learning Applications

e Cluster analysis: assembling similar data points together (e.g. for client categoriza-

tion or image categorization).

e recognizing uncommon data points in a dataset (e.g. for identifying fraud or detect-

ing malfunctions in a system).

e Dimensionality reduction: decreasing the number of variables in a dataset while up-
holding the most significant information (e.g. for data presentation or characteristic

selection).

Semi-Supervised Learning

Semi-supervised learning is a type of machine learning where the algorithm is trained
on a combination of labeled and unlabeled data. This type of learning is used in various
applications, such as sentiment analysis, where the sentiment of a sentence can be inferred
from the context of the words, even if the sentence is not labeled as positive or negative.
j4s)
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Semi-Supervised Learning Algorithms

e Self-education: the process of acquiring knowledge and skills through personal

initiative and independent learning. [49]

e Co-training: A machine learning technique where multiple models are trained
collaboratively using a shared dataset and iteratively improving each other’s per-

formance. [50]
e Multi-perspective: The consideration and integration of diverse viewpoints or
angles to gain a more comprehensive understanding of a subject or situation. [51]
Semi-Supervised Learning Applications
e Image Categorization: uses a limited number of labeled images.
e Opinion Mining: uses a limited number of labeled text documents.

e Voice Recognition: uses a small number of labeled audio recordings.

Reinforcement Learning

Reinforcement learning is a type of machine learning where the algorithm learns by
interacting with an environment and receiving feedback in the form of rewards or penalties.
The algorithm learns to take actions that maximize the cumulative reward over time.
This type of learning is used in various applications, such as game playing, robotics, and

autonomous driving. [52]

Reinforcement Learning in ML

Reward Best Action ‘%
tion of
it

Figure 2.5: Reinforcement in ML [53]

Reinforcement Learning Algorithms

e (Q-learning
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e Policy gradients

o Actor-Critic

Reinforcement Learning Applications
e Gaming: Training an agent to play games such as chess, Go, or video games.
e Robotics: Training a robot to perform tasks in a physical environment.

e Autonomous vehicles: Training a vehicle to navigate and make decisions in traffic.

3 Deep Learning

3.1 Definition

Deep learning is a subset of machine learning that uses artificial neural networks to
learn patterns and extract unique characteristics from large and complex data sets. It has
been beneficial in pharmaceutical research, genetics, and astrophysics, and has resulted

in progress in areas such as pharmaceutical research, genetics, and astrophysics. [38|

3.2 Artificial Neural Networks

An artificial neural network (ANN) is a simulation of the structure and behavior of
a natural neuron. It consists of several layers of neurons, including an input layer and
an output layer. Each neuron receives inputs from other neurons or external sources and
applies a mathematical function to produce an output that is then sent to other neurons
in the network. Weights are adjusted during training to reduce the difference between the

network’s actual output and the desired output. [54]

3.2.1 Activation function

An activation function is used to introduce nonlinearity into a network to learn complex
patterns from input data. Formally, an activation function f takes an input x and generates
an output Y, that gets passed to the next layer of the network. In the case of a neuron,
the output y is computed as: y = f(wx + b) where w is a vector of learning weights
and b is a bias term and f is the activation function. Frequently used activation functions
include the sigmoid function, the hyperbolic tangent function, and the rectified linear unit
(ReLU) function. [55]
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Activation Functions

Sigmoid Leaky RelLU
olz) = = max(0.1z, x)
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Figure 2.6: Activation Function Types [56]

e The Rectified Linear Unit (ReLU): is the predominant activation function used
in deep learning models. It works by producing a value of 0 for all input values that
are negative, and for all non-negative input values, it produces the same value as

the input [57]. This can be mathematically expressed as:

f(z) = max(0, x) (2.4)

e Sigmoid: The sigmoid function is a non-linear function that maps any input value
to a value between 0 and 1, which makes it useful for a variety of tasks such as
binary classification, where the output of the network represents the probability of

a particular class. The formula for the sigmoid function is:

1

= 2.5
1 + eflxs ( )

Y

with s = 2?:1 W;x;+b where b is the bias and [ is a positive constant that determines

the steepness of the sigmoid function. [58]

e Hyperbolic tangent function (tanh): The hyperbolic tangent function is a non-
linear function that maps input values to a range between (-1) and (1). The formula

for the hyperbolic tangent function is [57]:

oy - L) —exp(—)

~ exp(w) + exp(—7) (2:6)
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4 Artificial Neural Networks types

4.1 Deep Feed-Forward Neural Network(FNN)

Depending on the way the neurons are connected, FNN are one of the two main
categories of network architectures in which information flows in a single direction, from
the input layer to the output layer, with no feedback connections. An FNN consists of
several layers of interconnected neurons, including an input layer, a hidden layer or layers,

and an output layer. and its variants, called Convolutional Neural Networks (CNNs). [59]

Input Layer  Hidden Layer Output Layer

Figure 2.7: Structure of a hidden layer feed-forward neural network

4.2 Convolutional Neural Network

Convolutional Neural Networks (CNN) are multilayer artificial neural networks that
currently outperform classical methods such as pattern recognition and image processing.
A CNN has a number of layers. These include convolutional layers, pooling layers, and
fully connected layers. Convolutional layers apply various filters to the input data, al-
lowing extraction of patterns and features such as edges and corners. The output of the
convolution operation is typically fed through a nonlinear activation function and then
altered by a pooling function that substitutes a value from nearby outputs for the output
at a given location. This pooling function helps create an invariant representation that is
insensitive to small input translations. It additionally decreases the total amount of input
data. Convolution and pooling layers are stacked hierarchically Convolution and pooling
layers are hierarchically arranged. Features are learned in a stepwise process. After learn-
ing the desired training characteristics, their activations are used for input classification

in the final layers, which are built from fully connected neurons. [60]
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Figure 2.8: CNN Model Architecture [61]

4.3 Deep Recurrent Neural Network

Recurrent Neural Networks (RNNs) are designed to process sequential data where the
input is a sequence of vectors and the output is a sequence of vectors. They are defined by
recurrence, taking input vectors and previous hidden states, and producing new hidden
states and current output vectors. The new hidden state is computed by applying a
nonlinear function to a linear combination of the current input and the previous hidden
state. RNNs can be trained using backpropagation through time (BPTT), and they have
been used in many applications, including natural language processing [62|. The general

formula for an RNN at each time step ¢ is:
he = f(Whnhi—1 + Wapx, + by) (2.7)

where:

e N, is the hidden state vector at time ¢, which summarizes the network’s memory of

the past inputs up to that point.
e 1, is the input vector at time t.

e Wy, is the weight matrix that governs the recurrence of the network, controlling
how much of the previous hidden state is retained and how much new information

is added.
o W, is the weight matrix that maps the input vector to the hidden state.

e b, is the bias vector that is added to the weighted sum of inputs and the previous
hidden state.
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e f is a non-linear activation function, such as the sigmoid or hyperbolic tangent

function, that introduces non-linearity to the network.

The output of the network at time ¢ can be computed as:
Yt = Whyht + by

where:
e y, is the output vector at time t.
o W}, is the weight matrix that maps the hidden state to the output vector.

e b, is the bias vector that is added to the weighted sum of the hidden state and

output vector.

)

Nonlinear Activation (f

St

Figure 2.9: Deep Recurrent Neural Network schema

4.3.1 Long Short-Term Memory (LSTM):

Long Short-Term Memory (LSTM) is a type of memory meant to hold long-term
dependencies in sequential data. The fundamental idea behind LSTM is to use a memory
cell that can store information over an extended period of time, while being able to forget

or update that information as needed. [63|

The memory cell:

The memory cell is a fixed size vector updated at each time-step on the basis of the
input and the previous state of the LSTM. The update process is controlled by vectors
of the same size as the memory cell are the input gate, the forget gate and the output
gate. [63]
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The Input Gate determines how much of the new input should be added to the mem-
ory cell by applying a sigmoid activation function to a linear combination of the input and
the previous hidden state, which produces a vector of values between 0 and 1. This vector
is then multiplied element-wise by the candidate memory cell vector, which is a vector
of the same size as the memory cell obtained by applying the hyperbolic tangent (tanh)

activation function to a linear combination of the input and the previous hidden state. [58|

The Output Gate determines how much of the current contents of the memory cell
should be output by applying a sigmoid activation function to a linear combination of the
input and the previous hidden state, which produces a vector of values between 0 and 1
representing how much of each element of the memory cell should be output, resulting in
the final output vector. [58]

The Forget Gates determines how much of the previous contents of the memory cell
should be retained by applying a sigmoid activation function to a linear combination of
the input and the previous hidden state, which produces a vector of values between 0 and
1 representing how much of each element of the memory cell should be retained, resulting

in the elements to be forgotten being set to zero. [58|

[] Forget Gate — Output Vector——

(] Input Gate
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Figure 2.10: LSTM unit with input and output connections [64]

4.3.2 Bidirectional Long Short-Term Memory(BiLSTM)

In a BiLSTM network, the input sequence is processed both in the forward direction
and in the backward direction, with separate hidden states for each direction. This
allows the network to capture not only the dependencies between the current element

and the previous elements, but also the dependencies between the current element and
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the future elements [65]. By processing the input in both directions, BiLSTM is able
to capture more complex patterns and dependencies in the input data, making it well-
suited for tasks that require a deeper understanding of the context, such as named entity
recognition and sentiment analysis. One thing to note is that BiLSTM typically requires
more computational resources and has more parameters to learn than standard LSTM,
which can make it slower and more prone to over-fitting. However, it can often achieve
higher accuracy on certain tasks due to its ability to capture bidirectional dependencies
in the input data. [66]
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-

IActivation
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Figure 2.11: BiLSTM model with enabling feature. [67]
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5 ML vs DL

Criteria Machine Learning (ML) Deep Learning (DL)

Definition A subset of artificial intelligence | A subset of machine learning that
(AI) that involves algorithms that | involves neural networks with
learn from data to make decisions | multiple layers that can learn
or predictions and extract features from com-

plex data
Data  require- | Requires less data and can still | Requires large amounts of data to
ments provide good results train models effectively

Feature extrac-
tion

Feature extraction is done manu-
ally by humans

Automatic feature extraction is
performed by deep neural net-
works

Model complex-

Generally simpler models com-

Models are more complex with

tive maintenance

ity pared to DL many layers and parameters

Performance Good performance for tasks with | Performs well on large datasets
smaller amounts of data and | with many features and can learn
fewer features complex patterns

Applications Used in a wide range of appli- | Used in applications such as
cations such as image recogni- | speech  recognition, natural
tion, spam filtering, and predic- | language processing, and au-

tonomous vehicles

Training time

Requires less training time com-
pared to DL

Requires significant training time
and computational resources

Table 2.1: Comparison between machine learning (ML) and deep learning (DL)

6 Conclusion

In conclusion, this chapter has provided a summary of the basic principles of ma-

chine learning and deep learning. We talked about the different classifications of machine

learning, including supervised learning, unsupervised learning, and reinforcement learn-

ing, and the commonly used algorithms in each category. We also introduced the notion of

deep learning and its dominant structure, the artificial neural network. At its core, deep

learning involves a great deal of field-specific terminology, with many technical concepts

coming from other fields of study. It is important to recognize that common terms can

have different meanings in the context of deep learning.
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1 Introduction

This chapter explores the essential tools and resources required to accomplish our goals.
It delves into the hardware and system requirements necessary to conduct comprehensive

research in this field.

2 Tools Presentation

2.1 Hardware

The following system requirements were used for running the software tools and li-

braries in the machine learning experiments:

e Operating System: Windows 10 (64-bit).

Central Processing Unit (CPU): Intel Core i5-4210U CPU @ 1.70GHz 2.40GHz.

Random Access Memory(RAM): 8 GB

Storage: C (145 GB), E (156 GB), and F (163 GB) drives.

Graphics Card: Multiple NVIDIA GeForce RTX GPUs (GPU 0 and GPU1) with 10
GB of dedicated memory each, which were used to parallelize the training of deep

learning models."64-bit Windows 10 operating system.

2.2 System Requirements
2.2.1 Python

Python is a widely used, high-profile programming language known for its simplicity
and versatility in a range of applications, from web development to scientific computing.
It has become a popular choice for developers worldwide due to its extensive library of
modules. [68|

2.2.2 Anaconda Distribution

Anaconda is a free and open-source delivery of the Python programming language
which comprises of several pre-installed data science tools and packages including Jupyter
Notebook, Spyder IDLE, and renowned data science libraries like NumPy, Pandas, and
Scikit-learn. Anaconda streamlines the process of installing and managing these packages,

thus enabling data scientists and developers to conveniently establish a uniform and steady
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working environment for their projects. It is compatible with Windows, macOS, and
Linux operating systems and is extensively employed by the data science community for

creating, evaluating, and implementing data-oriented applications. [69]

2.2.2.1 Anaconda Installation
The steps to install Anaconda:

1. Go to the Anaconda website (https://www.anaconda.com/products/individual) and
download the appropriate installer for your operating system (Windows, macOS, or

Linux).
2. Double-click the downloaded file to launch the Anaconda installer.

3. Follow the installer prompts to complete the installation process. You can choose
to install Anaconda for a single user or all users on the system. You can also choose

the location where you want to install Anaconda.

4. Once the installation is complete, you can launch Anaconda Navigator from the

Start menu or by typing “anaconda-navigator” in a command prompt or terminal.

2.2.2.2 Updating Anaconda It’s important to keep Anaconda up-to-date to ensure
that you have the latest packages and bug fixes. Follow these steps to update Anaconda:

1. Open the Anaconda Navigator.
2. Click on the Environments” tab.

3. Select the environment that you want to update. By default, the base environment

is selected.
4. Click on the Update” button on the right-hand side.

5. Click on the “Apply” button to update the selected packages.

2.2.2.3 Python Libraries

e Numerical Python(NumPy)

NumPy is a Python library used for working with arrays. It also has functions
for working in domain of linear algebra, Fourier transform, and matrices. It is a

fundamental library for scientific computing in Python. |70]
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e Python Data Analysis Library(Pandas)

Pandas is a Python library used for data manipulation and analysis. It offers data
structures for efficiently storing large datasets and tools for working with them,
including cleaning, merging, and reshaping data. Pandas is widely used in data

science and is an essential tool for data cleaning and preparation. [71]

e TensorFlow Is an open source software library for numerical computation and ma-
chine learning, developed by the Google Brain team. It provides a flexible platform
for building and training machine learning models across a range of tasks, includ-
ing image and speech recognition, natural language processing, and reinforcement
learning. TensorFlow is widely used in academia and industry, and is one of the

most popular machine learning libraries in Python. [72]

e Key Enabling Rapid Applicability System (Keras)

Is an open source deep learning framework written in Python. It provides a high-
level API(Application Programming Interface) for building and training deep learn-
ing models, and can run on top of various backends, including TensorFlow, Microsoft
Cognitive Toolkit, and Theano. Keras was designed to be user-friendly, modular,

and extensible, and is widely used in industry and academia. [73|

e Scientific Kit for Machine Learning(Scikit-learn)

Is a Python library for machine learning built on top of NumPy, SciPy, and Mat-
plotlib. It provides efficient tools for data mining and data analysis, including
classification, regression, clustering, and dimensionality reduction via a consistent
interface. Scikit-learn is widely used in academia and industry, and is one of the

most popular machine learning libraries in Python. [74]

e MATLAB Plotting Library (Matplotlib)

Matplotlib is a Python library used for creating static, animated, and interactive
visualizations in Python. It provides a wide range of plotting functions, from basic
line plots to advanced 2D plots, and offers customization options for fine-tuning
visualizations. Matplotlib is one of the most widely used data visualization libraries
in Python. [75]

e Scientific Python (SciPy)

SciPy is a library for scientific computing in Python that builds upon the NumPy
library. It provides a variety of useful functions for optimization, integration, in-

terpolation, linear algebra, signal and image processing, and more. SciPy is widely
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used in scientific and engineering applications, and is an essential tool for many

scientific computing tasks in Python. [76]

2.2.2.4 Anaconda Libraries Installation There are several methods to install li-

braries in Anaconda:

1. Using conda: Conda is a package manager that comes with Anaconda. To install a

library using conda, open the Anaconda prompt and type:
conda install <library_name>

For example, to install pandas, type:

conda install pandas

Conda will automatically resolve dependencies and install the library.

B Sélection Anaconda Prompt (anacenda3) - conda install pandas

nda install pandas

working... done

Figure 3.1: conda install pandas

2. Using pip: Pip is a Python package manager that is not installed by default with
Anaconda. To install pip, open the Anaconda prompt and type:

conda install pip

Once pip is installed, you can install libraries using pip by typing:

pip install <library_name>

For example, to install matplotlib, type:
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pip install matplotlib

B Anaconda Prompt (anacenda3)

chama>»conda install pip
ackage metadata (current_repodata.json): done

g environment: done
## Package Plan ##
environment location: C:\Usersi\chama\anaconda3

added / updated specs:
- pip

The following packages will be downloaded:

package

boltons
cond

Jjson
jsonpointer

boltons
jsonpatch
jsonpointer

Figure 3.2: install pip

3. Using Anaconda Navigator: Anaconda Navigator is a graphical user interface (GUI)
that comes with Anaconda. To install a library using Anaconda Navigator, follow

these steps:

1) Open the Navigator and click on the "Environments" tab.

3

(1)

(2) Select the environment you want to install the library in.

(3) Click on "Channels" and select "conda-forge" from the drop-down menu.
(4)

4) Type the name of the library you want to install in the search box and click

on the checkbox next to it.

(5) Finally, click on the "Apply" button to install the library.
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Figure 3.3: Anaconda Navigator

4. Using the Anaconda command prompt: You can also install libraries using the

Anaconda command prompt. To do so, follow these steps:

(1) Open the prompt and type:

anaconda search -t conda <library_name>

This will show you a list of available versions of the library. Choose the version

you want to install and type:

conda install -c <channel_name> <library_name>

For example, to install numpy version 1.19.3 from the "conda-forge" channel,

type:

conda install -c conda-forge numpy=1.19.3

3 Conclusion

In this chapter, we presented the environment and the tools used to develop machine

learning and deep learning models, allowing us to focus on the task and achieve our goals

efficiently.
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1 Introduction

This chapter focuses on the experimental part of the work, where the preprocessing
of the used dataset is discussed, as well as the proposed model. Additionally, the chapter
includes a discussion on the evolution of the model during the training process and the
achieved results. Furthermore, the interface application was presented to showcase the

practical implementation of the proposed model.

2 Dataset

2.1 Dataset Description

The dataset used for this study consisted of two CSV(Comma Separated Values)files
of fake and real news articles, which were obtained from the Kaggle website. The Fake
News dataset contained approximately 23,000 labeled news articles that were identified as
fake, while the Real News dataset contained approximately 21,000 labeled news articles
that were identified as real. Both datasets contains two main columns which are: Title
contains the news headlines, Text contains the news, Content/article subject is the type

of news, Date is the news published date.

1 title,text,subject,date
Donald Trump Sends Out Embarrassing New Year’s Eve Message; This

Drunk Bragging Trump Staffer Started Russian Collusion Investiga
Sheriff David Clarke Becomes An Internet Joke For Threatening To

Figure 4.1: Dataset Capture

2.2 Dataset Preparation
To prepare the data for the model, the following steps were taken:

e Remove unnecessary columns: The columns ’date’ and ’subject” were identified as
unnecessary for the model’s objective. The ’date’ column typically represents the
publication date of the news article, which is irrelevant to determining its authen-
ticity. Similarly, the ’subject’ column may contain information about the article’s
topic, but it does not directly contribute to distinguishing between real and fake
news. Thus, these columns were removed from both datasets to streamline the data

and focus solely on the relevant information.

e Add ’class’ column: To enable supervised learning, a new column called ’class’ was

introduced to both datasets. This column assigns a binary label to each news article,
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indicating whether it is real or fake. The addition of this column allows the model
to learn from labeled data, enabling it to make predictions on unseen articles based

on the patterns it learns during training.

e Visualize data distribution: Bar graphs were created to visualize the distribution
of real and fake news articles within the dataset. This visualization helps to gain
insights into the balance between the two classes and identify any potential class

imbalances.

e Concatenate datasets: The two separate datasets were concatenated into a single
unified dataset. This process involved combining the instances from both datasets
while maintaining their respective attributes. Concatenating the datasets helps
to create a more comprehensive and diverse dataset by pooling information from
multiple sources. By incorporating data from different origins, the model can learn
from a broader range of examples and potentially improve its ability to generalize

to unseen data.

e Drop 'title’ column: The decision to drop the ’title’ column was based on the scope
and focus of the study. Since the primary objective is to classify news articles as
real or fake based on their content, the 'title’ column was considered extraneous and
potentially noisy. Titles are often concise and may not provide sufficient context for
accurate classification. Therefore, removing the ’title’ column from the concatenated
dataset helps to streamline the data, reducing any potential noise and focusing solely

on the article’s body text.

2.3 Dataset Preprocessing
The following preprocessing steps were taken on the data:

e Text normalization: The textual data within the news articles underwent normal-
ization to ensure consistency and reduce the complexity of the text. This normal-
ization process involved converting all text to lowercase, eliminating any variations
in capitalization that might hinder the model’s ability to recognize word patterns.
Additionally, non-word characters, such as punctuation marks, URLs, and other
special symbols, were removed. Furthermore, extra spaces within the text were

eliminated to standardize the format and facilitate subsequent processing steps.

e Splitting into training and testing sets: The dataset was divided into separate train-
ing and testing sets to assess the model’s performance accurately. Typically, a cer-

tain percentage of the dataset, such as 90%, is allocated for training the model,
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3

3.1

while the remaining percentage, e.g., 10%, is reserved for evaluating the model’s
performance on unseen data. This separation ensures that the model is not biased
towards the examples it has already seen during training and allows for an objective

evaluation of its generalization abilities.

Tokenization and vocabulary creation: The training set was tokenized, which in-
volved breaking down the textual data into individual words or tokens. This step
is crucial as it converts the text into a format that the model can process. Subse-
quently, a dictionary or vocabulary of the most frequent words was created based
on the training set. This dictionary contains a mapping of words to unique indices,

allowing the model to convert text into numerical representations.

Converting text to sequences of integers: Both the training and testing sets were
converted into sequences of integers based on the word index obtained from the
dictionary. This conversion enables the model to work with numerical data, which
is essential for training machine learning models. Each word in the sequences is
replaced with its corresponding integer index from the dictionary, allowing the model

to process the text as a series of numbers.

Padding sequences: To ensure uniformity in input dimensions, the sequences were
padded to have the same length. This step involves adding zeros or truncating
the sequences to a maximum length of 256 tokens. Padding is necessary because
neural networks typically require fixed-length inputs. By padding or truncating the
sequences, all inputs have consistent dimensions, allowing the model to efficiently
process them. The maximum length of 256 tokens was chosen based on a suitable

trade-off between preserving information and managing computational resources.

The Proposed BiLSTM Model

Build the Model

The model is a Sequential model that consists of four layers. The first layer is an

Embedding layer with a maximum vocabulary size of 10,000 and an output dimension
of 512. The second and third layers are Bidirectional LSTM layers with 256 and 128

units, respectively. The fourth layer is a Dense layer with 64 units and a ReLLU activation

function. A Dropout layer with a rate of 0.5 is added after the Dense layer to prevent

overfitting. The final layer is a Dense layer with a single output, which represents the

predicted class of the input.
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Layer (type) Output Shape Param # | Activation Function
Embedding (None, max_len, 512) | 39372800 -
Bidirectional LSTM | (None, max_len, 512) | 1574912 -
Bidirectional LSTM (None, 256) 656384 -
Dense (None, 64) 16448 ReLU
Dropout (None, 64) 0 -
Dense (None, 1) 65 -

Table 4.1: Description of the proposed LSTM Model

The previous architecture of the model is summarized using the model.summary()

method, which provides a concise description of the layers and their output shapes.

model. summary()

Figure 4.2: Model Architecture

3.1.1 Train the Model

During training, the model used the BinaryCrossentropy loss function and the Adam
optimizer with a learning rate of le-4. The model was trained for 5 epochs with a batch
size of 30 and a validation split of 0.1. Early stopping was used with a patience of 2 to
prevent overfitting and restore the best weights.

The history object of the trained model contains information about the training and

validation accuracy and loss for each epoch.

history = model.fit(X_train, y_train, epochs=5,validation_split=08.1, batch_size=38, shuffle=True, callbacks=[early_stop])

Figure 4.3: Model Training

3.2 The Obtained Results

The model was trained on the preprocessed dataset, and its performance was evaluated
using two main metrics: accuracy and loss.
The training and validation accuracy were plotted over the number of epochs to provide
an overview of the model’s performance during training. Similarly, the training and
validation loss were also plotted over the number of epochs to assess the model’s ability

to minimize the loss function.
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The first graph illustrates the training and validation accuracy of our model over
multiple epochs. The training accuracy represents the model’s ability to correctly classify
the training data, while the validation accuracy measures its performance on unseen data
from the validation set. In epoch 0, the training accuracy is reported to be 90%. As the
model undergoes training, the accuracy steadily improves and reaches 99% by epoch 5.

This signifies that the model becomes increasingly proficient at accurately classifying the

Training and validation accuracy

" Training acc
— —— validation acc

Accuracy

Epochs

Figure 4.4: Training and validation accuracy

training data as the training progresses.

Similarly, the validation accuracy starts at 98% in epoch 0 and also reaches 99%
by epoch 5. This indicates that the model’s performance on previously unseen data,
represented by the validation set, closely aligns with its performance on the training data.

The validation accuracy provides an estimate of how well the model is expected to perform

on new, unseen data.
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Training and validation loss
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Figure 4.5: Training and validation loss

The second graph presents the training and validation loss values of the BiLSTM
model over the course of training. The training loss represents the average discrepancy
between the model’s predicted outputs and the true labels for the training data, while
the validation loss quantifies the model’s performance on the validation set. In epoch 0,
the training loss is reported to be 0.200. This indicates that, on average, the model’s
predictions deviate from the true labels by a value of 0.200. As the model undergoes
training, the training loss steadily decreases and reaches 0.010 by epoch 5. A lower
training loss suggests that the model is effectively minimizing the differences between its
predictions and the true labels for the training data.

Regarding the validation loss, it starts at 0.073 in epoch 0 and decreases to 0.025 in
epochs 2 and 3, indicating that the model performs well on the validation set during these
epochs. However, by epoch 5, the validation loss increases to 0.051. This slight increase
suggests that the model may be starting to overfit the training data, as its performance

on the validation set begins to degrade.

3.3 The Evaluation of the Model

e Accuracy: is a measure used to evaluate the efficiency with which a classification
model performs. It denotes the proportion of correctly classified instances among

all instances [77]. Accuracy is typically calculated using the following equation:

Number of correctly classified instances

Accuracy =
Y Total number of instances

The resulting value is expressed as a percentage, ranging from 0% to 100%. Higher
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accuracy indicates better classification performance, with 100% accuracy represent-

ing perfect predictions.

e Precision: is a metric that focuses on the ratio of correct predicted positive in-
stances to the total number of predicted positive ones. It assesses the ability of
the model to minimize false positive errors [78]. Precision is calculated using the

formula :

True Positives

Precision =
True Positives + False Positives

e Loss: It quantifies the discrepancy between predicted and true values. The loss
function maps parameter values to scalar values, indicating how well the parameters
perform. Minimizing the loss improves model performance [79]. The mean squared

error (MSE) is a common loss function:

1 N
L - i_—i2
0ss N;:l(y Yi)

where N is the number of training examples, y; is the true value, and 7; is the

predicted value.

e Recall:is a metric used to assess the accuracy of the model’s performance in identi-
fying all positive occurrences among all [78]. Recall is calculated using the following
formula:

True Positives

Recall =

True Positives + False Negatives

A high recall score indicates that the model is efficient at correctly identifying pos-

itive instances.

e Adam Optimizer: a technique for improving the performance of deep learning. It
is a form of stochastic gradient descent (SGD) with built-in flexible learning rates.

of the popular optimization algorithms in deep learning. [80]

e Fl-score: is a balanced average of precision and recall, commonly used in binary
categorization tasks. It is a neutral method for the evaluation of precision and
recall. [7§]

e Epoch: it refers to the frequency with which the full dataset is fed through the

model during the training process. [81]
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e Batch size: is a parameter that determines the number of data instances that
are processed together in each iteration during training of a deep learning model.

Rather than having to use the complete training data set. [81]

e Batch normalization: is a technique applied in deep learning for normalizing
the training data in each mini-batch. it is used to accelerate training and improve
model performance. It is typically applied after the activation function in a neural
network. [82]
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4 Comparing Obtained Results of ML Models with BiL-
STM model

we assessed the accuracies of several machine learning (ML) algorithms. The ML
models, including Logistic Regression (LR), Decision Trees (DT), and K-Nearest Neigh-
bors (KNN), were trained and tested on our dataset. The following table summarizes the

accuracies achieved by each ML algorithm in our study.

Algorithm  Accuracy

LR 100%
DT 100%
KNN 84.04%

BiLSTM  99%

Table 4.2: Accuracy Comparison of Machine Learning Models

Logistic Regression (LR): The LR model achieves an accuracy of 100%. This means
that the LR model is able to correctly classify all instances in the dataset.

Decision Tree (DT): The DT model also achieves an accuracy of 100%. This indicates
that the DT model is able to accurately classify all instances in the dataset, similar to
the LR model.

k-Nearest Neighbors (KNN): The KNN model achieves an accuracy of 84.04%. This
means that the KNN model is able to correctly classify approximately 84.04

Bidirectional LSTM (BiLSTM): The BiLSTM model achieves an accuracy of 99%.
This indicates that the BiLSTM model is able to accurately classify 99% of the instances
in the dataset.

In summary, based on the provided accuracy values, both the LR and DT models
achieve perfect accuracy, correctly classifying all instances in the dataset. The BiLSTM
model achieves a high accuracy of 99%, indicating its strong performance in accurately
classifying the dataset. The KNN model achieves an accuracy of 84.04%, which is lower
compared to the other models.

It is important to note that accuracy alone may not provide a complete picture of the
models’ performance, and it is advisable to consider other evaluation metrics and poten-

tially perform statistical significance tests to make a more comprehensive comparison.
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5 Application Interface

The application consists of three main pages: the Home Page, the Tools Page, and
the About Page.

HomePage
ToolsPage
AboutPage

Exit

Figure 4.6: Capture of the Menu of the application interface

5.1 Home Page

The Home Page is the main page of the application, where users can input text or

URLs for analysis and classification. The interface elements on this page include:

- A message frame displaying a prompt for users to upload or enter the article news

they want to classify.

- Three buttons: "Upload," "Enter," and "Classify." The "Upload" button allows
users to upload an article file, the "Enter" button displays a text box for manual
entry of the article, and the "Classify" button triggers the article classification

process.
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# Fke News Classifier — O x

MMenu

Please upload or enter the article news you want to classify

Figure 4.7: Capture of the Home Page interface
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’ Fake Mews Classifier — ] x ’ Fake Mews Classifier - ] x

Menu Menu

Please upload or enter the article news you want to classify Please upload or enter the article news you want to classify

Upload Upload

Enter the article text: Upload the article file:

_

(a) Enter the article (b) Upload the article

Figure 4.8: Capture of "Enter"and"Upload" functions

f Classification Result - O X

The article is classified as: Fake

Figure 4.9: Capture classifying the article as fake

5.2 Tools Page

The Tools Page showcases the various technologies used in building the application.

It includes the following information:

- BILSTM Model: This section provides details about the model used in the applica-

tion, such as its accuracy in training and testing data.

- The Used Dataset: This section describes the dataset used in the application and

provides a link to download it.

- Environment Tool: This section provides a link to download Anaconda.
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# Fke Mews Classifier — O *

Menu

BiLSTM Model

The used Model has performed an accuracy of 99% in training and testing data.

The Used Dataset

The used Dataset is obtained from Kaggle. If you want to download it click this
link

Environment Tools

To download Anaconda, click this link.

Figure 4.10: Capture of the Tools Page interface

5.3 About Page

The About Page provides an overview of the application and its purpose. It includes

the following information:

The application’s goal: To classify news articles as real or fake using a BiLSTM

model.

The user-friendly interface: Built using Tkinter to provide a seamless experience.

Application pages: Home Page, Tools Page, and About Page.

The aim: Combating misinformation and empowering individuals to make informed

decisions about the news they consume.
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# Fke News Classifier — O x

Menu

Our Fake News Classifier Desktop Application is a tool
that uses a BiLSTM model to classify news aricles as
real or fake. With a user-friendly interface built using
Tkinter, it provides a seamless experience for users to
analyze and verify the credibility of news articles. The
application consists of three pages: HomePage,
ToolsPage, and AboutPage. The Home page allows
users to input text or URLs for analysis and classification.

The Tools page showcases the various technologies
used in building the application. The About page
provides an overview of the application and its purpose.
Our aim is to combat misinformation and empower
individuals to make informed decisions about the news
they consume.

Figure 4.11: Screenshot of the About Page interface

6 Discussion

Our experimental results showcase the outstanding performance of the proposed Bil-
STM model, which achieved an impressive accuracy of 99% on both the training and
validation sets. This indicates the model’s strong capability to effectively discern between

real and fake news articles.
Furthermore, the ML models, including LR, DT, and KNN, exhibited remarkable

accuracies of 100%, emphasizing their effectiveness in our study.
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7 Conclusion

This chapter encompasses two key components. The first focuses on the construction
of the BiLSTM model and its comparison with ML models, while the second pertains
to the development of the application interface. Furthermore, we discuss the dataset
preparation and preprocessing steps undertaken, outline the proposed model, present the
obtained results, and provide definitions for important concepts. Finally, we showcase our

application interface.
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General Conclusion

In Our work, we focused on the crucial task of fake news detection using machine
learning and deep learning algorithms, with a specific emphasis on employing a BiLSTM
model. Our research aimed to contribute to the ongoing efforts in combatting the spread
of misinformation in the digital age.

Through extensive experimentation and analysis, we have achieved promising results
in fake news detection. Our findings demonstrate the effectiveness of the BiLSTM model
in capturing the contextual dependencies and semantic patterns present in textual data,
enabling accurate classification between fake and real news articles.

The evaluation of our model on the datasets revealed its ability to generalize well
and outperform several baseline classifiers. By leveraging the power of deep learning and
sequential modeling, our BiLSTM model successfully captured the nuanced linguistic cues
and temporal dependencies that are often indicative of fake news.

However, it is essential to acknowledge the limitations of our study. The performance
of our model may be influenced by factors such as dataset bias, the evolving nature
of fake news techniques, and the generalizability of the model to different languages and
domains. These limitations open up avenues for future research to address these challenges
and further improve the effectiveness of fake news detection systems.

As the battle against fake news continues to evolve, we hope that this research serves
as a stepping stone for further advancements in the field. By building upon our work and
exploring innovative approaches, we can develop more robust and efficient fake news de-
tection systems, ultimately contributing to a more trustworthy and informed information

ecosystem in the digital era.
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Abstract

Detecting fake news has become a critical challenge in the digital era, where information
spreads rapidly through various online platforms. This work focuses on the development
and application of machine learning and deep learning techniques and develops a recurrent
neural network (RNN)-based fake news detection model. The goal of this model is to
accurately identify and classify fake news. Through our experimental work, we have
demonstrated the high effectiveness and accuracy of this model in distinguishing fake
news from genuine information.

Keywords: Fake News Detection, Deep Learning, Machine Learning, Artificial Neural

Networks, Recurrent Neural Network.

Résumé

La détection des fausses informations est devenue un défi critique a 1’ére numérique, ot
I'information se propage rapidement a travers diverses plateformes en ligne. Ce travail
se concentre sur le développement de techniques d’apprentissage automatique et d’ap-
prentissage profond et développer un modéle basé sur les réseaux neuronaux récurrents
(RNN). L’objectif de ce modéle est d’identifier et de classifier avec précision les fausses
informations. A travers notre expérimentation, nous avons démontré I'efficacité élevée et
I'exactitude de ce modéle.

Mots Clés: Détection des fausses informations, Apprentissage profond, Apprentissage

automatique, Réseaux de neurones artificiels, Réseau de neurones récurrents.
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