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General Introduction

The Security mechanisms that used in wired and conventional wireless networks and

which are based on a centralized infrastructure are not appropriate to an ad hoc network

completely decentralized. The solutions that have been developed trying to adapt the

nature of ad hoc networks are costly, slow and consume a lot of resources (energy,

computing power and storage) ,Which degrades the overall performance of the network'

In this work, we focus on the security problems of routing protocols in ad hoc networks.

For this, we have conducted a first study that focuses on the security mechanisms that

have been proposed, and which are at present in order to ensure optimal routing and

secure data exchange in ad hoc networks.

Following to this study, our interest is particularly focused on routing protocols whose

role is to maintain permanently routing linkages. This task is difficult because of

mobility and autonomy of the nodes of MANET nefworks, It uses therefore, to establish

mechanisms and.maintaining links inducing for some protocols, a decline in network

performance. our choice was made on the AODV routing protocol who considered as

one of the main most used in ad hoc networks routing protocols'

I

Indeed most of the proposed solutions are based on very complex cryptographic

mechanisms, slow, and very costly in terms of resource consumption for authentication

of communicating entities. These solutions are not very suitable for the ad hoc

environment, and significantly degrade the performance of the basic routing protocol

AODV. So our objective is to provide an effective security solution at low cost without

significant degradation of network performance to obtain a good level of security and

greater protection in the network, we have integrated our security scheme in the

protocol IDSAODV. This last is a security extension of AoDV protocol.

Planning for our work:

We will organize this memory into four chapters. In the first chapter we will make a

general study on Protocols and Communication Architectures .Then we will take a look

on wireless ad hoc network in the second chapter .Then we will present the security in

wireless ad hoc network in The third chapter and finally in the fourth chapter for

implementation and simulation our work.



General Conclusion

General Conclusion

The security of routing in Ad hoc networks is a major problem, It's difficult to offer

relatively robust mechanisms deal with different possible attacks, caused by external

intruders and compromised nodes without affecting the overall performance of ad hoc

network and routing protocols so too pronounced'

In this thesis, we were interested in analyzing the attack of Blackhole, we implemented

two new protocols one for implementing the attack and the other for implementing an

approach to prevent this attack related to sequence number, with this value the protocol

detect suspicious behavior of Blackhole attacks. To evaluate the performance of the

protocols, we have implemented them under the NS2 simulator' Next, we performed a

series of simulations and we presented and interpreted the results.

This project gave us the opportunify to work under Linux environment, discover the

simulation tooi NS2 networks, discover and enrich our knowledge in Ad hoc wireless

networks and letwork security in general'

At the end of this research, we can say that the security of routing protocols in ad hoc

networks remains a real challenge. And Research will continue in this area to improve

and optimize more and more existing security solutions to make ad hoc networks more

reliable, more efficient and secure at low cost for the general public.

Future work

As future work, we intend to perform the solution for the black hole attack and apply

this with different routing protocols like DSR and AOMDV and making a comparison

between them .
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Abstract

Now-a-days, wireless ad hoc networks (MANETs) are playing vital role for
facilitating communication between different entities for different purposes. In

case of wireless ad hoc networks security aspect has now becomes a very major

concem and most of the current researches are focusing in the same direction

,However, Due to security vulnerabilities of the routing protocols, wireless ad

hoc networks may be unprotected against attacks by the malicious nodes. One of
these attacks is the Black Hole Attack which I have rnade my studv on it.

'Key words: MANET / routing protocols security / black hole"

R6sum6

En ces Jours, les rdseaux'sans fil ad hoc ( MANED jouent r61e essentiel pour
f-aciliter la communication entre les diff'drentes entitds d des fins diff-drentes. Mais
les plus grandes menaces pour le rdseau est I'aspect de la s6curitti, cependant, en

raison de failles de s6curitd des protocoles de routage, rdseaux sans fil ad hoc
peuvent Otre si.tns defense contre les attaques par les nmuds malveillants" Une de

ces attaques est I'attaque Black llole que je I'ai fait mes dtudes d ce sujet.

Mots clds : rriseaux sans fil ad hoc / s6curitd des prorocoles de routage i Black
Hole.


