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Title : Improving the performance of Biometric identification and authentication
systems using advanced multimodal techniques.

Abstract :

Biometrics is a scientific technology to recognize a person using their physical, behavior
or chemical attributes. Biometrics is nowadays widely being used in several daily applica-
tions ranging from smart device user authentication to border crossing. A system that uses a
single source of biometric information (e.g., single fingerprint) to recognize people is known
as unimodal or unibiometrics system. Whereas, the system that consolidates data from multi-
ple biometric sources of information (e.g., face and fingerprint) is called multimodal or multi-
biometrics system. Multi-biometric systems can alleviate the error rates and some inherent
weaknesses of uni-biometrics systems.In this thesis, a novel scheme for score-level fusion based
on weighted quasi-arithmetic mean (WQAM) has been proposed. Specifically, WQAMs are es-
timated via different trigonometric functions. The proposed fusion scheme encompasses prop-
erties of both weighted mean and quasi-arithmetic mean. Moreover, it does not require any
learning process. Experimental results on three publicly available data sets for multi-modal,
multi-unit and multi-algorithm systems show that presented WQAM fusion algorithm outper-
forms the previously proposed score fusion rules. In addition to WQAM method fusion, we have
suggested two multi-biometric systems for personal authentication purpose, the first framework
is based on vein patterns (i.e., palm and wrist vein patterns). The choice of these modalities was
for numerous reasons such as the stable information provided over people age as well as these
biometric traits are invisible to the human eye (i.e, they are located inside the skin), thus gaining
greater resistance to replicating or spoofing. Whilst, a novel multi-biometric system to authen-
ticate users based on their major knuckle finger patterns using four fingers (i.e., little, ring,
middle, and index) and iris is proposed in order to overcome some limitaions of uni-biometric
systems.
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Chapter 1

General Introduction



1.1. INTRODUCTION

1.1 Introduction

The increase in recent identity theft and global security risks has necessitated trustworthy iden-
tity management frameworks. To this aim, biometrics has been proposed as an alternative to
traditional identification methods such as “what you have” (e.g., an ID card) or “what you
know” (e.g., a password) [8]. Biometrics is an automated measurement and statistical analysis
of people’s anatomical (e.g., face, fingerprint, iris) or behavioral (e.g., voice, gait, signature)
attributes to scientifically recognize or identify them [2]. In fact, biometrics has been widely
adopted as an imperative security tool by governments, industries and individuals. For instance,
‘US-VISIT’ program (i.e., visitors to the US has to provide fingerprint and face images at their
port of entry for identification), ‘Voice-Fingerprint ID’ (i.e., HSBC is providing fingerprint and
voice based banking software to access online and phone accounts) [1] and ‘Touch ID’ (i.e.,
iPhone 5s is unlocked using fingerprint)....

Biometrics that utilises only single modality is known as unibiometric system [2]. Unibio-
metric systems suffer from issues like noisy sensor data, non-universality, high interclass sim-
ilarities, high intraclass variations, low interoperability, and presentation attacks (i.e., fooling
biometrics by presenting genuine user’s trait artifacts [9]) leading thereby to elevated error
rates. Some shortcomings of unimodal biometric systems can be overcome by multibiometric
systems, which fuse information from multiple biometric sources to attain improved accuracy
[2].

Numerous studies have empirically demonstrated the effectiveness of multi-biometric sys-
tems . The information in multi-biometrics can be fused at five different levels sensor-level (i.e.
combining raw data acquired from multiple sensors/snapshots ), feature-level (i.e. consolidat-
ing feature sets obtained from multiple biometrics into a single feature set ), score-level (i.e.
integrating matching scores output by different biometric matchers to yield a new match score
), rank-level (i.e. fusing the ranks produced by the individual subsystems to derive a consensus
rank for each identity for final decision ) and decision-level (i.e. merging the decision made by
individual biometric subsystems.

Biometric fusion at the score-level has been extensively adopted in the literature primar-
ily thanks to straightforwardness in obtaining and integrating the match-scores. The existing
score-level fusion methods can normally be grouped into three classes: density-, classifier- and
transformation-based techniques . The density- and classifier-based score fusion techniques are
remarkably affected by unbalanced training set and score densities (that are usually unknown)

estimation, respectively.



1.2. GOALS OF THIS THESIS

1.2 Goals of this Thesis

Transformation-based rules, like product, min, max, and weighted sum rules were observed in
the literature to perform weakly, since they failed to take into account the distribution distance
of different biometric traits? match-scores. While, classifier-based fusion methods face the
problem of unbalanced training set due to the unbalanced authentic and imposter training score
sets. Likewise, though density-based approaches can lead to optimal performance, it is hard
to estimate the density function of scores accurately because its nature is usually unknown and
also limited dataset is available for the same.

In multibiometric based individual recognition, the chosen of the combination rule is very
important to attain high accuracy. Generally, the best combination rule is the one that can
minimize the imposter matching scores and further maximize the authentic matching scores.

To this end, in this doctoral thesis, we presented a novel economical score level fusion
framework based on the weighted quasi-arithmetic mean (WQAM) using different trigonomet-
ric functions, which contains properties of both weighted mean and quasi-arithmetic mean.
Experiment results for multimodal, multi-unit and multi-algorithm systems on three publicly
available databases (i.e. NIST-BSSR1 Multimodal, NIST-BSSR1 Fingerprint and NISTBSSR1
Face) show that the proposed approach is able to outperform existing transformation-, classification-
and densitybased score fusion rules

Also, we suggest a multimodal biometric framework to authenticate individuals based on
their wrist and palm vein patterns. The choice of wrist and palm vein biometric traits was
for numerous reasons. First, the vein images require no cooperation from the individual (i.e.,
contact-less manner). Second, wrist and palm vein patterns can be simultaneously collected
thereby acquisition of these data requires low cost equipment. Third, apart from the stable
information provided by wrist and palm vein patterns over people age, these biometric traits are
invisible to the human eye, thus gaining greater resistance to replicating or spoofing. Fourth,
we have observed that proposed multimodal biometric authentication is able to provide a better
security performance than unimodal wrist and palm vein biometrics. Therefore, the use of these

two traits allows improving the authentication performance for multimodal biometric system.

1.3 Thesis organisation

The theis is organised as follows. Chapter 2 discusses the basic issues of biometric systems.
Chapter 3 analyzes and reports a critical review of state-of-the-art works on multi-biometric sys-
tems their possible fusion methods. The proposed fusion scheme, which is based on weighted
quasi-arithmetic mean (WQAM) are described in chapter 4. In chapter 5, we experimentally
evaluated the performance of the proposed score level fusion method, palm and wrist vein based

multimodal framework, and iris and major finger knuckles of four fingers. Concluding remarks,



1.3. THESIS ORGANISATION

contribution and possible future directions of this research are eventually discussed in Chapter
6



Chapter 2

Overview of Biometric Systems



2.1. INTRODUCTION

2.1 Introduction

Biometric is a combination of two Greek words, namely Bio (life) and Metric (to measure).
Biometric systems offer reliable, more secure, and natural solution for person recognition. The
aim of these systems is automated methods of human identification. The recognition of users
in biometric systems is based on their physiological traits (e.g., fingerprint, iris, vein, hand ge-
ometry, ear shape) or behaviour characteristics (e.g., gait, signature, keystroke) instead of con-
ventional person authentication that depends on badges, personal identification number (PIN),
passwords, these passwords may be words or phrases, ID cards, which are easy to manipu-
late, stolen, shared, or lost. The physiological traits and behaviour characteristics are generally

invariant over time, universal, stable, and unique for every individual [2, 8].

2.2 Operation of a biometric system

A biometric system is essentially a pattern-recognition (pattern matching) system. The iden-
tification of a user in a biometric system consists of two main stages, namely enrollment and
recognition. During the first phase i.e., enrollment, the biometric data is collected from the
person and stored in a database along with his identity. Usually, only the extracted feature set
from the biometric data gets stored in the database, while the row biometric data is discarded.
During the second stage i.e., recognition, the biometric data is re-collected from the individual
and matched against the feature set(s) stored in the database during the first stage to determine
the user identity. Therefore, a biometric system can be viewed as having five basic modules,
namely, (a) sensor module, (b) quality assessment and feature extraction module, (c) database

module, (d) matching module, (e) decision module. The five main modules are discussed below

[3]

2.2.1 Sensor module

To attain/measure the raw biometric data of a individual, a suitable biometric sensor is needed.
For instance, an optical sensor may be employed to obtain the fingerprint images. In order
to acquire a good raw biometric data, the interface (humane-machine) should be easy to use
and ergonomic. Besides, the characteristics of the sensor employed play a pivotal role in the

acquisition of high quality of biometric samples.

2.2.2 Feature extractor and quality assessment module

The acquired biometric data is typically subjected to further pre-processing before extracting
the features. Feature extraction process refers to produce or calculate an expressive digital

representation for the input biometric sample, namely template, this template is expected to

6



2.2. OPERATION OF A BIOMETRIC SYSTEM

Deoxyribonucleic Palmvein
Acid (DNA)

Periocular

Touch Pattern Gyrometer

Electrocardiograph Electroenceph- Social Global Positioning  RF-Capture

(ECG) alograph(EEG), Fingerprinting System (GPS)
also called Brainwave

Fig. 2.1 Examples of attributes that have been proposed and utilised for biometric person
recognition [1].

consist of salient discriminatory information, which is essential for identifying or verifying the
person. It is worth noticing that during the enrollment stage the template gets registered either
in the central database of the system or stored on a token such as smart card produced for the
person.

Owing to the query biometric data (input data) is not always of sufficient quality, a qual-
ity assessment algorithm is adopted in the biometric system to determine the suitability of the
query data for the subsequent processing. In the case of the quality of the acquired biometric
data is not unsuitable, row data is rejected and re-acquired from the user. If the quality assess-
ment algorithm is not incorporated, the quality of the input data is usually improved through

subjecting it to signal enhancement algorithm.



2.3. FUNCTIONALITIES OF A BIOMETRIC SYSTEM

2.2.3 Database module

The extracted features from the row biometric data are stored in the system database (i.e.,
template) besides to some user’s biographic information (e.g., Personal Identification Number
(PIN), name, address, etc.) that distinguishes him. In order to get a secured biometric templates,
these templates should be stored in a central database, which can be secured via physical isola-
tion and through rigorous access control techniques and thereby protect the privacy of innocent
users from the malicious individuals that able to abuse their biometric information stored in the

database.

2.2.4 Matcher module

The prime aim of the biometric matcher module is to generate match scores by comparing the
collected traits’ information (query features) with their corresponding template accumulated at
the stage of enrollment. The match score determines the amount of similarity between the two
feature sets and may be a similarity or a distance. In the case of the matching module produces a
similarity score, a larger matching score denotes greater similarity between the stored template
and the input biometric sample. Whilst, a greater similarity between the two feature sets is indi-
cated by a smaller distance matching score when the generated scores of the biometric matcher
represents a dissimilarity instead of similarity (i.e., distance). Two types of comparison can be

made by the matching module, one-to-one for verification and one-to-many for identification

purpose.

2.2.5 Decision module

Here, the match scores yielded by the matcher module are utilised with a view to either legit-
imize the claimed individual’s identity in the verification task or to rank the enrolled identities
in order to identify a user in identification task. Generally, the match score is compared with a
predefined threshold, say 7, that assigns a user as genuine if S > 7, otherwise imposter, where in

case of similarity scores, the user is authenticated as a genuine S < 7T, otherwise as an impostor.

2.3 Functionalities of a biometric system

A biometric system may provide to types of recognition, namely, identification and verification
(one can use authentication a synonym for verification). Fig. 2.2 depicts the enrollment stage,
in which the individual has to present her/his biometric traits (e.g., fingerprint, face, and iris)
to the sensor in order to transform it into a reference template and store in the system database

The two modes provided by the biometric system are discussed as bellow [2]
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Biometric Capture & Feature Template Storage
Presentation Preprocessing Extraction Creation

Fig. 2.2 Biometric enrollment stage.

2.3.1 Identification

In the identification mode, the biometric system conducts a comparison between the individual’s
biometric inputs with the templates of all the users enrolled in the database (i.e., one-to-many
match) in order to establish the user’s identity (see Fig. 2.3). Here, the system’s output can
be either the identity of the individual whose template has the highest degree of similarity with
the input sample presented by the user or a decision indicates that this person is not enrolled
in the database. There are many biometric system works in identification mode like US-VISIT
IDENT program and the FBI-IAFIS. Owing to the huge number of enrolled users, identification
is significantly more challenging than verification. Identification mode can be categorised into

two classes:

Sensor Extractor Module

//\
%/15\ Biometric Feature Matching [:2*"
Module

;(One to many) 1
vV ... Final

Database Dicision

-~

/

Fig. 2.3 Biometric identifcation mode.

e Positive identification : In this class, the identity of the person is determined from a known

set of identities (i.e., the system answers the question ”Are you someone who is known to the
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2.4. SELECTION OF BIOMETRIC MODALITY

system”).

o Negative identification : In this class, the user is considered to be concealing his true
identity (either explicitly or implicitly) from the system, this kind of identification system is

also known as screening and its purpose is to find out ”Are you who you say you are not?”.

2.3.2 Verification

In the verification mode, the biometric system conducts a comparison only between the indi-
vidual’s query input and her/his own biometric template stored in the database (i.e., one-to-one
match) in order to validate the user’s claimed identity (see Fig. 2.4). Usually, the identity claim
is made through the use of a user name, a token (e.g., smart card), or a PIN (personal identifica-
tion number). The user is accepted as genuine in the case of the user’s query input and template
of the claimed identity have high degree of similarity as well as degree of similarity is above a
predefined threshold.

%_\/;’% Biometric Feature Matching Decision \
/}'\\\\ Sensor Extractor Module Module
TR

(One to one)

h 4 Final

Database Dicision

/

Fig. 2.4 Biometric verification mode.

2.4 Selection of biometric modality

Although biometrics is being employed in diffrent daily applications (e.g., border crossing, mo-
bile user authentication, forensics), there is no biometric trait meet all the requirements (e.g.,
performance, permanence, cost ) by these applications, however, a number of them are admissi-
ble. Table 2.1 describes the diverse biometric traits against diverse attributes such as collectabil-
ity, performance, distinct, universal, and permanence. For instance, the fingerprint trait, survey
reports medium for universal, high distinctness, high permanence, medium collectability, high

performance and medium acceptability.
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2.4. SELECTION OF BIOMETRIC MODALITY

Table 2.1 Comparison of biometric traits [3].
Note: H: high, M: medium, L: low.

Biometric trait ~ Universal Uniqueness Permanence Collectability Performance Acceptability

Face H L M H L H
Fingerprint M H H M H M
Ear H L M H L H
Iris H H H M M L
Gait M L L H L H
Hand vein M M M M M M
Hand Geometry M M M H M M
Retina H H M L H L
Signature L L L H L H
Voice M L L M L H
DNA H H H L L L

Several biometric traits have been utilised to verify human identity such as fingerprint, face,
voice, palmprint, etc. Each biometric trait has its pros and cons and, therefore, the choice of a
biometric trait depends on many factors besides its accuracy performance [3]. The factors of
determining the suitability of a biometric trait for a particular application can be expressed as
follows [2, 7, 6]

2.4.1 Universality

This factor means that each user has to possess the required biometric trait. It is worth noticing

that universality factor determines the failure to enroll rate.

2.4.2 Uniqueness

In order to avoid the false match rate (FAR) of a biometric system, the given biometric trait

should lead to differ between the users.
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2.5. COMPARISON OF BIOMETRIC TRAITS AND ITS APPLICATIONS

2.4.3 Permanence

In order to attain a high recognition rate of a biometric system, the user’s trait should be suf-
ficiently invariant over a period time. Otherwise, it will lead to a high false non-match rate
(FRR).

2.4.4 Collectability

Collectability or measurability refers that the biometric modality must be appropriate for cap-

ture, and should be comfortable for the individual to present to the biometric sensor

2.4.5 Performance

This fatcor refers to accuracy, speed, and robustness of the system. Accuracy of biometric
systems is usually defined by their false accept and false reject rates. Accuracy is influenced in

the data collection process by environmental (e.g., lighting, shadows, background noise).

2.4.6 Resistance to circumvention

It determinates the degree of resistance against spoofing attack [10, 11]. Spoofing is the pro-
cess by which a fraudulent user can subvert or attack a biometric system by masquerading as

registered user and thereby gaining illegitimate access and advantages.

2.4.7 Acceptability

It indicates the degree of public acceptance and approval for a given biometric trait. Thus,
individuals should be willing to present their biometric trait to the system. This is a significant

factor because user acceptance is critical to the success of any biometric implementation.

2.5 Comparison of biometric traits and its applications

In fact, biometrics has been widely adopted as an imperative security tool in numerous appli-
cations in our vastly interconnected society (see Table 2.3). Questions like "Is she really who
she claims to be?”, ”Is this person authorized to use this facility ” or ” Is he on the watch list
posted by the government ™ are routinely being posed in a variety of scenarios ranging from
issuing a driver’s license to gaining entry into a country (see Fig. 2.5). The applications of
biometrics can be divided into three main sectors (i.e., Government sector, Commercial sector,
and Forensic sector). [2, 8, 7]. The behavioral and psychological biometric traits along with
their characteristics are shown in table 2.2. while, the different applications of each biometric
trait are tabulated in Table 2.3.
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(a) (b)

(c) (d)

Fig. 2.5 Government and commercial applications that employ biometrics to recognize person
(a) The US-VISIT program (b) the Schiphol Privium program, (c) Unique Identity (UID) Card
project , and (d) a product by Fujitsu captures the palm vein pattern [2].

2.6 Unimodal Biometric Systems

A system that uses a single source of biometric information (e.g., single fingerprint) to recognize
people is known as unimodal or uni-biometrics system; this systems are not adequate in tackling
issues like noisy input data, non-universality, lack of individuality and spoofing, which lead
to lower accuracy. Some issues associated with unimodal systems are discussed as follows
[2,9,7?].
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Table 2.2 Biometric modalities and their characteristics [2, 6, 7]

Biometric modality

Advantages

Limitations

Face

v’ physical contact is not required

v’ Convenient, less complex statistics
v Fast recognition process

V' 3D offers increased precision

V' For the twins, differences may not be clear

v With age facial traits may change

v Potential privacy concerns

V' Lighting and variations in pose can reduce accuracy

Fingerprint V' Generally uses small, low-cost readers v Not considered hygienic
v" Reliable and highly accurate v Twists, cuts or dirt may create obstacles
V' Fast matching process
V' An effective biometric for large-scale systems
v Widely accepted forensic tool
Iris v" High accuracy and more protective v Small sample size
V" High stability of characteristics over time v Diseases may affect the accuracy
v Moderate data storage requirements v' Challenges at a large distance
v Works well with either verification
or identification applications
Ear v Identification process is fast v Identification process is fast

v’ Most stable and less computational complexity
V' Less computational complexity

v Uncomfortable as it requires direct contact

Hand geometry

v’ Operates well in challenging environments
V" Widely used
V' Less processing

v Not accurate for moderate to large populations
v" Unhygienic
v Injuries and jewels may harm the results

Palmprint v’ Large variety of features v’ Unhygienic
v' High reliability and permanent V' Injuries may create obstacles
v Good recognition even with low resolution scanners

Retina v Among the most accurate of biometrics V' Special hardware is required

v Moderate storage requirements for templates

v' Expensive

Vein pattern

v' Highly private

v’ Very accurate

v Difficult to circumvent

V' Near contactless, hygienic

v’ not yet widely used
v Can be impacted by bright ambient light

Voice v Easy implementation v’ Throat disease can affect the accuracy
v’ Less expensive v’ Generally large storage requirements for templates
v’ convenient to employ V' Not sufficiently distinctive for identification
v' High public acceptance over large databases

Lip motion v Different and unchangeable v' Lack of accuracy

v’ Template’s size is small
v' User interaction is not required

Keystroke dynamics

v' Easy implementation and use
v’ Additional hardware is not required

V' Only useful for applications
require keyboarding

Gait v’ Easy to capture the image v Computationally expensive
v' Convenient to use V" Lack of accuracy
v" No distance problem
Signature v More accuracy v’ Can be forged
V' Less false acceptance rate v’ Changes based on emotional and medical
v Low storage require condition of person
DNA v highly unique feature v’ More storage required

v' High performance
v Its universality is very high

v Not automatic technique
v More informative so privacy issues
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Table 2.3 Application of biometric traits [7, 2]

Biometric trait

Applications

Face

Fingerprint

Retina

Ear

Iris

Lip motion

Voice

Gait

Vein pattern

palmprint

Signature

Criminal Identification
Access Control Verification
Human Computer Interaction
Surveillance

License and Visa Authentication
Access Control Verification
Human Computer Interaction
Law Enforcement Forensics

Security agencies such as FBI, CIA, and NASA

Law Enforcement
Forensics Surveillance

Identification as Aadhaar card in India
Access Control

Criminal Police training
Forensic Professional

Web based transactions
Voice Response based health and banking systems.

Chiropractic
Medical diagnose

Financial systems and Banks
Door Security system, Travel and Transportation

Personal Identification
Blood relation Identification
Medical Diagnosis
Selection of athletes

Banking system

2.6.1 Non-universality

Universality is one of the basic needs for a biometric modality, which means that every person

accessing the biometric system have to present the respective biometric trait for recognition.
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F /4
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Fig. 2.6 fingerprints’ failure to enroll caused by poor quality ridges due to extreme finger
dryness [3]

Meaningful biometric data are not always extracted from a subset of users. For instance, NIST
has reported that it is not possible to extract correct minutia features from the fingerprints of two
percent of the population due to some issues like handrelated disabilities or cuts and bruises on
fingertips because of the poor quality of the ridges [9], leading thereby to boost in the failure to
enroll (FTE) rate as shown in Fig.2.6.

Fig. 2.7 Example of a noisy fingerprint image.

2.6.2 Noisy sensor data

Noise in biometric data is typically produced by unfavorable ambient conditions or improperly
maintained sensors. For example, the presence of dirt on the sensor of a fingerprint scanner may
result in a noisy fingerprint image (see Fig. 2.7), which leads to be inccorectly matched with

their respective templates in the database. Hence, accuracy reduction is expected.

2.6.3 Lack of individuality

This issue refers to the hardness to make distinction between users of the biometric system.
There may be large inter-class similarities in the feature sets used to represent these traits. Note
that lack of individualty can be occured with all biometric traits, e.g., the facial appearance of

a son and his father or twins’ facial may be quite similar as displayed in Fig. 2.8. The lack of
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uniqueness (Inter-class similarities) in the biometric feature set leads to an increase in the false

acceptance rate (FAR) of the system.

Fig. 2.8 Face images of a pair of twins [2].

2.6.4 Intra-class variation

Intra-class variations in biometric samples are typically occurs when the collected biometric
data during stage are very different to the data acquired from the same user during recognition
stage, thereby affecting the matching process. It is worth noting that this variation are typically
produced by the user’s poor interaction with the sensor as shown in Fig 2.9, changes in sensor
characteristics during the verification phase, inherent changes in the biometric trait, changes in

the environmental conditions (e.g., illumination changes)

Fig. 2.9 Intra-class variation associated with an individual’s face image [4]

2.6.5 Spoof attacks

Spoof attacks or susceptibility to circumvention occurs when an impostor attempt to provide a
fake biometric sample of a legitimate (genuine) enrolled user in order to circumvent the system
[1, 3, 9]. Generally, Behavioral biometric traits like signature and voice are susceptible to spoof
attacks than physiological ones. However, physical traits are also susceptible to circumvention
e.g., itis possible to construct artificial iris or fingerprint and use them to circumvent a biometric
recognition system as shown in Fig. 2.10. It si worth noting that spoof physical triats requires

the help of a legitimate enrolled user.
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Fig. 2.10 Examples of Biometrics spoofing: (a) iris spoofing; (b) face spoofing; (c) fingerprint
spoofing

2.7 Conclusion

Traditional authentication methods based on passwords and identity cards still face several chal-
lenges such as passwords can be forgotten or identity cards can be faked. Some of the limitations
can be addressed by biometrics, which employes human anatomical or behavioural (e.g., gait,
signature, keystroke analysis) characteristics ,e.g, iris, fingerprint, face, gait, etc., to establish
the identity. In this chapter, we discussed the architecture and types of a biometric recognition
system, pros and cons of each biometric modality as well as the limitations of unimodal systems
that use only one trait for indentification. Thereby, these systems are not sufficient to meet the
variety of requirements such as matching performance, required by various large-scale verifica-
tion systems; to address this issue and other drawbacks, multi-biometrics can be viewed as one

of the standard solutions where it will be discussed in the next chapter.
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Chapter 3

Multi-biometric Systems
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3.1. INTRODUCTION

3.1 Introduction

Though unibiometric systems based on single biometric marker are widely used for person
recognition, these systems imposed some vulnerabilities and limitations when used in real ap-
plications that cover a massive number of users, i.e., becoming inefficient due to several draw-
backs such as spoof attacks, noisy data, distortion, non-universality, interclass similarities and
others. Examples of such applications include the US-VISIT program and the Unique Identifi-
cation (UID) system in India, where identities of a very large number of individuals (hundreds
of millions) need to be resolved.

The drawbacks imposed by unimodal biometric systems can be overcome by combining
multiple biometrics information (i.e., multimodal biometric systems) in order to achieve bet-
ter authentication accuracy and robustness. Multi-biometric systems are able to alleviate the
aforementioned troubles inherent to unibiometric. They use multiple sensors and/or modalities
(multiple sources of biometric information) instead of a single modality; thereby it is very dif-
ficult for an impostor to spoof physical quality and behaviour characteristic of a genuine user
simultaneously.

Accuracy improvement, which is the primary motivation for using multi-biometric systems,
happens due to two reasons. Firstly, the fusion of multiple biometric sources effectively in-
creases the dimensionality of the feature space and reduces the overlap between the feature
distributions of different users. Secondly, noise, imprecision, or inherent drift (caused by fac-
tors like aging) in a subset of the biometric sources can be compensated by the discriminatory
information provided by the remaining sources.

Although multi-biometric systems achieve numerous advantages, they are usually more ex-
pensive than uni-biometric systems due to the need for additional hardware (computational or
storage resources) and larger enrollment and recognition times. Thus, it is essential to carefully
analyze the tradeoff between the added cost and the benefits accrued when making a business
case for the use of multi-biometrics in a specific application.

In order to design a multi-biometric system, we need to address the following four design

issues: information sources, mode of operation, Level of fusion, and the Fusion approach. [2].

3.2 Biometric modality analysis (matching)

In the literature, most common biometric modalities adopted are fingerprint and face [1], which

are also considered in this work.

3.2.1 Fingerprint matching algorithms

The fingerprint matching algorithms can be categorised into three categories [8]:
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e Correlation-based matching : The correlation between two fingerprint images are mea-
sured to indicate the degree of similarity by utilising the intensities of pixels [2]. For instance,

Kumar et al. [12] proposed the use of advanced correlation filters.

e Minutiae-based matching : Minutiae-based fingerprint matching is the most popular and
widely utilised technique. The algorithms use the number of matching minutiae pairs between
two fingerprints images [13]. Maio and Maltoni [14] proposed a technique where the ridge lines

are followed to extract minutiae directly from the grey-scale images.

e Minutiae-based matching :Fingerprint systems utilising the non-minutiae features has
got much attention during the last decade. Non-minutiae-based matching algorithms can be
roughly schematised as (a) Gabor filter-based descriptors, e.g. Jain et al. [15] extracted texture
features using Gabor filter around each core point; (b) local image descriptors, e.g. Kumar et al.
[16] proposed use of local Gaussian pattern and fuzzy local directional pattern for fingerprint
matching; (c) the transform-based descriptors, e.g. authors in [17] proposed a local texture
analysis scheme using discrete cosine transform for fingerprint matching; (d) machine/ deep
learning-based methods, e.g. Yang and Park [18] employed invariant moment features with non-
linear back propagation neural network (BPNN) for fingerprint verification; (e) hybrid systems,
e.g. Nanni and Lumini [19] proposed a scheme that used minutiae and local binary patterns

features.

3.2.2 Face matching algorithms

Existing face matching schemes can be divided into four main categories [2]:

e Local, holistic and hybrid systems: In this category, local, holistic and hybrid (i.e. com-
bination of local and holistic) features with similarity measures are used. For instance, Ahonen

et al. [20] proposed using local binary pattern with Chi-square distance as matching technique.

e Appearance- and model-based systems: Appearance- and model-based methods use an
image as a point in a highdimensional vector space and a model of the face for recognition,
respectively. For example, Turk and Pentland [21] devised an algorithm that uses eigenfaces

based on principal component analysis.

e Geometry- and template-based systems: Geometry-based techniques analyse geometric
relationships of local features. While template-based methods define a face as a function to
compare the input image with a template set. For example, Wiskott et al. [22] developed a

biologically inspired algorithm using elastic bunchgraph matching
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e Template-matching, statistical and neural networks systems: Template-matching, sta-
tistical, and neural networks techniques are based on patterns with similarity measure/correlation,
patterns with a discriminant function, and patterns representation and matching using neural
networks, respectively. For instance, Taigman et al. [23] proposed a face representation system

built on a nine-layer deep convolution neural network.

3.3 Research on vein pattern recognition

Several biometric traits have been utilised to verify human identity such as fingerprint, face,
voice, palm-print, etc. Recently, the use of vein patterns (i.e., finger vein, wrist vein, palm
vein, palm-dorsa vein) as a biometric trait has emerged in biometric applications [6]. The vein
patterns are characterised by rich and stable information, which leads to differentiate between
people . However, there is lack literature on the integration of wrist and palm vein for multi-

modal biometric authentication.

3.3.1 Previous works in wrist vein recognition

One of the promising biometric traits, becoming important for researchers, is wrist vein pattern,
it provides numerous advantages compared to other biometric modalities. Automated authenti-
cation of wrist vein has invited some attention in the literature. Cheniti et al. [24] investigated
a multi-biometric verification based on 2D correlation to authenticate a user from his left and
right wrist vein patterns. Kurban et al. [25] used an ordinary 5 MP mobile phone camera in-
stead of specific sensors to capture the wrist vein images. Nikisins et al. [26] proposed wrist
vein recognition based on fast cross-correlation with rotation and translation compensation.
FernAjndez Clotet and Findling [27] investigated a mobile wrist vein verification system ap-
plying a scale invariant feature transform (SIFT) and obtained 0.072% of EER. Das et al. [28]
extracted wrist vein features with local binary patterns (LBPs). Hartung et al. [29] performed
the minutia cylinder-codes (MCC) on wrist vein images, while using correlation to compute
matching scores. Uriarte-Antonio et al. [30] proposed wrist vein biometric recognition utilising
a minutiae feature extraction method. A summary of the most representative studies in wrist

vein recognition is presented in Table 3.1.

3.3.2 Previous works in palm vein recognition

Numerous works focused on palm vein-based unimodal biometric recognition have been pro-
posed in the literature. Pan and Kang [31] proposed a palm vein recognition based on three
local invariant feature extraction approaches: speeded-up robust features (SURF), SIFT and

affine-scale invariant feature transform (ASIFT). Lee [32] extracted palm vein features with 2D
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Table 3.1 Overview of previous works in the field of wrist vein-based biometric recognition

Reference Feature extraction Database Size Performance  Year
[30] Crossing number-based minutiae ~ UC3M 29 EER=15.75% 2011
[29] Minutia cylinder-codes UC3M 29 EER =0.31% 2013
[28] Local binary patterns PUT 29  EER=0.79% 2014
[25] Fast Fourier transform-based Private 34 Acc=94.11% 2016

low-pass filtering with PCA

[24] Private algorithm PUT 50 EER=0.00% 2017
[27] Scale invariant feature Private 30 EER=0.15% 2017
transform
[26] Fast cross-correlation with PUT 50 Acc=9625% 2018
rotation and translation
compensation

Gabor filter and achieved 0.4% of EER. Wang et al. [33] investigated a biometric identification
system based on thermal palm vein images, while Gabor wavelet transform was applied for
feature extraction. Athale et al. [34] proposed a hardware palm vein authentication system and
92% accuracy has been obtained utilising PCA algorithm. While, Cancian et al. [35] devel-
oped an embedded standalone palm vein recognition system by combining the Gabor filters and
histograms calculations to create the biometric templates. Piciucco et al. [36] applied a high
dynamic range (HDR) on palm vein authentication systems and employed the local derivative
pattern (LDP) and LBP to extract features from palm vein images. A summary of the most

representative studies in palm vein recognition is presented in Table 3.2.

3.4 Sources of Multiple Evidence

Some shortcomings of unimodal biometric systems can be overcome by multi-biometric sys-

tems, which fuse information from multiple biometric sources to attain improved accuracy.

There are five possible scenarios that can provide multiple sources of biometric (see Fig. 3.1).
Depending upon the sources of fusion, multi-biometric systems can be classified into mul-

timodal, multi-instance, multi-algorithm, multi-sensor, and multi-sample systems.
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Table 3.2 Overview of previous works in the field of palm vein-based biometric recognition

Reference Feature extraction Database Size Performance  Year
[31] Scale invariant feature transform Private 100  EER=2.20% 2011

speeded-up robust features PolyU 500 EER =0.4%

ASIFT multispectral
palmprint

[32] 2D Gabor filter Private 207 EER=0.44% 2012
[33] Gabor wavelet Private 178 Acc=98.88% 2012
[34] Principal component analysis Private 60 Acc=92% 2015
[37] Template matching Private 62 Acc=93.54% 2015
[35] Gabor filters and histograms Private 21 EER=145% 2017
[36] Local binary pattern and Private 86 EER=3.81% 2017

local derivative pattern EER =3.81%

|
|
A ’i

Multi-sample

Sources of Fusion in a Multibiometric System 2]

Fig. 3.1 multi-biometric systems utilise information from multiple biometric sources to estab-
lish an identity [5].

3.4.1 Multimodal systems

These systems utilise data presented by different body traits in order to recognize an individual.

Some of the earliest multimodal biometric systems utilised face and voice features to establish
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the identity of an individual. Since the different biometric traits of an individual are expected
to be uncorrelated (e.g., fingerprint and iris), use of multimodal biometric systems generally
leads to greater improvement in performance compared to other types of multi-biometric sys-
tems [2, 8]. The cost of deploying multimodal biometric systems is substantially more due
to the requirement of multiple sensors and, consequently, the development of appropriate user
interfaces.

Researchers have presented numerous studies to demonstrate the effectiveness of multi-
modal systems, e.g., face, fingerprint, and iris modalities , face, fingerprint, and speech modal-
ities [38], and iris and periocular modalities [39, 40]. Besides, some works focused on fusing
different traits for evaluating speaker recognition, e.g., audio, lip motion, and lip texture [41]
and audio and lip motion [42].

Multi-modal systems are also useful in scenarios where an individual cannot provide data
for a particular biometric modality (say injured fingerprints), but can provide data pertaining to
another one (say face) [2]. Though integrating data from various biometric modalities further
enables extraction of distinctive features, often resulting in boosted biometric verification accu-

racy, performance may be degraded if some biometric traits with lower accuracy are included.

3.4.2 Multi-instance (mult-unit) systems

These systems utilise data presented by multiple instances of the same body trait and are also
sometimes referred to as multi-unit systems. In the case of iris recognition, left and right iri-
des of a person can be employed to recognize his identity, thus resulting in multi-unit system
[43]. Besides the multi-unit system based on the tow irides, both left and right wrist vein also
have explored for person recognition [24]. Similarly, in the case of a fingerprint or palm-print
recognition system, a multi-instance system can utilise data captured from the ten fingers or
both palms [44, 45]

Multi-instance systems are easier to implement, because they do not require the introduction
of new sensors nor do they entail the development of new feature extraction and matching
algorithms. Nevertheless, a new sensor arrangement might be necessary in order to facilitate
the simultaneous collect of the multiple units/instances. In addition to the easier implemetion
of multi-instance systems, they are especially beneficial for individuals whose biometric traits
cannot be reliably acquired due to inherent issues. For instance, the fusion of evidence across
multiple fingers may serve as a good discriminator better than a single finger in case of a person
with dry finger skin.

Multi-instance systems are often necessary in applications where the size of the system
database is very large (e.g., the FBI’s IAFIS database currently has more than 60 million ten-
print images) and all ten fingers lead to additional discriminatory information that is required

for high recognition performance [2].
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(a) (b)

Fig. 3.2 Extracting different sets of features from the same fingerprint image. (a) Minutia
features, (b) texture features [2].

3.4.3 Multi-algorithm systems

These systems utilise numerous algorithms in order to process an input sample. Data is collected
from a biometric modality using a single sensor; however, multiple algorithms are used to
process it. For instance, a fingerprint recognition system operating on minutiae- and ridge-
based matchers in order to extract diverse feature sets which can improve the performance of
the biometric system (see Fig. 3.2).

Multi-algorithm systems are cost-effective because these kind of systems do not require new
sensors to acquired the biometrics information. Furthermore, since the user is not required to
interact with multiple sensors, thereby, the biometric traits are collected without any inconve-

nience to users.

3.4.4 Multi-sample systems

This kind of systems utilise multiple samples derived from the same biometric trait acquired
by a single sensor in order to account for the variations that can occur in the trait as well as
to obtain a more complete representation of the biometric trait. Here, each of the samples
are processed using the same algorithm, and then fuse them to obtain an overall recognition
result. For instance, in a fingerprint system equipped with a sensor with a small sensing area,
various dab prints of person’s finger may be acquired with a view to capture numerous regions
of the fingerprint; these fingerprint images are combined together in order to attain a complete
representation of the fingerprint, which will lead to providing a massive number of minutiae
(you can add an image). Likewise, in the case of face recognition system; this system may
collect and store the frontal image of a individual’s face along with the left and right profile
images in order to account for variations in the facial pose.

In multi-sample systems, it is important to determine the number of samples of biometric
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Fig. 3.3 Different levels of fusion possible in a multi-biometric system. Raw data is the richest
source of information, while the final decision (in a verification scenario) contains just a single
bit of information [2].

trait that should be collected. The acquired samples have to represent the variability as well as
the typicality of the individual’s biometric data with a view to avoid poor performance due to

the slack properties of sample if only one sample is used.

3.4.5 Multi-sensor systems

Multi-sensor systems utilise multiple sensors to image a single biometric trait of an individual
in order to extract a varied data. Although, multi-sensor systems rely on a single modality
for recognition, it captures diverse information from the same biometric modality employing
multiple sensors. For example, a face recognition module could utilise RGB data captured using
a visible spectrum camera, along with depth information captured using a 3D camera [46]. In
this case, the introduction of a new sensor to measure the facial surface variation increases the
cost of the multi-biometric system.

In addition to the cost of multi-sensor multi-biometric system, the user is required to interact

with the multiple sensors, and thereby leading to larger enrollment and recognition times.

3.5 Levels of fusion

Fusion play an important role in multi-biometrics, the main reason behind the success of multi-
biometric systems is totally depends on how we apply fusion strategies in an effective manner.
In multi-biometric systems, combination of information can be done through using the data
provided in any of the four biometric modules, i.e., sensor, feature extractor, matcher, and
decision modules (see Fig. 3.3).

Fig. 3.4 depicts the different levels at which fusion can be incorporated, namely, (i) sensor-
level, (i1) feature-level, (iii)score-level, (iv) rank-level, or (v) decision-level. Biometric fusion

can be broadly categorised into (a) fusion prior to matching (i.e., the first two levels) and (b)
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Fig. 3.4 Data fusion can be carried out at numerous levels in multi-biometric systems.

fusion after matching (the rest levels). Note that rank-level fusion is typically applicable to only

identification systems. Each of these levels of fusion are explained in detail below.

3.5.1 Sensor-level fusion

In this category, the raw data collected by the sensors are combined immediately after its acqui-
sition in sensor level fusion. That is, information integration is accomplished prior to feature
extraction, directly on the raw data (see Fig. 3.5). For instance, a small fingerprint sensor may
capture more one impression of an individual’s fingerprint and create a composite fingerprint
image that reveals a more complete ridge structure (see Fig. 3.6). This process, known as
mosaicing, is particularly useful in sweep-sensors in which each image slice represents only
a small portion of the fingerprint and thereby an appropriate stitching algorithm is required in
order to fuse the different slices to form the complete fingerprint image nd hence improved the
accuracy of the systems. Likewise, In case of a face recognition system, various face images
can be collected with pose variations such as frontal, left profile, or right profile, and mosaic-
ing technique may be employed to integrate the samples with a view to obtaining a combined
face representation [47]. It is worth noting that sensor level fusion can be applied only for

multi-sensor and multi-sample systems.
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Fig. 3.6 Combination of various impressions of the same user’s finger utilising the mosaicing
process to obtain a composite fingerprint image (i.e., Sensor-level fusion)

Feature | [Matching|, | Decision
extraction|

Biometric
sensar

Biometric
sensar

Fig. 3.5 Block diagram of sensor level fusion in multi-biometric systems

3.5.2 Feature-level fusion

In this fusion scheme, different feature vectors extracted from the same or multiple biometric
traits of the same person are consolidated together to obtain a single feature vector (see Fig.
3.7). 1t should be noted that the obtained feature vector usually has large dimensions. Feature-
level combination algorithms can be classified into two broad classes, namely, homogeneous
and heterogeneous. One can use homogeneous feature fusion method when the feature sets are
obtained employing the same algorithm for feature extraction to multiple samples of the same

biometric trait (e.g., minutia sets from two impressions of the same finger). Note that this level
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of fusion is applicable to multi-sensor and multi-sample biometric systems. Heterogeneous fea-
ture fusion methods are required when the component feature sets are originated from samples
of different biometric traits or from different feature extraction algorithms.

Feature sets in this level have richer information about the raw biometric data than score
and decision level fusion, thus, the best performance is expected in this level of fusion, but it
is difficult to achieve in practice due to some reasons such as features set of different biometric
modalities may be incompatible as well as the large dimensionality of feature vectors due to
fusing feature sets from different modalities.

Consider a multi-biometric user recognition system where fixed-length feature vectors from
two biometric sources are available; this vectors may be exhibit significant differences in their
range as well as form (i.e., distribution) and thus feature normalization procedure is applied in
order to map them into a common domain. Commonly, the min-max normalization scheme
is used, which converts the features values into the range [0,1], irrespective of their original
values.

The purpose of feature fusion is to generate a new feature vector by concatenating the two
feature sets, which would better represent the biometric sample of a user. Owing to the large
dimensionality of the yielded feature vector, feature selection or transformation techniques can
be applied. Feature selection is a dimensionality reduction scheme that entails choosing a min-
imal feature set of size d, d ; (d1+d2); d1 represents the size of vector one and d2 is the size
of feature vector two. Examples of feature selection algorithms include sequential forward se-
lection (SFS), sequential backward selection (SBS), sequential forward floating search (SFES),
sequential backward floating search (SBFS), etc.

Ma T.Ching]*[Decigigr]

Biometric Feature
sensor extracti
Biometric Feature
Sensor extraction

Fig. 3.7 Block diagram of feature level fusion in multi-biometric systems

3.5.3 Score-level fusion

In this fusion category, the different match score yielded by different matchers are combined
into a single match score, and that can be subsequently used by verification and identification
modules in order to arrive at a final identity decision (see Fig. 3.8). Multi-biometrics fusion at

the match score-level has been widely employed due to ease in accessing, fusing and attaining
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Fig. 3.8 Block diagram of score level fusion in multi-biometric systems

great accuracy. Scores obtained by different biometric matchers may be dissimilarity (a smaller
distance indicates a better match) while another may output a similarity measure (a larger simi-
larity value indicates a better match). Besides, match scores can be on different numerical scale.
Therefore, fusion at score level is a challenging problem.

Many score fusion schemes have been proposed in the literature. The score fusion rules can
be categorised into three broad groups: classifier-based fusion techniques, density-based fusion

techniques and rule-based fusion techniques, as shown in Fig. 3.9.

e C(lassifier-based fusion techniques In this category, the matching scores acquired via
multiple matchers are joined to construct a single vector of features, which then is fed to a fitting
classifier with the view to obtain the concluding label if the user is legitimate or imposter. For
instance, Fahmy et al. [48] proposed to use the support vector machine (SVM) as a fusion tool
for iris and fingerprint multi-biometric system. While Bayesian inference based fingerprint, face
and on-line signature fusion system was presented in [49]. Nguyen ef al. [50] showed that the
multi-biometric recognition problem can be modeled using Dempster’ Shafer theory. Dynamic
Bayesian network-based continuous person authentication was developed in [51] that utilised
face and keystrokes patterns. A maximum entropy model was proposed in [52] to combine
IR face, ear and iris for surveillance applications. From the machine learning perspective, the
classifier-based fusion techniques can also be classified as generative and discriminative models.

For instance, SVM is a discriminative model, while Bayesian inference is a generative model.

e Density-based fusion techniques In this category, the distributions of legitimate and
imposter match-scores are first approximated, then usually likelihood ratio (LLR) test is applied
to obtain the final output. For instance, in [44] authors proposed estimating the legitimate
and imposter score distributions like a restricted Gaussian mixture model (GMM) with LLR.
Reported results in [44] demonstrated that use of GMM yields better results than the results
yielded by the use of kernel probability function approximator on WVU and XM2VTS data

sets. In turn, Fathima ef al. [53] and Raghavendra ef al. [54] have proposed multi- biometrics
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Fig. 3.9 Categorisation of multi-biometric score fusion methods

fusion based on Kalman and particle filters, respectively

e Rule-based fusion techniques In this category, the biometric matching scores are gener-
ally first converted into the same domain via normalisation schemes such as min-max, z-score,
tanh [55], or double sigmoid [56], then they are combined either by fixed or trained rule [57].
The fixed rules do not demand any particular learning approach, e.g. sum, product, min, max
and triangular norms rules [58].The trained rules require training or learning procedures to es-
timate the model parameters through the training samples to be subsequently utilised in the
testing stage, e.g. weighted sum, weighted product [4]. The representative studies of fixed rules
are [58, 59]. Specifically, authors in [58] presented score-level integration scheme based on
diverse -norms such as Frank, Yager, Hammcher, and Schweizer-Sklar to integrate hand vein,
palmprint and finger knuckle modalities. While in [59] min and max rules were used to fuse
the information originated from 2D and 3D palmprints. The representative studies of trained
rules are [60, 61]. Artabaz et al. [60] proposed a multi-biometrics score fusion scheme by util-
ising quality-based weights and evolutionary genetic algorithm. Kabir et al. [61] devised score
reliability-based weighting method for biometric score fusion such that the reliability (weight)
is estimated using the distance of score from the mean.
A summary with relevant biometric attributes of some representative works in multi-biometric

score level fusion systems is presented in Table 3.3.

3.5.4 Decision-level fusion

This type of fusion can be viewed as a particular case of the score-level fusion, where the
scores are converted into a binary (match/non-match) before fusion as shown in Fig. 3.10
[5, 65]. Decision fusion is very beneficial when only the decisions output by the individual
biometric matchers are available [2]. Techniques proposed in the literature for decision-level
fusion include majority voting, weighted majority voting [?], ”AND” and ”"OR” rules [66, 67],
Bayesian decision fusion [68], the Dempster-Shafer theory of evidence. Note that this level has

least complexity, it is too rigid, because only limited information is available at this level.
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Table 3.3 Previous works on score level fusion based multibiometric authentication systems.

GAR: Genuine Acceptance Rate, EER: Equal Error Rate.
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Fig. 3.10 Block diagram of decision level fusion in multi-biometric systems

3.5.5 Rank-level fusion

Rank level fusion is carried out in identification systems, where each matcher associates a rank
with each enrolled user’s identity. The main purpose rank-level fusion methods is to merge
all the ranks in order to derive a consensus rank for each identity. Techniques proposed in
the literature for rank-level fusion include Highest Rank Method, Borda Count Method, and
Logistic Regression Method [2].

3.6 Performance evaluation

The biometric system’s performance can be influenced by two factors, the first one is environ-
mental (i.e., at the acquisition) such as the temperature, illumination conditions, and humidity,
whilst the second factor is related on performance e.g., quality of the sensor, composition of
target user population, and robustness of recognition. In order to measure the accuracy of a
biometric system, False Non-Match Rate (FNMR) and False Match Rate (FMR) are usually
utilised. FNMR refers to the expected probability that two mate samples (samples of the same
biometric trait obtained from the same user) will be falsely declared as a non-match. FMR is
the expected probability that two non-mate samples will be incorrectly recognized as a match.
For instance, A FNMR of 2(pecent) means that on average, 2 in 100 authentication attempts by
genuine users will not succeed. A FMR of 0.02(pecent) indicates that on average, 1 in 5,000

authentication attempts by random impostors are likely to succeed.

3.6.1 Verification’s accuracy evaluation

In the context of biometric verification, FNMR and FMR are generally referred to as False
Reject Rate (FRR) and False Accept Rate (FAR), respectively. A match score is categorised as
a genuine if it measures the similarity between two mate samples and imposter score indicates
the similarity between two non-mate samples. Since the same biometric system can be operated

at different thresholds (?) depending on the changing security level or different requirements
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Fig. 3.11 An ROC curve which plots FRR against FAR in the linear scale

of different applications, the FAR and FRR at different values of threshold ? are measured and

summarized into different curves.

e ROCand DET curves One of The best ways to compare the performance of two biometric
systems is to examine their ROC (Receiver Operating Characteristics) curves. The ROC curve is
obtained by plotting Genuine Acceptance Rate (GAR) vs. False Acceptance Rate (FAR), where
GAR =1 ? FRR. The FRR (False Rejection Rate) is the proportion at which genuine individuals
are rejected by the system as imposters, FAR (False Acceptance Rate) is the proportion at which
imposter individuals are accepted by the system as genuine users, and GAR is the rate of the
genuine users accepted over the total of enrolled individuals (see Fig. 3.11 and Fig. 3.12).
Another way to evaluate verification rate of biometric system is DET (Detection Error Tradeoff)
curve. The DET curve is obtained by plotting the FRR against the FAR at various thresholds
(see 3.13).
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Fig. 3.12 An ROC curve which plots GAR against FAR, where FAR is in logarithmic scale
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Fig. 3.13 DET curve which plots FRR against FAR in the normal deviate scale

e Equal Error Rate The performance of a biometric system can be reported using other
single-valued measures such as the Equal Error Rate (EER). The EER refers to that point in
a DET (or ROC) curve where the FAR equals the FRR as shown in Fig. 13. Here, for better

performance, EER should be lower.

e Decidability index (d’) In addition to above motioned measures for biometric perfor-
mance, one can adjudge the performance. Its value gives the separation between the means
of the genuine and impostor probability distributions in standard deviation units. d prime is
defined as
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where mu; (mugp) and o7 (0p) are the mean and standard deviation, respectively, of the

d 3.1

genuine (impostor) score distributions. The greater d’ value is, the more separable the two
distributions become (in this case, the EER becomes smaller and the consequent accuracy of

the biometric system increases in general)

3.6.2 Identification’s accuracy evaluation

In Identification type, the user is identified by comparing his/her biometric input with the tem-
plates of all users enrolled in the database i.e., conducting a one-to-many comparison. Here, the

performance is evaluated using Cumulative Match Characteristic (CMC) curve.

3.6.2.1 CMC curve

The rank-t identification rate for different values of t can be summarized using the Cumulative
Match Characteristic (CMC) curve as displayed in Fig. 3.14, which plots R; against ¢ for t =
1,2,...,N, where N is the number of enrolled users [2, 69].

37



3.7. MULTIMODAL BENCHMARK DATABASES

Table 3.4 Multimodal biometric databases.

Reference Name Biometric modalities =~ Number of users Year
[73] wWVvU Face, Iris, Fingerprint, 270 2007
Palmprint, Voice,
Hand Geometry
[74] BiosecurlD Face, Iris, Voice, 400 2010

Signature, Keystroking,
Handwritting, Hand

[75] SDUMLA-HMT Face, Iris, Gait 106 2011
[76] MOBio Face, Speech 150 2012
[77] MMU GASPFA Gait, Speech, Face 82 2013
[78] MobBIO Face, Iris, Voice 105 2014
[79] LEA Face, Iris, Fingerprint 18000 2015

3.7 Multimodal Benchmark databases

he availability of benchmark databases is crucial to evaluate new biometric systems. In fact,
most of first multimodal data sets were synthetically produced by defining a ?chimeric user?
obtained combining biometric modalities acquired from different users. Some researchers [70]
observed a large discrepancy between performances evaluated with real and chimeric multi-
modal databases and claim that ignoring the influence of feature dependency can have negative
impact on the performance of the fusion schemes [71] and can produce misleading system per-
formance evaluation results.

Recently a relatively significant number of real multimodal biometric databases have ap-

peared [72], some of the most recent ones are summarized in Table 3.4.

3.7.1 WVU data set

WVU [73] is is a multi-modal data set that was produced by West Virginia University in 2007.
It contains face, voice, fingerprint, palmprint, hand geometry, and iris images from 270 subjects.
Each subject has multiple samples. The database is already divided into three subsets: (1) initial
training (40% of the total database), (2) online learning, and (3) testing. Note that this data set

also contains soft biometric information such as weight, height, gender, and ethnicity.
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3.7.2 BiosecurlD data set

BiosecurID [74] is a large multimodal dataset (large variety of biometric traits and subjects)
which was collected in various Spanish University in the framework of the Biosecure project in
2010. It includes eight biometric traits i.e., iris, face images,, face videos, signature, handwrit-
ten text, speech, palmprint, fingerprints (collected with two different sensors), hand contour-
geometry and keystroking from 400 subjects. It is worth noticing that the acquisition of bio-

metric modalities was in four different sessions distributed in a 4 month time span.

3.7.3 SDUMLA-HMT data set

SDUMLA-HMT [75] is a medium size database, the biometric traits were captured from 106
young subjects (age between 17 and 31) at Shandong University, Jinan, China. Each traits
has many images: fingerprint images capttured via 5 different sensors, finger vein images of 6
fingers, ace images from 7 view angles, gait videos from 6 view angles, and iris images from
an iris sensor. It is worth mentioning that the collection of this database was done in a single

session and controlled background

3.7.4 MOBIO data set

The MOBIO database [76] was collected over a period of 18 months from six sites across Eu-
rope from August 2008 until July 2010.It consists of over 61 h of audio-visual data of 150
subjects. Among them, 51 are females and 99 males. face videos were collected using a hand-
held mobile device (i.e., the Nokia N93i).

3.7.5 MMU GASPFA data set

MMU GASPFA data set [77] is a medium size multimodal database; this database contains
face images, speech and gait video form 82 subjects. The traits were collected in in a single
acquisition session utilising commercial off-the-shelf equipment such as smart phones, digital
camera, and digital voice recorder. The data set can be interested for researchers because it

allow to combine gait recognition and face/speech biometric modalities.

3.7.6 MobBIO data set

MobBIO [78] is a multimodal database which includes biometric data (i.e., ace, iris and voice)
acquired from 105 subjects using an Asus EeePad Transformer tablet. The nationalities of the

volunteers is mainly Portuguese and the subjects were in the age group 14 to 58 years.

39



3.8. CONCLUSION

3.7.7 LEA data set

LEA [79] is a large multimodal database consists of three biometric traits namely fingerprint,
face, and iris which have been collected in unconstrained real world conditions with uncoopera-
tive users. this database has been created by a Law Enforcement Agency. Its main characteristic,
besides the large number of subjects (i.e., 18,000 individual) is is noisy, has both good and poor

quality images,.

3.8 Conclusion

Multi-biometric systems which merge information from multiple biometric sources are able
to overcome the inherent limitations of unibiometrics such as non-universality problem, noisy
sensor data as well as helps to decrease the failure to enroll rate. In this chapter, we have
presented the advantages of multimodal systems, different level of fusion, the evaluation of per-
formance and finally we have discussed diffrent real multimodal benchmark databases. The fol-
lowing chapter presents the proposed score level fusion method, which is based on the weighted
quasiarithmetic mean (WQAM).
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Chapter I

WQAM fusion scheme
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4.1. INTRODUCTION

4.1 Introduction

Multi-biometric systems fuse information from multiple biometric sources, where different evi-
dences (traits) usually compensate for the inherent limitations of the other ones, thereby leading
to higher performance, reliability and robustness against attacks compared to uni-biometrics.
Aggregation is the process of combining several values into a single value. Mathematical func-
tions which provide a mechanism for doing so are called aggregation functions. In this chapter,
we discus the main classes and general properties of aggregation functions. Thent, we prsent
an overview of weighted quasi-arithmetic means (WQAM) which have been applied for match-

score combination.

4.2 Aggregation function

An aggregation function is a function of n > 1 arguments that maps the (n-dimensional) cube

onto an interval I = [a,b], f : I" — I, with the properties:

1. f(a,a,...,a) =aand f(b,b,....b) = b.
n-times n-times

2. x <y implies f(x) < f(y) for all x,y € I".

4.3 Extended Aggregation function

An extended aggregation function is a mapping :

F: |y I'—1 4.1)
ne{l2,...}

Such that the restriction of this mapping to the domain In for a fixed n is an n-ary aggregation
function f , with the convention F(x) = x for n = 1.

Table 4.1 presents some examples of aggregation functions.

4.4 Fuzzy logic and rule based systems

In fuzzy set theory [80], membership of objects in fuzzy sets is numbers from [0, 1]. Fuzzy sets
allow one to model vagueness and uncertainty which are very often present in natural languages.
For instance, the set "ripe bananas” is fuzzy, as there are obviously different degrees of ripeness.
Similarly, the sets of high blood pressure” and tall people” are fuzzy because there is no clear
cutoff which discriminates objects between those that are in the set and those that are not. An

object may simultaneously belong to a fuzzy set and its complement.
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Table 4.1 Examples of aggregation functions

Aggregation function Formula

I
Arithmetic mean fa(x) = . (x1+x24...+x,)

Geometric mean Sn(X) = /X130 %

1
Harmonic mean fn(x) = T I
— bt —
X1 X2 Xn
Minimum min(X) = min{xy,...,x, }
Bounded sum (fux) =min{1,Y"  x;}

A fuzzy set F defined on a set of X is represented by a membership function pp : X — [0, 1],
in such a way that for any object x € X the value u(x)measures the degree of membership of
x in the fuzzy set F'. The fuzzy sets’ classical operations of, union and intersection, are based
on the maximum and minimum, i.e., uaup = max{a, Ug}, Uang = min{ua, Up}. Nowadays a
large class of conjunctive and disjunctive functions, the triangular norms, grouping and overlap
functions are employed to model fuzzy set union and intersection.

Fuzzy set theory has proved to be extremely useful for solving many real world problems, in
which the data are imprecise, e.g., [81, 82, 83, 84, 85] . Fuzzy control in consumer electronics
and industrial systems is considered as a notable example of the practical applications of fuzzy

logic.

4.5 Classification and General Properties of aggregation func-

tions

4.5.1 Main Classes

There are numerous semantics of aggregation, and the main classes are defined using these se-
mantics. In some cases we need that low and high inputs average each other, in other cases
aggregation functions model logical connectives (disjunction and conjunction), thus, the in-
puts reinforce each other, and sometimes the behavior of aggregation functions depends on

the inputs. The aggregation functions can be categorised into four main classes as follows
[82, 86, 87]:
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- Conjunctive,
- Disjunctive,
- Averaging,

- Mixed.

e Conjunctive aggregation An aggregation function f has conjunctive behavior if for every
s € I" it is bounded by

f(s) <min(s) =min(sy,s2,...,8,) 4.2)

e Disjunctive aggregation An aggregation function f has disjunctive behavior if for every
€ I it is bounded by

7]

f(s) > max(s) = max(sy,52,...,5,) 4.3)

e Averaging aggregation An aggregation function f has averaging behavior if for every
s € I" it is bounded by
min(s) < f(s) < max(s) 4.4)

e Mixed aggregation An aggregation function f is mixed if it does not belong to any of the
above classes, i.e., it exhibits different types of behavior on different parts of the domain.

4.5.2 Main Properties

e Idempotency An aggregation function f is called idempotent if for every input s =
(t,t,...,t), t €1 the output is f(¢,r...,t) =t. Arithmetic and geometric means (Eq. 4.5 and

Eq. 4.6) are examples of averaging (idempotent) aggregation function

fu(s) = %(n + 524 .+ 5n) (4.5)
Jn(S) = s152...5n (4.6)

Due to monotonicity of f, idempotency is equivalent to averaging behavior. The aggrega-
tion functions min and max are the only two functions that are at the same time conjunctive

(disjunctive) and averaging, and thereby idempotent.

e Symmetry An aggregation function f is called symmetric, if its value does not depend on

the permutation of the arguments, i.e.,
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f(S],Sz,...,Sn) :f(SP(l)asP(2)7--';SP(n)>7 4.7)

for every s and every permutation P = (P(1),P(2),...,P(n)) of (1,2,...,n).
Examples of the symmetric aggregation functions are the arithmetic and geometric means
and the product. While that weighted arithmetic mean (Eq. 4.8 ) with non-equal weights

w1, W3, ..., Wy, that are non-negative and add to one is not symmetric.

n
f(s)= ZWiSiZW1S1+W2S2—i—...—}—Wnsn (4.8)
i=1

Permutation of arguments is very important in aggregation, as it helps express symmetry, as
well as to define other concepts. A permutation of (1,2...,5) is just a tuple like (5,3,2,1,4).

There are n! = 1 x 2 X 3 X ... X n possible permutations of (1,2,...,n).

e Strict monotonicity An aggregation function is strictly monotone increasing if x <y but
x #y implies f(x) < f(y)for every x,y € I". Strict monotonicity is a rather restrictive prop-
erty. Note that there are no strictly monotone conjunctive or disjunctive aggregation functions
because every conjunctive function coincides with min(x) for those x that have at least one
zero component, and min is not strictly monotone (similarly, disjunctive aggregation functions

coincide with max(x) for those x that have at least one component x; = 1).

e Neutral element An aggregation function f has a neutral element e € I, if for every ¢ € 1
in any position it holds f(e,...,e,t,e,...,e) = t. For extended aggregation functions, we have a
stronger version of this property, which relates aggregation functions with a different number
of arguments. The are many aggregation functions which have a neutral element, e.g., the min
and product functions have neutral element e = 1, whilst the max function has neutral element
e=0.

e Absorbing element (annihilator) An aggregation function f has an absorbing element
a€0,1]if

f(sla"'vsiflaaasi+lv"'7sn):a’ (49)
for every s such that s; = a with a in any position. It is worth noting that Any conjunctive

aggregation function has absorbing element a = 0. Any disjunctive aggregation function has

absorbing element a = 1.
e Zero divisor An element a €]0, 1] is a zero divisor of an aggregation function f if for all

i € {l1,...,n} there exists some s €]0, 1] such that its i —th component is s; = a, and it holds

f(s) =0, i.e., the equality
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f(Sla"'asi—lvaasi-l-la"'7sn):0; (4.10)

can hold for some s > 0 with a at any position.
Note that, if a is a zero divisor, then all values b €]0,a] are also zero divisors due to the

monotonicity of function f.

e One divisor An elementa €]0,1[ is a one divisor of an aggregation function f if for all
i=1,...,nthere exists some s € [0, 1" such that its i-th component is 5; = @ and it holds f(s) =1,
1.e., the equality

S S5y $im1,a,Sit 150y Sn) = 1, 4.11)

can hold for some s < 1 with a at any position.

e Associativity A two-argument function f is associative if f (f(s1,52),53) = f(s1,f(52,53))
holds for all s1,s7,s3 in its domain. The important role of associativity is to simpler calcula-
tion of aggregation functions, and it effectively allows one to easily aggregate any number of
inputs Examples of associative aggregation functions are minimum, maximum and the product

functions while the arithmetic mean is not associative.

e Bisymmetry An extended aggregation function F is bisymmetric if for all m,n =1,2,...
and for all s € [0, 1]™":

fmn(s) - fm(fn(slla "'7S1n)7 "'7fi’l(sml7 ---ysmn» - fn(fm(slla -~~75m1)7---afm<slna --~7Smn))
(4.12)

e Shift-invariance  An aggregation function f : [0,1]" — [0, 1] is shift-invariant (or stable
for translations) if for all A € [—1,1] and for all (sy,...,s,) € [0, 1]" it is

f(sHﬁ'Lﬂ"'7Sn+}1>:](‘('5‘17“'75‘11)_'—x (4.13)
whenever (s; +A,...,5,,,) € [0,1]" and f(s1,...,5,42) € [0,1]

e Homogeneity An aggregation function f : [0, 1]" — [0, 1] is homogeneous if for all A €
[0, 1] and for all (sy,...,s,) € [0,1]"itis

FAs1, oo, Asy) = A f(S1,-,80)- (4.14)

Aggregation functions which are both shift-invariant and homogeneous are known as linear ag-

gregation functions. Note that, due to the boundary conditions f(0,...,0) =0and f(1,...,1) =1,
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either shift-invariant, homogeneous or linear aggregation functions are necessarily idempotent,

and thus they can only be found among averaging functions, e.g., arithmetic mean 4.5.

4.5.3 Duality

The concept of a dual aggregation function helps with mapping most properties of conjunctive
aggregation functions to disjunctive ones. Therefore, one should study conjunctive functions,
and obtain the corresponding results for disjunctive functions by duality. Besides, some aggre-
gation functions are self-dual. In order to study the duality of aggregation function, we should

first to define the concept of negation.

e Strict negation A univariate function N defined on [0, 1] is called a strict negation, if its

range is also [0, 1] and it is strictly monotone decreasing. Example of negation is N(¢) = 1 —¢?

e Strong negation A univariate function N defined on [0, 1] is called a strong negation, if
it is strictly decreasing and involutive (i.e., N(N(¢)) =t for all t € [0, 1]). Example of strong
negation is N(t) = 1 —¢.

e Dual aggregation function Let N : [0,1] — [0, 1] be a strong negation and f : [0, 1]" —

[0, 1] an aggregation function. Then the aggregation function fd given by

fa(sty-e;5n) =N(f(N(s1),N(s2),...,N(sn))) (4.15)

is called the dual of f with respect to N, or, for short, the N-dual of f. When using the standard

negation, f; is given by
fd(siy.ysn) =1—f(1—s1,....; 1 —s5) (4.16)

and we will simply say that f;is the dual of f.

o Self-dual aggregation function Given a strong negation N, an aggregation function f is
self-dual with respect to N (for short, N-self-dual ), if

f(s) =N(f(N(s))) (4.17)

where N(s) = (N(sy),...,N(s,)). For the standard negation we have f(s) = 1— f(1 —s), and
it is simply said that f is self-dual. Example of self-dual aggregation function is the arithmetic

mean ??.
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4.5.4 Comparability

In order to compare different aggregation functions and establish a certain order among them,
we have to compare aggregation functions for every s € [0, 1]”. Note that all aggregation func-
tions are comparable. One can say that an aggregation function f is stronger than another
aggregation function of the same number of arguments g, if for all s € [0,1]" : g(s) < f(s). Itis
expressed as g < f. When f is stronger that g, it is equivalently said that g is weaker than f. For
instance, The strongest conjunctive aggregation function is the min, and the weakest disjunc-
tive aggregation function is the max. It is worth mentioning that any disjunctive aggregation
function is stronger than an averaging function, whilst any averaging function is stronger than

a conjunctive one.

4.5.5 Continuity and stability

In continuous aggregation functions, a small change in the input leads to a small change in
the output. Although there are some interesting aggregation functions which are discontinuous,
continuity is very important because it helps to produce a stable output. The following definition

puts a bound on the actual change in value due to changes in the input.

e Lipschitz continuity An aggregation function f is called Lipschitz continuous if there is

a positive number M, such that for any two vectors X,y in the domain of definition of f:

|f(x) = f(y)| < Md(x,y) (4.18)

where d(x,y) is a distance between x and y. The smallest such number M is called the Lipschitz

constant of f. Usually, the distance is the Euclidean distance (Eq. 4.19) between vectors.

d(x,y) = \/(X1 —y1)?+ (2 = 32)2 4o+ (o —yn)? (4.19)

; typically it is chosen as a p-norm. A

but it can be chosen as any norm d(x,y) =

p-norm, p > 1 is a function defined as:

1

|Ix]|, = (Z !x:l”) (4.20)

for finite p, and ||X||e = maxj=1.__|xi|
Therefore, if the change in the input is § = ||x —y||, then the output will change by at most
M§. Here Mcan be interpreted as the upper bound on the rate of change of a function. Note

that all differentiable functions are necessarily Lipschitz-continuous, but not vice versa.
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e p-stable aggregation functions Given p > 1, an aggregation function is called p-stable if

its Lipschitz constant in the p-norm ||.||, is 1

e 1-Lipschitz aggregation functions An aggregation function f is called 1-Lipschitz if it
is p-stable with p =1, i.e., for all x,y:

F(0) =S < Jxr = yil + e = yaf + -+ [xw =yl 4.21)

e 1-Kernel aggregation functions An aggregation function f is called kernel if it is p-stable
with p = oo, i.e., for all x, y:

For kernel aggregation functions, the error in the output cannot exceed the largest error in
the input vector. Note that the arithmetic mean is p-stable for any p, whilst min, max and the
product are p-stable extended aggregation functions for any p. Although geometric mean (4.6)

is continuous, it is not Lipschitz.

4.6 Weighted Quasi-Arithmetic Mean

In fuzzy logic and fuzzy set theory, the most popular and widely utilised aggregation functions
min and max functions because they are the only two operations consistent with a number of
set-theoretical properties, and in particular mutual distributivity [ref 33 of the book]. These
connectives model fuzzy set intersection and union (or conjunction and disjunction).

In addition to min and max function which were used in fuzzy logic, Means also have been
employed as an aggregation functions. Means are averaging aggregation functions. Mathemat-

ically, a mean is simply a function f with following property
min(x) < f(x) < max(x) (4.22)

4.6.1 Arithmetic Mean

The arithmetic mean (Eq. (4.23)) or the operator modeling the average is strictly monotone

increasing aggregation function, besides being continuous, symmetric, linear, additive, etc.

-

M(sy,...,sp) = Si (4.23)

S | =

i=1

Since M is properly defined for any number of arguments, it is an extended aggregation

function

e Main proprieties of Arithmetic Mean
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. The arithmetic mean M is a strictly increasing aggregation function.

M is a symmetric function.

. M is an additive function, i.e., M(s; +s2) = M(s1) +M(s7) for all s1,s2 € [0, 1]" such

that s; + s, € [0,1]".

M is a homogeneous function, i.e.,M(As) = AM(s) for all s€ I" and for all A € R.

. The orness measure orness (M) = 1/2.

M is a Lipschitz continuous function.

4.6.2 Weighted Arithmetic Mean

The demand of merging the weights (i.e., importance) into arithmetic means has lead to the

class of weighted arithmetic mean (WAM) (as given in Eq. 4.24):

n
M, (s1,..., Zws, = (4.24)

e Main proprieties of Weighted Arithmetic Mean

I.

4.6.3

WAM is a strictly increasing aggregation function, if all w; > 0; WAM is a strictly in-

creasing aggregation function, if all w; > 0;

. WAM is an asymmetric(unless w; = 1 /nfor all i € 1,---  n) idempotent function;

. WAM is an additive function i.e., M,,(s1 + 52) = My,(s1) + M,,(s2) for all 51,5, € [0,1]"

such that s + 52[0, 1]"

WAM is a homogeneous function i.e., Mw(As) = AMw(s) for all s € [0,1]" and for all
A €R;

. WAM is a Lipschitz continuous function, in fact it is a kernel aggregation function

WQAM description

For a given strictly monotone continuous function g : [0,1] — [—oe,00], the quasi-arithmetic

mean is a function defined as:

1 n
Mg(s1,...,8,) = g*1 <Z Zg(s,-)) (4.25)
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Thus, Weighted Quasi-Arithmetic Mean (WQAM) is a combination of both weighted mean
and quasi-arithmetic mean approaches, where these approaches act as generalization of arith-
metic mean. In particular, the WQAM is defined as an aggregation operator M,, ¢ : Uyen[0,1]" —
[0, 1], which is expressed as [88]:

My g(s) =g (g wl'g(sz')> (4.26)

Where g : [0,1] — [—oo, 0] is the generating function, g~ ! is its inverse function and w is a

weight vector. Note that w; € [0,1] and Y7 ;w; = 1. In the case of Y ; w; # 1, the WQAM is

expressed as [88]:
11
My g(s) =g~ (W Y Wig(si)) (4.27)
i=1

where W =Y | w;.

4.6.3.1 Main proprieties of WQAM

The basic properties of WQAM can be expressed as follows [88, 89]:

1. Each WQAM is a bisymmetric aggregation function

2. WQAMs are strictly monotone increasing on |0, 1[* when all weights w; are strictly posi-
tive and Ran g C R.

3. WQAMs are continuous when Ran(g) # [—oo,00| [90]. Note that if Ran(g) = [—oo, 0],
then we have the summation —oo+-c0 or 00— oo if 5; =0 and s; = 1 for some i # j. When
this occurs, a convention, such as —oo + 0o = +00 — 00 = —oo, is adopted, and continuity
of WQAM is lost.

4. WQAMs are N-self-dual if and only if N is the strong negation generated by g, i.e., if
N(t) =g '(g(0) +g(1) — g(¢)) for any ¢ € [0, 1]. This implies, in particular:
e WQAMs, such that g(0) = 4o or g(1) = 4o are never N-self-dual;
e Weighted arithmetic means are always self-dual (i.e., N-self-dual with respect to the

standard negation N(t) = 1 —1);

5. The generating function is not defined uniquely, but up to an arbitrary linear transforma-
tion, i.e., if g(7) is a generating function of some WQAM, then ag(t) + b,a,b € R,a # 0

is also a generating function of the same mean, provided Ran(g) # [—oo,o0];

6. Weighted power means are the only homogeneous WQAM
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7. In WQAMs , there are no neutral element. They may have an absorbing element only
when all the weights are strictly positive and g(a) = t-o0 or g(b) = oo, and in such cases

the corresponding absorbing elements are, respectively, a and b.

4.6.3.2 The utilsed types of WQAM

In this paper, we have evaluated five types of WQAMSs. The first is the weighted power mean
and its generating function is given by [88]:

s ifr#0
log(s) ifr=0 '

g(n) = (4.28)

The second used type of WQAM is weighted exponential mean, the generating function of

this type is given by

roifr#£1
g(n) = , : (4.29)
s ifr=1

The third used type of WQAM is weighted radical mean, the generating function of this
type is given by
g(s)=r/ (4.30)

with r > 0 and #
The fourth used type of WQAM'’s generating function is given by

g(s)=e ) 431)

The fifth used type of WQAM is the weighted trigonometric mean with three generating

function as [88]:

oQ
—
—
o)
~—
Il
o)
<.
S
—
SR
o)
N~—r

) (4.32)

SR

=)
~—

For a given continuous strictly monotone function g : [0,1] — [—eo,00] and w €]0, 1], the

corresponding bivariate WQAM is the function [88] presented as:

My g(s1,52) = g ' [(1—w)g(s1) +wg(s2)] (4.33)

For g =log(s), the the bivariate WQAM is defined as:
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Table 4.2 Examples of WQAMs with their generating functions g.

8(s) g's) WQAM
tan(%s) 2arctan(s) 2arctan (Zl’.’zl w,tan(%s,-))
sin(7s) %arcsin(s) %arcsin (Z?:l wisin(%si)>
cos(%s) %arccos(s) %arccos (Z?_l wicos(gsi)>
T
5" 57 (Z?_ | wz-(sz')’>
log(s) exp(s) exp ( o w,-log(s,-))
p T T
(cos(%s)) (%arccos(s)) (%arccos Y w,cos(%s,-))
rt log,(s) log, (Z?_l wirsi>
log(r N
ri/s 10§8 <10gr< - Wﬂ”‘”))
o—(r/9) 1 _r —r
og(s) log, (er;:l Wie(r/s))
M, (s1,52) = si_wsév (4.34)

Table 4.2 tabulates the used WQAMs, i.e., the weighted trigonometric and power means
using various of generating function.

A good biometric score fusion technique is expected to maximise the genuine scores and
minimise the impostor scores in order to have higher genuine acceptance rate (GAR) and lower
false acceptance rate (FAR). Towards this aim, WQAM (using sin, cos and tan etc.) is presented
that can simultaneously maximise the genuine scores and minimise the imposter scores, which
can be seen in Figs. 4.1, 4.2, 4.3. Moreover, a large number of functions can be easily adopted

in the proposed fusion scheme in different biometric systems
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Fig. 4.1 Match-score plots using WQAM with tan function (a) wl = 0.5 for match score S1
and w2 = 0.5 for match score S2, (b) wl = 0.2 for match score S1 and w2 = 0.8 for match score
S2

®
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Fig. 4.2 Match-score plots using WQAM with cos function (a) wl = 0.5 for match score S1
and w2 = 0.5 for match score S2, (b) wl = 0.2 for match score S1 and w2 = 0.8 for match score
S2
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Fig. 4.3 Match-score plots using WQAM with sin function (a) wl = 0.5 for match score Sl
and w2 = 0.5 for match score S2, (b)wl = 0.2 for match score S1 and w2 = 0.8 for match score
S2

4.7 Conclusion

In this chapter, we presented the proposed method for score level fusion in multimodal biomet-
ric verification systems. In particular, we focused on a aggregation functions and fuzzy logic
based systems, specifically, weighted quasi-arithmetic mean. This chapter has defined and dis-
cused the main classes (e.g, conjunctive, disjunctive, averaging) and general properties (e.g.,
associativity, bisymmetry, strict monotonicity) of aggregation functions. Then we described the
main proprieties of WQAM and show how this method could be applied for score fusion as well
as the types of WQAMs and their generating functions that have been used in this thesis. The
following chapter discusses the results obtained through applying this fusion method.
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Experimental results
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5.1. INTRODUCTION

5.1 Introduction

Biometrics is now being principally employed in many daily applications ranging from border
crossing to mobile user authentication. In high security scenarios, biometrics require strin-
gent accuracy and performance criteria. Towards this aim, multi-biometric systems that fuse
evidences from multiple sources of biometric have exhibited to diminish the error rates and
alleviate inherent frailties of the individual biometric systems. In this thesis, a novel scheme
for score-level fusion based on Weighted Quasi-Arithmetic Mean (WQAM) has been proposed.
Specifically, WQAMs are estimated via different trigonometric functions. The proposed fu-
sion scheme encompasses properties of both weighted mean and quasi-arithmetic mean. More-
over, it does not require any leaning process. Experimental results on three publicly available
datasets (i.e., NIST-BSSR1 Multimodal, NIST-BSSR1 Fingerprint, and NIST-BSSR1 Face) for
multi-modal, multi-unit and multi-algorithm systems show that presented WQAM fusion al-
gorithm outperforms the previously-proposed score fusion rules based on transformation (e.g.,
t-norms), classification (e.g., support vector machines) and density estimation (e.g., likelihood
ratio) methods.

One of the newest promising biometrics researched today is the vein pattern recognition.
In this chapter we propose a multimodal biometric system to identify people using their left
and right palm and wrist vein images. Besides, a novel multi-biometric user authentication
framework based on their major knuckle finger patterns using four fingers (i.e., little, ring,

middle, and index) and iris has been proposed.

5.2 Proposed WQAM-based multi-biometric authentication
method

Fig. 5.1 depicts the representational figure of the proposed score-level fusion utilising WQAM.
In a verification setting, each user provides her biometric traits to the respective sensors, and
claims her identity. Next, the framework separately matches the captured traits against their
corresponding features (i.e., templates) in the data-base accumulated at the time of enrollment,
and yields a vector of matching score S = [S1,S>, ?,Sn], where S; is match-score produced via ith
modality corresponding to ith sensor. Since the matching scores provided by different matchers
are generally heterogeneous, score normalization is required to transform these matching scores
into a common domain prior to fusion. In order to normalize the matching scores into the
domain [0, 1], two normalization methods (i.e., tanh-estimator and min-max) were employed in

this paper as follows:

S —min(S)
max(S) — min(S)

S = S.D
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Fig. 5.1 Proposed framework for score level fusion utilising WQAM.

Eq. 5.1 represents the min-max normalization techniques [8], where S’ and S, respectively,

are normalized and match scores through a particular matcher, and

s — % {tanh(0.0l (S_T’“L» + 1} (5.2)

Eq. 5.2 depicts tanh-estimator normalization scheme [8], where S’, ¢ and u are normalized
score, standard deviation and mean estimates of match-score distribution obtained via Hampel
estimators, respectively. Finally, the normalized scores are fused utilising the WQAM. If the
fused score F'S is greater than or equals to a specified threshold (7), the user is categorised as a
genuine user, otherwise, it is categorised as an impostor.

The procedure is summarized in the form of pseudo code in Algorithm 1.

5.2.1 Experiments

Here, we present an experimental evaluation of the proposed fusion scheme on three publicly

available databases.

5.2.1.1 Databases

The proposed score-level integration framework has been evaluated on three individual parti-
tions of the NIST-BSSR1 dataset. The three partitions are NIST-Multimodal dataset, NIST-
Fingerprint dataset and NIST-Face dataset [91]. Note that the face and fingerprint raw images
of the subject are not available, but only match scores. Also, information about the face and
fingerprint matching techniques is not provided by the NIST.
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Algorithm 1 WQAM-based score level fusion framework.

Input : A training and a testing data set.

A set of matchers.

A set of generating functions g(s).

Output: The system’s performance (namely, decision of match/un-match).
1. Compute the empirical threshold 7 using training data set.

2. for each user do

3.Compute the match score S from the first modality using matcher 1.

4. Compute the match score S, from the second modality using matcher 2.

5. Compute the match score (S,,)from the nth modality using matcher n.

6. Normalise the match-scores (using either min-max (Eq. 5.1) or tanh-estimator (Eq. 5.2)).

7. Select a generating function g(s) and compute a weight vector W // w; € [0,1] and
?:1 Wi = 1.

8. Compute fused matched score using Eq. 4.26. Let F'S be the fused score.

9. Compute the decision by comparing FS with the threshold 7.

10. Return the performance of the system.

11. end for

e NIST-Multimodal dataset NIST-multimodal dataset is composed of four subsets of match-
scores. Two fingerprint match-scores are procured from the right and left forefingers. While,
two face match-scores are acquired via two different face matchers indicated as C and G. The
face and fingerprint samples were collected from 517 subjects. In each subset, there are 517

and 266,772 (517 x 516) genuine and imposter match-scores, respectively.

e NIST-Fingerprint dataset NIST-fingerprint dataset encompasses two subsets of match-
scores acquired through the right and left index fingers belonging to same person. The samples
were collected from 6000 subjects. In this study, 6000 and 35,994.000 (6000 x 5999) genuine

and imposter match-scores were used.

e NIST-Face dataset NIST-face database is made-up of two subsets of match-scores pro-
cured through the C and G face matchers. The face data was captured from 3000 subjects. This
study used 6000 (two scores per subject) and 17,994.000 (6000 x 2999) genuine and imposter

match-scores for each face matcher.

5.2.2 Experimental Results

We have tested the proposed WQAM-based score fusion method on mutli-modal-, multi-unit-
, and multi-algorithm-biometric systems. In particular, the performances of proposed fusion
scheme are analyzed utilising ROC (receiver operating characteristic) curve. A ROC curve is a
plot of FAR versus GAR. GAR, FAR and FRR are genuine acceptance rate such as GAR =1
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Fig. 5.2 ROC curves of individual modalities (i.e., face matcher G, face matcher C, right
index finger and left index finger) and their integration using WQAM based fusion framework.

— FRR (i.e., ratio of legitimate users accepted as genuine), false acceptance rate (i.e., ratio of
impostors accepted as legitimate) and false rejection rate (i.e., ratio of legitimate users rejected
as impostors), respectively. We also used equal error rate (EER), where FRR and FAR are
equal to evaluate performance of the system. Note that in each weighted fusion experiment,
we empirically estimated the weight values using training data subset. Namely, the weight
values were computed by maximising the system performance. In particular, during training,
the values of weights were varied from O to 1 and selected the ones that yielded highest system

performance

5.2.2.1 Performance of WQAM based fusion scheme on multi-modal systems

A biometric multi-modal system combines evidences of multiple biometric traits of the same
person to attain enhanced accuracy. In this study, the multimodal system was composed of two
modalities, i.e. face and fingerprint. More specifically, the matchingscores from right and left
index fingerprints and two face matchers C and G were employed

The match-scores from face matchers C and G as well as right and left index fingerprints
are first normalized using tanh-estimator normalization technique as in Eq. 5.2. Let §1,52,53
and S4 be the normalized match-scores of face matcher G, face matcher C, right fingerprint and
left fingerprint, respectively, which are fused via WQAM with corresponding weight Wy, W5, W3

and Wj to yield fused score for final decision.
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The performances of individual face C, face G, right fingerprint, and left fingerprint systems
and multi-modal biometric system using WQAM is reported in Fig. 5.2 in terms of ROCs.
In particular, the individual systems were combined utilising WQAM trigonometric function
cos(%s) with weights Wi = 0.57, Wo = 0.18, W3 = 0.17 and W, = 0.08. It is easy to see in Fig.
5.2 that 68.0%, 74.3%, 85.3% and 77.2% of GARs are attained, respectively, for face matcher
G, face matcher C, right index fingerprint and left index fingerprint using FAR = 0.01% as the
operating point. Whereas, 99.8% of GAR is procured using the proposed WQAM based on
cos(%s) with 0.01% FAR as the operating point. In Table 5.1, we report the results of proposed
WQAM fusion (using sin, tan, (cos(%s))" and s") together with existing score fusion based on
the likelihood ratio and SVM (proposed in [62], both requiring learning and training), Frank and
Harmacher 7-norms [58], EER based weighted sum [59], and min and max rules. The results
clearly point out that proposed WQAM fusion scheme outperforms prior multi-biometric score

fusion rules.

5.2.2.2 Performance of WQAM based fusion scheme on multi-unit systems

A multi-unit biometric system utilises multiple instances of the same body trait. In this study,
the right and left index fingers were employed to constitute a multi-unit system.

For multi-unit multi-biometric system, the match-scores of right and left index fingers were

1

0.95 i
0.9
14
< 0.85
o

0.8

== |_eft index finger
0.75 Right index finger i
=== WQAM using cos(s)" function
0.7 : : ]
10 1073 102

FAR

Fig. 5.3 ROC:s of individual biometric modalities (left index finger and right index finger) and
their fusion using WQAM on the NIST-fingerprint database.
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Table 5.1 Comparison of multi-modal fusion via different techniques on NIST
face and fingerprint databases.

Score-level fusion method for FAR =0.01 % GAR, % EER, %

WQAM using cos function 99.42 0.38
WQAM using sin function 99.34 0.38
WQAM using tan function 99.42 0.38
WQAM using s” function withr =2 99.42 0.38
WQAM using (cos)” function withr = 3 99.33 0.38
WQAM using r* function withr = 6 99.42 0.38
1
WQAM using rs function withr = 0.1 99.37 0.38
WQAM using exp(_Tl) function withr =2 99.28 0.38
Max rule [59] 91.70 0.85
Min rule [59] 78.00 7.03
Hammcher #-norm [58] 96.89 0.60
Frank t-norm with p = 1.3 [58] 96.92 0.84

EER based Sum Weighting Score (WHT) [59]  93.41 1.60

LLR [62] 99.10 0.61
SVM [62] 98.80 0.82
exponential product [92] 96.62 0.62
tan-hyperbolic product [93] 96.65 0.46

entropy using Frank t-norm with p=0.01 [58]  96.62 0.61
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Fig. 5.4 ROC:s of individual biometric algorithms (face matcher C and face matcher G) and
their fusion using WQAM on the NIST-face database.

normalized using min-max procedure as depicted in Eq. 5.1, then they were integrated using
WQAM based on cos(Zs)” with weights W; = W, = 0.5. Fig. 5.3 depicts ROCs of individual
left and right fingers and their multi-biometric system. The WQAM fusion scheme improves
the performance of uni-biometric systems, as GARs of right and left forefingers are 83.5%
and 75.5% at FAR = 0.01%, respectively, whereas GAR equals to 91.6% when WQAM-based
generating function cos(%s)r with r = 11 is used at the same operating point.

In Table 5.2, we report results of proposed WQAM fusion with different functions as well
as previously proposed multi-biometric fusion strategies. We can observe in Table 5.2 that
performance obtained using proposed WQAM-based score fusion with sin, cos, (cos)”, tan, and
s” functions are very competing with respect to the ones attained by Likelihood ratio and SVM
[62] based fusion methods. Furthermore, we can notice that the proposed framework is capable
of achieving better accuracy than widely adopted systems depending on min [59], max [59],

Harmacher #-norms [58], Frank #-norms [58] and EER based weighted sum [59] fusion rule.

5.2.2.3 Performance of WQAM based fusion scheme on multi-algorithm systems

A multi-algorithm biometric system uses multiple matching algorithms on the same biometric
trait to improve the performance. In this work, the multi-algorithm biometric system applied

two face matching algorithms.
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Table 5.2 Comparison of multi-unit fusion on NIST fingerprint databases.

Score-level fusion method for FAR =0.01 % GAR, % EER, %

WQAM using cos function 91.50 2.82
WQAM using sin function 91.17 2.84
WQAM using tan function 91.29 3.00
WQAM using s” function with r =2 91.52 2.87
WQAM using (cos)” function with r = 11 91.60 2.78
WQAM using ¥ function with r =5 91.23 291
1
WQAM using rs function with » = 0.01 90.40 291

-1
WQAM using exp(—) function with r=0.2  91.41 2.93
s

Max rule [59] 90.30 2.84
Min rule [59] 79.60 7.00
Hammcher -norm [58] 85.36 5.00
Frank t-norm with p = 1.3 [58] 88.04 14.00

EER based Sum Weighting Score (WHT) [59]  90.90 2.90

LLR [62] 91.40 2.30
SVM [62] 91.40 3.20
exponential product [92] 91.20 3.02
tan-hyperbolic product [93] 88.90 9.65

entropy using Frank t-norm with p = 0.01 [58]  87.87 3.77
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For multi-algorithm multi-biometric systems experiments, two sets of similarity scores orig-
inated from two face authentication algorithms/matchers, labeled as C and G, were utilised.
The scores were normalized by the tanh-estimator normalization technique as in Eq. 5.2. We
report the performance in terms of ROCs of individual face matcher C and G along with pro-
posed WQAM score fusion framework for multi-algorithm system with weights W; = 0.57
and W, = 0.43 in Fig. 5.4. As in case of multi-modal and multi-unit fusion experiments, the
proposed WQAM scheme (here, multi-algorithm multi-biometric system) improves the perfor-
mances of individual system (here, face matchers). For instance, it is easy to see in Fig. 5.4
that at FAR = 0.01% operating point, the GARs of face matcher G, face matcher C, and multi-
algorithm system using WQAM with sin function are 64.0% , 71.2% and 76.34%, respectively.

The results of both proposed WQAM-based multi-algorithm fusion with sin, tan, (cos (%s) ) '
and s” functions and existing person recognition systems using min, max, #-norms, EER based
weighted sum, likelihood ratio and SVM are presented in Table 5.3 in terms of GAR (%).
We can observe in Table 5.3 that the proposed WQAM fusion method with sin function out-
performed not only other WQAM fusion with cos and tan functions but also min [59], max
[59], Harmacher #-norms [58], Frank 7-norms [58] and EER based weighted sum [59] fusion
rule. While, the multi-algorithm systems developed in [62] via likelihood ratio and SVM have
shown to achieve results inline with those by the proposed WQAM based systems.

To sum up, our results provide evidence that proposed WQAM fusion scheme is efficient in
enhancing accuracy of uni-biometric systems under multimodal (i.e., based on different multiple
biometric traits), multi-unit (i.e., based on multiple samples of the same biometric trait) and
multi-algorithm (i.e., based on numerous feature extraction and/or matching techniques on the

same biometric trait) scenarios.

5.3 The proposed palm and wrist vein multi-biometric sys-

tem

Fig. 5.5 illustrates the block diagram of the proposed multimodal biometric authentication
using wrist and palm vein images. Specifically, two frameworks are proposed, for the first, the
information originating from a single hand is integrated using t-norms. While, four sources of
information coming from two hands are combined in the second framework. In a verification
setting, the user has to present his wrist and palm to the sensor, and declares his identity. First,
the wrist and palm vein images are resized to 250 x 250 pixels and converted to gray scale. After
that, the median filter is applied for noise reduction purpose. Then, the system individually
matches the wrist and palm vein images with corresponding templates stored in the database
during the enrolment phase to yield the wrist and palm vein matching scores.

In this work, we have utilised four local texture descriptors namely LPQ [94], LBP [95],
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BSIF [96] and LTP [97] to extract the wrist and palm vein features. These local texture descrip-
tors proved its effectiveness in real-world conditions more than global image descriptors that

Table 5.3 Comparison of multi-algorithm fusion on NIST-face databases.

Score-level fusion method for FAR =0.01 % GAR, % EER, %

WQAM using cos function 76.17 5.10
WQAM using sin function 76.34 5.10
WQAM using tan function 76.20 5.00
WQAM using s” function with » = 10 76.26 5.00
WQAM using (cos)” function with r =2 76.28 5.20
WQAM using r* function with r =2 76.20 5.07
1
WQAM using rs function with r = 10 76.15 5.20

-1
WQAM using exp(—) function with r = 15 76.18 4.64
s

Max rule [59] 71.50 4.10
Min rule [59] 73.15 6.10
Hammcher -norm [58] 75.90 5.30
Frank t-norm with p = 1.3 [58] 75.80 5.20

EER based Sum Weighting Score (WHT) [59]  74.90 5.40

LLR [62] 77.20 3.70
SVM [62] 77.00 4.80
exponential product [92] 75.80 5.20
tan-hyperbolic product [93] 75.87 5.20

entropy using Frank t-norm with p=0.01 [58]  75.86 5.20
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extract the features directly from the entire images.

Genuine Imposter

Fig. 5.5 A schematic diagram of wrist and palm vein based verification framework..

Fig. 5.6 shows normalised wrist and palm vein images of (left palm, right palm, left wrist,
right wrist) and the corresponding LBP, LTP, LPQ and BSIF textural descriptors.

5.3.1 Matching score fusion using t-norms

Triangular norms (# —norms) and t-conorms [58] are the most general families of binary func-
tions that satisfy the requirements of the conjunction and disjunction operators. A t-norm func-
tion 7(S1,S2) : [0,1] x [0,1] — [0, 1] maps the unit square into the unit interval and satisfies the
following conditions:

1 Commutativity: T(S1,S2) = T(S2,51).

2 Associativity: T(S1,T(S2,53)) =T(T(S1,82),53).

3 Monotonicity: T(S1,S2) < T(S3,54) if 1 <S5 andS3 < Sj.

4 Boundary conditions: T(0,0) =0and T(S;,1) = S;.

The used t-norms in this paper are tabulated in Table 5.4.
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Fig. 5.6 (a) Left palm vein (b) Right palm vein (c) Left wrist vein (d) Right wrist vein (1)
Normalised palm and wrist vein images (2) LBP (3) LTP (4) LPQ (5) BSIF features codes.

68



5.3. THE PROPOSED PALM AND WRIST VEIN MULTI-BIOMETRIC SYSTEM

Table 5.4 Some t-norms that have been used for matching score combination

T-norms Function
Hamacher _v
X+y—xy
Schweizer-Sklar (p > 0) (max(xP +yP — 1)()))(%)
Yager (p > 0) max(1— ((1—x7) + (1 +y?))),0)
Schweizer-Sklar (p<0 ) (xP +yP — 1)(%)
. 1
Dombi (p > 0) :
14 (1—x>1)+<1—y>p »
X y
1
Aczel-Alsina (p > 0) e~ ((=Inx)P+(=Iny)?))?

5.3.2 [Experimental results and analysis
5.3.2.1 Database

The proposed multimodal biometric system has been tested on a publicly available dataset called
PUT vein pattern database [98], this database contains 2,400 images, which is composed from
two sections "Wrist” and “Palm were captured from 50 volunteers from both left and right
wrist and palm vein. Twelve samples per-subject are available, we have randomly selected six
samples for generating enrolled template and six samples as a testing set. Here, each image of
the testing set is matched with the six images of enrolled template for each person. Therefore,
we have 1,800(6 x 6 x 50) genuine scores and 88,200(6 x 6 x 49 x 50) imposter scores from

each of the modalities.

5.3.2.2 Experimental results

In our multi-biometric system, the performance is tested via the indicator receiver operating
characteristics (ROC). Besides, the decidability index (Eq. 5.3) was also used to evaluate the
proposed multi-biometric systems, which appears the extent of overlap between the distribution

scores of the genuine and the imposter and given by

d/ — |:ugen - .ulmp| (5.3)
Ggen + Ggen

2
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Where e, and Wy, represent the means of the two distributions, Og,, and Gl%ﬂp repre-
sent the variances of the two distributions. The higher d’ value indicates that the distributions

between the genuine and the imposter scores are more separated.

e Performance of proposed multi-biometric system based on a single hand In this first
set of experiments, we propose a multimodal biometric system to recognise users using wrist
and palm vein images; this system is based on a single hand (i.e., left or right hand).

As mentioned above, the texture descriptors (i.e., LPQ, BSIF, LBP, and LTP) have been ex-
tracted from the wrist and palm vein images that contain rich information. Figs. 5.7(a)—5.7(b)
displays the score distribution of wrist and palm vein biometric traits (i.e., LPQ features for
wrist vein and BSIF features for palm vein based on left hand). We can see in these figures that
there is some overlap between the distributions of genuine and imposter scores. For better se-
curity performance, these distributions should be more separable. Fig 5.7(c) displays the score
distribution where scores of two biometric traits are integrated using Hamacher #-norm. From
this figure, we can observe that there is no overlap between the distributions of genuine and
imposter scores thus achieving good accuracy. Fig. 5.8 displays ROC’s of unimodal biometric
systems and integrated traits by employing the score level fusion based on Hamacher #-norm.
At FAR equals 0.01%, the GAR’s of left wrist vein and left palm vein are 85.85%, 96.18%,
respectively. While, with Hamacher #-norm, GAR of 100% is achieved at 0.01% FAR operat-

ing point. Table 3 shows other t-norms like Schweizer-Sklar, Yager, Dombi, and Aczel-Alsina,

Table 5.5 Comparison of fusion using different approaches of both left and right hand images

Score-level fusion method for FAR =0.01 % GAR, % GAR, %
Left hand Right hand

Max rule 85.84 81.95
Min rule 96.02 96.65
Sum rule 97.03 97.25
Hammcher 7-norm 100.00 98.66
Schweizer-Sklar f-norm with p =3 99.66 98.66
Yager t-norm with p = 0.7 99.83 98.74
Dombi t-norm with p = 1.5 99.42 99.00
Aczel-Alsina t-norm with p = 1.2 99.67 98.80
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which we have also tested for score level fusion. In addition, sum rule, min and max rules were
presented. Also, the obtained performances using right hand were reported as well. From Table
5.5, we can observe that Dombi 7-norm outperforms the other #-norms for right hand, where
GAR of 99.00% is obtained at FAR equals 0.01%.

Score Distribution for Left Palm-vein " Score Distribution for Left Wrist-vein

Genuine score
—— Imposter score 12

20

Frequency
s
Frequency

0.5 0.6 0.7 0.8 0.9 1
Scores

0.6 0.65 0.7 0.75 0.8 0.85 0.9 0.95
Scores

(a) (b)

Score level fusion using Hamacher t-norm

14
Genuine score
12 —— Imposter score

10

Frequency

0.4 0.45 0.5 0.55 0.6 0.65 0.7 0.75 0.8 0.85 0.9
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(c)

Fig. 5.7 Score distribution of (a) left palm vein, (b) left wrist vein and (c) score level fusion
using Hamacher t-norm.
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Fig. 5.8 Comparison of ROC’s of individual modalities with score level fusion of left hand
using Hamacher t-norm.

In Tables5.6 and 5.7 , we present the performances of the proposed multimodal biometric
authentication that integrates wrist and palm vein images of a single human hand using homo-
geneous features (i.e., applying the same descriptor for the two biometric modalities). As can
be seen from Table 5.6 , the BSIF descriptor achieves better recognition rate than all remaining
descriptors (i.e., LPQ, LBP, and LTP). At FAR equals 0.01%, the GARs of left wrist and left
palm vein are 89.35% and 96.18%, respectively, whereas GAR equals 99.06% is obtained at the

same operating point with Hamacher #-norm-based score fusion method.

Table 5.6 GAR of both unimodal and multi-biometric systems of left hand using different
descriptors

Descriptors  Left wrist vein  Left palm vein  Fusion using Hamacher t-norm

LPQ 85.85% 92.58% 98.73%
LBP 68.17% 70.33% 84.36%
LTP 65.47% 70.90% 84.35%
BSIF 89.35% 96.18% 99.06%

We can see in Table 5.7, different results obtained using LPQ, LBP, LTP, and BSIF for right
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human hand. It is easy to observe that BSIF descriptor achieves better accuracy compared to
other previously mentioned descriptors. At FAR of 0.01%, the GARs of right wrist and right
palm vein are 88.76% and 97.15% respectively. But with Hamacher 7-norm GAR of 98.90% is
achieved at the same FAR.

Table 5.7 GAR of both unimodal and multi-biometric systems of right hand using different
descriptors

Descriptors Right wrist vein  Right palm vein  Fusion using Hamacher t-norm

LPQ 81.57% 91.26% 96.91%
LBP 58.10% 71.40% 79.14%
LTP 56.26% 68.37% 79.70%
BSIF 88.76% 97.15% 98.90%

To sum up, the results clearly shown that multimodal biometric framework using a single
hand (i.e., left hand) based on LPQ and BSIF descriptors for wrist and palm vein images out-
performs the multi-biometric based on right hand as well as systems that utilise homogeneous

features for both left and right human hand.

e Performance of proposed multi-biometric system based on both left and right hand
images In this second set of experiments, we present a multi-biometric user authentication
system that utilises both left and right hand, particularly combining left wrist vein, right wrist
vein, left palm vein, and right palm vein patterns. Figure 5.9 shows ROC’s of individual bio-
metric traits (i.e., using LPQ features) and of fused traits by using Schweizer and Sklar 7-norm
on PUT vein database. At FAR equals 0.01%, the GARs of left wrist vein, left palm vein,
right wrist vein, and right palm vein are: 85.85%, 92.58%, 81.57%, and 91.26%, respectively.
While, with Schweizer and Sklar -norm-based score fusion method, GAR of 100% is obtained
at 0.01% FAR operating point. Table 5.8 compares the authentication results obtained using dif-
ferent local descriptors (i.e., LPQ, BSIF, LBP, and LTP) as well as previously mentioned score
fusion approaches. From Table 6, it is easy to observe that LPQ and BSIF descriptors achieve

good results better than multi-biometric systems utilising LBP and LTP features.
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Fig. 5.9 Comparison of ROC’s of individual biometric traits with score level fusion using
Schweizer-Sklar t-norm.

Furthermore, we can indicate that fusion using -norms outperforms the other strategies (i.e.,
min, max and sum rules) thus making them superior. In addition, we have also evaluated the
proposed multimodal biometric system using decidability index (d’), where the greater d’ value
indicates that the genuine and imposter distributions are more separated thereby the recognition
rate of the biometric system boosts in general. The d’ values of each biometric modality and
their combination-based different score fusion strategies, i.e., -norms, min, max, and sum rules
utilising previously mentioned local textural descriptors are reported in Tables 5.9 and 5.9,
respectively. From these tables, it is easy to observe that score level fusion using Schweizer-
Sklar z-norm (i.e., LPQ features) performs and achieves a greater d’ value compared to other
t-norms and fixed rule as well as the unimodal biometric systems, this leads to accurate person

recognition.
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Table 5.8 Comparison of fusion using different approaches of both left and right hand images

Score-level fusion method GAR, % GAR,% GAR,% GAR,%
for FAR =0.01 % LPQ BSIF LBP LTP
Max rule 100.00 94.00 90.00 90.00
Min rule 90.93 91.70 63.20 64.19
Sum rule 99.50 98.10 87.28 87.73
Hammcher 7-norm 100.00 100.00 91.15 91.24

Schweizer-Sklar #-norm with p =0.9  100.00 100.00 94.22 94.42
Yager t-norm with p = 2.2 100.00 100.00 93.96 94.02
Dombi ¢t-norm with p = 0.5 100.00 100.00 94.59 94.55

Aczel-Alsina t-norm with p = 0.7 100.00 100.00 93.55 95.42

Table 5.9 d’ values of unimodal palm and wrist vein biometric systems

Biometrics modality d’(LPQ) d'(BSIF) d(LBP) d'(LTP)

Left palm vein 37392  4.2459 92.5875 2.5822
Right palm vein 39416 43900 2.6891 2.6718
Left wrist vein 29418  3.4878  2.2620 2.2451
Right wrist vein 3.0317  3.3645 22749 2.2668
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Table 5.10 Comparison of different fusion methodologies in terms of d’

Score-level fusion methodology d’(LPQ) d’(BSIF) d’(LBP) d’(LTP)
Max rule 5.8710 45600 3.5709  3.5538
Min rule 3.0162 3.5004 24106 2.3986
Sum rule 5.0093 43336 3.3176  3.2949
Hammcher #-norm 5.2907 5.5865 34269 34188

Schweizer-Sklar #-norm with p =0.9  4.5054 6.2835  4.5049 4.4793

Yager t-norm with p = 2.2 12.5119  5.8750  3.7721  3.7647
Dombi #-norm with p = 0.5 4.9785 55095  2.8522  2.8757
Aczel-Alsina -norm with p = 0.7 5.7393 5.1886 29617 24234

To sum up, the performances attained using wrist and palm vein images from both left
and right hand prove that fusion of these four biometric modalities is capable to enhance the
recognition rate compared to unimodal systems as well as the multimodal systems that depend
on a single hand images, especially those utilising homogeneous features for both wrist and

palm vein images

e Performance of proposed multi-biometric system based on classifier fusion using ¢-
norms In this section, we aim to evaluate three classifier-based t-norms for score level fusion,
which are KNN, linear discriminant analysis (LDA) and quadratic discriminant analysis (QDA).
To generate the training and testing sets, half of genuine and imposter scores were randomly
selected for each set. In this work, we have considered the average of obtained GARs through
20 test runs as a performance measure. Firstly, we assessed the performance of the fusion of
information originating from both wrist and palm vein images utilising a single hand (i.e., left or
right hand)-based classifier fusion. The LPQ and BSIF textural descriptors were used to extract
features from wrist and palm vein images, respectively. Secondly, the three classifiers are tested
for the second proposed multimodal biometric system that merging wrist and palm vein of both
left and right hand, the performance was tested using LPQ, BSIF, LBP and LTP features for
each modality. Table 5.11 reports GARs of the KNN, QDA and LDA classifiers-based 7-norms,
we can observe that QDA and LDA classifiers perform better than KNN classifier. The GAR =
100% was obtained at FAR = 0.01% by QDA and LDA classifier at all used #-norms, min and
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Table 5.11 Comparison of fusion using different approaches of both left and right hand im-

ages
Score-level fusion methodology GAR, % GAR , %
for FAR = 0.01% Left hand Right hand
Classifier KNN QDA LDA KNN QDA LDA
Classifier via Max rule 94.62  100.00  100.00 97.46 100.00  100.00
Classifier via Min rule 84.72  100.00 100.00 83.14 100.00  100.00
Classifier via Hamacher 95.70  100.00 100.00 98.72 100.00  100.00
Classifier via Yager t-norm p = 0.2 98.92  100.00 100.00 97.06 100.00  100.00
Classifier via Dombi #-norm with p = 0.2 99.87  100.00 100.00 97.30 100.00  100.00
Classifier via Aczel-Alsina r-norm with p=1.5 98.20  100.00 100.00 96.38 100.00  100.00

max rules for each hand. Whereas, KNN classifier-based Dombi 7-norm with p = 0.2 has given
better performance for left hand in comparison to all used #-norms, where GAR = 99.7% was
obtained.

Table 5.12 presents the GARs value of the LPQ and BSIF-based classifier. From this table,
we can indicate that almost all classifier employed for this fusion give a GAR of 100% at FAR
= 0.01%. From Table 5.13, it is clear to observe that classifier-based fusion using LBP and
LTP textural descriptors achieves a better significant improvement compared to transformation-
based score fusion, especially the LDA and QDA. For example, the multi-biometric recognition
utilising the LBP and LTP features with Hamacher #-norm fusion rule yield GAR of 91.15% and
91.24%, respectively. But, GAR equals to 100% is obtained when LDA and QDA classifiers-

based r-norms is used.
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Table 5.12 Comparison of different classifier fusion using t-norms of both left and right hand
with LPQ and BSIF features

Score-level fusion methodology GAR, % GAR , %

for FAR = 0.01% LPQ BSIF

Classifier KNN QDA LDA KNN QDA LDA
Classifier via Max rule 92.54 100.00  100.00 91.63 100.00  100.00
Classifier via Min rule 100.00  100.00  100.00 100.00  100.00 100.00
Classifier via Hamacher 100.00  100.00  100.00 100.00  100.00  100.00
Classifier via Yagers-norm p = 0.2 95.68 100.00  100.00 97.59 100.00  100.00
Classifier via Dombi t-norm with p = 0.2 100.00  100.00  100.00 100.00  100.00  100.00
Classifier via Aczel-Alsina r-norm with p =4 100.00  100.00  100.00 100.00  100.00  100.00

Table 5.13 Comparison of different classifier fusion using t-norms of both left and right hand
with LBP and LTP features

Score-level fusion methodology GAR, % GAR, %

for FAR =0.01% Left hand Right hand

Classifier KNN QDA LDA KNN QDA LDA
Classifier via Max rule 61.90 100.00  100.00 65.30 100.00  100.00
Classifier via Min rule 89.702  100.00  100.00 87.70 100.00  100.00
Classifier via Hamacher 95.76 100.00  100.00 97.74 100.00  100.00
Classifier via Yager t-norm p = 0.2 67.40 100.00 100.00 71.53 100.00  100.00
Classifier via Dombi #-norm with p = 0.2 95.80 100.00  100.00 96.91 100.00  100.00
Classifier via Aczel-Alsina #-norm with p =1.5  93.32 100.00 100.00 96.97 100.00  100.00

5.4 The proposed Iris and Major Finger Knuckles multi-biometric

system

The purpose of this study is to explore the possibility of fusing Major Finger Knuckle Patterns
(MFKPs) of four fingers, i.e., index, middle, ring, and little along with iris, for automated human
authentication. It may be noted that MFKPs of four fingers can be acquired simultaneously
without any nuisance to individuals, also at lower cost. Therefore it is important to invest

the acquisition of five biometric traits using only two sensors. The proposed multi-biometric
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system was performed using the score level fusion. The features from MFKPs and iris have
been extracted applying the same local texture descriptor namely binarised statistical image
features (BSIF). Thus, homogeneous features were extracted.

Figure 5.10 shows an architecture illustrating the overall procedure of the proposed multi-
biometric system verification that integrates information from MFKPs and iris biometric sources.
To ascertain the claimed identity of an individual, the individual should present his hand and
iris to the corresponding sensor. First, hand and iris are processed to extract the region of in-
terest. Then, the segmented images are matched with respective templates stored during the
enrolment stage in the database to find the similarity between each two feature vectors. The
matching scores obtained from deferent biometric matchers should be first normalized into the
same range [0, 1] via min-max normalisation (5.2) prior to integrating them. After that, the
normalized scores of five individual matchers (iris, major knuckle from little finger, from ring
finger, from middle finger, and from index finger) are combining using grouping function. Let
S = G(x,y) denotes the combination of two scores based on the proposed grouping function. Let
S1,82,83,84, and S5 the normalized match-scores for the five biometric traits. The two scores
S} and 8, are first fused to yield G(S},S5) which is in turn integrated further with S} to yield
G(G(S],S5),S%) until all normalized match-scores are fused. Thus, the fused match-score F can
be given as : F = G(G(G(G(S},55),55),54),S5)

Finally, the combined match-score F is compared with a threshold 7, which assigns an

unknown user as genuine if /' > 7, otherwise the user is classified as an imposter

5.4.1 Score level fusion using Grouping Function

Aggregation is the process of integrating numerous values into a single one, which has been
employed in many experimental sciences. The function that maps a vector of input values into
a single output value is called aggregation function. In this work, we explore matching scores
combination using an aggregation function namely grouping function to integrate major knuckle
patterns and iris.

The concept of grouping functions was introduced by H. Bustince [99]. These functions
are complement of the concept of overlap functions. Grouping functions are a type of binary
functions that are employed as a rule of grouping for fuzzy sets. In particular, grouping function
is a mapping G : [0,1] x [0, 1] — [0, 1] which satisfies the following conditions:

(a) G is commutative.

(b) G is continuous.

(c) G is nondecreasing.

(d G(1,1)=1.

(e) G(0,0) =0.

The grouping function (Eq. 5.4)utilised in this study is expressed as follows:
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max(S1,S>
G(S1,52) = ( ) (5.4)
max(S1,52) ++/(1—S1)(1—52)
Where S| and S, are two normalized matching scores.
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Fig. 5.10 Architecture of proposed Iris and Major Finger Knuckle multimodal biometric au-
thentication framework.
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5.4.2 Databases

The performance of proposed multi-biometric system was evaluated on our own chimeric database
due to the lack of MKFPs-iris multimodal database. To construct the chimeric database, we have
used the iris images from IIT Delhi-1 iris datasbase [100]. The images were collected from the
staff and students at IIT Delhi campus, India. The 2240 images were acquired from 224 differ-
ent users, 1.e., 176 males and 48 females aged 14-55 years. It may be noted that all iris images
were acquired in the indoor environment with resolution of 320x240 pixels. The Majority of
these images were acquired from the left eye except some images were acquired from right eye.
In addition to the iris original images, 432x48 pixels normalized iris images are also included.
The second used database in our experiments is the Hong Kong Polytechnic University
Contactless Hand Dorsal Images Database [101]. The images were collected in the Hong Kong
polytechnic university campus, in IIT Delhi campus, and in some villages in India. The database
contains images of 712 subjects. Besides, segmented and norma-lized images of minor, second,
and major knuckle of little, ring, middle, and index fingers along with resized dorsal images are

also included. we only used images for major knuckle.

5.4.3 Experimental Results

The grouping function based-biometric score fusion scheme is evaluated based on a virtual
multimodal biometric dataset that consists from little, ring, middle, and index finger’s major
knuckles of 224 users and the irises of another 224 users of iris. Thereby the dataset has virtually
224 users, 2 images per-user, out of which one image to build the enrolled template and one
image for testing in order to investigate the combination of these modalities in more realistic
scenarios, when only one enrolled template is available for each person. Therefore we have 224
genuine scores and 49952(224 x 223) imposter scores for each of the biometric trait considered.

The performance evaluation of the proposed biometric-based authentication is reported in
Receiver Operating Characteristics (ROC) curves. Figure 5.11 displays ROC’s of unimodal
biometric authentication and of their integration by using grouping function at score level fusion
on proposed virtual multimodal dataset. At FAR equals 0.01 percent, the GARSs of iris, index’s
major knuckle, middle’s major knuckle, ring’s major knuckle, and little’s major knuckle are:
89.23%, 40.00%, 45.50%, 51.40%, and 14.00% respectively. But with grouping function GAR
of 95.54% is achieved with the same FAR. The performance achieved by score level integration
strategy using symmetric sum proposed in [102] was reported. In addition, we also report
the results attained by using Schwizer & Sklar and Einstein product z-norms [58], min and max
rules [103], and weighted sum [100]. From table 5.14, we can observe that proposed score level

fusion using grouping function outperforms the existing popular approaches in the literature.
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Table 5.14 Comparison of fusion using different approaches of both left and right hand im-
ages

Score-level fusion method for FAR = 0.01 % GAR , %

Max rule [103] 43.30
Min rule [103] 62.30
Weighted Sum [100] 93.42
Schweizer-Sklar -norm with p = 0.5 [58] 83.80
Einstein product -norm [58] 84.00
S-sum using max rule [102] 85.75
S-sum using min rule [102] 93.70
Proposed Grouping Function 95.54
; ROC Curves
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Fig. 5.11 Architecture of proposed Iris and Major Finger Knuckle multimodal biometric au-
thentication framework.
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5.5 Conclusion

This chapter presents a new score level fusion approach for a multi-biometric system based on
WQAM. The proposed score level fusion algorithm incorporates properties of both weighted
mean and quasi-arithmetic mean. These WQAMs do not require any learning procedure, thus
making our system simple, efficient and computationally less expensive. The presented exper-
imental results are performed on NIST-BSSR1 data set, which demonstrate that our approach
outperforms the prior proposed score combination approaches (i.e. min, max rules, t-norms,
LLR). In addition to WQAM-based fusion approach, we have prsented a novel multi-modal
biometric framework for recognising individuals based on their palm and wrist vein patterns.
The experimental analysis on a publicly available PUT data set shows that the presented vein
pattern based multi-biometric system leads to acheive( high verifiction rate.

Finally, a multimodal biometric framework for ascertaining the identity of users based on
their iris and major finger knuckle patterns using four fingers has been presented, where the

match-scores are integrated via grouping function.
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6.1 General Conclusion

A widespread technology known as biometrics was employed as an alternative to these conven-
tional recognition mechanisms due to the growth of threats in identity management and security
tasks.This technology is based on human anatomical (e.g., fingerprint, face, iris, palmprint) or
behavioural (e.g., gait, signature, keystroke analysis) characteristics. Besides, biometric traits
are inherently possessed by a human thereby it is comparatively difficult to forge or steal it.
Thus, biometric attributes constitute a robust link between a human and his identity. Moreover,
unlike knowledge-based and token-based strategies for person recognition, biometric traits are
able to guaranty that no user is able to assume more than one identity. Biometric-based auto-
mated person authentication systems have become pervasive, which are being used not only by
individuals but also governments at large scales, e.g., at border crossing.

Among the newest biometric traits, vein pattern gained wide acceptance especially in au-
thentication applications, since it is located inside the skin, therefore it makes very difficult for
a malicious user to fraud this pattern. Moreover, vein patterns have an important merits, stable
over time compared to some biometric marker that can be changed under the impact of age-
ing such as face. The collection of vein images is easily obtained compared to other biometric
techniques: in the IRIS case for example, it is necessary to proceed by several training. Thus, it
provides a user-friendly recognition.

Multibiometrics, which reconciles the evidence presented by several sources of biometric
information, have illustrated to enhance recognition accuracy as well as robustness against at-
tacks. However, unimodal biometrics (i.e., utilizing only one biometric trait) are not adequate
in tackling issues like noisy input data, non-universality, low interoperability and spoofing [6],
which lead to lower accuracy. To alleviate some of these limitations, integration of two or
more biometric traits offers many advantages compared to unimodal authentication Some of
the advantages are attaining improvement in the overall accuracy, ensuring a larger population
coverage, addressing the issue of non-universality, and providing greater resistance to spoofing.
Information fusion in multi-biometrics can be classified into five levels, namely, sensor level,

feature level, matching score level, decision level, and rank level.

6.2 Author’s contributions

In this thesis, we presented a novel multi-biometric scheme for score-level fusion based on
Weighted Quasi-Arithmetic Mean (WQAM) computed via different trigonometric functions.
The proposed score level fusion algorithm incorporates properties of both weighted mean and
quasi-arithmetic mean. In addition, it does not entail any training/learning strategy, thereby
making the proposed system computationally inexpensive, simple and competent. Experimental
analysis using three publicly available datasets (i.e., NIST-BSSR1 Multimodal, NIST-BSSR1
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Fingerprint, and NIST-BSSR1 Face) for multimodal, multi-units and multi-algorithms systems
demonstrates that the proposed WQAMs fusion framework is capable of outperforming the
prior proposed score fusion rules in the literature

Two frameworks focused on a palm and wrist vein-based multimodal authentication system
are proposed. For the first framework, wrist and palm traits of the same hand are fused, whilst
four biometric markers are combined in the second framework using texture descriptors such as
local phase quantisation (LPQ), local binary patterns (LBPs), binarised statistical image features
(BSIF) and local ternary patterns (LTP). In addition, two approaches of score level fusion are
applied: 1) transformation-based using sum rule, min-max rules and t-norms; 2) classifier-based
via t-norms.

Also, we presented a multimodal biometric framework for ascertaining the identity of users
based on their iris and major finger knuckle patterns. The experiments on a chimeric database
(i.e., the iris images have been selected from IIT Delhi-1 iris database, whereas MFKPs have
been selected from the contactless hand dorsal images of PolyU database ) confirmed that pro-
posed multibiometric framework using grouping function achieves better recognition compared
to unimodal iris and MFKPs biometrics as well as their combination using other existing bio-

metric score fusion methods.

6.3 Future works
The future studies can be summarised as follows:

e We aim to study the proposed framework (WQAM-based biometric score fusion) under
big data and wide-ranging scenarios, including smartphone behavioural biometric traits,

such as scrolling patterns, phone movement.
e We will evaluate the robustness of the presented method against spoofing attacks.

e Also, we plan to study palm and wrist vein recognition based on deep learning, which can
give vein patterns recognition another good choice.

Finally, It is hoped that the proposed biometric fusion schemes will be exploited and ex-
plored for the development of information fusion systems in this field as well as in different

domains.
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