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General introduction

Context

Nowadays, with the network expanding quickly, internet is not anonymous to us anymore. It is
a good platform for users to communicate, chat, do business or play game together. For instance,
we usually go to Google to search information, Amazon or E-Bay to buy books and many other
goods and we also go to My-Space to communicate with friends. Therefore, there is no doubt that
Internet is gradually becoming an integral part our daily life.

So providing a beneficial and safe networking environment is significantly necessary. If there
is vulnerability in a famous website, many visitors will be attacked customers and the result
cannot be imagined. Ten years ago, most of the websites were static websites which did not have
too much vulnerability and were not interactive with visitors so that they could not be spitefully
used by hackers and we ignored the WEB-based sécurity. However, today there are millions and
millions of dynamic websites with a lot of new technology being carried out and used into web
browser. There are many plug-in applications which increase the interaction between visitors, for

example, e-mail forms to provide the user interaction with the web server.

Statement of the Problem

However, everything has two sides. On the opposite side, these dynamic websites also provide
a good platform for hackers to inject malicious code, as well. If the code is executed behind the
web browser, it changes the web page according to the code automatically. Therefore, we find
that a lot of famous websites were injected with malicious code by hackers and a lot of visitors
were attacked. Moreover, owing to the extensive spread of Web 2.0 and each user’s blog can be
shared with his/her friends as well.

So, if one blog has been injected with malicious code, all the visitors of the blogger’s friends
will be infected and constantly infect their friends. Therefore, the speed of spreading is even
quicker than previously. Eventually, the website provider will lose a lot of money and its
reputation will be damaged, as well. Cross-Site-Script (XSS) vulnerability is one of those
vulnerabilities. “XSS carried out on websites was roughly 80% of all documented security
vulnerabilities as of 2007 [5] and it can let hackers insert the malicious JavaScript into a website.

So the visitor of the website will be attacked and execute the malicious code automatically.



In addition, it can steal visitors’ cookies and acquire the visitor’s right as well. Therefore, it
threatens the web security in the client part directly and steals the visitors’ information catlike or
redirects the visitors to visit another website which the hacker has established with malicious
code already. It even can control the visitor’s computer.

Although there are some methods which can detect XSS attacks or threats, XSS still cannot be
completely detected. AS XSS code can be flexibly constructed, it is a significant problem and is
also used to attack a lot of famous website, like: Yahoo, Myspace, Joomla-based websites and so
on. Therefore, we have to pay more attention to this vulnerability and find out more methods to
prevent these attacks and this research paper will explain the details of this vulnerability in order

to make more people be aware of it.

General Objectives _
The subject of this work is to develop a prototype tool that detects XSS attack using a dynamic
way. The main goal is to improve the detection of the XSS attack and protect the server side and

the client side.

Methodology
Our approach is divided in two phases: training phase and detection phase

The Training phase represent the understanding and analysis step in the reverse proxy , it has
five modules: crawler, database, script extractor, XSS grammar, and script hasher.

The detection phase receives client requests and the response page and analyses them. This
phase has six modules: Request parameters extractor, Sanitization, Response page analyzer,

Script hasher, Compare hash and XSS type detection.

Report Outline

Chapter one deals mainly with the web applications and the HTTPs and gives an idea about
the web securing and talks about XSS and its classifications, some attack techniques, and its
impact on the web pages

Chapter two offers a brief History of Intrusion Detection Systems, and gives a main ideas
about IDS and its types and architecture. In addition Approaches to Intrusion Detection.
Alongside with XSS attack detection techniques.



Chapter three define our approach of XSS attack detection, which uses a reverse proxy at the
server side to intercepts any request from clients, and analyzes any response from the server
before send it to the client.

Chapter four represents a full experiment of our anti-XSS solution and put a test to our system

and finally the results obtained.



General conclusion

CONCLUSION AND PERSPECTIVES

With the XSS vulnerability gradually evolving, a lot of new bypassing filters expressions
appear so that XSS vulnerability will become more and more popular and XSS attacks will
increase, as well.

In this project we proposed a anti-XSS solution which works on web server reverse proxy,

Our approach is divided in two phases: training phase and detection phase:

The Training phase represent the understanding and analysis step in the reverse proxy , it has
five modules: crawler, database, script extractor, XSS grammar, and script hasher.

The detection phase receives client requests and the response page and analyses them. This
phase has six modules: Request parameters extractor, Sanitization, Response page analyzer,

Script hasher, Compare hash and XSS type detection.

Our solution can help to detect the stored XSS and mitigate the potential damage that could
be unleashed by a bit of malicioﬁs XSS code slipping the a Web application’s input validation
and escaping defenses by providing an early warning, but is still at a stage where much more
rigorous testing needs to be applied to it to see how well it detects XSS attacks against the
breadth of all possible XSS attacks on a diversity of different Web pages,

As perspective we hope to finish what we started by integrating our work with a reverse

proxy. In order to get better results and realized in daily lives to increase security level.
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ﬁstract: Cross Site Scripting (XSS) is a common security problem of web applications where“

attacker can inject scripting code into the input of the application that is then sent to a user’s web browser.
L

In the web browser, this scripting code is executed and used to transfer sensitive data to a third party.
‘Today’s solutions attempt to prevent XSS on the server side and client side, for example, by inspecting and
modifying the data sent to and from the web application. Our presented solution aims to detect XSS attacks
on the proxy side by analyzing both the client request and the server response and hashing each found
script on the response page to compare this hash with the benign one. If the system detects any content

deviation, the script will be blocked, and the XSS type detector will be triggered to eliminate any stored
XSS from database.

With such way our system does protect both server and client side. As a result, the user has an
additional protection layer when surfing websites.

Keywords: XSS attacks detection, web security, anti-XSS proxy, Cross-Site Scripting.
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