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Abstract

A biosensor serves as a conduit for transmitting diverse physiological data,
including body temperature, electrocardiogram (ECG), pulse, blood pressure,
electroencephalogram (EEG), and respiratory rate. This transmission occurs through
Wireless Body Area Networks (WBANS) within the realm of remote patient diagnosis
via the Internet of Medical Things (IloMT). However, the transfer of sensitive loMT
data via WBANS over insecure channels exposes it to numerous threats, underscoring
the need for robust security measures against potential adversaries. This dissertation
presents a new classification for authentication schemes based on architecture, further
enhancing the landscape of secure healthcare communications. Additionally, it seeks
to address security apprehensions associated with patient monitoring in healthcare
systems, ensuring the requisite security and privacy standards during communication
by introducing a resilient authentication framework. Consequently, it introduces a
versatile and resilient post-quantum authentication framework tailored for cloud-based
healthcare applications, this framework is suitable for various medical scenarios and
applications, effectively countering vulnerabilities identified in recent scholarly works.
Specifically crafted to thwart quantum attacks utilizing Kyber cryptosystem, this
framework undergoes formal security validation using AVISPA tool, supplemented by
an informal evaluation. Moreover, it includes a comparative analysis of performance
and security vis-a-vis previous endeavors, showcasing the strengths and advantages of

the proposed framework in both dimensions.
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Authentication framework, Wireless body area network, Internet of Medical Things,
Lattice-based cryptography, Security



Réesumé

Un biosenseur sert de conduit pour la transmission de diverses données
physiologiques, notamment la température corporelle, I'électrocardiogramme (ECG),
le pouls, la pression artérielle, I'électroencéphalogramme (EEG) et le rythme
respiratoire. Cette transmission se fait par le biais de réseaux de capteurs corporels sans
fil (WBAN) dans le domaine du diagnostic a distance des patients via I'Internet des
objets medicaux (IloMT). Cependant, le transfert de données sensibles de I'loMT via
les WBAN sur des canaux non sécurisés les expose a de nombreuses menaces,
soulignant la nécessite de mesures de sécurité robustes contre les adversaires potentiels.
Cette dissertation présente une nouvelle classification des schémas d'authentification
basée sur l'architecture, améliorant ainsi le paysage des communications sécurisées en
santé. De plus, elle cherche a répondre aux préoccupations en matiere de sécurité
associées a la surveillance des patients dans les systéemes de santé, en garantissant les
normes de sécurité et de confidentialité requises lors de la communication en
introduisant un cadre d'authentification résilient. Par conséquent, elle introduit un cadre
d'authentification post-quantique polyvalent et résilient concu pour les applications de
santé basées sur le cloud, adapté a divers scénarios et applications médicaux,
contrecarant efficacement les vulnérabilités identifiées dans les travaux de recherche
récents. Speécifiqguement concu pour déjouer les attaques quantiques en utilisant le
cryptosysteme Kyber, ce cadre fait I'objet d'une validation formelle de la sécurité a
l'aide de l'outil AVISPA, complétée par une évaluation informelle. En outre, il
comprend une analyse comparative des performances et de la sécurité par rapport aux
travaux antérieurs, mettant en évidence les forces et les avantages du cadre propose

dans les deux dimensions.

Mots Clés :

Framework d'authentification, Réseau corporel sans fil, Internet des objets médicaux,

Cryptographie basée sur les réseaux, Sécurité
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General Introduction

Ensuring optimal health is pivotal for a fulfilling and prosperous existence, particularly
in today’s fast-paced world. As articulated by the World Health Organization (WHO), health
is not merely the absence of diseases, but a state of complete physical, mental, and social
well-being. Healthcare, therefore, encompasses a multifaceted approach aimed at maintaining
or improving health through various means, including preventive measures, accurate diagnoses,
and effective treatments for ailments and injuries.

However, the conventional healthcare landscape often grapples with challenges inherent in
manual management systems. These systems typically involve the laborious handling of patient
demographic data, medical records, diagnostic reports, medication schedules, billing processes,
and pharmaceutical inventory control. Such reliance on manual procedures not only consumes
valuable time but also introduces a considerable margin for error, potentially compromising
patient care and safety.

In response to these challenges, the advent of Internet of Things (IoT) technology has revolu-
tionized the healthcare industry. [oT-based smart healthcare solutions leverage interconnected
networks of devices and sensors to monitor vital signs, track patient health metrics in real-time,
and facilitate seamless communication between healthcare professionals and patients. By au-
tomating data collection, analysis, and transmission processes, these systems enable healthcare
providers to make more informed decisions and deliver personalized care with greater efficiency
and accuracy.

A key aspect of loT-driven healthcare innovation is the emergence of the Internet of Medical
Things (IoMT), which encompasses a wide array of medical devices and wearables capable of
wirelessly transmitting health-related data. These devices include wearable fitness trackers,
smart insulin pumps, continuous glucose monitors, remote patient monitoring systems, and
implantable medical devices. By harnessing the power of IoMT, healthcare practitioners can
remotely monitor patient health parameters, detect potential health issues early, and intervene
promptly to prevent complications.

Moreover, loT-enabled smart healthcare systems offer significant benefits beyond individual
patient care. They facilitate data-driven insights and population health management strategies,
enabling healthcare organizations to identify trends, allocate resources efficiently, and imple-
ment targeted interventions to address public health challenges. Additionally, integrating artifi-
cial intelligence (AI) and machine learning algorithms with IoT data streams holds the promise
of predictive analytics and personalized treatment recommendations, further enhancing health-
care outcomes and patient satisfaction.

In summary, the convergence of IoT technology and healthcare holds immense promise for

revolutionizing the delivery of medical services, improving patient outcomes, and advancing



1 General Introduction

public health initiatives. By embracing innovative IoT solutions, healthcare stakeholders can
usher in a new era of proactive, patient-centered care, where precision, efficiency, and accessi-

bility converge to create a healthier world.

Problem statement

The security of Wireless Body Area Networks (WBANSs) in Internet-of-Medical-Things
(IoMT) applications is crucial due to their deployment in environments susceptible to cyber-
attacks and unauthorized access. These networks are utilized in critical sectors such as health-
care services, where ensuring data integrity, confidentiality, and authentication is paramount [1].
However, WBANSs face inherent security challenges, especially in hostile environments, making
them vulnerable to cyber threats that can compromise sensitive medical data. Additionally,
wireless communications within WBANSs lack inherent security measures, enabling adversaries
to eavesdrop on legitimate node communications. Therefore, there is a pressing need to estab-
lish robust security protocols that guarantee authentication, data confidentiality, and integrity
while considering the resource constraints of sensor nodes.

Cryptography serves as a fundamental security measure to safeguard communication in
open networks like WBANSs. Cryptographic techniques, including Symmetric-Key Cryptogra-
phy (SKC) and Public-Key Cryptography (PKC), play vital roles in ensuring data security
in WBANs. While SKC offers efficient performance in terms of computational overhead and
energy consumption, it lacks support for non-repudiation and involves complex key distribu-
tion processes. On the other hand, PKC addresses these shortcomings but is computationally
expensive, posing challenges for resource-constrained sensor nodes. Recent studies have demon-
strated the feasibility of implementing PKC in WBANSs using elliptic curves, mitigating some
of the computational burdens. However, traditional PKI solutions, aimed at ensuring public
key authentication, are impractical for WBANs due to their overhead and complexity.

Post-quantum cryptography (PQC) emerges as a promising solution for securing communi-
cation in WBANSs. Leveraging PQC and specifically the Kyber algorithm presents an alternative
approach to address security concerns in WBANs. PQC, exemplified by Kyber, simplifies the
process of deriving public keys from known identity information, eliminating the need for com-
plex certificate operations. In this scheme, a trusted authority (TA) in WBANS, serves as a Pri-
vate Key Generator (PKG) to issue private keys corresponding to sensor nodes’ identities. This
approach streamlines the key setup process, as sensor node identities and their corresponding
keys are generated and embedded by the BS, eliminating the need for a separate secret chan-
nel. Consequently, energy-efficient communication is facilitated between sensor nodes, as only
identities need to be exchanged without additional public keys and certificates. Additionally,
the self-authentication property of public keys in PQC, particularly Kyber, further enhances

security without relying on digital certificates.
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Goals and contributions

The primary aim of this thesis is to explore the security challenges inherent in IoMT systems
leveraging WBANs and to devise innovative security mechanisms to address them effectively.
The proposed methodologies are meticulously crafted to accommodate the resource-constrained
nature of sensor nodes while also overcoming the shortcomings of existing techniques, thereby
enhancing the overall security posture of IoMT. In pursuit of this objective, we present two

distinct contributions:

« Contribution 1: proposing a new classification for the existing authentication schemes and

performing a security and performance analysis.

o Contribution 2: Presenting a quantum-resistant authentication framework for cloud-based

systems, specifically designed to tackle the shortcomings identified in prior literature.

Dissertation outline

The chapters comprising this thesis consist of adaptations of our research articles, which
have been formally published in reputable scientific journals or presented at esteemed conference
proceedings. The thesis is structured into five distinct chapters, evenly distributed across two
primary sections: Background and Contributions.

The Background section furnishes readers with a comprehensive overview of IoMT based
on WBANSs, delving into various aspects including its architecture, functionalities, and secu-
rity implications. This section meticulously examines the security landscape of [oMT systems,
delineating the constraints, requirements, and potential cyber threats that pose risks to their
integrity. Moreover, it conducts a thorough review of existing literature, encompassing prior
research efforts and proposed solutions in the domain.

In contrast, the Contributions section delineates our original research contributions aimed
at bolstering the security posture of IoMT systems based on WBANs. These contributions
encompass novel techniques and methodologies devised to mitigate prevalent security challenges
and fortify the resilience of Medical-Enabled Wearable Sensor Networks (MWSNs).

The organizational structure of the dissertation unfolds as follows:

o Chapter 1 defines the principal concepts associated with [oMT, IoT, and WBANS such as
architecture and real-world applications. It also highlights the constraints and challenges
in IoMT.

o Chapter 2 discusses [oMT security, including security constraints, security requirements,
and possible cyber-attacks aimed at WBAN-based IoMT applications. The chapter also

reviews cryptographic notions and primitives.

o Chapter 3 reviews existing PKC-based authentication schemes in oM T, including schemes
based on pairings, schemes based on ECC, and schemes based on hash and symmetric

encryption.
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o Chapter 4 presents our contribution: a novel security framework utilizing the well-known
post-quantum cryptographic (PQC) algorithm Kyber to ensure secure data communica-
tion, named QR-AKAF. This chapter holds a detailed authentication description for each

proposed scheme in the framework.

o Chapter 5 presents the evaluation and discussion of the proposed framework in terms of

performance and security.
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CHAPTER 1

Internet of Medical Things

1.1 Introduction

The evolution of the Internet of Things (IoT) is poised to revolutionize the entire future
internet landscape, ushering in new possibilities for automation and the integration of physical
objects into digital ecosystems. This transformative trajectory extends to various domains, with
the medical field standing out as an early adopter of innovation. Presently, the medical sector
is witnessing a proliferation of IoT applications, including e-Health and m-Health, collectively
known as the IoMT. These advancements signify a paradigm shift in healthcare delivery, lever-
aging interconnected devices and data analytics to enhance patient care, improve diagnostic
accuracy, and optimize treatment outcomes. As [oMT continues to evolve, it holds immense po-
tential to reshape medical practices, empower patients, and drive breakthroughs in healthcare
research and innovation.

This chapter offers a thorough examination of the Internet of Medical Things (IoMT) and
its main enabler devices Wireless Body Area Networks (WBANSs), and provides an in-depth
overview of its definition, applications, architectures, as well as the associated benefits and
challenges. Through this comprehensive exploration of these various aspects, a better under-
standing of IoMT and its significance in various sectors, particularly within healthcare will be

gained.

1.2 Internet of things

The Internet of Things (IoT) represents a modern computing paradigm aimed at transform-
ing ordinary objects into smart entities [2]. Recognized as a disruptive technology of our era,
IoT is poised to revolutionize how we perceive and interact with the world around us [3]. This
transformation is enabled by advancements in ubiquitous computing, embedded systems, com-
munication technologies, sensor networks, Internet protocols, and web-based applications [4,
5]. These underlying technologies collectively empower everyday devices to exhibit intelligence,
thereby realizing the vision of IoT [6].

The concept of the Internet of Things (IoT) traces back to 1999 when researchers affiliated
with the Auto-ID Center at the Massachusetts Institute of Technology first proposed the idea
[7]. This concept aimed to imbue everyday objects with intelligence and connect them to the
Internet, enabling pervasive communication between any real-world objects. The formal recog-

nition of IoT came in 2005 at the World Summit on Information Society in Tunisia, where
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the International Telecommunication Union (ITU) released two reports outlining key enabling
technologies, market opportunities, and emerging challenges, describing IoT as a paradigm that
would create a dynamic network of networks [8].

Since the inception of the ARPANET in the 1960s, the precursor to the modern Internet,
the number of connected devices has steadily grown, accelerating after the liberalization of
the Internet in the late 1980s [9]. Factors such as ubiquitous connectivity and the advent of
IPv6 with an abundance of IP addresses have facilitated the evolution of IoT [10]. Projections
indicated that the number of connected devices would surpass 25 billion by 2020, up from
10 billion in 2014, and exceed 100 billion by 2050 [11]. Figure 1.1 illustrates the growth of
connected devices on the Internet from the 1950s to 2050, as forecasted by IBM in 2015.
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Figure 1.1: Growth of Connected Devices from 1950 to 2050 [10]

1.2.1 Architecture

Research on IoT has been extensive, with researchers examining various issues from dif-
ferent perspectives. As a result, different architectures have been proposed to address specific
requirements. Consequently, no universally accepted architecture satisfies every researcher or
user, nor one that is suitable for all situations [12]. In the early stages of IoT development, a
three-layer architecture consisting of Application, Network, and Perception Layers, from top
to bottom, was proposed by Wu et al. [13]. This model was quite basic, as it combined many
different functions, which are now categorized under different domains, within a single layer.
Later, Tan and Wan [14] expanded this architecture into a five-layer model. The five-layer
architecture splits the Application Layer of the three-layer model into three distinct layers:
middleware, application, and business layers while retaining the perception and network layers

as they are. Figure 1.2 illustrates both the three-layered and five-layered models proposed in
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the literature.
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Figure 1.2: IoT Layered Architectures Proposed in Literature [14]

1.2.2 Communication technologies

Numerous communication technologies are currently available for use with IoT, each with
its own set of advantages and inherent limitations. This diversity of benefits and drawbacks
means that no single technology is universally suitable for every situation, requirement, or
application. Therefore, it is essential to assess each technology against the specific requirements
of the application in order to determine the most suitable option.

Below we present a summary of a comparative study conducted on a range of communication

technologies reported in the literature.

Bluetooth

Bluetooth is a widely recognized wireless technology known for its versatility in handling large
amounts of data. It facilitates ad-hoc connections and boasts universal standardization, making
it accessible across various devices. However, Bluetooth suffers from relatively low data rates,

high power consumption, and vulnerability to external attacks [15, 16].

ZigBee

ZigBee stands out for its ease of setup and decentralized control, enabling load distri-
bution across multiple nodes without a central authority. It offers low power consumption,
cost-effectiveness, and low latency. Nonetheless, ZigBee lacks robust security measures and

may face compatibility issues with devices from different manufacturers [17, 15].
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WiMax

WiMax excels in supporting high-speed voice and data transfers over long distances, with a
single base station capable of serving numerous users. Despite its advantages, WiMax requires

line-of-sight connections and can suffer from bandwidth limitations under heavy user loads [18,

15, 19).

Bluetooth Low Energy (BLE)

Bluetooth Low Energy (BLE) prioritizes energy efficiency, making it suitable for IoT appli-
cations with limited power resources. It offers a balance of low power consumption and moderate
data rates but is constrained by limited data handling capacity and susceptibility to attacks
[20, 21, 22].

Wi-Fi

Wi-Fi is renowned for its high data rates and widespread adoption, making it suitable for
various [oT applications. However, it faces challenges such as increased power consumption with
more users, vulnerability to attacks, and limitations in outdoor and obstructed environments
(23, 24, 16].

LoRa and LoRaWAN

LoRa and LoRaWAN provide extensive coverage and support for a large number of devices,
making them ideal for IoT deployments spanning vast areas. However, their point-to-point
nature and reliance on gateways can introduce bottlenecks, and they may experience packet

loss during congestion [18, 25, 19].

Wi-Fi HaLow

Wi-Fi HaLow, or IEEE 802.11ah, extends Wi-Fi’s reach with enhanced propagation and
low power consumption, making it suitable for IoT deployments in challenging environments.

Nonetheless, variable data rates and the lack of frequency standards pose potential drawbacks
(26, 21].

MiWi and MiWi P2P

MiWi and MiWi P2P offer low power consumption and medium-range communication at
zero licensing costs, making them cost-effective solutions for IoT deployments. However, their

proprietary nature and susceptibility to interference may limit interoperability and reliability
[27].
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ISA100.11a

ISA100.11a prioritizes reliability and security, making it suitable for industrial IoT appli-
cations. Despite its benefits, ISA100.11a faces challenges such as complex implementation and

limited interoperability with other technologies [17, 28].

WirelessHART

WirelessHART employs a self-organizing mesh architecture and strong security measures,
making it resilient to interference and suitable for industrial IoT deployments. However, its
use of TDMA technology can introduce latency issues, and it may struggle with simultaneous

communication in multi-drop mode [17].

Z-Wave

Z-Wave is lauded for its ability to support a large number of connections, making it ideal
for IoT ecosystems with numerous devices. It features mesh networking, ensuring robust com-
munication even in complex environments. With no single points of failure, Z-Wave offers relia-
bility and resilience. Additionally, it’s relatively inexpensive and boasts low power consumption,
making it suitable for both home and light commercial applications. However, Z-Wave faces
challenges such as low data rates, dependence on the line of sight for operation, and reported

instability in current implementations [16].

LTE, LTE-M, and LTE-A

Operating on licensed bands, LTE variants increase throughput and reduce interference, en-
suring reliable connectivity in crowded environments. Their narrowband operation contributes
to lower power consumption, enhancing the longevity of IoT devices. Cost-effectiveness on both
end devices and base stations, coupled with the reuse of existing cellular spectrum, fosters the
densification of IoT deployments. Nevertheless, cellular data plans may incur usage charges,

potentially limiting widespread adoption [21, 19].

Ultra-wideband (UWB)

UWB technology utilizes a license-free spectrum, enabling high data rates and efficient
spectrum sharing. With very low power consumption, it’s suitable for battery-powered IoT
devices. UWB’s immunity to multipath propagation effects and non-interfering signals enhance
reliability. However, its short range and the complexity of antenna design pose challenges to
deployment [29, 30, 21].

Wavenis

Wavenis supports ultra-low power operations and offers extensive communication ranges,

making it suitable for IoT deployments covering large areas. With reliable communication and
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support for multiple network topologies, Wavenis ensures robust connectivity. However, its low
data rates, reliance on a high link budget for long-range communication, and requirement for

line-of-sight communication may limit its applicability [29, 24, 16].

Insteon

Insteon combines powerline and wireless communication, facilitating long operational ranges
and multi-hop transmission. Its decentralized architecture enhances reliability by avoiding sin-
gle points of failure. However, Insteon faces challenges such as low supported data rates, high

power consumption, and reliance on proprietary technology [29, 16].

Thread

Thread supports a large number of clients and mesh networking, providing scalable and
reliable communication for [oT ecosystems. With native IPv6 support and robust security
measures, Thread ensures secure and efficient data transmission. However, its short range,

complex protocol, and less user-friendly implementation may pose barriers to adoption [21, 16].

EnOcean

EnOcean enables energy harvesting from various sources, supporting batteryless opera-
tion for IoT devices. With high data rates and compatibility with both indoor and outdoor
environments, EnOcean offers versatility in deployment. However, its limited range, reliance
on proprietary technology, and throughput constraints may impact its suitability for certain

applications [29, 22].

Li-Fi

Li-Fi technology offers faster communication and high data transfer rates, providing ef-
ficient data transmission for IoT applications. With low power consumption, Li-Fi enhances
energy efficiency in connected environments. Its implementation typically ensures better secu-
rity measures compared to other wireless technologies. Additionally, Li-Fi poses lower health
risks due to its reliance on light-based communication.

However, Li-Fi faces challenges such as relatively high initial costs, making adoption costly
for some applications. It is susceptible to interference from other light sources, potentially
affecting signal reliability. Moreover, Li-Fi’s operational range is limited, and its signals can
be blocked by physical obstacles like walls. As a result, Li-Fi is primarily suitable for indoor
applications. Implementing Li-Fi infrastructure may require significant investment in new in-
frastructure, potentially limiting its widespread deployment [31, 32, 33].

Each technology comes with its own set of advantages and drawbacks. While certain tech-
nologies excel in indoor environments, others prove more effective outdoors. Some perform

optimally with a small number of users, whereas others maintain performance even with a
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large number of users. Thus, it’s impractical to find a single technology that meets all the

requirements of every application.

1.3 Emergence of IoT into the medical field

The emergence of the Internet of Things (IoT) within the medical field has paved the way
for the Internet of Medical Things (IoMT). This evolution represents a transformative shift
in healthcare, enabled by interconnected medical devices, sensors, and data analytics. [oMT
encompasses a wide array of applications and technologies tailored specifically for medical use,
ranging from remote patient monitoring and telemedicine to smart healthcare facilities and per-
sonalized medicine. By integrating IoT technologies into healthcare delivery and management,
IoMT enhances patient care, improves clinical outcomes, and optimizes healthcare operations.
Furthermore, IoMT facilitates real-time monitoring, early detection of health issues, and proac-
tive interventions, thereby revolutionizing healthcare delivery and fostering a more connected
and patient-centric healthcare ecosystem.

The integration of Wireless Sensor Networks (WSN) into [oT has played a pivotal role
in facilitating the transition to IoMT. WSNs provide a scalable and cost-effective means of
collecting data from various medical sensors and transmitting it to IoT platforms for analysis
and action. This integration has enabled seamless communication and data exchange between
medical devices, enabling real-time monitoring and analysis of patient health data, ultimately

leading to the emergence of IoMT.

1.4 Internet of Medical Things(IoMT)

[IoMT refers to a cluster of interconnected electronic devices equipped with sensors designed
for sensing and monitoring purposes [34, 35]. The sensors utilized in ToMT belong to a special-
ized subset of WSN known as Wireless Body Area Networks (WBANSs). These sensors, often
referred to as nodes, communicate and transmit the gathered data via wireless links, typically
through gateways. Subsequently, the collected information is relayed to a central location, such
as servers or databases, for further utilization.

In this section, we provide an overview of [oMT and the sensors utilized within it along with
their architecture. Figure 1.3 represents the architecture of loMT based on the aforementioned

layers.

1.4.1 IoMT Architecture

Numerous academics have delved into the architecture of the Internet of Things (IoT),
proposing various frameworks suitable for IoT applications. Among the prominent architectures
are the EPC global architecture, Web of Things architecture, sensor network-based architecture,
autonomous architecture, and Machine-to-Machine (M2M) architecture. Of these, the M2M

11
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Figure 1.3: Layered IoMT Architecture [36]

architecture stands out as the most widely adopted, encompassing essential elements from
EPCglobal and WSN. Within the medical domain, the Internet of Medical Things (IoMT)
represents a focused application of IoT technology. Typically, IoMT applications adhere to
the general three-tier architecture of IoT, comprising the application layer, network layer, and

perception layer [37, 36].

Perception Layer

The focal point and complexity of IoMT lie within the perception layer, which comprises
two main sublayers: data access and data acquisition. The data collection sublayer employs
various medical perception and signal acquisition equipment to identify nodes in IoMT and

gather data about entities. It utilizes signal acquisition techniques such as General Packet Ra-
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dio Service (GPRS) technology [38], Radio Frequency Identification (RFID), image recognition,
graphic coding, and diverse sensors including physical signal sensors. Physiological signal sen-
sors, chemical sensors, and DNA sensors transform everything and everyone in the network into
easily identifiable Cyber-Physical Systems (CPS) nodes [39]. In IoMT, nodes are categorized
as passive CPS, active CPS, and Internet CPS based on different objects and requirements
[39]. The data access sublayer connects the data collected by the data acquisition sublayer to
the network layer through short-distance data transmission technologies like Bluetooth, Wi-Fi,
ZigBee, etc. The choice of major access methods depends on the current IoMT environment

and the requirements of various objects [40].

Network Layer

The network layer comprises two sublayers: the service layer and the network transmission
layer. The network transmission layer serves as the backbone network of the Internet of Medical
Things (IoMT), akin to a person’s nerve center and brain. It utilizes the Internet, mobile com-
munication networks, and other specific networks to transmit data information obtained by the
perception layer in a real-time, reliable, accurate, and barrier-free manner [41]. Instead of re-
placing the original network entirely, the objective of IoMT is to explore integration technology
of heterogeneous networks tailored for hospitals [42]. The service layer integrates heterogeneous
networks and multiple data types, descriptions, data warehouses, and other data. It also de-
velops a support service system with an open interface for different services in the application
layer, enabling third parties to construct suitable applications for use by medical professionals

and other relevant personnel [43].

Application Layer

The application layer encompasses health data decision-making applications and medical
information applications. Medical data management applications include material management
and medical equipment, patient data management, inpatient treatment data management, and
outpatient data management, among others [44]. Examples of medical data decision-making
applications comprise patient data analysis, disease data analysis, pharmaceutical data analysis,

diagnosis, and therapy data analysis [45].

1.4.2 ToMT and WBANSs

[IoMT and WBANSs are closely intertwined, playing complementary roles in modern health-
care systems. JoMT encompasses a vast array of interconnected medical devices and sensors,
facilitating the collection, transmission, and analysis of health-related data. Within this frame-
work, WBANS serve as a critical component by enabling seamless communication between
wearable sensors and other IoMT devices. WBANs allow for the continuous monitoring of in-
dividuals’ vital signs and physiological parameters, offering real-time insights into their health

status. This synergy between IoMT and WBANs empowers healthcare providers to deliver
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personalized and proactive care, improve patient outcomes, and enhance overall healthcare ef-
ficiency. Additionally, WBANSs contribute to the advancement of remote patient monitoring,

telemedicine, and other innovative healthcare applications, underscoring their indispensable

role in the IoMT ecosystem.

1.4.3 Architecture of WBAN-based IoMT

Various architectures of WBAN-based IoMT can be observed in the literature, depend-
ing on the approach and application domain. However, a fundamental three-level architecture
similar to the layer-based architecture for [oMT is common among existing works. This basic
architecture serves as a foundation for all WBAN-based IoMT applications. Figure 1.4 illus-
trates the typical architecture of WBAN-based IoMT networks, which comprises three primary
levels.

Level 3

Level 1 Level 2

l
7’
7’
I
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K Internet
1

Server/Cloud

Emergency &
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Figure 1.4: Architecture of WBAN-based IoMT

Level 1: This level comprises specialized sensors known as medical sensors. These nodes are

designed to continuously measure, monitor, and collect specific biological signals. Subsequently,

the gathered data are transmitted to devices at Level 2.
Level 2: Devices at this level primarily function as gateways (e.g., personal digital assistants

PDAs, computers, smartphones, etc.). They serve as an intermediary between Level 1 and Level

3 devices, responsible for transferring the collected data from Level 1 nodes to end-users at Level

3 via open communication channels.
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Level 3: At this stage, the data and information received from Level 2 devices are transmit-
ted to end-users via the Internet. These end-users vary depending on the [oMT network design
and can include entities such as cloud platforms, emergency physicians, healthcare professionals,

service providers, data analysts, family members, or even the patients themselves.

1.4.4 Medical sensors

Wireless medical sensors, integral components of IoMT, serve a specialized role in quanti-
fying physiological metrics such as temperature, blood pressure, heart rate, electrocardiogram
(ECQG), and respiration [46, 47]. These sensors transmit the measured biological information to
a control device worn on the body or positioned in an accessible location. They can be cate-
gorized into implant nodes, clothes-attached sensors, and body surface nodes (wearable), each
serving distinct purposes [48, 49]. Predominantly used as either implanted or wearable devices,
their close association with the human body makes them indispensable in various medical and
healthcare applications. Furthermore, medical IoT sensors encompass a diverse array of types
tailored to specific functions, including electrocardiogram (ECG), electroencephalogram (EEG),
blood pressure, and body temperature sensors [50]. For instance, ECG sensors are utilized to
monitor heart rhythm and diagnose abnormal patterns, whereas EEG sensors are employed to
test and detect abnormalities in brain electrical activities. More detailed information on the
types of medical sensors can be found in [50].

These sensors can be categorized into three classes based on their capabilities:

Class 0: devices that are very constrained in memory and processing capabilities, RAM
space is less than 5KB and flash memory is less than 10KB. In addition, the class 0 device
cannot be secured in the traditional sense.

Class 1: devices that are quite constrained in code space and processing capabilities, the
RAM space is approximately 10 KB, and the flash memory space is approximately 100 KB. It
provides support for security functions and is capable enough to use a protocol stack.

Class 2: devices that are less constrained, the RAM space is approximately 50 KB, and
the flash memory space can reach up to 250 KB. Class 2 devices can benefit from lightweight
energy-efficient protocols and support most protocol stacks.

Additionally, these sensors belong to a specialized category within Wireless Sensor Networks
(WSNs) known as Wireless Body Area Networks (WBANS), which are extensively utilized in
the realm of IoMT. WBANSs are specifically designed to monitor physiological parameters and
gather data from the human body. They play a crucial role in IoMT applications, facilitating

continuous health monitoring, medical diagnostics, and personalized healthcare solutions.

1.5 Applications of IoMT

Numerous IoMT applications depend on WBANSs to achieve the necessary efficiency and

quality. Given WBANSs’ considerable capabilities, a wide array of new IoMT applications in
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fields like medicine, home healthcare, and patient monitoring are being extensively embraced.

Below, we’ll outline and explain some of the most common healthcare applications in use today.

1.5.1 Records

It encompasses various types of health records, and we can categorize the usage of e-health

records into three main forms:

e FElectronic Health Record (EHR): An electronic version of a patient’s comprehensive health
records, providing a detailed description of the patient’s health status, securely accessible

to authorized users [51].

e FElectronic Medical Record (EMR): An electronic report compiling the complete medical

history of an individual patient within a particular clinic [52].

o Personal Health Record (PHR): A report where the patient securely maintains their
health-related data confidentially and privately [53].

1.5.2 Remote health monitoring

Remote health monitoring is an automated medical service that monitors patients’ vital
signs using WBANSs. Various types of sensors can be positioned on or inside the patient’s body
to monitor physiological indicators such as heart rate, blood pressure, and temperature. The
collected data is then stored in a central control unit or transmitted remotely for analysis and

further evaluation [1].

1.5.3 Assisted living

The integration of WBANs in IoMT has introduced a novel approach where patients can
remain at home while utilizing wearable medical sensors. These sensors continuously monitor
the patient’s physiological parameters. They can either store and transmit this data at regular
intervals or, in certain scenarios, autonomously administer specific medications (for instance,
insulin injection when required, as in the case of blood sugar sensors). Moreover, the system

can trigger alerts to the nearest healthcare center when necessary [1].

1.5.4 Telecare medicine

Another domain of IoMT leveraging WBANS is telecare medicine. This approach enables
the delivery of healthcare services remotely through the utilization of information and com-
munication technologies, including WBANs [54]. By leveraging video and sensor technologies,
healthcare providers can remotely assess patients’ conditions and prescribe medications based

on tele-sensed data, eliminating the need for physical presence.
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1.6 Benefits

Integrating IoMT technology into the healthcare domain has ushered in a paradigm shift,
resembling the futuristic visions of the 1990s. This revolutionary advancement has not only
transformed internet communication but has also significantly impacted various sectors, par-
ticularly healthcare. By bridging the gap between doctors, patients, and healthcare services,
IoMT offers unparalleled ease, accuracy, and flexibility [55].

One of the primary benefits of IoMT is its ability to enable healthcare professionals to
perform their duties more precisely and efficiently, requiring less effort and intelligence. This
integration has empowered patients with incredible advantages, as IoMT devices are user-
friendly and facilitate seamless access to healthcare services.

The following list represents the major benefits provided by ToMT:

o The integration of IoT devices into healthcare not only makes life more convenient but
also significantly reduces healthcare costs. Through real-time disease management, patient
outcomes are greatly improved, leading to an overall enhancement in life quality. Addi-
tionally, IoMT enhances user experience and increases patient care, while simultaneously

reducing costs through efficient resource management.

o Ultimately, the greatest benefit of IoMT is the promotion of healthier and longer lives,
achieved through maximum disease management and prevention. With IoMT, the progress

of children and elderly parents can be monitored closely, ensuring their well-being.

o A breakthrough of IoMT is its ability to automatically alert relevant parties in the event
of significant changes in a patient’s health, potentially saving lives and valuable time.
Furthermore, the resources of IoMT extend beyond healthcare, facilitating connectivity
and interoperability among various IoT devices for enhanced efficiency and effectiveness
[55].

e Medication and family members intimation: Ensuring timely medication administration
becomes feasible with IoMT, guaranteeing patients receive their medications promptly.
Moreover, IoMT systems can automatically notify family members about the status of

patient care, fostering better communication and support networks [56].

o Simplicity, affordability, and ease to use: IoMT solutions prioritize simplicity, offering
user-friendly interfaces and streamlined processes for enhanced accessibility. Additionally,
[IoMT technologies strive for affordability, ensuring that cost barriers are minimized, and
healthcare remains accessible to all. These systems are designed with ease of use in mind,

allowing individuals to navigate them effortlessly for optimal health management [57].

o Doctors can effortlessly manage patient records through IoMT systems, facilitating effi-

cient organization and accessibility of vital medical information [58].
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o ToMT systems promote energy efficiency by optimizing various resources, including time
and financial investments. Through streamlined processes and automation, IoMT solu-
tions reduce energy consumption, saving both time and money for healthcare providers

and patients alike [59].

o ToMT enables doctors to provide off-time medical services efficiently, ensuring round-the-
clock access to healthcare through remote monitoring, telemedicine, and automated alerts

for timely interventions [60].

In conclusion, [oMT has emerged as a game-changer in the medical field, offering many
benefits to individuals, society, the environment, consumers, and businesses alike. From per-
sonalized healthcare solutions to improved operational efficiency, [oMT holds the promise of

revolutionizing healthcare delivery and enhancing overall wellness.

1.7 Challenges in IoMT

The integration of WBANSs in IoMT into healthcare systems has brought forth numerous
benefits, but it also faces significant challenges. In this subsection, we represents the major

challenges facing IoMT.

1.7.1 Limited resources

Sensor nodes are usually small in size and come with constrained resources such as com-
putational power, storage capacity, communication bandwidth, and battery life. The limited
energy reserves of these sensor nodes within the network pose lifespan challenges to WBANSs
used in IoMT. Addressing the issue of resource limitations necessitates efficient utilization [61].
Consequently, the implementation of energy-efficient protocols becomes imperative to extend
the network’s lifespan. Examples include energy-conscious routing at the network layer and
energy-saving modes at the MAC layer. Additionally, optimizing the use of limited memory in
sensors is crucial, considering memory-intensive tasks like routing tables, data replication, and

security measures.

1.7.2 Scalability

The scalability of WBANs within the IoMT framework is a critical aspect that deter-
mines its effectiveness and widespread adoption. WBANSs must be capable of accommodating
an increasing number of interconnected devices and sensors seamlessly, without compromis-
ing performance or efficiency. Scalability in WBANs enables the network to handle growing
volumes of data generated by an expanding array of medical sensors and devices [62]. This
scalability extends beyond just the number of devices to encompass factors such as network
coverage, data transmission rates, and interoperability with existing healthcare infrastructure

[63]. A scalable WBAN infrastructure ensures that loMT systems can adapt and grow to meet
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the evolving needs of healthcare applications, supporting advancements in remote patient mon-

itoring, telemedicine, and personalized healthcare delivery.

1.7.3 Cost of sensor platforms

The high cost of available sensor platforms on the market poses a significant barrier to
widespread adoption. Additionally, the challenge of producing cheaper and disposable sensor

platforms further complicates the situation [64].

1.7.4 Environmental factors

The environmental conditions within which WBANSs operate play a crucial role in their
performance and reliability. WBANs are designed to function in diverse environmental set-
tings, ranging from indoor environments to outdoor conditions. Factors such as temperature
fluctuations, humidity levels, electromagnetic interference, and physical obstructions can im-
pact the performance of WBANs. Moreover, WBANs deployed in healthcare settings must
adhere to stringent regulatory standards and safety requirements to ensure patient well-being
and data integrity. As such, robust design considerations and resilient communication protocols
are necessary to mitigate the effects of environmental challenges on WBANS, thereby ensuring

continuous and reliable operation in various healthcare scenarios.

1.7.5 Inconsistent wireless communication

Communication within Wireless Body Area Networks (WBANSs) is often characterized
by its unreliability, attributed to the error-prone wireless medium with high bit error rates
and variable link capacity. Consequently, for a WBAN to operate effectively, it must exhibit
reliability tailored to meet the specific requirements of its intended applications [56]. It is
imperative that sensed medical data be transmitted reliably to specialists, ensuring accurate

and timely delivery for informed decision-making in healthcare settings.

1.7.6 Susceptibility to node failures

In ToMT networks, nodes are frequently susceptible to unforeseen failures due to various
factors, such as depletion of energy or physical damage. Moreover, communication between two
nodes may be permanently disrupted. As a result, WBANSs in IoMT must exhibit resilience in
the face of node failures. Consequently, to enhance fault tolerance, oMT WBANs may opt to

deploy a surplus of nodes beyond what is strictly necessary.

1.7.7 Security

Due to the deployment of sensor devices in typically unprotected environments, many

[oMT applications demand a high level of security to meet basic security requirements and
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safeguard against various cyber-attacks. This is crucial for preventing intruders from compro-
mising the network’s operation by gaining control of sensor nodes [65, 66, 59, 67]. Additionally,
communications security poses a significant challenge for WBANs in [oMT. Wireless channels
inherently lack security, rendering communications vulnerable to eavesdropping and message
tampering by intruders, potentially resulting in severe health issues. Furthermore, the resource-
constrained nature of sensor devices makes it impractical to implement conventional security
schemes in WBANS, as they often entail high computational, communication, and memory

overheads. Consequently, ensuring security in loMT WBANSs remains a challenging endeavor.

1.8 Cloud integration in IoMT

IoMT-based healthcare systems are projected to significantly enhance the quality of life,
reduce healthcare costs, and expand users’ medical knowledge. From a provider’s perspective,
the IoMT has the potential to minimize device interruptions through remote monitoring and
maintenance. Additionally, [oMT can accurately predict optimal times for replenishing supplies
for various medical devices, ensuring their continuous and efficient operation. It also facilitates
the effective scheduling of limited resources, optimizing their use and improving service delivery
to new patients.

Cloud computing offers a range of services, including databases, servers, software, data
analytics, and networking, over the Internet. This infrastructure enables flexible resource al-
location, faster deployment of applications, and cost efficiencies through economies of scale.
[oMT devices can seamlessly integrate with cloud services, leveraging them for the storage and
processing of vast amounts of medical data. This integration supports enhanced data manage-
ment and analysis, contributing to more informed healthcare decisions and improved patient
outcomes [68, 69, 70].

1.8.1 Cloud Computing in Healthcare Systems

Cloud computing is a technology that delivers vast resources and computing services over
a network, typically the Internet. Essentially, it involves using online servers for data stor-
age, management, and processing. This technology offers numerous benefits, including virtual
hardware, collaboration software, virtual storage, and virtual servers. In this context, the term
"cloud" symbolizes the Internet.

Researchers have identified cloud computing as a novel and emerging information and com-
munication technology (ICT) service model [71]. There are multiple descriptions of cloud com-
puting, with one study listing 22 different definitions [72]. Cloud computing services are cate-
gorized into three main types: Platform as a Service (PaaS), Infrastructure as a Service (IaaS),
and Software as a Service (SaaS)[73].

Cloud computing can be deployed in four types of clouds [68]:

o Public Cloud: Accessible to the general public and provided by companies like Amazon.
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o Private Cloud: Used exclusively by a single organization.
o Hybrid Cloud: A combination of public and private clouds.
o Community Cloud: Shared among organizations with similar interests.

In healthcare, cloud computing enables on-demand access to a wide range of information
from sources such as claims, electronic medical records (EMRs), laboratory data, and medica-
tion records. It can notify doctors about missed or conflicting prescriptions in drug regimens,
particularly for chronic conditions like asthma.

The advantages of cloud computing in healthcare include [74]:

o Clustomized Service: Patient requests can be automatically fulfilled without human inter-

vention.

o Network Access: Patient applications can operate on various devices, including laptops,

tablets, and smartphones.

o Remote Access: Patients can access cloud services without needing to know the physical

location of the data or the underlying infrastructure.

These features highlight the transformative potential of cloud computing in enhancing

healthcare delivery and patient outcomes.

1.9 Conclusion

The integration of WBANS into the IoMT constitutes an emerging technology that has
garnered significant attention from researchers and developers due to its unique characteristics.
However, WBANSs encounter various challenges and limitations due to the nature of the medical
sensors used within them, necessitating attention from researchers. This chapter has provided
an overview of key concepts related to IoMT and WBANSs, including their architecture, ap-
plications, and the primary challenges and limitations they face. The subsequent chapter will

delve into a detailed examination of security and cryptography in IToMT WBANS.
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CHAPTER 2

Security and Cryptography in IoMT

2.1 Introduction

The integration of WBANs in IoMT into healthcare systems has brought forth numerous
benefits, but it also faces significant challenges. Researchers have diligently addressed these
hurdles to ensure the seamless implementation and efficacy of IoMT solutions. Among the
most critical challenges are data security and privacy concerns, as the vast amounts of sen-
sitive medical information transmitted through IoMT devices require robust encryption and
authentication mechanisms to safeguard against unauthorized access. Another key issue is in-
teroperability, as [oMT devices from different manufacturers must seamlessly communicate and
share data to provide comprehensive patient care. Additionally, ensuring the reliability and ac-
curacy of IoMT devices poses a challenge, as any malfunction or erroneous data could have
serious implications for patient health. Moreover, the scalability of IoMT systems to accom-
modate the growing volume of connected devices and the need for standardization in IoMT
protocols and regulations are pressing concerns that researchers have diligently addressed to
propel the advancement of IoMT technology.

This chapter provides an introduction to several fundamental concepts that serve as back-
ground knowledge for understanding the thesis. The initial section delves into the security as-
pects of Wireless Body Area Networks (WBANS), covering topics such as security constraints,
essential security requirements, and potential cyber-attacks targeting wireless sensor networks.
Subsequently, the chapter proceeds to review cryptographic principles and primitives, along

with the computational assumptions relevant to the thesis.

2.2 Security Constraints

WBANS are governed by various constraints that render conventional security schemes
designed for IoMT unsuitable at their level. Hence, it becomes imperative to tailor these schemes
to accommodate the specific characteristics of WBANs. The development of robust security
schemes in WBANSs necessitates a comprehensive understanding of the following constraints
[75, 76].
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2.2.1 Resource limitations

To implement any security approach, certain resources are required, including processing
power, data storage, code space, and energy to power the sensors. Unfortunately, these resources

are severely limited in tiny wireless sensors.

o Limited amount of energy: The most significant constraint in wireless sensor technology is
energy availability. Sensor nodes are often unable to be readily replaced or recharged once
deployed into a sensor network. Therefore, conserving battery power in the field becomes
imperative to extend the life of each sensor node and the entire network. Additionally, it’s
essential to consider the energy impact of adding security codes to a sensor node when

implementing cryptographic functions or schemes.

» Limited processing capability: Sensor node microcontrollers are typically slow and inca-
pable of performing certain arithmetic operations. This limitation makes it challenging

to execute very complex security schemes or operations.

» Limited storage capability: Sensor devices possess an extremely limited amount of mem-
ory, often just a few kilobytes. Consequently, any security scheme designed for sensor

networks should consume minimal memory to ensure efficient operation.

2.2.2 Unreliable communication

Unreliable communications pose a significant threat to sensor security within a network.
The effectiveness of security schemes in a sensor network is heavily reliant on wireless commu-
nication. However, the inherently insecure nature of wireless channels makes any transmission
vulnerable to interception, alteration, or re-transmission by adversaries. Malicious nodes can
also disrupt data packets by causing collisions and interference in the communication chan-
nel[77]. Moreover, wireless communications incur high energy costs, with transmitting a single
bit requiring approximately 1,000 microcontroller operations. As a result, implementing com-
plex security schemes involving multiple message exchanges between sensor nodes becomes

impractical.

2.2.3 The unguarded environment

WBANS face significant risks due to their deployment in unguarded environments. These
risks stem from potential physical tampering, unauthorized access, and exposure to environmen-
tal hazards. Such unguarded environments increase the susceptibility of WBANs to malicious
attacks, data breaches, and device tampering, compromising the integrity and security of medi-
cal data and patient privacy. Therefore, safeguarding WBANs against these risks is paramount

to ensure the reliability and security of healthcare services.
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2.3 Security and privacy requirements

Given the nature of deploying sensor devices, often in unprotected environments, the ma-
jority of IoMT applications demand a high-security level. This ensures that basic security
requirements are met, rendering these applications resilient against various cyber-attacks. Such
measures prevent intruders from disrupting the network’s operation and gaining control of

sensor nodes. The fundamental security requirements for WBANSs include[78, 1, 79, 80]:

2.3.1 Anonimity

Anonimity encompasses the safeguarding of a user’s true identity, prioritizing their privacy
and shielding them from exposure. This entails ensuring that no method or avenue exists
through which the user’s actual identity can be discerned, thus maintaining their anonymity

intact.

2.3.2 Untraceability

Untraceability serves to thwart any attempts by adversaries to backtrack communication
pathways to the user, be it a sensor node or any other participant engaged in the session. It
ensures that the origin of communication remains obscure, preventing any tracing back to its

source by external parties.

2.3.3 Data Confidentiality

Data confidentiality is a fundamental security requirement in any sensor network, ensuring
that information remains undisclosed and accessible only to authorized parties. Cryptographic

techniques are commonly employed as countermeasures against confidentiality threats.

2.3.4 Data Integrity

This requirement pertains to ensuring that messages remain unaltered while traversing the
network, whether intentionally or inadvertently. In such scenarios, the receiver can verify that

the received message aligns with the one sent by the sender.

2.3.5 Authentication

It is crucial to consistently verify the sender’s identity for any message exchanged within
the network. Ensuring communication with the correct node is essential to uphold the confi-
dentiality and integrity of exchanged messages. A compromised authentication process could

enable adversaries to infiltrate the network and inject false information.
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2.3.6 Availability

Network services should remain available even in the face of cyber-attacks or malfunctions
in a portion of the network. WBANSs are service-oriented networks, specifically engineered to
deliver well-defined and often critical medical services. Consequently, even if a sensor network
becomes the target of an attack, it should strive to withstand such threats and uphold the

availability of its resources and services to the greatest extent possible.

2.3.7 Freshness

Data freshness refers to the timeliness of data, ensuring that it is recent and preventing
adversaries from re-transmitting old messages. To meet this security requirement, a nonce or

another time-related counter can be included in the packet.

2.3.8 Non-repudiation

In cybersecurity, non-repudiation denotes the capability to verify that both the sender
and receiver are indeed the parties claiming to have sent or received the message. Hence,
non-repudiation of data origin establishes that the data was indeed sent by the claimed sender.
Conversely, non-repudiation of receipt confirms that the data was indeed received by the claimed

recipient.

2.4 Cyber-attacks in IloMT

Network security encompasses the suite of policies, mechanisms, and services implemented
to safeguard a network from cyber-attacks and unauthorized access [81]. Security within IoMT
WBANS presents numerous challenges, particularly in applications requiring heightened secu-
rity levels, such as emergency response and healthcare [82, 83]. Sensor devices are commonly
deployed in unprotected environments, rendering them susceptible to increased cyber-attacks
that can compromise sensitive data and impede network performance [75, 84]. Cyber-attacks
targeting IoMT WBANS can be categorized into three main types: attacks on confidentiality,
attacks on the reliability of traffic data, and attacks on availability. Figure 2.1 illustrates the
classification of cyber-attacks in WBAN-based loMT applications.

2.4.1 Attacks on confidentiality

This relates to the passive adversary, who can intercept messages exchanged between sensor
nodes via a communication channel, thereby gaining access to the message contents circulating
in the network. If the exchanged messages are encrypted, the adversary endeavors to decrypt

them by testing numerous potential keys until the correct secret key is identified.

o Favesdropping: Among all attacks targeting data confidentiality, this cyber-attack is the

simplest to execute. The adversary can eavesdrop on messages exchanged between nodes,
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Figure 2.1: Taxonomy of cyber-attacks on IoMT

enabling them to intercept strategic information that could be exploited to launch more

damaging attacks.

o Traffic analysis: Through traffic analysis, the adversary can identify sensor nodes with
specialized and crucial roles within the network. For instance, an uptick in the volume
of messages exchanged between sensors indicates the occurrence of specific activities and
events warranting monitoring. Moreover, the adversary can pinpoint level 2 nodes without

necessarily deciphering the message contents[75, 85].

o Brute force attack: To decrypt messages exchanged during data transmission, an adversary
engages in a process of trial and error, testing a multitude of potential keys in an attempt

to ascertain the correct ones.

o Node capture attack: in this attack, the adversary gains access to a node within the
network. This breach affords the adversary a comprehensive view of the authentication
protocol’s current state. Moreover, the captured node grants the adversary possession
of the cryptographic keys and primitives utilized within the network infrastructure. This
enables the adversary to replicate and introduce malicious nodes into the network, thereby

compromising its integrity and security.

2.4.2 Attacks on reliability of traffic data

The adversary may attempt to compromise the integrity of the network by injecting erro-
neous data, replaying previous messages, and altering messages transmitted by sensor nodes.

This manipulation is aimed at distorting the final outcome or result.
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o False data injection attack: During the aggregation process, a malicious node deliberately
sends random false data to the intended level 2 to distort the aggregation outcome.
Consequently, the level 2 node unknowingly accepts and aggregates the data transmitted
by the malicious node, leading to an erroneous final result, as depicted in Figure 2.2.
To mitigate this attack, countermeasures such as node authentication [86] or end-to-end
encryption can be implemented. These measures prevent the injection of fake data packets

or modification of packet contents.

0 -8

ﬁr-ﬂ—g*

Step #1 - & Step #2 -

o
@ Reconnaissance @ False Data Injection
& Remote Access
Figure 2.2: Conceptual view of False Data Injection in the IToMT

o« MITM attack: The adversary clandestinely modifies communication and intercepts mes-
sages exchanged between two or more parties (e.g., user, server, and sensor node). In this
scenario, the adversary has the capability to alter or impersonate one of the entities, while
also pilfering authentication data. Additionally, the adversary can initiate communication

with one of the parties, enabling them to send or receive critical data.

o Replay: After successfully eavesdropping on the communication channel, the adversary
utilizes the captured data, primarily authentication messages, for malicious purposes.
They may replay the captured data to gain unauthorized access to the system or mas-

querade as a legitimate entity.

» Sinkhole Attack: In this attack, a malicious node manipulates the routing metrics to divert
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all traffic from a specific area. Consequently, neighboring nodes are misled into believing
that a high-quality path exists and begin forwarding packets to the malicious node. This
tactic, known as a sinkhole attack, involves the gathering of traffic to compromise the

integrity and reliability of data collected by the network’s sensor nodes [87].

o Wormhole Attack: This attack occurs when an adversary intercepts messages being trans-
ferred in a specific location and tunnels them to another location, where a second adver-

sary replays them in a different area.

2.4.3 Attacks on availability

 Denial of Service (DoS): The adversary inundates the network with numerous captured
or counterfeit messages aimed at the server or sensor, thereby impeding its ability to offer
services and compromising its availability. In this attack, the replayed messages tend to
exhaust all the resources of the server or sensor, including storage, computational power,

and energy, rendering it incapable of processing any additional requests.

« Distributed Denial of Service (DDoS): These attacks pose a significant threat to WBANSs,
where interconnected wearable devices monitor physiological parameters. In the context of
WBANS, DDoS attacks involve flooding the network infrastructure with an overwhelm-
ing volume of illegitimate traffic, aiming to disrupt communication between wearable
devices and the central monitoring system. Such attacks can severely impact the reliabil-
ity and real-time monitoring capabilities of WBANSs, potentially endangering the health
and safety of individuals relying on these networks for medical monitoring and emergency
response. As WBANSs typically operate within constrained resources and bandwidth, mit-
igating DDoS attacks requires robust security measures, including intrusion detection
systems, authentication mechanisms, and traffic filtering techniques, to ensure uninter-

rupted and secure communication within the network.

« HELLO Flood Attack: Sending HELLO packets is a common method for identifying neigh-
boring nodes. When a sensor node receives such a packet, it assumes that the transmitter
is within its communication range. Exploiting this, a laptop-class adversary equipped
with a high-powered antenna floods sensor nodes with HELLO messages. Upon receiving
these messages, the remote node perceives the adversary as a neighbor within commu-
nication range and attempts to transmit messages directly to it. This results in message
transmission failures and disrupts network operations by preventing the exchange of other

messages.

2.5 Cryptographic techniques in IoMT

Cryptography serves as a vital security measure for safeguarding communication in open

IoMT networks. It ensures security requirements such as data confidentiality, integrity, authen-
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tication, and non-repudiation. Selecting suitable cryptographic primitives is crucial in IoMT,
considering the resource constraints of sensor nodes. Cryptography-based schemes in [oMT
need to be evaluated for their impact on energy consumption, processing time, code size, and
data size [88].

There are two main categories of cryptographic techniques: Symmetric-Key Cryptography
(SKC) and Public-Key Cryptography (PKC). SKC offers good performance in terms of compu-
tational overhead and energy consumption but lacks support for non-repudiation and requires
complex key distribution. PKC addresses these issues by providing a more flexible interface
and eliminating the need for key pre-distribution and pairwise key sharing. However, PKC is

computationally expensive for resource-constrained sensor nodes [88, 89].

2.5.1 Symmetric-Key Cryptography

SKC, also referred to as symmetric-key cryptography, involves the sender and receiver
sharing a secret key at the outset of communication. Subsequently, they utilize this shared key
to encrypt and decrypt messages exchanged between them. One of the most widely recognized
symmetric algorithms is the Advanced Encryption Standard (AES) [90]. We define an SKC

scheme in the following Definition 2.5.1.

Definition 2.5.1 (SKC scheme). A secret-key cryptography (SKC) scheme with an input se-

curity parameter k is defined by a pair of deterministic algorithms (Enc, Dec) as follows:

o Enc(K,M) — C. This represents the encryption algorithm, where K is a key from the set
IC, and M is a message from the set M of plaintexts. It produces an encrypted message
C' from the set of ciphertexts C.

o Dec(K,C) — M. This denotes the decryption algorithm, where K is the same secret key,
and C' is the ciphertext. It outputs the original message M.

It is essential that the equation Dec(K, Enc(K,M)) = M holds for every K € K and M € M.

Advanced Encryption Standard (AES): is one of the most known and most used symmetric
encryption functions nowadays. It is a subset of the Rijndael block cipher. It was developed Vin-
cent Rijmen and Joan Daemen. AES was designed and based around substitution-permutation
network which supersedes the Data Encryption Standard(DES). AES-x uses x-bit key length
to encrypt and decrypt a block of messages. Each type encrypts and decrypts data in blocks of
x-bits using cryptographic keys of x, where x can be 128, 192, 256 respectively. AES is widely
used due to its great performance and high security where it can be improved by increasing the
key size. However, it doesn’t support key exchange.

To SKC in the IoMT, a shared-key distribution mechanism is essential. Key distribution

methods can be categorized into three main groups:

« A Global key (or network key):A global key, or network key, refers to a straightforward

method of distributing keys by using the same key for all sensor nodes (as depicted in
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Figure 2.3a). In this scenario, all sensor nodes are pre-configured with the global key,
allowing secure communication between any two nodes. However, if an adversary obtains

the global key, they can gain control over the entire network.
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Figure 2.3: Cases of using a global key and pairwise key.
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o A pairwise key: Another technique involves using a secret key shared by pairs of nodes
(as illustrated in Figure 2.3b). If one node is compromised, the security of the other
nodes remains intact. Employing this technique enhances the network’s resilience against
attacks. However, in an [oMT network comprising n nodes, each node would need to store
n — 1 keys, and the entire network would require storage for n(n —1)/2 keys. As a result,

this approach demands a considerable amount of memory, especially when n is large.

o A group key: A group key is a secret key shared among a specific group of nodes. If an
adversary manages to obtain the group key, they can compromise all the nodes within

that group.

2.5.2 Public-Key Cryptography

Public-key cryptography (PKC), also known as asymmetric cryptography, enables two
parties to exchange data securely over an insecure channel while ensuring data confidentiality,
non-repudiation, and authenticity. Unlike symmetric encryption, which relies on a shared secret
key between two parties, PKC utilizes a pair of keys for data protection. This key pair con-
sists of a public key and a private key, which are related by a mathematical equation. Solving
this equation involves breaking a hard mathematical problem, such as the Discrete Logarithm
Problem (DLP). Each party shares its public key while keeping its corresponding private key
confidential. Definition 2.5.2 represents the the PKC formalities.Figure 2.4 illustrates the en-
cryption process in PKC. Mature public-key cryptographic algorithms such as ECC, PBC,
and RSA have been extensively researched by the academic community. RSA was designed by
Rivest, Shamir, and Adleman in 1977 [91], while ECC was independently proposed by Koblitz
and Miller in 1985 [92, 93].
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Definition 2.5.2 A PKC scheme with an input security parameter k is defined by a tuple
(P)C7’C,(€7D) as fOllOU}S.‘

o E(pk,m) — c. This represents the encryption algorithm, where pk is the public key from
the set IC of public keys and m is a message from the set P of plaintexts. It produces an

encrypted message ¢ from the set of ciphertexts C.

e D(sk,c) — m. This denotes the decryption algorithm, where sk is the corresponding

private key from the set KC, and c is the ciphertext. It outputs the original message m.

It is essential that the equation D(sk,E(pk,m)) =m holds for every (pk,sk) € K and m € P.
N
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Figure 2.4: Public key cryptography

Elliptic curve cryptography (ECC)

ECC is a public key cryptography approach proposed by Kobleitz [92] and Miller [93] in
1985. ECC is considered security alternative to RSA for resource-constrained devices. This is
due to the 160-bit key provides an equivalent security 1024-bit RSA key. Therefore, ECC saves
the storage space and reduces the computational overhead and energy consumed by the device.
Table 2.1 represents a comparison of the key sizes between RSA and ECC while ensuring the
same level of security. The description of elliptic curves is similar to ellipses due to the use of
cubic equations in both. It is based on the algebraic structure of elliptic curves over finite fields.

We can define it as follow:

Definition 2.5.3 Consider F,, a finite field with prime order p based on a non singular elliptic
curve E defined as follow: E : y*> = x®+ax+bx Let O be the point at infinity then O and other

points on E make an additive elliptic curve group G having order q and generator P [94].
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Table 2.1: RSA and ECC key length equivalence for the same security level [92]

Security level 80 112 128 256
RSA key length (bits) 1024 2024 3072 15360
ECC key length (bits) 160 224 256 512

ECC depends mainly on point addition and scalar multiplication in additive groups.

The addition in additive groups is defined as:

Definition 2.5.4 Let P and S be two randomly chosen points on the elliptic curve E such that
(P, S) € G, where P generates the group G with a large prime order q. If P = S, then R = P+S
can be computed, where R represents the intersection point of E and the line connecting P and

S. IfP=S,then R=P+ S, and if P=—S, then P+ S = O.
The scalar multiplication on the elliptic curve F is defined as:

Definition 2.5.5 mP =P+ P+ P +---+ P for m times where m € Z".

Pairing Based cryptography (PBC)

The PBC is a related mathematical mechanism to elliptic curve cryptography. The main
goal of the PBC mechanism is to construct a mapping between two elliptic curve groups of

points, called a bilinear pairing function.
Definition 2.5.6 Let G, G5 denote two additive groups of prime order q, and Gr is multi-
plicative group of order q. The bilinear pairing is a map

e: G xGy — Gr

That satisfies the following properties:
e Bilinearity: Ya,b € F, VP € Gy, Q € Ga: e (aP,bQ) = e(P,Q)".
o Non degeneracy: there exists P € G1,Q € Go such that é(P,Q) # 1.

o Computability: for all P € Gy and QQ € Gs an efficient algorithm exists to compute
é(P,Q).

2.5.3 Post Quantum Cryptography (PQC) Emergence

In this section, we will present the differences between classical cryptography, quantum
cryptography, and post-quantum cryptography, highlighting their unique characteristics and
applications. Additionally, we will delve into the emergence of post-quantum cryptography
(PQC) within the IoMT. As IoMT continues to evolve, the integration of PQC becomes crucial
to counteract the potential threats posed by quantum computing. We will explore how PQC is
enhancing data security, protecting patient information, and ensuring the reliability of medical

devices in this connected healthcare landscape.
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Definitions

Classic Cryptography

"Classic cryptography" encompasses the traditional cryptographic methods that have been
employed for centuries to secure communication. These methods use mathematical algorithms
and keys to encrypt and decrypt information, ensuring data confidentiality and integrity. Classic
cryptographic systems are categorized into two main types: symmetric-key algorithms and
asymmetric-key algorithms.

Symmetric-key algorithms described in the sections above, such as the DES and the AES,
use the same key for both encryption and decryption. This means that both the sender and the
receiver must possess the shared secret key. DES, once widely used, has largely been replaced by
AES due to the latter’s higher security standards and efficiency. AES is now a global standard
for data encryption, widely used in various applications, including government and financial
services.

Asymmetric-key algorithms described in sections above, on the other hand, utilize a pair
of keys: a public key and a private key. Notable examples include RSA and the Diffie-Hellman
key exchange. In RSA, the public key is used to encrypt data, while the private key is used
to decrypt it, providing a secure way to exchange information even if the public key is openly
shared. The Diffie-Hellman algorithm, meanwhile, allows two parties to securely share a secret
key over an insecure communication channel, which can then be used for symmetric encryption.

Classic cryptography has laid the foundation for modern cryptographic practices, evolving
to meet the increasing demands for security in the digital age. Despite advancements in cryp-
tographic techniques, the principles of classic cryptography remain integral to understanding
and developing robust security systems today.

Quantum Cryptography

Quantum cryptography is a cutting-edge field of cryptography that harnesses the principles
of quantum mechanics to create secure communication channels. Unlike traditional cryptog-
raphy, which depends on the computational complexity of mathematical algorithms, quantum
cryptography relies on the fundamental laws of physics to safeguard information.

One of the most notable applications of quantum cryptography is Quantum Key Distribution
(QKD). QKD enables the secure sharing of encryption keys using quantum properties like
entanglement and the uncertainty principle. In QKD, keys are transmitted as quantum bits
(qubits), which are delicate and easily disrupted by any attempt at eavesdropping. This ensures
that any interception of the key can be detected, providing an unparalleled level of security.

The use of entanglement in QKD allows for the creation of pairs of qubits that are intrinsi-
cally linked, so that the state of one qubit instantaneously influences the state of its entangled
partner, no matter the distance between them. This phenomenon enables the detection of any
interception attempts, as any eavesdropping would disturb the entangled states, revealing the
presence of an intruder.

The uncertainty principle, another cornerstone of quantum mechanics, asserts that certain

pairs of physical properties, such as position and momentum, cannot both be precisely measured
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simultaneously. In the context of QKD, this principle ensures that any measurement of the
quantum key by an eavesdropper will inevitably alter its state, thus signaling an intrusion.

Quantum cryptography represents a significant advancement in the field of secure commu-
nications, offering a level of security based on the immutable laws of physics. As research and
technology in this domain continue to evolve, quantum cryptography is poised to play a crucial
role in the future of data security, providing robust protection against increasingly sophisticated
cyber threats.

Post Quantum Cryptography (PQC)

"Post-quantum cryptography" is a field of cryptography dedicated to developing encryption
methods that remain secure against adversaries equipped with quantum computers. Quantum
computers pose a significant threat to current cryptographic algorithms, especially asymmetric
ones. Presently, all 10 widely used asymmetric cryptographic methods—including RSA, ECC,
Diffie-Hellman (DH), and the Digital Signature Algorithm (DSA)—can be broken by a suffi-
ciently powerful quantum computer. This vulnerability arises because these methods rely on the
Prime Factoring Problem or the Discrete Logarithm Problem, both of which can be efficiently
solved using Shor’s Algorithm [95].

The development and implementation of post-quantum cryptographic techniques are crucial
to ensure data security in the impending era of quantum computing. These new methods are
designed to withstand the computational power of quantum algorithms, thereby maintaining

the confidentiality and integrity of information in a post-quantum world.

PQC Families

In this section, we provide a concise overview of the primary families for which post-
quantum primitives have been suggested. These families encompass those founded on lattices,
codes, and multivariate polynomials, among a few others. For more detailed information.

Lattice-based cryptography

'Lattice-based" cryptosystems have garnered renewed attention due to several compelling
reasons. These include the emergence of exciting new applications like fully homomorphic en-
cryption, code obfuscation, and attribute-based encryption, all made feasible through lattice-
based cryptography. Moreover, many lattice-based key establishment algorithms boast sim-
plicity, efficiency, and high parallelizability. Additionally, the security of certain lattice-based
systems is provably guaranteed under worst-case hardness assumptions, rather than relying on
average-case scenarios. However, accurately estimating the security of lattice schemes against
known cryptanalysis techniques remains challenging [96].

Code-based cryptography

"The McEliece cryptosystem', introduced in 1978, remains unbroken to this day, establish-
ing a robust foundation for code-based cryptography. Despite its resilience, subsequent systems
based on error-correcting codes have been developed. Although generally efficient, many code-
based primitives are burdened with notably large key sizes. Recent variants have aimed to

mitigate this issue by incorporating more structure into the codes, albeit at the risk of suscep-
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tibility to attacks. While code-based signatures have been proposed, encryption schemes have
seen greater success within the realm of code-based cryptography [96].

Multivariate polynomial cryptography

"Multivariate cryptography" relies on the challenge of solving systems of multivariate poly-
nomials over finite fields. Over the past few decades, numerous multivariate cryptosystems have
been put forward, although several have been compromised. Despite this, multivariate cryp-
tography has found greater success as a method for creating signature schemes, with fewer
proposals focusing on encryption schemes [96].

Hash-based signatures

"Hash-based signatures" are digital signatures created through hash functions, offering ro-
bust security even in the face of quantum attacks. However, some efficient hash-based signature
schemes come with certain limitations. For instance, signers must accurately maintain a record
of previously signed messages, as any error in this record could compromise security. Addition-
ally, these schemes are often restricted in the number of signatures they can produce. While
it’s possible to increase the number of signatures, doing so typically results in larger signature

sizes [96].

Classical vs Quantum Computing

Classical computing operates on binary bits, which can exist in one of two states: 0 or 1. In
contrast, quantum computing harnesses the power of quantum bits, or qubits, which possess the
unique ability to exist in a superposition of states, meaning they can simultaneously represent
both 0 and 1. This fundamental distinction enables quantum computers to execute specific
computations exponentially faster than their classical counterparts [97].

To illustrate the difference between classical bits and qubits, consider their respective rep-
resentations:

A classical bit is described by two distinct states:

f -]

Here, 0 signifies the state where the classical bit is in state 0, and 1 denotes the state where
the classical bit is in state 1.

On the contrary, a qubit can exist in a superposition of the 0 and 1 states:

¥) = al0) + 5[1) (2.2)

Here, o and 3 are complex amplitudes satisfying |a|? + |3|*> = 1. Upon measurement, the
probability of observing the qubit in the 0 state is |a|?, and in the 1 state is |3]*.

Moreover, quantum computing introduces the concept of entanglement, where multiple
qubits can become correlated such that the state of one qubit is dependent on the state of

another, even when physically separated. This entanglement property empowers quantum com-
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puters to tackle specific computations more efficiently than through superposition alone.

While quantum computing offers unparalleled advantages in terms of computational speed
and efficiency for certain tasks, it also presents a formidable challenge to classical cryptographic
systems. Quantum algorithms, such as Shor’s algorithm, have the potential to efficiently factor
large numbers, threatening conventional public-key cryptography schemes like RSA. Hence,
there is a critical need to develop and adopt post-quantum cryptographic techniques to safe-
guard against potential attacks from quantum computers.

Shor’s and Grover’s Algorithms

In the field of factorization, the General Number Field Sieve (GNFS) is currently the most
efficient classical algorithm for factoring large numbers. The complexity of GNFS is subexpo-
nential, approximately given by O (exp ((%4);’ -(InN )é +(Inln N )§>), where NV is the number
being factored. Despite its efficiency, the runtime of GNFS increases rapidly with the size of
the input number, making it impractical for factoring extremely large numbers [98].

In stark contrast, Shor’s algorithm [99] revolutionizes factorization by leveraging quantum
computing principles. Unlike classical algorithms, Shor’s algorithm uses quantum parallelism
and quantum entanglement to achieve an exponential speedup. The complexity of Shor’s al-
gorithm is O ((log N)?), where N is the number to be factored. This represents a significant
breakthrough, as it allows quantum computers to factorize large numbers exponentially faster
than classical computers, highlighting the profound potential of quantum computing to disrupt
fields like cryptography and number theory.

In the domain of unstructured search problems, classical algorithms generally exhibit linear
time complexity, requiring an average of O(N) steps to locate a specific item within an unsorted
database of size N. However, Grover’s algorithm [100] provides a remarkable quadratic speedup
when run on a quantum computer, reducing the complexity to O(\/N ). This makes Grover’s
algorithm substantially more efficient than the best-known classical search algorithms, under-
scoring the power of quantum computing in solving a wide range of problems more efficiently.

Table 2.2 represents a brief comparison between classical, quantum, and PQC in terms of

security, implementation, key exchange, and performance.

PQC in IoMT

PQC has emerged as a promising solution for enhancing authentication security in the loMT
in recent years. With the advent of quantum computing technology, traditional cryptographic
algorithms face the risk of being broken by quantum computers, posing significant threats to the
security of sensitive medical data exchanged within [oMT networks. PQC offers cryptographic
algorithms that are resistant to attacks from both classical and quantum computers, ensuring
long-term security for IloMT systems. By leveraging mathematical problems that are believed
to be computationally hard even for quantum computers, such as lattice-based cryptography
or code-based cryptography, PQC provides robust security guarantees for authentication mech-
anisms in [oMT applications. As [oMT devices continue to proliferate and handle increasingly

sensitive medical data, the adoption of PQC holds immense promise for safeguarding patient
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Aspect Classic Cryptog- Quantum Cryptography Post-Quantum Cryptog-
raphy raphy
Security Vulnerable to Offers unconditional secu- Provides long-term security
quantum attacks rity based on quantum prin- against quantum attacks
ciples
Implementation Well-established Practical  implementation Compatible with classical

and widely under-
stood

challenges due to specialized
quantum hardware

computing infrastructure

Key Exchange  Depends on Secure key exchange Secure key exchange us-
mathematical al- through quantum prop- ing quantum-resistant algo-
gorithms and key erties (QKD) rithms
distribution

Performance Efficient encryp- Practical implementation Performance and efficiency

tion and decryp-
tion processes

challenges and performance
considerations

considerations compared to
classic algorithms

Table 2.2: Comparison of Classical, Quantum and Post-quantum cryptography approaches

privacy and maintaining the integrity of healthcare systems against emerging threats from

quantum computing technologies.

2.6 Conclusion

Cryptographic primitives, including SKC and PKC, play a vital role in ensuring the secu-
rity and privacy of data transmitted within IoMT. SKC, with its efficient and fast encryption
and decryption processes, is commonly utilized for securing communication between devices
within the IoMT ecosystem. It ensures the confidentiality and integrity of sensitive medical
data exchanged between medical sensors, wearable devices, and healthcare infrastructure. On
the other hand, PKC provides a robust mechanism for authentication and secure key exchange
in IoMT environments. Public-key infrastructure (PKI) enables devices to authenticate each
other and establish secure communication channels without the need for pre-shared secrets. This
is particularly crucial in [oMT, where devices may join or leave the network dynamically, and
maintaining secure communication channels is essential. Furthermore, public-key cryptography
facilitates the implementation of digital signatures and non-repudiation mechanisms, ensuring
the authenticity of transmitted medical data and preventing unauthorized alterations. Overall,
cryptographic primitives are fundamental in IoMT to protect patient privacy, ensure data in-
tegrity, and establish secure communication channels, thereby fostering trust and reliability in
healthcare systems.

PQC emerges as a promising solution to address the evolving security landscape within

the IToMT. With recent advancements in quantum computing posing potential threats to tradi-
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tional cryptographic algorithms used in IoMT, the adoption of PQC offers several advantages.
PQC provides cryptographic algorithms that are resistant to attacks from quantum computers,
ensuring the long-term security of sensitive healthcare data in IoMT environments. Moreover,
PQC solutions offer better performance and protection against a wide range of attacks faced
by both SKC and PKC. By integrating PQC into IoMT systems, healthcare organizations can
enhance security measures and mitigate the risks associated with emerging threats, thereby

safeguarding patient privacy and data integrity effectively.
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Authentication protocols for IoMT:
State of art

3.1 Introduction

A secure WBAN-based IoMT application needs to address privacy, confidentiality, integrity,
and authentication. However, implementing these security measures encounters challenges due
to the limited energy and infrastructure of WBAN systems. Authentication holds paramount
importance in interconnected device networks. Nonetheless, WBAN users often lack security ex-
pertise, necessitating user-friendly authentication processes with seamless transparency [101].
Authentication schemes in WBANSs play a crucial role in fulfilling privacy and security re-
quirements. However, the constrained capabilities of WBAN devices introduce stability and
performance issues during the deployment of these schemes. The primary challenge arises from
the utilization of traditional cryptographic primitives such as ECC-based and RSA cryptosys-
tems for authentication security. This dependence imposes significant computational overhead
on the devices, leading to excessive energy consumption [1].

Current authentication schemes rely on cryptographic primitives to maintain security ser-
vices, primarily focusing on authentication and confidentiality. These schemes utilize key primi-
tives like encryption (ECC and PBC), digital signatures, and hash functions to ensure informa-
tion security, reduce the trust required among involved entities, and mitigate security breaches
in scenarios where these services may be unavailable.

In this chapter, we will examine the current authentication schemes designed for WBAN-
based IoMT applications, providing an overview of their key features. Additionally, we will
present different taxonomies to classify these existing schemes. All of these measures we have

conducted in our research papers [102, 1].

3.2 Literature review

Numerous proposals have emerged to enhance security in WBANSs, particularly within med-
ical contexts involving sensor networks. These security mechanisms can be broadly categorized
into cryptographic and non-cryptographic authentication methods.

This section focuses on cryptographic schemes chosen for their relevance in medical settings
within sensor network architectures. Many of these schemes leverage cryptographic tools to

offer security services like authentication, confidentiality, and integrity.
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In 2012, Kumar et al. [103] introduced a sensor-centric WBAN architecture, which was later
criticized by He et al. [104], who proposed an improved version. Subsequently, Wu et al. [105]
addressed vulnerabilities in He et al’s work, focusing on mitigating various types of attacks.

Chen et al. [106] and Chen et al. [107] introduced cloud-assisted data exchange and a secure
authentication framework for cloud-based healthcare, respectively. However, Chiou et al. [108]
identified shortcomings in Chen et al’s framework, leading to the development of an enhanced
key agreement framework by Mohit et al. [109].

Srinivas et al. [110] detected security flaws in Wu et al’s work [105] and proposed their
symmetric key-based authentication scheme. Meanwhile, Wazid et al. [111] addressed privacy
and security concerns, and Li et al. [112] tackled flaws in He et al’s scheme [104]. Das et al.
[113] developed a new scheme building upon previous work, highlighting vulnerabilities in both.

Mao et al. [114] introduced a trusted authority-guided authentication scheme. Liu and
Chung [115] proposed user authentication using bilinear pairing, later criticized by Challa et
al. [116], who introduced an ECC-based authentication scheme, further improved by Soni et
al. [117]. Ali et al. [118] criticized both approaches, with Xu et al. [119] improving Soni et al’s
work.

Amin et al. [120] designed an authentication scheme for mobile devices, but Jiang et al.
[121] identified security drawbacks. Ali et al. [122] later improved Amin et al’s scheme. Ever et
al. [123] proposed a scheme to enhance healthcare infrastructure security.

In 2018, Wazid et al. [124] introduced a user-based authentication scheme involving the
cloud. Sharma et al. [125] proposed an authentication scheme for remote patient monitoring,
later improved by Alzahrani et al. [126]. Liu et al. [127] introduced a robust authentication
scheme with dynamic passwords, and Aghili et al. [128] proposed a lightweight scheme.

Chandrakar et al. [129] presented a cloud-guided authentication framework for healthcare
monitoring systems. However, flaws were found by Kumari et al. [130]. Shuai et al. [131] pre-
sented a remote patient monitoring authentication scheme using WBANS.

Fotouhi et al. [132] introduced a hash-chain-based authentication scheme for WBAN; criti-
cized by Chen et al. [133] for vulnerabilities, leading to an alternative scheme. Similarly, Masud
et al. [134] focused on user anonymity preservation, and Khalid et al. [135] proposed a cloud-
based authentication scheme.

Recently, Delgado et al. [136] devised a cryptographic scheme with keyless sensor authen-
tication, while Lee et al. [137] introduced a scheme to prevent various attacks. Kim et al.
[138] introduced a lightweight authentication scheme focusing on preserving anonymity and
protecting against replay attacks in healthcare systems.

In 2016, Ibrahim et al. proposed a two-tier WBAN authentication scheme, marking the
initial focus on this architecture but without including user authentication [139]. However,
later findings revealed vulnerabilities in this approach. Li et al. introduced an authentication
and key agreement scheme suitable for WBAN sensor nodes, considering node anonymity and
two-hop centralized WBAN architecture [140].

Subsequently, Almuhaideb and Alqudaihi addressed the lack of node anonymity, key man-
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agement, and size in existing schemes by proposing a new authentication scheme consisting of
two protocols for authentication and re-authentication [141]. Similarly, Gupta et al. presented
a scheme focusing on security and privacy requirements in WBAN-based healthcare systems,
while also reviewing and highlighting flaws in existing schemes [142].

Kompara et al. focused on proposing a new authentication scheme providing anonymity,
untraceability, confidentiality, and mutual authentication for sensor nodes [143]. However, sub-
sequent findings revealed vulnerabilities, leading to improvements by Rehman et al. to protect
against various cyber-attacks [144].

To address resource-saving needs, Xu et al. introduced a lightweight authentication scheme
based on a two-hop centralized architecture, departing from previous resource-intensive meth-
ods [145]. Kumar and Chand leveraged the cloud environment to propose an identity-based
anonymous authentication and key agreement protocol for WBAN, addressing inherent secu-
rity challenges [146].

Furthermore, Wan et al. proposed a continuous authentication scheme based on physiological
signals to overcome impersonation and sensor node capture attacks [147]. Koya and Deepthi
proposed improvements to Li et al’s scheme using physiological signals, albeit with increased

computational costs [148].

3.3 Classification of authentication schemes

Researchers have embraced diverse classification methods to assess the efficacy of authen-
tication schemes and categorize them effectively. In our study, we particularly concentrated on
authentication schemes tailored for healthcare WBANs. Figure 3.1 showcases several potential
classification approaches utilized in categorizing WBAN authentication schemes.

Meanwhile, Table 3.1 outlines our categorization of surveyed schemes, organized according
to three primary criteria: authentication factors, cryptographic primitives, and architecture-
based considerations. It’s worth mentioning that in the literature, some studies have tackled
the entire [oMT environment by presenting various scenarios and multiple schemes within a
single work [129, 106, 107, 108, 130, 109].

3.4 Comparison

In this section, we employ two distinct comparison approaches based on architectural

classification criteria and security requirements and attacks.

3.4.1 Architectural Comparison

Each of the addressed literature schemes comes with its own set of cryptographic primitives
and goals. Below, we outline various studied schemes based on their architectural classification
as presented in[1] which is illustrated in 3.2. Also, we present a comparison between the different

schemes studied in this chapter according to the following criteria:
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Classification of the scheme
based on
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factors primitives
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One factor One way hash encryption encryption User based
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—  Two factors ECC Node based

— Three factors

PBC

Figure 3.1: Classification of authentication schemes in WBANs

Table 3.1: Classification of the survied schemes

Classification

Scheme

Authentication
factor

Two factor

120] [123

] [104] [121] [115] [110]
111] [105]

134]

Three factor

128] [122]
112] [127)
124] [119]

118] [126] [116] [113]
114] [125] [131] [117]
135] [149]

Cryptographic
primitives

Hash function

128] [122]
116] [113]
]
]

il

| [122] [118] [141] [126] [120
121} %143

Il

[

] [

| [126] [120]

123] [142] [104] [139]
148] [146] [140] [112]
115] [114] [144] [125] [131] [117]
110] [111] [124] [105] [119] [145]
135

144] [125] [131] [117

119] |145

124] [105

134] [149] [147]

Symmetric cryptography

122] [126
105] [149

113] [104] [112] [110]

Asymmetric cryptography

118] [116] [123] [146] [115] [114]
117] [111] [119] [135] [147]

Architecture

Node authentication schemes

140] [144] [145] [147]

User authentication schemes

128] [122] [118] [126] [120] [116]
113] [123] [104] [121] [112] [115]
127] [114] [125] [131] [117] [110]
111] [124] [105] [119] [135] [134]
149]

120] [116

119 [135

}
}
}
] [149]
s
141] [142] [139] [143] [148] [146]
| [144]
] [122]
] [123]
|
] 134

o Architecture that was used to design the scheme.

o Cryptographic primitives that were used to achieve a certain security level.

o Goals of each scheme that were the main reason for proposing it.
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Figure 3.2: NAS and UAS architectures [1]

 Verification tools used to prove the security of the scheme.

User authentication schemes (UAS)

In this classification, we identify three primary system components: the user, gateway
node, and sensor node. Authentication occurs mutually between each pair of entities within the
scheme: user-gateway, gateway-sensor, and user-sensor, as well as vice versa. Users have the
option to authenticate using either a smart card/mobile device or solely a password. However,
due to the open and insecure nature of the communication channels between entities, they
are susceptible to various attacks. Many researchers have incorporated authentication factors
into UAS to enhance security and ensure the legitimacy of users. Authentication factors vary
depending on the specific application and preferences of the authors, ranging from one factor
(1FA) such as a password, to two factors (2FA) like a password and smart card/mobile device,
or even three factors (3FA) which include all mentioned factors plus biometrics. Typically, UAS
falls into two main categories: 2FA and 3FA, each aimed at elevating the security level of user
authentication. To facilitate the presentation of the surveyed UAS, we have categorized the
schemes into two groups: UAS with 2FA and UAS with 3FA.

o UAS with two-factor authentication: Here we compared all the studied UAS that rely
on 2FA based on their goals that lead to developing the scheme, cryptographic primitives,
and verification tools. Table 3.2 represents summary of UAS with two-factor authentica-

tion.
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e UAS with three-factor authentication: Table 3.3 presents the main goals of each

3AF UAS scheme and the crypto-primitives that were used in its design.

Table 3.2: Summary of UAS with 2FA

Scheme Year Method Goal Tools
He et al | 2015 Symmetric encryp- BAN-Logic
[104 tion, Hash o Lightweight scheme

o Improving the flaws of [103]
Wu et al | 2017 Symmetric Encryp- Proverif
[105] tion, Hash  Improving the flaws of [104]
Wazid et al. | 2017 ECC, Hash AVISPA
[111] o Preventing leakage of health data

¢ Mutual secure authentication
Liu and | 2017 Bilinear pair-
Chung [115] ing+Hash e Establishing secure communication be-

tween a user and a sensor node

Srinivas et | 2017 Symmetric Encryp- AVISPA
al. [110] tion, hash . .

o Ensuring privacy

e Ensure secure and authorised communi-

cation

o Overcoming the flaws of [105]
Jiang et al. | 2017 Quadratic residues,
[121] Fuzzy verifiers, L

¢ End-to-end mutual authentication

Hash

o Overcoming the flaws of [120]
Amin et al. | 2018 Hash AVISPA,
[120] e Minimising the transmission distance BAN-Logic

e Saving more power consumption

e Session key negotiation protocol
Masud et al. | 2021 Hash AVISPA
[134]

e Preserving the anonymity of users

e Permitting the registered and verified
users to access the medical networks
through secure sessions
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Table 3.3: Summary of UAS with 3FA

Scheme Year Method Goals Tools
Lietal. [112] | 2016 Symmetric Encryp- AVISPA,
tion, Hash, Bio Overcoming the flaws in[104] BAN-Logic
Hash
A new wrong password detection
mechanism
Das et al. | 2017 Symmetric Encryp- AVISPA,
[113] tion, Hash, Bio Overcoming the flaws in [104, 112] BAN-Logic
Hash
Enhancing the security of [112]
Ever et al. | 2018 ECC, Symmetric AVISPA,
[123] Encryption, Hash Protecting healthcare infrastructures ROM
Minimizing overheads
Challa et al. | 2018 ECC, Hash, Bio AVISPA,
[116] Hash Overcoming the flaws found in [115] BAN-Logic,
ROR
Adopting a low bio-hash function
Providing a lightweight three factor
authentication
Wazid et al. | 2018 Hash, Bio Hash ROR
[124] Using the could in the authentication
Reducing the overheads by adopting
cloud
Providing essential management pro-
cess for secret keys establishment
Mao et al. | 2018 ECC, Hash, Fuzzy ROM, ROR
[114] verifier Overcoming the flaws found in [111]
Introducing the fuzzy verifier to pre-
vent offline guessing attacks
Secure local login
Secure biometric template
Ali et al | 2018 Symmetric encryp- AVISPA,
[122] tion, Hash BAN-Logic

Overcoming the flaws found in [120]
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Table 3.3: Summary of UAS with 3FA (Continued)

Scheme Year Method Goals Tools
Liu et al. | 2019 Hash, fuzzy extrac- AVISPA,
[127] tor « Providing a lightweight scheme BAN-Logic
¢ Dynamicity and randomness based
approaches
¢ Dynamic secure passwords
e Continuously updated pseudo identi-
ties
Sharma et al. | 2019 Hash AVISPA
[125] - . .
e Providing a lightweight scheme
¢ Adopting mobiles in the authentica-
tion process
Soni et al. | 2019 ECC, Hash AVISPA,
[117] « Overcoming the flaws found in [116] | D -1o8ic
e New secure mechanism for developing
a three-factor authentication
e Providing support for revocation and
re-registration of users
Aghili et al. | 2019 Hash Proverif
[128] o Overcoming the flaws found in [150]
e Providing access control liability for
users
¢ Considering ownership transfer possi-
bility
Shuai et al. | 2019 Hash BAN-Logic
[131] e Providing protection against forward
secrecy and desynchronisation
o Providing a low cost scheme
e Pseudo-identities to achive anonymity
Ali et al. | 2020 ECC, Hash AVISPA,
[118] BAN-Logic

Overcoming the found flaws in [116,
115)

Providing a suitable lightweight

scheme for WMSNs
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Table 3.3: Summary of UAS with 3FA (Continued)

Scheme Year Method Goals Tools
Xu et al. | 2020 Chebyshev, Hash BAN-Logic,
[119] ROM

e Securing the session establishement
using Rabin cryptosystem and chaotic

maps
o Overcoming the flaws found in [117]

o Reducing the costs in [117]

Alzahrani et | 2020 Symmetric Encryp- BAN-Logic,

al. [126] tion, Hash, Bio o Overcoming the flaws found in [125] ROM,
Hash Proverif

e Adopting a cloud based environment

Khalid et al. | 2021 ECC, Hash BAN-Logic

[135] o Adopting cloud environment

e Providing a scheme that supports

multi-server environments

¢ Protection against the well-known at-
tacks

Shadi Nash- | 2021 Symmetric Encryp- BAN-Logic

wan [149] tion, Hash e Providing simultaneous anonymity

e Providing perfect forward secrecy ser-

vices

Node authentication schemes (NAS)

In this category, the user does not play a central role; instead, the primary participants are
gateway nodes and sensor nodes. Mutual authentication occurs between various pairs of enti-
ties, including gateway-gateway, gateway-sensor, sensor-gateway, and sensor-sensor, depending
on the architecture’s number of hops. Communication among these participants is considered
insecure, leaving them vulnerable to various attacks. This classification may encompass different
types of sensor nodes and gateways, with sensors also being able to authenticate with each other.
For instance, authentication may be required between controller sensor nodes (super-nodes that
facilitate communication with various types of WBAN implants/wearables and collect or re-
ceive data from them) and sensor nodes (the implantable or wearable WBAN devices). Below,
we provide descriptions of the surveyed schemes falling within this classification.

Table3.4 presents the main goals of each NAS scheme and the crypto-primitives that were

used in its design.
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Table 3.4: Summary of the studied NAS

Scheme Year Method Goals Tools
Ibrahim et | 2016 Hash BAN-Logic
al. [139]

¢ Two-tier WBAN authentication

e Providing a lightweight scheme

Li et al. [140] | 2017 Hash AVISPA,

o Providing a lightweight scheme BAN:-Logic

e Preserving node anonymity

Koya & | 2018 Hash AVISPA,
Deepthi o Overcoming the flaws found in [140] BAN-Logic
[148]
o Using physiological signals to provide
extra security features
Xu et al | 2019 Hash Proverif
[145] o Saving the resources in WBAN
e Two-hop centralised architecture
o Providing a lightweight scheme
Kompara et | 2019 Hash AVISPA,
al. [143] o Overcoming the flaws found in [140] BAN-Logic,
Scyther
e Providing nodes anonymity and un-
traceability
e Providing a lows cost scheme
Gupta et al. | 2020 Hash AVISPA,
[142] o Overcoming the flaws found in [140] BAN-Logic,
ROR
o Providing a lightweight scheme
Kumar and | 2020 ECC ROM
Chand [146] e Adopting the cloud environment to fa-
cilitate the storage and computation
Rehman et | 2020 Hash AVISPA,
al. [144] BAN-Logic

o Overcoming the flaws in [143]

o Protecting against base station com-
promise attack and sensor node im-

personation attack

o Providing a low cost scheme
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Table 3.4: Summary of the studied NAS (Continued)

Scheme Year Method Goals Tools
Almuhaideb | 2020 Hash BAN-Logic
& Alqudahi ¢ Providing nodes anonymity
[141]
o Key management, and size
Wan et al. | 2021 ECC, Hash BAN-Logic
[147] » Continuous authentication scheme
o Protecting against impersonation and
sensor node capture attacks
o Using physiological signals that are
hard to imitate
Rehman et | 2021 Hash AVISPA,
al. [151] BAN-Logic

o Improving the previous work[144]

e Combining physiological signs and
lightweight cryptographic primitives
for extra protection

3.4.2 Security and privacy comparison

Each of the discussed literature schemes has successfully met privacy requirements and
mitigated various attacks. However, they may fall short in certain aspects. Below, we outline
several studied schemes based on their privacy and security requirements. Additionally, we
provide a comparison between the different schemes studied in this chapter according to different
security requirements and attacks.

Table 3.5 presents various attacks and identified failures in the surveyed schemes. These
attacks were identified by other researchers who proposed improvements or new schemes (see
the "Ref." column). A blank cell in the "Ref." column indicates that no work has identified
flaws in that particular scheme. Notably, none of the schemes succeeded in ensuring or proving
all security and privacy requirements. Below, we discuss the observed results, their underlying

reasons, and offer important recommendations.

o Several surveyed schemes fail to preserve anonymity and compromise process integrity,
as evidenced by [143, 148, 125, 134]. To address this, it’s crucial to: 1) Avoid passing IDs
in plaintext over insecure channels, 2) Utilize the collision-resistant property of one-way
hash functions for ID transmission when necessary (e.g., as demonstrated in [131]), 3)

Employ pseudo-random IDs for authentication.
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« A notable presence of replay attacks is observed in schemes such as [143, 113]. Counter-

measures for this attack include using random numbers and timestamps.

o Many surveyed schemes are vulnerable to impersonation attacks, where adversaries can
impersonate communication parties (nodes, users, gateways). Causes for this vulnerabil-
ity include: - Theft of secret user information and node identity, emphasizing the need
for anonymous communication parties. - Replay attacks enabling adversaries to replay
communications between parties undetected, leading to false assumptions about direct

communication.

Countermeasures include: - Continued use of access control lists (ACLs) focusing on MAC
addresses. - Generation of bio-keys to mitigate IoT sensor node impersonation attacks
[151, 144, 147]. - Authentication factor combinations like passwords, smart cards, and
biometrics [126, 116]. - Adoption of techniques to protect against replay attacks and

preserve anonymity.

» Some schemes are susceptible to node capture attacks, as seen in [113, 148]. This vulner-
ability arises from compromised cryptographic keys exposed by adversaries. Mitigations
include regular updates of keys used for securing communication in WMSNs, detection

mechanisms for cloned nodes, and detection of compromised keys.

« Notably, the table indicates the prevalence of guessing attacks, particularly on the node
side, where adversaries attempt to recover critical data. To mitigate such attacks, robust

security mechanisms are essential.
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Table 3.5: Security analysis of the surveyed schemes

Scheme Class FA FT Al A2 A3 A4 A5 A6 A7 A8 A9 Al10 All A12 AI13 Ref
Thrahim et al. [139] NAS 1 ¥ ¥ Y - Y N Y N Y - - - N [148]
Li ot al. [140] NAS 2 N Y N - N Y N N N N - Y Y [14204]
Koya & Deepthi [143] NAS 2 N N N - Y Y N Y N N - - Y (143145
Xu ot al. [145] NAS I N - N - N Y N N N N - - N (159 [4]]
Kompara et al. [143] NAS 3 N Y N - Y - Y N N - - - - [142] [144]
Gupta et al. [142] NAS 3 Y Y Y - Y - Y Y Y N - Y - [141]
Kumar and Chand [146] NAS 1 Y N N - N - - Y - - - - Y [153]
Rehman et al. [144] NAS 2 Y Y Y - Y N Y Y - - - - - [151]
Almuhaideb et al. [141] NAS 1 Y Y - - - - Y Y - Y - - -

Wan et al. [147] NAS 1 Y Y - - Y - Y Y Y - - -

Rehman et al. [151] NAS 2 Y Y Y - Y Y Y Y - - - - -

He et al. [104] UAS 2 1 Y - - - N - - N N N Y Y Y [112[105]
Li et al. [112] UAS 3 2 N - - N N - Y N N Y Y N ¥ [113]
Wu et al. [105] UAS 2 1 Y - - N N Y - N Y N N Y - 110
Wazid et al. [111] UAS 2 1 Y Y Y Y N - Y N Y N Y Y Y 114
Das et al. [113] UAS 3 2 Y N - N N N N N - N Y Y Y [154]
Liu and Chung [115] UAS 2 N - - - N - Y N - N N N Y [116]
Srinivas et al. [110] UAS 2 1 Y N - Y N - Y ¥ N Y Y Y N [123]
Jiang et al. [121] UAS 2 Y Y Y N Y Y Y Y - - Y N - [155]
Ever et al. [123] UAS 2 2 Y Y - - Y - Y Y Y Y Y Y Y

Amin et al. [120] UAS 2 2 N Y Y N Y N Y Y - Y N N N [150 [12]]
Challa ot al. [116] UAS 3 3 N N - Y N - Y Y N N Y Y - (17
Wazid et al. [124] UAS 3 1 Y - Y Y Y - Y Y - Y - Y -

Mao ot al. [114] UAS 3 2 Y Y Y Y Y - Y - N Y Y N ¥ [127]
Ali et al. [122] UAS 3 2 Y N Y - - N Y Y Y N Y N - [157]
Liu ot al. [127] UAS 3 2 Y - Y - - - Y Y Y Y Y Y -

Sharma et al. [125] UAS 3 1 N Y Y ¥ N - Y N - N N Y ¥ [126]
Soni et al. [117] UAS 3 2 Y N Y Y Y - Y Y N Y Y Y - [119]
Aghili ot al. [128] UAS 3 1 Y N Y Y - N Y N - Y Y Y - 158
Shuai et al. [131] UAS 3 1 Y Y - - - Y Y Y - N ¥ N ¥ 157
Xu et al. [119] UAS 3 2 Y Y - - Y Y Y - Y Y - ¥ -

Alzahrani et al. [126] UAS 3 3 Y Yy Y - Y - Y Y - Y Y Y Y

Ali et al. [118] UAS 3 2 Y - - Y Y - Y Y - Y Y Y -

Masud ot al. [134] UAS 2 1 N Y Y Y Y N Y N - N - N - [159]
Khalid et al. [135] UAS 3 1 Y Y - - Y - Y Y - Y Y Y Y

Shadi Nashwan [149] UAS 3 1 Y Y Y - Y Y Y Y - Y Y - Y

FA: Authentication factors, 2/3 FT: Number of security verification techniques used

A1l: Achieve anonymity of communication parties, A2: Achieve perfect forward secrecy, A3: Achieve untraceability, A4: Resist DoS attack

Ab5: Resist MITM attack, A6: Resist desynchronization attack, A7: Resist replay attack, A8: Resist impersonation attack A9: Sensor node capture
A10: Resist guessing attacks, A11: Resist smart card/mobile stolen A12: Resist insider attack, A13: Resist stolen verifier attack
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In summary, insider, password guessing, replay, impersonation, node capture, and smart
card loss attacks are among the most common risks in authentication schemes identified in the

surveyed literature. Many of these attacks cannot be formally verified.

3.4.3 Performance comparison

This section provides an assessment of the performance of the analyzed schemes across four
key metrics: computational cost, communication cost, storage overhead, and energy consump-
tion.

Table 5.3 displays the cryptographic primitives utilized in the surveyed schemes, along with
their respective computational times and energy consumption, as observed in [1]. Additionally,

the lengths of various primitives and data are provided as follows:

L;p: Length of ID is 8 bytes.

L: Length of the hash function, symmetric key, the modulus operation result and the

nonce are 32 bytes.

Lpcc: Length of ECC point is 40 bytes.

Lrg: Length of timestamp is 4 bytes.

e Lggs: Length of session number is 4 bytes.

Table 3.6: Experimental results of cryptographic primitives in sensors

. . Computational Energy consump-
Operation Notation time (Second) tion (mJ)
Hash function (SHA-256) Ty 0.013 0.086
Symmetric decryption (AES-256) Ts 0.015 0.099
Scalar point multiplication (160 bits) Trcum 1.049 6.923
ECC Addition (160 bits) Teca 0.007 0.046
Bilinear pairing operation Thpair 8.142 53.74

Table 3.7 illustrates a theoretical comparison of the performance of the surveyed schemes.
The data presented in this table will serve as the basis for calculating various costs.

The costs comparison for the surveyed schemes using the metrics and simulations presented
in our paper [1] can be seen in Figures 3.3, 3.4, 3.5 and 3.6 .

Here, we present the calculated costs for various aspects of the studied schemes:

« Computational Cost: Figures 3.3 (a-b) depict the computational cost (in seconds) of
the studied schemes for both NAS and UAS classes on the sensor side. Notably, Rehman
et al’s scheme [151] requires only 0.026 seconds for NAS class, while Masud et al’s scheme
[134] requires the same for UAS class. These results demonstrate significantly lower com-
putational costs compared to other schemes. For instance, Wan et al’s scheme [147] takes
3.342 seconds for NAS, and Ali et al. [118] and Liu et Chang [115] schemes take 9.256

seconds and 8.181 seconds, respectively, for UAS class.
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Table 3.7: Theoretical evaluation of the surveyed schemes

Scheme Class Computational cost Communication cost Storage cost
Ibrahim et al. [139] NAS 6Ty 14L 2L+Lip

Li et al. [140] NAS 4Ty 2L p+16L+2L7g Lip+2L
Koya & Deepthi [148] NAS 3Ty 21L+3L7g Lip+2L

Xu et al. [145] NAS 6T 2L;p+14L+4 Lrg L;p+3L
Kompara et al. [143] NAS 4Ty 14L+2L7g 2L+L;p
Rehman et al. [144] NAS 4Ty 6L+1L7g 3L+L;p
Gupta et al. [142] NAS 8Ty 20L+5L7g L;p+4L
Kumar et al. [146] NAS STy+3TEcm 2Lgcc+2L+Lrg LID+2Lgcce
Almuhaideb & Alqudaihi [141] NAS 3Ty 10L+4Lrs+ 27p 3L;p+2L+Lggg
Wan et al. [147} NAS 15Ty +3Trcm 3Lpcc+4L+2Lrg 3L+Lgcc
Rehman et al. [151] NAS 2T 6L+1Lrg 3L+L;p

He et al. [104] UAS Ty+2 Tg 10L; p4+9L+5Lpg Lip+L

Li et al. [112] UAS 6Tr+2 Ty 10L;p+10L+7 Lrg Lip+L

Wu et al. [105] UAS 2Ts+4 Ty 7L;p+16L L;p+L

Das et al. [113] UAS TTy+2 Tg 11L;p+12L+6L7g Lip+L
Srinivas et al. [110] UAS 5Ty+2 TS 9L;p+18L+3Lyg L;p+2L
Jiang et al. [121] UAS Ty L;p+10L+2 Lpg Lip+2L
Wazid et al. [111} UAS 6TH+4TECM+]—TECA 2LE00+3L+3LTS 3L+LECC
Liu et Chung [115] UAS 3TH+1Tpair 2Lgcc+4L+ 3L;p+3Lrs 2Lgcc+L
Amin et al. [120] UAS TTH 2L;p+12L L;p+2L
Wazid et al. [124] UAS 15Ty 10L+3 Lpg 3L+LEgcc
Mao et al. [114] UAS 6Ty+2T oM 3Lpcc+8L+3 Lrg Lip+L+2Lgcco
Challa et al. [116] UAS 8Tx Lecc+6L+4 Lrg L;p+L
Ever et al. [123] UAS 2Ty +2Tg TL;p+8L Lip+L

Ali et al. [122] UAS 8Ty+Tg 14L+6L;p+3L7s 2L+L;ip
Soni et al. [117] UAS Ty 9L+2Lgcc+6 Lrg L;p+2L

Liu et al. [127] UAS Ty 13L+4 Lpg L;p+2L
Sharma et al. [125] UAS 14Ty L;p+16L+6 Lrg L;p+2L
Shuai et al. [131] UAS 8Ty 11L+Lrg 2L+L;p
Aghili et al. [128] UAS 5Ty 12L+4Lrg Lip+L

Xu et al. [119] UAS STH+2T chep 9L+2L7g Lip+L
Alzahrani et al. [126] UAS 13Ty+Tg L;p+16L+6 Lrg 2L+L;p

Ali et al. [118] UAS STu+Tpeir+TECM 4Lgpcc+2Lp+9L+Lrg Lip+2Lgcce
Masud et al. [134] UAS 2Ty 16L 3L+L:p
Khalid et al. [135] UAS ATy +2TEom 16L+4Lgcco 2L+ Lgcc
Shadi Nashwan [149] UAS 6T g 4Lrp + 17L 2L+Lrp
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Figure 3.3: Sensor computation cost of NAS and UAS

Communication Cost: Figure 3.4 (a-b) illustrates the communication cost of the studied
schemes for both NAS and UAS classes. Comparison in Figure 3.4a highlights Kumar and
Chand’s scheme [146] offering better performance in communication cost for NAS class.
Meanwhile, in Figure 3.4b, Wazid et al’s scheme [111] demonstrates the lowest overhead,
while Khalid et al. [135] show the highest for NAS.

NAS: Communicaton cost (Byte)

(b)
Figure 3.4: NAS and UAS Communication cost

Storage Cost: Figure 3.5 (a-b) displays the memory space required by the sensor in the
studied schemes for both UAS and NAS. Several schemes share the same storage cost,
such as [139, 143, 148, 140] requiring 72 Bytes for NAS, and [128, 116, 113, 123, 104, 112,
105, 119] requiring 40 Bytes for UAS. This efficient storage allocation is crucial for sensor
devices constrained by storage capacity.

Energy Consumption Cost: Figure 3.6 (a-b) shows the energy consumption in the
sensor node for the studied schemes. Energy consumption estimation is based on the
equation W =V x I xt, where W,V I, and t denote the consumption power in millijoules
(mJ), voltage in volts (V), current draw in active mode in milliamps (mA), and time in

seconds (s), respectively [160]. According to the WiSMote platform, the current draw is
2.2 mA, and the supply voltage is 3V.
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Figure 3.5: NAS and UAS storage cost

Comparison in Figure 3.6a reveals Wan et al’s [147] scheme consumes more energy than
others, with Rehman et al’s scheme [151] being the lowest (0.172mJ) in NAS class. Ad-
ditionally, comparison between UAS-schemes in Figure 3.6b indicates [118, 115, 114, 111,

119] require more energy consumption, while Masud et al’s scheme [134] requires less
(0.172mJ).
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Figure 3.6: UAS and NAS Energy cost

3.5 Conclusion

In this chapter, we conducted a survey and analysis of WBAN authentication schemes
recently proposed in the literature, aiming to enhance security in WBANs. Additionally, we
compared the studied schemes based on various criteria.

In the following chapters, we will introduce our proposed methods aimed at enhancing the
security and performance of WBANSs. These methods will take into account the advantages and

limitations observed in the related works we have reviewed.
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CHAPTER 4

QR-AKAF: Quantum resistant

framework for IoMT

Chapter Ouverview: This chapter introduces a novel security framework utilizing the well-known
post-quantum cryptographic (PQC) algorithm Kyber to ensure secure data communication.
Named QR-AKAF, this framework adopts a multi-constrained criteria approach, combining
various cryptographic primitives to establish shared keys, encrypt sensed data, and compute

session key values.

4.1 Introduction

In recent years, the emergence of post-quantum cryptography has marked a significant
advancement in the field, providing compelling solutions in contrast to older cryptosystems
like RSA, PBC, and ECC. Traditional algorithms, while effective in the past, are now facing
challenges from the rapid development of quantum computing, prompting the need for more
resilient solutions [161]. Post-quantum cryptography offers algorithms and protocols specifi-
cally designed to withstand attacks from powerful quantum computers, ensuring the enduring
security of encrypted data.

Post-quantum cryptography presents a more efficient alternative to traditional methods,
reducing computational and energy costs while maintaining strong security against quantum
threats [162]. As quantum computing advances, the importance of efficient cryptography grows,
enabling secure and energy-conscious encryption of sensitive data. These new systems offer
promising solutions for WBAN authentication, improving security efficiency and addressing
performance issues.

Kyber, distinguished as a finalist among post-quantum cryptosystems by the National In-
stitute of Standards and Technology (NIST) [163], emerges as a potential replacement for
traditional cryptosystems. This chapter aims to emphasize the significance of Kyber in this
context, particularly in our WBAN authentication framework. We utilize the robustness and
security of the Kyber post-quantum cryptosystem to enhance authentication within WBANSs.

Using kyber we have introduced a new authentication framework for WBAN-based health-

care systems in [164]. this framework will be introduced in detail in this chapter.
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4.2 MLWE-based scheme

The Learning with Errors (LWE) problem, originally proposed by Regev [165], serves as
a cornerstone lattice problem extensively employed in developing efficient lattice-based post-
quantum cryptographic schemes. Regev [165] introduced a novel approach that reduces complex
worst-case lattice problems like GAPSVP and SIVP to LWE problems, providing evidence that
solving LWE implies a quantum algorithm’s capability to solve GAPSVP and SIVP.

The LWE problem entails solving a linear system where an unknown vector with small
errors is introduced. While Gaussian elimination could easily solve this system in the absence
of errors, the presence of these unknown errors makes the problem challenging to resolve, as
discussed in [166]. Formally, LWE is defined as follows:

Given a secret vector s and a vector a, both randomly chosen from Z7, and an error e

sampled from a distribution D, we define the following problems:

4.2.1 Search LWE

Definition 4.2.1 (Search LWE) Given a collection of m samples, each in the form (a,<
a,s > +e) € Ly X Lq, the primary objective is to recover the secret vector s from these sample

sets.

4.2.2 Decisional LWE

Definition 4.2.2 (LWE) When provided with a set of m samples represented as (a,b) € Z; x
Ly, the task is to determine whether these samples conform to the format (a, < a,s > +e) or if

they are drawn from a uniform distribution across Zy X Z.

4.2.3 Module Learning with Error (MLWE)

Module Learning with Error (MLWE) centers around sampling a vector comprising k& poly-
nomials within R’; . This vector, termed a "module," has a rank of k. The challenge posed by
MLWE is similar to solving module lattice problems. The formal definition for MLWE is as
follows:

In the context of MLWE, a secret module element s € R’; and a module element a € R’;
are considered. The coefficients of each polynomial are uniformly and randomly chosen from Z,
within R,. Additionally, an error e € R, with coefficients drawn from a distribution denoted as

D is introduced. The ensuing problems are defined as follows:

Definition 4.2.3 (Search MLWE) Given a set of m samples, each in the form of (a,a - s+

e) € R’; x Ry, the primary goal is to retrieve the secret value s.

Definition 4.2.4 (Decisional MLWE) When provided with a set of m samples represented
as (a,b) € RZ x R,, the task is to determine whether all these samples adhere to the format

. . . . . k
(a,a-s+e) orif they are drawn from a uniform distribution across Ry x R,.
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Table 4.1: Comparison of Kyber, RSA, and ECC [171]

Encryption (ms) Decryption (ms)
RSA ECC RSA ECC Kyber

128-bit 1150 70 304 131 6
256-bit 1358 78 369 147 13

Security Level

4.3 Kyber PKC

Bos et al. introduced Kyber [167, 168] as a lattice-based Key Encapsulation Mechanism
(KEM). Kyber utilizes modular lattices due to their effective balance between security and
performance considerations. Its security is rooted in the hardness assumptions associated with
Module Learning with Errors (MLWE), making it resilient to quantum attacks. A distinguishing
characteristic of Kyber is its utilization of polynomial multiplication within a polynomial ring.

The key parameters defining Kyber’s characteristics include the degree of the polynomial
ring, denoted as n, a prime number ¢ establishing the fundamental ring structure, a positive
integer 17 employed in a binomial distribution, and an integer k£ where k-n signifies the dimension
relevant to the corresponding LWE problem [169, 170].

In this section, we explore the Kyber public-key encryption scheme (Kyber-PKE). Ky-
ber.PKE is defined by integers n, k, q, n1, 12, d,, and d,, where n remains fixed at 256 and
q at 3329. It consists of three algorithms: key generation (KeyGen), encryption (Enc), and
decryption (Dec).

« KeyGen(): Initially, Alice generates a random matrix of polynomials A € R¥**. Then,
she samples s € R’; and error e € R’; from B,,. Subsequently, she calculates the vector of

polynomials ¢t = As + e. Finally, the algorithm returns (pk = t, sk = s).

o Enc(m,pk): Bob generates the matrix A < gen(pk) € R’;Xk. Then, it samples r € RZ
from B,, and samples e; € R’; and e; € R, from B,,. After that, it calculates two vectors
u and v where u = ATr + e; and v = tTr 4 ey + Decomp,(m,1). Finally, it returns the

ciphertext ¢ = (¢1, ¢2) where ¢, = Comp,(u,d,) and ¢ = Comp,(v,d,).

» Dec(c,sk): Alice recalculates u := Decomp,(c1,d,) and v := Decomp,(cs,d,). Alice finds

the plaintext m by calculating = Comp,(v — s7u, 1)).

Table 4.1 represents a comparison of the encryption and decryption between Kyber and

ECC while ensuring the same level of security.

4.4 QR-AKAF: the proposed framework

The proposed framework comprises three primary phases: registration, upload, and login /authentication.

Additionally, the scheme includes five distinct types of authentication, each tailored to specific
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Table 4.2: Notations and their description.

Notation Description

cS Cloud server

TA Trusted authority

GW Gateway

U User

S Sensor node

A Adversary

SK, Secret key of x

MK Master Key of Trusted Authority
SK Session key

PK, Public key of x

TS, Time stamp n

A Adversary

I Two inputs concatenated
&5 Xor operator

h(.) One-Way hash function

Kyber.encpr, Kyber encryption with the public key of x
Kyber.decsk, Kyber decryption with the secret key of x

scenarios. In this section, we will detail the various phases of the proposed scheme and outline
the authentication processes for each scenario. Table 4.2 presents all the used notations in this

process.

4.4.1 System Architecture

This section outlines the system architecture adopted in our proposed framework. The
system consists of five distinct entities: trusted authority (T'A), cloud server (C'S), user (U),
gateway (GW), and sensor. In our framework, all patients (represented by sensors) are required
to register with the trusted authority (7'A). Similarly, users U register with T'A to obtain their
pre-shared values. Each patient maintains a personal health record securely stored on a cloud
service. Both cloud servers (C'S) and gateways (GW) are registered with T'A and are provided
with pairs of keys used for encrypting health data.

Our framework introduces five schemes tailored to different scenarios in medical environ-
ments divided into three different phases. Figure 4.1 illustrates the proposed system architec-

ture. The five authentication schemes are as follows:

« Upload phase (UP): In this phase, the trusted authority authenticates with the cloud

server to upload new users’ and patients’ information for future authentication.

« Online data access (OnDA): This scenario involves three entities: sensor, gateway, and
user. Users can access real-time data captured by sensors, typical in healthcare applica-

tions like Tele-monitoring.

« Offline data access (OfDA): Here, users can access stored medical data periodically
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captured by sensors and uploaded to the cloud. This scenario includes updating personal

health records and prescriptions, relevant for treatments and health record management.

» Periodic health records (PH R): Sensors periodically capture and send health data to

the cloud server, accessible by professionals (users) later on.

o Check up (CU): In this scenario, the patient can review new prescriptions and health
condition observations uploaded by doctors using gateways represented by mobile devices

and cloud servers.

TA

5 =)
' m
N Gateway l!elr

Patients with
Sensors

Ty

§ —
\% ;J‘
= P X

cs

1

Figure 4.1: The proposed Framework System architecture model

Registration Phase

During the registration phase, system setup parameters are generated via a secure trusted third
party known as the trusted authority (T'A) or the registration center. In this phase, a master
key (MK) is generated for use in registering the Cloud Server (C'S), Gateway (GW), User (U),
and Sensors (). Additionally, parameters for the post-quantum cryptographic system Kyber
are generated.

Four distinct registrations occur in this phase: Cloud Server (CS) registration, Gateway
(GW) registration, User (U) registration, and Sensor (.S) registration.

Cloud Server/Gateway Registration
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CS'GW T4

Request, 1S
Request registration ! Check TS;-1S,* < At

Get 75, Generates PKy;, SKy, R
Calculates:
Ry=h(R||MK)
RID = h(SK||Ry)
GWCS=h(RID | |RID )
GWCS for each GW is stored on CS
GWCS, RIDy, SKy, Ry, 1S,  St15;

. ”TA Stores all the cridentials”
Check 7§,-75, * < At h

Store { RIDy, SKy Ry, “PKy”, GWCS}

A 4

Figure 4.2: Cloud Server/Gateway registration

Both Cloud Server and Gateway follow the same registration steps. During this registration,
CS/GW transmits a registration request to T'A along with the current timestamp 7'S;. The

registration phase depicted in Figure 4.2 involves the following steps:

o Entity = transmits a registration request to T'A accompanied by the current timestamp
T5S;.

o Upon receiving the request, T'A verifies the freshness of T'S;. If valid, T A generates a
pair of keys (PK,, SK,) for entity z, along with a random number R. Subsequently,
TA calculates R, = h(R||MK) and RID, = h(SK.||R.;). Additionally, GWCS =
h(RIDgw||RIDcs) is calculated and stored on the cloud server for each new GW regis-
tration. Finally, T A sends SK,, RID,, GWCS, R,, and T'S; to entity x.

o Upon receiving the message, C'S verifies the freshness of T'Ss. If valid, z stores RID,,
SK,, R, in its memory, along with GWC'S stored on both GW and C'S.

e In the case of GW, an additional value PK¢g is sent from T'A to be stored on GW.

User Registration
During the user registration phase, user U registers with T'A. Figure 4.3 illustrates this

phase, with the following steps:

o U selects Urp and Upy, then calculates HUrp = h(U;p) and HUpw = h(Upw||HU;p).
U sends Urp, HU;p, HUpy, and T'S; to T'A.

o Upon receiving the request, T'A verifies the freshness of T'S;. If valid, it checks the
database for U;p. If Urp exists, the process stops; otherwise, T A calculates HI Dog =
h(HU;p||RID¢s), HIDgw = h(HU;p||RI Dgw ), and stores HUpy,, HUrp in C'S’s mem-
ory. TA then sends HIDgw, HID¢cs, SKy, PKgw, PKcg, and T'S2 to GW.
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Figure 4.3: User registration

TA

Check TS,;-TS; * < At

Check the data base for Uy, if
exists STOP if not:

Calculate:

HIDcs= h(HU||RID )

HID gy h(HUpp||RID )
Stores HUpy, HUyp, in the
cloud server memory

Gets TS,

o Upon receiving the message, U verifies the freshness of T'S,. If valid, U provides biometric
information, Bio Gen(bio) = (oy||7v), then calculates Rpyw = HUpw @& h(HU;pl|ov).
Finally, user U stores Rpw, oy, v, HIDgw, HIDcs, PKgw, PKcg in its smart card

SC.

Sensor Registration

The sensor registration phase is depicted in Figure 4.4, with the following steps:

« Sensor S selects Srp and generates R. Then, it calculates HS;p = (Sip||Rs). S sends

S[D, HS[D, RS, and T'S1 to TA.

Upon receiving the message from S, T'A verifies the freshness of T'S;. If valid, TA
checks the database for Syp. If it exists, the process stops; otherwise, it generates PKg,
SKg. Then, it calculates RS;p = h(HSp||MK), HScs = h(RSip||RID¢s), HScw =
h(RS;p||RIDgw), and stores Srp, RS;p, HScs, PKg in the cloud server memory and
PKg, HSgw in the gateway node memory. T'A sends RS;p, HI Dgw, HI D¢gs, Ssk, and
TSy back to the sensor.

Upon receiving the message, S verifies the freshness of T'S2. If valid, it stores Ssx , Sip,

RSip, HSaw, HScg in its memory.

Upload Phase (UP)

During the upload phase, a distinct authentication process occurs between T'A and C'S. When-

ever a patient (P) or a user (U) registers with T'A, T'A initiates authentication with C'S to

upload P’s medical inspection report/sensor data or new user information to C'S, as depicted

in Figure 4.5. The process unfolds as follows:
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Sensor Registration center
Picks S;p
Generates Rg
Calculates Check TS, -TS, * < At
HSip= (Spll Ry) S HSip Ry IS, Chek the data base for Sy, if exists
Get 18, > STOP if not:
Generate PKg, SKg
RS;p=h (HSp||MK)
Calculate:
HScs= h(RSp||RID ¢y
HSGy= h(RS;p ||IRID )
Stores Sip, RS;p, HS 5, PKy in the
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Store {SKs, Sip, RS, HS s HS ¢/ < Generate 18,

Figure 4.4: Sensor registration

o T A prepares the data for transmission. It generates R and obtains T'S;. These values are
used to calculate A = h(RIDcgl||R||Res||T'S1) and B = Kyber.encpg.o(A® R & TS)).
Subsequently, T'A sends A, B, and T'S; to C'S.

o Upon receiving the values, C'S verifies the freshness of T'S;. If valid, it calculates: C' =
Kyber.decsk.4(B), R = C & A& TS, and retrieves the stored value of RID¢g to
calculate: A" = h(RID¢s||R'||Res||T'S1). CS checks if A = A’; if yes, it generates M and
obtains T'Sy. It then calculates: D = h(Rcg||M||T5:||A’) and E = R & M & TS,. CS
sends the values D, E, and T'S; to T'A.

o Upon receiving the values from C'S, T'A verifies the freshness of T'Ss. If valid, it cal-
culates M/ = R® E & TSy and D' = (Reg||M'||TS2||A). It then checks if D = D’;
if yes, TA generates L and calculates: the session key SK = h(L||TS3||A||D") and
F = Kyber.encpk.s(L & T'Ss). Finally, T A sends the values ' and T'S3 to C'S.

o Upon receiving the values, C'S verifies the freshness of T'S3. If valid, it calculates: L' =
Kyber.decsg .o (F) @ T'Ss. Then, it sets the session key SK = h(L'||T'S5||A'|| D).

Upon completion of the above steps, T'A begins uploading the new information to C'S.

Authentication Phase

In this phase, we identify four types of authentication processes: Auth 1 - Offline data
access (for accessing stored health records), Auth 2 - Periodic health records, Auth 3 - Real-
time data access, and Auth 4 - Check-up phase. Each of these authentication types involves

distinct steps where entities authenticate each other mutually. Auth 1 - Accessing Stored
Health Records (OfDA)
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TA cs
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Figure 4.5: UP authentication process

During this authentication, user U must authenticate themselves to access a patient’s stored
health information on the cloud server C'S. The process involves three entities: user (U), gateway
(GW), and cloud server (C'S), with each pair of entities mutually authenticating. The steps

involved are as follows:

o U inserts their smart card SC and inputs U, and Upy, into a terminal to print their
bio. The bio is generated using the formula Gen(bio') = (oy||7(;). oy and 7y are ob-
tained from SC to compute bio = (oy||my). If bio’ = bio, the following steps are per-
formed: HU;, = h(Urp), HUpyw = MUpw ||HUjp), and Rpy, = HUpy @h(HU plloy,). I

"o = Rpw, T'Sy is generated. Then, the values A = h(Upy ||HUp||HIDaw||T'S1), B =
h(HU[p||TS1), C1 = Kyber.encpk,, (B®&(Hp||T'S1)), and C2 = Kyber.encpr,,(HIDcs®
(HIDgw||TS1)) are calculated. Finally, U sends A, B, C1, and C2 to GIV.

» Upon receiving the message, GW computes Z = Kyber.decsxaw (C1)® B to obtain HU},
and 7'Sy. If T'S; is valid, HIDy, = h(HU/p||RIDgw) and B = h(HU[, ® T'S,) are
calculated. If B = B, T'S; is generated, and C3 = Kyber.encpg .o (HU]L||GWCS||TS2)
and C4 = h(HU/||GWCS||TS2) are computed. GW then forwards C2, C3, C4, and A
to C'S.

« Upon receiving the values, C'S computes M = Kyber.decsk,, to obtain HU},, GWCS,
and T'Sy. If T'Sy is valid, Y = Kyber.decsk,.,(C2)@® HIDg.g is computed. The correspond-
ing HUJ}, and HUp,, are retrieved from the database using HU}, and GWC'S. Then,
HIDpg = h(HUJL||RIDes), A = h(Upw||HU/L|Y), and C4 = h(HU}L||GW CS||T'S,)
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are calculated. If C'4 = C4', T'S5 is generated, and Cb = Kyber.encpk,,, (HID¢g & T'Ss)
is computed. C'S then calculates C6 = h(HU/}||GW CS||T'S;) and establishes its session
key SK = h(HU}L||HID gy ||HIDgg||TS3), sending C5, C6, and T'S3 to GW.

Upon receiving the values, GW checks the freshness of T'S; and computes HID/.¢ =
Kuyber.decsk,,, (C5) & T'Sy and C6' = h(HU}p||GWCS||T'Ss). Then, it checks if C6" =
C6. If yes, T'S, is generated, C7 = h(C6'||HIDyy,) is calculated, and SK = h(HU},,
||HIDgy ||HID!g||T'Ss) is established. Finally, GW sends C6, C7, T'S3, and T'S4 to U.

Upon receiving the values, U checks if T'Sy is valid. If yes, C6" = (HUjp||HIDew||T'Ss)
is computed, and if C6” = C6, C7 = h(C6"||HIDgw) is calculated. If C7" = C7, the
session key SK = h(HU|p||HIDaw||HIDcs||T'S;) is set.

User
Inputs UID’, UPW’
Prints Bio
Gen(bio’)— (o,;||t;,)
Recover oy; t; from SC and get
bio (o,[r)
Check if bio’
Calculate
HUypy' h(Up)
HUpy' hUpy'|| HU,)
Rpy'= HUpy'® h(HUp'|| 01/)
Check if Rpp=Rpy “if yes”
Generate TS,
A= h(Upy'|| HU || HIDGyy || 1S,)
B=h(HID;p® 1S))
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Check if ;7 C,"if yes”

C, Cy 4B

C,C, 1S5, 18,

Set sk as the session key
SK= h(HUyp'l| HIDGyl| HID(s||1S3)

Auth 2- Periodic health records PHR During this authentication, S needs to au-
thenticate itself and prove its legitimacy to send and store the patient’s current health data

on C'S. This process involves three entities: C'S,GW, and S. Each pair of entities mutually

Gateway

Z=Kyber.decg,(C)) @B
Getting HU,,” and TS, From Z
Check TS;-TS; * < At
Calculates

HIDgy'~ h(HU,y"||RIDgy)
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Check if Cy'= Cy “ifyes”

Calculates

Generate timestamp TS,

C, W(C,l| HIDgy)

SK= h(HUppy || HID gy’ || HIDcs™ || 153)

Figure 4.6: OfDA authentication

authenticate. Fig. 4.7 presents this phase, with the following steps:
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o S generates the timestamp TSy then calculates: C1 = h(HSgw ||T'S1), C2 = h(HScs||TS1), C3 =
h(HSaw) ® TSy, and C4 = h(T'Sy) ® Srp. S then sends these values to GW: C1, C2,
C3, and C4.

« Upon receipt of the values, GW calculates T'S; = h(HSgw @ C3) then checks if T'S;
holds. If yes, it calculates C'1' = h(HSqw||TS1), checks if C1" = C1, and computes
Sip = h(TSy) ® C4. Then, it generates T'Sy and calculates C5 = h(GWCS||TS,) and
C6 = Kyber.encpg.s((Sipl||TS2) & C5). GW then sends C2, C4, C5, and C6 to CS.

« Upon receiving the values from GW, CS calculates C6' = Kyber.decgr .4(C6) and
X = C6' @ C5. CS extracts S7p and T'Sy from X and checks if TSy holds. If yes,
it retrieves S7, from its database and obtains the corresponding HS{g, RS7p, and
GWCS. After retrieval, C'S calculates C5' = (GWCS||TS2), h(T'Sy) = C4 & S}y, and
C2 = h(HScs||h(TS1)). It checks if C2' = C2 and C5 = C5. If yes, it generates T'S;
and calculates C8 = h(RS}p||GWCS||TSs), C9 = Kyber.encpgaw (RSTp||TSs), and
C10 = h(C8||T'S;). Finally, it establishes SK = h(C5||C10||T'S;) and sends the values
C9 and C10 to GW.

» Upon receiving the message, GW calculates Y = Kyber.decsk,,, (C9) and obtains T'S;
from Y. It checks if TS5 holds, then calculates C8 = h(Y||GWCS||Rew)||T'Ss), C10" =
h(C8'||TS3), and R = C1 @ T'S;. If C10" = C10, it generates T'S; and sets SK as
SK = h(CY||C10'||T'S3). GW sends C5, C10, R, T'Sy back to S.

o Upon receiving the values, S checks if T'S; holds. If yes, it calculates T'S3 = C1 & R,
C8" = h(RSip||C5||TS3), and C10” = h(C8"||T'S3). Then, it checks if C10" = C10/, if
yes, the session key SK is generated as SK = h(C5||C10"||T'Ss).

Auth 3- Online data access (accessing current health status) OnDA During this
authentication, U is required to authenticate themselves and establish their legitimacy to access
the patient’s current health data from the monitoring sensors (.5). This process involves three
entities: U, GW, and S. Each pair of entities is required to mutually authenticate. Fig. 4.8
illustrates this phase, with the following steps:

o U inserts their SC and utilizes a terminal to input their Ujp, Upy,, and prints their

bio. Subsequently, the bio is regenerated using the formula Gen(bio') = (v,||7).
and 7y are retrieved from SC' to compute bio = (yy||ry). Verification is conducted
to ascertain if bio' = bio. If affirmative, the following computations occur: HUj, =

hUrp), HUpy = h(Upw!||HUp), Rpyw = HUpy @ h(HUjp||y). Then, a validation
is performed to check if Rpy = Rpw. If positive, the following are calculated: A =
h(HIDgw||TSy), C1 = Kyber.encpg,, (A @ (TS1||HU;p)), C2 = h(HUp||T'S1]157p),
and C3 = Kyber.encpi,(HU;p||T'Sy). U transmits A, C'1, C2, and C3 to GW.

« Upon reception, GW computes X = Kyber.decsk,,, (C1) & A, subsequently retrieving
HU}p, and T'S; from X. A validation is conducted to verify if 7'S; holds. If affirma-
tive, HIDgyy, = h(HU[p||RIDgw) is computed, followed by A" = h(HIDgy||TS:).
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Figure 4.7: PHR authentication

A check is performed to verify if A = A. If positive, T'Sy is generated, and C4 =
h(HScw||HUp||TS1||TS2) and C5 = h(HU/,||T'Sy) @ TSy are calculated. GW then

sends C2,C3,C4,C5 to CS.

« Upon reception of the values, S computes Y = Kyber.decsi,(C3) to extract T'S;. A
validation is performed to check if T'Sy holds. If affirmative, Z = h(Y'||S;p) is computed
and validated against C2. Upon confirmation, HUj, is retrieved from Y, and C4 =
h(HSaw||Y||T'Ss) is calculated. A validation is performed to ensure C4" = C'4. If positive,
TS5 is generated, and the following calculations occur: C5 = h(h(HSaw)||TS3||HU;p),
C6 = C20TS3dHSqw, and C7 = h(C4 &C5). Subsequently, SK = h(C5||Cr||Cy||T'Ss)
is established, and C'6 and C'7 are transmitted to GW'.

o Upon reception, GW calculates T'S3 = C2 & C6 & HSgw. A validation is performed to
ensure TS5 holds. If affirmative, C5 = h(h(HSew)||TS3||HU}p) and CT' = h(C4 & CY)
are computed. Subsequently, GW checks if C7" = C7. If positive, T'S, is generated, and
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Figure 4.8: OnDA authentication

the following calculations occur: C8 = H(HSGy, ||C5) & TS; and W =T S3 & C9® T'S,y.
At this stage, GIW establishes SK = h(CL||C%||Cy||T'SC3) and transmits C4,C8,C9, W
and T'Sy to S.

o Upon reception, S checks if T'S; holds. If affirmative, T'S3 = W & C9 @ T'S,, C9 =
W @ TSs & TSy, M = h(HU;p||S)pl|HIDgw||TSs), C5" = h(M||TSs||HU;p), and
C9Y = h(HIDgwl||C5") & TSs. Subsequently, S checks if C9" = C9. If affirmative, a
session key SK is generated, where SK = h(CH"||C7"||C4||TS3).

Auth 4- Check up CP During this authentication, the patient utilizes their mobile device,
denoted as GW, to access the C'S for checking prescriptions and health observations uploaded
by doctors and specialists. This process involves two entities: GW, and C'S. Fig. 4.8 illustrates
this phase, with the following steps:
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o GW generates a random number R and obtains the timestamp 7'S;. Then, it computes:
A = h(GWCS||R||TS1) and B = Kyber.encpg.o((GWCS||R) @ TS1). Subsequently,
GW transmits A, B,T'S; to CS.

o Upon receiving the values from GW, CS verifies the freshness of T'S;. If affirmative, it
computes: C' = Kyber.decsk,o(B) and D = C@TS,. Then, R and GWCS are extracted
from D, and GWC'S is checked in the database. Following this, A" = h(GWCS||R||T'S})
is computed and validated against A. If affirmative, M and T'S, are generated. Finally,
D = h(GWCS||M||TSs||A") and E = R® M & TS, are calculated, and D, E, and T'S,
are sent to GW.

o Upon receipt, GW verifies the freshness of T'S,. If affirmative, it computes M’ = R &
E®TS2 and D' = h(GWCS||M'||TS,||A). Then, it checks D' = D. If affirmative, L
and T'Ss are generated. At this stage, GW computes F' = Kyber.encpg.o(L & TSs),
SK = h(L||TSs3||A||D’), and transmits F' and T'S5 to C'S.

Gw s

Generates R Get TS,

Calculate

A=h(GWCS||R || 1S;) A, B, TS,

B= Kyber.enc pges (GWCS || R) @ 1S,) > Check TS, -TS, * < AL,
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D=C @15,
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. Generate M and 1S,
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Figure 4.9: Check up authentication

o Finally, upon receiving the values, C'S verifies the freshness of T'S3 and computes L' =
Kyber.decsk o (F) @ TSs. Finally, C'S establishes a session key SK = h(L'||T'Ss||A’||D).

4.5 Conclusion

In this chapter, we introduced a thorough authentication framework "Securing Cloud-

based Healthcare Applications With A Quantum-Resistant Authentication And Key Agreement
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Framework: QR-AKAF" designed specifically for WBAN-based IoMT. Our framework QR-
AKAF encompasses five distinct authentication scenarios, spanning from initial registration
to real-time authentication during deployment. Leveraging the robustness of PQC algorithms,
particularly the Kyber algorithms, our framework ensures secure authentication processes across
various [oMT operations.

Each authentication scenario within our framework is meticulously crafted to seamlessly
integrate with [oMT devices while upholding stringent security standards. From the secure on
boarding of users and devices during registration to the dynamic authentication processes during
data access and transmission, our framework provides robust safeguards against unauthorized
access and malicious activities.

The deployment of our authentication framework represents a significant advancement in
securing WBAN-based IoMT systems, instilling confidence in healthcare providers and patients
regarding the integrity and confidentiality of their medical data. However, while the theoretical
underpinnings of our framework are robust, its real-world efficacy and performance metrics
remain to be rigorously evaluated.

In the subsequent chapter, we will delve into a comprehensive analysis of the security and
performance aspects of our authentication framework. Through empirical testing and simula-
tion, we aim to assess the resilience of the framework against various security threats and evalu-
ate its computational efficiency in real-world deployment scenarios. By scrutinizing these critical
aspects, we endeavor to provide valuable insights into the practical viability and effectiveness

of our proposed authentication framework in safeguarding WBAN-based [oMT systems.

70



CHAPTER 5:

Evaluation and discussion



CHAPTER 5

Evaluation and discussion

Chapter Overview:: This chapter introduces all the results that prove the efficacity of our frame-
work, through extensive testing on an ST B-L475E-IOTO01A device, our proposed framework
demonstrates commendable performance in terms of energy consumption, and computation

time. Moreover, QR-AKAF ensures a high level of security.

5.1 Introduction

The advent of cloud-based healthcare applications has revolutionized the medical landscape,
offering unprecedented opportunities for remote patient monitoring, diagnostics, and person-
alized treatment. However, with the vast amounts of sensitive medical data being transmitted
and stored in the cloud, ensuring robust security while maintaining computational efficiency
remains a paramount concern.

In response to this challenge, this chapter presents an in-depth exploration of QR-AKAF,
an innovative framework meticulously crafted to address the unique security and efficiency
requirements of cloud-based healthcare applications. At the core of QR-AKAF lies Kyber, a
cutting-edge PQC algorithm renowned for its resource-efficient properties, effectively minimiz-
ing computational overhead without compromising on security.

Unlike conventional approaches that rely heavily on computationally expensive PBC and
ECC functions, QR-AKAF harnesses the power of Kyber to optimize both computational and
energy efficiency. Through meticulous formal verification using the AVISPA tool and compre-
hensive informal security analysis, we rigorously validate the security robustness of our frame-
work, demonstrating its efficacy in mitigating a wide range of cyber threats prevalent in the
[oMT domain.

Moreover, our study includes a comparative analysis with existing frameworks, showcasing
the clear superiority of QR-AKAF in terms of reduced computation and energy expenditure.
Furthermore, by significantly mitigating energy consumption at sensor nodes, our framework
contributes to extending the network lifetime, thereby enhancing the overall sustainability of
cloud-based healthcare systems.

In the subsequent sections, we delve into the intricate details of QR-AKAF, elucidating
its architecture, security mechanisms, performance evaluation, and comparative analysis with
existing solutions. Through this comprehensive examination, we aim to provide valuable insights
into the development of secure and efficient frameworks tailored for the evolving landscape of

cloud-based healthcare applications.
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5.2 Security analysis

5.2.1 Formal verification using AVISPA

In this section, we’ll provide an overview of the AVISPA verification tool, its selection

rationale for evaluating our framework, and the verification results obtained with AVISPA.

Verification tool

We chose AVISPA as our formal security verification tool due to its widespread accep-
tance and capability to assess security protocols effectively. AVISPA’s compatibility with the
High-Level Protocol Specification Language (HLPSL) simplifies protocol specification and ver-
ification. Our decision to opt for AVISPA is based on several key factors:

o It can detect passive attacks, including Man-In-The-Middle (MITM) and replay attacks.
o HLPSL is widely adopted across various back-ends.

« AVISPA provides four distinct back-ends: CL-ATSE (Constraint-Logic-based Attack Searcher),
SATMC (SAT-based Model Checker), OFMC (On-the-fly Model Checker), and TA4SP
(Tree Automata based on Automatic Approximations for the Analysis of Security Proto-

cols).

o AVISPA is recognized as a reliable tool for formally verifying cryptographic protocols in
various domains, including RFID and WSN [172].

Additionally, we utilize SPAN (Security Protocol Animator) as a simulator to animate
cryptographic security protocols specified in HLPSL and validated by AVISPA. SPAN extends
its functionality to simulate communication scenarios and potential attacks.

To validate the security of our framework using AVISPA, we follow these essential steps:

o We specify the proposed framework schemes using HLPSL, including defining roles, de-
scribing transmitted messages, specifying the intruder’s capabilities, laying out initial

assumptions, and defining the protocol goals.

o We input the HLPSL specification of our schemes into the AVISPA tool, which translates
the specification into an intermediate format (IF) to determine if the schemes are secure

or if they fail to meet their security objectives.

Specification of QR:AKAF

Every HLPSL and AVISPA specification comprises basic and composed roles. Basic roles
represent the actions of agents or communication entities, while composed roles instantiate the

basic roles into models and sessions.
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5.2. Security analysis

To avoid redundancy in the specifications, we outline the HLPSL pseudo-code structure for

the basic roles in the Periodic Health Records scheme. This scheme includes the Sensor (S),

Gateway (GW), and Cloud Server (CS) as primary roles.

The composed roles HLPSL pseudo-code within our framework, consisting of "session,"

"environment," and "goal," is depicted:

e The "session" role delineates the initial state of the protocol.

o The "environment" role showcases protocol sessions between various agents.

o In the "goal" role, we detail the security properties requiring verification.

The results obtained using AVISPA for our proposed framework schemes will be presented

in the following subsection.

role cloud_server (CS,S,GW: agent, H: hash_func,
PKCS,PKGW: public_key, Snd,Rcv:
channel(dy))
played_by CS
def=
local
State: nat,
SK,TS1,ID,TS3,TS2,RSID,GWCS,HSCS: text
init
State:=0
transition
1. State=0
/\Rcv(H(HSCS.H(TS1)).xor(H(TS1),ID).
H(GWCS.TS2).{xor((ID.TS2),H(RIDGW.TS2.RGW))}_PKCS)=|>
State':=1 /\TS3":=new()/\request(CS,GW,gw_cs_auth,TS2)
/\request(CS,S, s_cs_auth_hts1,H(TS1))
/\witness(CS,GW,cs_gw_auth,TS3')
/\ witness (CS,S, cs_s_auth, TS3')
/\ secret({TS3}, sec_TS3,{S,GW,CS})
/\ Snd({RSID.TS3'}_PKGW.H(H(RSID. GWCS.TS3)))
/\ SK':=xor(H(GWCS.TS2), xor(H(H(RSID. H(RIDGW.
TS2.RGW) .TS3")),TS3"))

end role

role sensor (S,GW,CS: agent, H: hash_func,
HSGW:text, HSCS: text, PKCS, PKGW:
public_key, Snd,Rcv: channel(dy))

played_by S
def=
local
State: nat,
SK,TS1,ID,TS3,TS2,RSID,GWCS: text,
TS4: message
init
State:=0
transition
1. State=0 /\ Rev(start)=|> State":=1 /\ TS1"=
/\ secret({ID},sec_sid,{S,GW,CS})
/\secret(H(TS1),sec_HTS1,{S,GW,CS})
/\ witness(S,CS, s_cs_auth_hts1,H(TS1')
/\ witness(S,GW, s_gw_auth,TS1') /\
Snd(H(HSGW.TS1).H(HSCS.H(TS1)).xor( H(HSGW),
TS1).xor(H(TS1),ID))
2. State= 1/\ Rev(H(GWCS.TS2).H(H(RSID.

H(RIDGW.TS2.RGW).TS3)).TS4)=|> State':=2 /\request(S,CS,

cs_s_auth, TS3) /\ SK":=xor(H(GWCS.TS2), xor(H(H (RSID.
H(RIDGW.TS2.RGW).TS3)),TS3))

end role

role gateway (GW,S,CS: agent, H: hash_func, HSGW: text,
PKCS,PKGW: public_key, Snd,Rcv: channel(dy))

played_by GW
def=

local

State: nat,

SK,TS1,ID,TS3,TS2,RSID,GWCS,HSCS: text,

TS4: message
init
State:=0
transition
1. State=0
/\ Rev(H(HSGW.TS1).H(HSCS.H(TS1)).xor(H(HSGW), TS1).x
(H(TS1),ID))=|> State":=1 /\ TS2":= new()
/\ request(GW,S,s_gw_auth,TS1)
/\ witness(GW,CS,gw_cs_auth,TS2)
/\ secret ({RIDGW}, sec_RIDGW, {GW,CS})
/\secret({TS2},sec_TS2,{GW,CS})
/\ Snd(H(HSCS.H(TS1)).xor(H(TS1),ID). H(GWCS.TS2).
{xor((ID.TS2), H(RIDGW.TS2.RGW))}_PKCS)
2. State=1
/\ Rev({RSID.TS3}_PKGW. H(H(RSID. GWCS.TS3)))=|>
State':=2
/\request(GW,CS, cs_gw_auth,TS3)
\Snd(H(GWCS.TS2).H(H(RSID.
H(RIDGW.TS2.RGW).TS3)).TS4)
/\SK':=xor(H(GWCS.TS2),
xor(H(H(RSID.H(RIDGW.TS2.RGW).TS3)) ,TS3))

end role

Figure 5.1: HLPSL specification pseudo-code for the basic roles in the PHR scheme

role session (S, GW, CS: agent, H: hash_func,
HSGW:text, HSCS: text, PKCS:
public_key, PKGW: public_key)
def=
local
Se,Re,Sg,Rg,Sf,Rf : channel(dy)
composition
sensor(S,GW,CS,H,HSGW,HSCS,PKCS,PKGW,Se,Re)
/\ gateway(S,GW,CS,H,HSGW,PKCS,PKGW, Sg,Rg)
/\ cloud_server(S,GW,CS,H,PKGW,PKCS,Rf,Sf)

end role

role environment()

def=

const
a,b,c: agent,
h : hash_func,
hsgw,hscs:text,
pkes,pkgw: public_key,
sec_sid, sec_TS1, sec_HTS1, sec_TS2,sec_TS3,
sec_RIDGW, s_gw_auth_sid,s_gw_auth,
s_cs_auth_hts1, s_cs_auth_sid,gw_cs_auth,
cs_s_auth,cs_gw_auth: protocol_id

intruder_knowledge = {a,b,c,h,pkcs,pkgw}

composition
session(a,b,c,h,hsgw,hscs,pkes,pkgw)
/\ session(a,b,c,h,hsgw,hscs,pkcs,pkgw)
/\ session(i,b,c,h,hsgw,hscs,pkcs,pkgw)
/\ session(a,i,c,h,hsgw,hscs,pkcs,pkgw)
/\ session(a,b,i,h,hsgw,hscs,pkcs,pkgw)

end role

goal
secrecy_of sec_sid % secrecy of sensor id
secrecy_of sec_TS1 % secrecy of TS1
secrecy_of sec_HTS1% secrecy of H(TS1)
secrecy_of sec_TS2 % secrecy of TS2
secrecy_of sec_RIDGW % secrecy of RIDGW
secrecy_of sec_TS3 % secrecy of TS3
authentication_on s_gw_auth
authentication_on s_cs_auth_hts1
authentication_on gw_cs_auth
authentication_on cs_gw_auth
authentication_on cs_s_auth

end goal

environment()

Figure 5.2: HLPSL specification pseudo-code for the composed roles in PHR scheme
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Verification results

The AVISPA simulation provided validation results for each of our proposed schemes,

employing the OFMC and CL-AtSe backends. The results are summarized in Figure 5.3, show-

casing the verification outcomes for each scheme.

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS
Analysed : 0 states
Reachable : 0 states
Translation: 0.00 seconds
Computation: 0.00 seconds

/home/span/span/testsuite/results/TA_CS.if

% OFMC
% Version of 2006/02/13
SUMMARY

SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS

PROTOCOL
/home/span/span/testsuite/results/TA_CS.if

GOAL
as_specified

BACKEND
OFMC

COMMENTS

STATISTICS
parseTime: 0.00s
searchTime: 0.00s
visitedNodes: 4 nodes
depth: 2 plies

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL
/home/span/span/testsuite/results/U_GW_CS.if

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS
Analysed : 584 states
Reachable : 64 states
Translation: 0.01 seconds
Computation: 0.00 seconds

% OFMC
% Version of 2006/02/13
SUMMARY

SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS

PROTOCOL
/home/span/span/testsuite/results/U_GW_CS.if

GOAL
as_specified

BACKEND
OFMC

COMMENTS

STATISTICS
parseTime: 0.00s
searchTime: 0.15s
visitedNodes: 81 nodes
depth: 4 plies

(a) Upload scheme

(b) Offline scheme

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS
Analysed :731 states
Reachable : 64 states
Translation: 0.00 seconds
Computation: 0.00 seconds

/home/span/span/testsuite/results/S_GW_CS.if

% OFMC
% Version of 2006/02/13
SUMMARY

SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS

PROTOCOL
/home/span/span/testsuite/results/S_GW_CS.if

GOAL
as_specified

BACKEND
OFMC

COMMENTS

STATISTICS
parseTime: 0.00s
searchTime: 0.02s
visitedNodes: 16 nodes
depth: 4 plies

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL
/home/span/span/testsuite/results/U_GW_S.if

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS
Analysed : 50 states
Reachable : 4 states
Translation: 0.04 seconds
Computation: 0.00 seconds

% OFMC
% Version of 2006/02/13
SUMMARY

SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS

PROTOCOL
/home/span/span/testsuite/results/U_GW_S.if

GOAL
as_specified

BACKEND
OFMC

COMMENTS

STATISTICS
parseTime: 0.00s
searchTime: 0.04s
visitedNodes: 16 nodes
depth: 4 plies

(c) Periodic health records scheme

(d) Online data access scheme

SUMMARY
SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS
Analysed : 0 states
Reachable : 0 states
Translation: 0.00 seconds
Computation: 0.00 seconds

/home/span/span/testsuite/results/GW_CS.if

% OFMC
% Version of 2006/02/13
SUMMARY

SAFE

DETAILS
BOUNDED_NUMBER_OF_SESSIONS

PROTOCOL
/home/span/span/testsuite/results/GW_CS.if

GOAL
as_specified

BACKEND
OFMC

COMMENTS

STATISTICS
parseTime: 0.00s
searchTime: 0.00s
visitedNodes: 4 nodes
depth: 2 plies

(e) Check-up CP scheme

Figure 5.3: CL-AtSe and OFMC results for the PHR scheme

The validation results from both backends indicate that all schemes are SAFE, thus meeting
the security objectives outlined for ensuring confidentiality, mutual authentication, and protec-

tion against MITM and replay attacks. This affirmation underscores the effectiveness of our
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proposed framework in achieving robust security measures.

5.2.2 Informal security analysis

The formal verification process has confirmed the safety of our framework schemes. How-
ever, it’s important to note that formal analysis alone may not be entirely conclusive in demon-
strating safety [173]. To ensure a comprehensive assessment, we conducted an informal security
analysis for each of the proposed schemes. Detailed results of the informal security analysis for

each scheme are provided below:

e Anonymity: Our framework ensures anonymity for both the user (U) and patient (5). In
schemes like Of DA and OnDA, the U;p is never transmitted as a clear message. Instead,
HUjp, representing the hash of Urp, is concatenated with a timestamp and other values,

then hashed or encrypted before transmission, thus protecting the anonymity of U.

e MITM attack: The proposed framework effectively prevents MITM attacks by never
sending shared secret values such as RID¢cg, HSqw, HScs, Sip, HUip, HI Day, and
HIDg¢g as clear messages. Instead, GW and C'S retrieve these values using their private
keys PKgw and PK g, making it difficult for an attacker (A) to intercept this information

from exchanged messages.

o Replay attack: Our framework mitigates replay attacks by ensuring that every message
changes in every session due to random values such as R, L, M, and timestamps. Even if
A manages to steal information and retransmit it, the framework’s timestamp validation

detects message reuse, effectively safeguarding against replay attacks.

o Untraceability: The proposed framework provides untraceability by generating exchanged
messages with fresh random values and timestamps in every session. This prevents A from

tracing messages back to the same user, thus protecting against traceability attacks.

o Data confidentiality: Our framework ensures data confidentiality by utilizing the post-
quantum Kyber algorithm for encryption/decryption and a one-way hash function in
various schemes. This prevents A from accessing data information during transmission

unless they have the specific private key and hash value of inputs, ensuring confidentiality.

o Authentication: The proposed protocol offers message authentication within the UP
context and other components like CP, OnDA, Of DA, and PHR. Message authentica-
tion is verified by conducting authenticity checks and validation processes for exchanged

messages, ensuring security at each phase of operation.

o Impersonation attack: Our framework defends against impersonation attacks by mak-
ing it practically impossible for A to impersonate a valid participant (T'A or CS). This
is achieved by encrypting essential values and utilizing mechanisms that require guessing

multiple values simultaneously, effectively thwarting impersonation attempts.

75



Q Fvaluation and discussion 5.8. Performance analysis

o Session key agreement: The proposed framework ensures the security of session keys,
as demonstrated in the UP phase. The execution of session keys relies on complex cal-
culations involving random numbers and timestamps, making it extremely difficult for A

to guess or calculate valid session keys.

e Node capture attack: Our framework protects against node capture attacks by pre-
venting A from calculating valid session keys even if they obtain secret values stored in
nodes (.5). Additionally, our framework defends against parallel session attacks by requir-
ing extensive knowledge of message components, effectively safeguarding against this type
of attack.

5.2.3 Comparison with related frameworks

Here, we juxtapose the security attributes of our framework with those of similar frame-
works: specifically, the works by Chen et al. [106], Chen et al. [107], Chiou et al. [108], Mohit
et al. [109], Chandrakar et al. [129], and Kumari et al. [130]. Our analysis reveals that our
framework demonstrates superior robustness compared to these counterparts. In the ensuing
table (5.1), a checkmark (v') denotes that the framework successfully thwarts the specified at-
tack, ensuring the preservation of the corresponding security attribute. Conversely, a cross (x)
indicates that the framework does not provide guaranteed protection against the mentioned

security threat, rendering it vulnerable to exploitation or compromise.

Table 5.1: Security and privacy comparison

Framework Al A2 A3 A4 A5 A6 AT A8 A9
Chen et al[106]. x v v x v x v x X
Chen et al.[107] x x v x v v Vv x x
Chiou et al.[108] x v v x v x x x X
Mohit et al.[109] x v v x v x x x X
Chandrakar et al.[129] v v v x v x Vv vV X
Kumari et al.[130] x v v v v v v v X
Ours A N A A A

Al: Anonymity, A2: Message Authentication, A3: Replay, A4: Untraceability
Ab5: Man in the middle , A6: Impersonation, A7: Session key security
A8: Offline guessing, A9: Online monitoring

5.3 Performance analysis

Theoretical appraisal

This section entails a comprehensive performance evaluation of the scrutinized frameworks,
focusing on two fundamental metrics: computational cost and energy consumption. Table 5.2
offers a theoretical appraisal and comparative analysis of performance across the various frame-
work schemes under examination. Subsequently, we leverage the data from this table to facilitate

cost calculations spanning different facets of the frameworks.
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Table 5.2: Comparative Analysis of Performance in the studied Frameworks

Framework Schemes Total calculation
cost
UP OnDA OfDA PHR CP
Chen et al.[106] TTs T Tsig + NA 2Tp + Tar + 7Ts + 3T + NA 5890, 8365 ~
3Ty 4 2Thy + 10T + 2Ty + 2Tp + Ty 5.95
2Tp Tsig
Chen et al.[107] Tsig + 3Ts + NA 8Ty + 4Ty + 8Ty + 4T + NA 10235.028mS ~
8Ty + 4Tp + ATp+4Tg+Tsg 4Tp + 4Tg 10.25
4Ty
Chiou et al.[108] Tgig + 6Tp + NA 10T, + 3Tp + 9Ty, + 2Tp + Tgiq + 9T + 10726.298m S ~
3Tp + 3Tg 2Ts + 2T, 2T + Tsq 2Tp + 2Tg 10.78
Mohit et al.[109] 12T + 3T + NA 9Ty +2Tg,y + 10Ty + 2Ts;q + 9Ty + 2Tg + 6930.562mS ~
Sig 2Tg 2Tg 2Ts G 6.95
Chandrakar et al.[129] 12Ty + 2Ts + NA 12Ty + 2T54g + 5Ts + 7Ty + 5Ty +2Ts+Tsig 6930.234mS ~
Tsig X 3Tsq 6.95
Kumari et al.[130] 13Ty + 5Ts + NA 15Ty + 8Tg + 18Ty + 8Ts + 7Ty + 8Tg 4960.664m S ~
Tsig 2Tg44 2Ts, 55
Ours 8Ty + 2T K enc + 17Ty + 17Ty + 17Ty + 9Ty + 2Tk ene + 98.864m S ~
2Tk dec 2Tk enc + ATk ene + 2Tk enc + 2Tk dec 0.18
2TK dec ATK dec 2Tk dec

Table 5.3: Experimental results of the Cryptographic Primitives

Crypto-operation Notation Calculation time ( mS) Energy consumed (m.J)
Sign and Verification Tsig 988.830 6.541

Hash operation (SHA 256) Ty 0.154 0.00102
Symmetric decryption/encryption (AES-128) Ts 0.288 0.019

Scalar point multiplication (Curve BN-P254) T 261.066 1.127

Bilinear pairing operation (Curve BN-P254) Tp 577.432 3.82

Kyber encryption Tkene 6.694 0.443

Kyber decryption Tk dec 0.672 0.0445

5.3.1 Experimental results

We utilized the RELIC Toolkit [174] for implementing both symmetric and asymmet-
ric cryptographic primitives. This toolkit is renowned for its lightweight implementation of
asymmetric cryptographic algorithms. Additionally, for integrating Kyber post-quantum cryp-
tography, we leveraged the pqm4 library, specifically tailored for ARM Cortex-M4 microcon-
trollers, encompassing implementations of post-quantum key encapsulation mechanism (KEM)
and signature schemes [175]. The experimental setup was conducted on the FIT IoT-LAB:
Open Experimental ToT Testbed [176], which offers a diverse array of low-power wireless nodes
and mobile robots for large-scale experimentation with wireless [oT technologies. Our imple-
mentation was executed on an ST B-L475E-IOT01A board, featuring a 64-Mbit Quad-SPI
(Macronix) Flash memory, an Arm Cortex-M4 core with 1 Mbyte of Flash memory, and 128
Kbytes of SRAM.

Table 5.3 presents a detailed breakdown of the cryptographic primitives employed in the
analyzed frameworks, accompanied by their respective computational times and energy con-

sumption observed during our implementation.

Computational cost

Figure 5.4 visually presents the computational costs (in mS) associated with the frame-
works examined. Upon initial examination of Figure 5.4, it is evident that our framework
demonstrates a significantly lower computational cost, approximately 98.9 mS. In comparison,

the computational time for the Chiou et al. [108] framework is substantially higher at 10726.3
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Table 5.4: Comparison the communication cost in bytes

Framework Schemes Total
communication
cost in Bytes
Uup OnDA OfDA PHR CP
Chen et al.[106] 102 NA 118 102 NA 322
Chen et al.[107] 242 NA 274 258 NA 944
Chiou et al.[108] 88 NA 264 200 265 817
Mohit et al.[109] 74 NA 224 218 148 664
Chandrakar et al.[129] 100 NA 662 140 278 1180
Kumari et al.[130] 66 NA 86 66 66 372
Ours 1684 1808 1808 1828 1684 8812

mS. Similarly, Chen et al. [107], Mohit et al. [109], Chandrakar et al. [129], Chen et al. [106],
and [130] frameworks exhibit computational times of 10235 mS, 6930.6 mS, 6930.2 mS, 5890.8
mS, and 4960.7 mS, respectively. It should be noted that this significant disparity in computa-
tional results is primarily attributed to the utilization of Kyber encryption, which outperforms
traditional PBC and ECC by a computation difference of 86 times and 39 times, respectively.

Consequently, Kyber proves to be a more suitable choice for IoT-based frameworks.

Frameworks Calculation Cost in Sec

Ours ‘ 0.098864

Kumari et al. 4.960664
Chandraka et al. 6.930234
Mohit et al. 6.930562
Chiou et al. 10.726298
Chen et al. 10.235028

Chen et al. 5.890836

Figure 5.4: Calculation cost evaluation

Communication cost

To compute the communication cost of the studied frameworks, we initially use the same

assumptions in [108, 109] and define the following assumptions:
o The output of kyber encryption is 800 bytes.
o Length of timestamp is 8 bytes.

Table 5.4 presents the detailed communication cost of the studied frameworks and Figure
5.5 present a comparative analysis of the total communication costs in bytes across the different

studied frameworks, with a focus on our proposed framework ("Ours").
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Communication cost in bytes
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Figure 5.5: Communication cost evaluation

The communication costs for various schemes are as follows: Chiou et al. [107] with 322
bytes, Chen et al. [106] with 944 bytes, Chiou et al. [108] with 817 bytes, Mohit et al. [109] with
664 bytes, Chandrakar et al. [129] with 1180 bytes, and Kumari et al. [130] with 372 bytes.
In contrast, our proposed scheme exhibits a considerably higher communication cost of 8812
bytes.

At first glance, Kumari et al. [130] appears to have the most efficient communication over-
head. However, this advantage is offset by its shortcomings in security measures.

The relatively high communication cost in our scheme, as reflected in the total commu-
nication cost, can be primarily attributed to the output size of the Kyber encryption, which
amounts to 800 bytes. Despite this, our scheme boasts lower computational demands and pro-
vides superior security features compared to existing frameworks. While other schemes may
exhibit lower communication costs, our emphasis on robust security and efficient computation
justifies this trade-off.

Energy cost

Figure 5.6 illustrates the energy consumption across the analyzed frameworks. To estimate
the energy consumption throughout the computation process, we employed the formula W =
V x I x t. In this equation, W signifies the power consumption measured in millijoules (mJ), V'
represents the voltage in volts (V), I denotes the current draw during active mode in milliamps
(mA), and ¢ corresponds to the time measured in seconds (s), as detailed in [160].

When comparing the results depicted in Figure 5.6, it becomes evident that our frame-
work demonstrates significantly lower energy consumption in contrast to the other frameworks.
The energy expended during the computation process is notably impacted by the duration

of computational operations, where extended computational times invariably lead to elevated
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energy consumption. Furthermore, selecting cryptographic primitives also plays a pivotal role

in shaping energy consumption levels.

Frameworks Energy Cost in mJ

Ours | 0.65398536
Kumari etal. | 32.81479236
Chandraka et al. 45.84349791
Mohit et al. 45.84566763
Chiou et al. £0.95446127
Chen et al. 67.70471022
Chen et al. 38.96788014

40 50

Figure 5.6: Calculation cost evaluation

5.4 Conclusion

This chapter delves into the performance evaluation of QR-AKAF, our innovative frame-
work tailored for cloud-based healthcare applications. Our primary objective was to strike a
delicate balance between security and efficiency within our design. In QR-AKAF, we employ
Kyber, a resource-efficient PQC algorithm that minimizes the computational overhead.

Unlike traditional approaches utilizing expensive PBC and ECC functions, QR-AKAF lever-
ages Kyber to enhance both computational and energy efficiency. To validate the security ro-
bustness of our scheme, we conducted formal verification using the AVISPA tool. Additionally, a
comprehensive informal security analysis demonstrates that our framework achieves all essential
security properties and effectively mitigates various cyber threats in the IoMT domain.

Comparative analysis with existing frameworks underscores the superiority of QR-AKAF in
terms of reduced computation and energy expenditure. Moreover, our framework contributes

to prolonging network lifetime by mitigating energy consumption at sensor nodes.
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Conclusion and perspectives

Ensuring security in WBAN-based IoMT presents a formidable challenge due to the dy-
namic and open nature of these networks. Vulnerable to various cyber threats, WBANSs operate
in environments where conventional security measures struggle to cope. Moreover, the inherent
resource constraints of sensor devices hinder the implementation of traditional security pro-
tocols, leading to excessive computation overhead, communication complexities, and height-
ened energy consumption. Cryptography emerges as a pivotal security measure in safeguarding
communications within WBANSs, offering fundamental security assurances necessary for IloMT
applications.

SKC-based schemes demonstrate remarkable efficiency in terms of computational overhead
and energy consumption. However, the challenge lies in the distribution of keys, presenting a
significant hurdle. Moreover, these schemes often lack a satisfactory balance between resilience
and cryptographic key storage. Early attempts to implement PKC in sensor networks using
RSA proved impractical due to its large key size and computationally intensive cryptographic
primitives. Subsequent research has shown ECC to be a more viable option for PKC in resource-
constrained devices, owing to its smaller key sizes and faster execution time. Nonetheless, inte-
grating PKC schemes into [oMT necessitates the authentication of public keys, a requirement
that poses challenges. Traditional PKI solutions are infeasible in sensor networks due to the
overhead and complexity associated with public-key certificates, including their distribution,
storage, and verification.

Kyber, a post-quantum cryptographic (PQC) scheme, offers a promising alternative to tra-
ditional public-key cryptography (PKC) methods like RSA and ECC. Unlike these conventional
schemes, Kyber is designed to withstand quantum attacks, making it suitable for use in environ-
ments where quantum computing poses a threat to security. With Kyber, cryptographic keys
are generated and managed differently, leveraging lattice-based techniques to ensure resilience
against quantum adversaries. Additionally, Kyber exhibits favorable performance characteris-
tics, boasting low computational and communication overheads compared to traditional PKC
methods. This makes Kyber an attractive choice for securing sensitive data in the face of
emerging quantum threats.

In this thesis, our focus was on addressing security concerns in WBAN-based [oMT ap-
plications while maintaining optimal performance. We commenced by examining the security
landscape of IoMT, delving into various constraints, requirements, and potential cyber threats
faced by WBANSs. Following this, we conducted a comprehensive review of existing PKC-based
schemes in WBAN-based IoMT applications, covering pairings, ECC-based, hash-based, and
SKC schemes. Through this review, we identified shortcomings across these schemes, paving

the way for our proposed solution. Our proposal involves leveraging Kyber PQC to bolster
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[oMT security. With Kyber, our objective is to strike a balance between efficiency and security,
ensuring robust protection with lightweight operations.

In our endeavor to fortify the security of WBAN-based healthcare systems, we have intro-
duced a novel authentication framework in our recent work, documented in [164]. By harnessing
the capabilities of Kyber, a PQC solution, we aim to address the inherent vulnerabilities and
security challenges prevalent in WBAN-enabled healthcare environments. This authentication
framework represents a significant advancement in IoMT security, offering robust protection
against a myriad of cyber threats while ensuring the integrity and confidentiality of sensitive
medical data. Through meticulous design and implementation, our framework seeks to estab-
lish a seamless balance between stringent security requirements and the operational efficiency
demanded by real-world WBAN deployments. By leveraging the advanced cryptographic fea-
tures of Kyber, we envision a future where WBAN-based healthcare systems can operate with
enhanced resilience and trustworthiness, safeguarding patient privacy and facilitating reliable
medical services in an increasingly connected healthcare landscape.

Moving forward, our ongoing research endeavors will encompass an extension of our proposed

solutions. Our future perspectives are summarized as follows:

o Extend our proposals to support blockchain-based IoT in healthcare applications. This
extension will secure communication between [oT devices and blockchain nodes, ensuring

the privacy of sensitive data such as Electronic Health Records (EHRs).

« Validate our proposals using the Random Oracle Model (ROM).
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